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I nt roducti on

The Internet Protocol suite is being used for connecting Constrained-
Node Networks (CNNs) to the Internet, enabling the so-called Internet
of Things (10T) [RFC7228]. 1In order to neet the requirenents that
stemfrom CNNs, the | ETF has produced a suite of new protocols
specifically designed for such environnents (see, e.g., [RFC8352]).
New | ETF protocol stack conponents include the |Pv6 over Low Power
Wrel ess Personal Area Networks (6LoWPANs) adaptation |ayer

[ RFC4944] [ RFC6282] [ RFC6775], the I Pv6 Routing Protocol for Low Power
and Lossy Networks (RPL) [ RFC6550], and the Constrained Application
Prot ocol (CoAP) [RFC7252].

As of this witing, the nmain transport-layer protocols in |P-based

| oT scenarios are UDP and TCP. TCP has been criticized, often
unfairly, as a protocol that is unsuitable for the IoT. It is true
that sone TCP features, such as relatively | ong header si ze,
unsuitability for multicast, and al ways-confirned data delivery, are
not optimal for |oT scenarios. However, nany typical claims on TCP
unsuitability for IoT (e.g., a high conplexity, connection-oriented
approach inconpatibility with radi o duty-cycling and spuri ous
congestion control activation in wireless links) are not valid, can
be solved, or are also found in well-accepted |IoT end-to-end
reliability nmechanisns (see a detailed analysis in [IntConp]).

At the application |ayer, CoAP was devel oped over UDP [ RFC7252].
However, the integration of some CoAP depl oynents with existing
infrastructure is being chall enged by m ddl eboxes such as firewalls,
which may limt and even bl ock UDP-based communications. This is the
mai n reason why a CoAP over TCP specification has been devel oped

[ RFC8323] .

O her application-layer protocols not specifically designed for CNNs
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are al so being considered for the |oT space. Sone exanpl es include
HTTP/ 2 and even HITP/ 1.1, both of which run over TCP by default

[ RFC7230] [ RFC7540], and the Extensible Messagi ng and Presence
Protocol (XMPP) [RFC6120]. TCP is also used by non-IETF application-
| ayer protocols in the 10T space such as the Message Queui ng

Tel enetry Transport (MJTT) [MJIT] and its |ightweight variants.

TCP is a sophisticated transport protocol that includes optiona
functionality (e.g., TCP options) that may inprove performance in
some environnents. However, many optional TCP extensions require
conmplex logic inside the TCP stack and increase the code size and the
menory requirements. Many TCP extensions are not required for
interoperability with other standard-conpliant TCP endpoints. G ven
the limted resources on constrai ned devices, careful selection of
optional TCP features can nake an inplenentation nore |ightweight.

Thi s docunent provides gui dance on how to inplement and configure TCP
and gui dance on how applications should use TCP in CNNs. The
overarching goal is to offer sinple measures to allow for |ightweight
TCP i npl enentati on and suitable operation in such environnents. A
TCP i npl enentation followi ng the guidance in this docunment is

i ntended to be conpatible with a TCP endpoint that is conpliant to
the TCP standards, albeit possibly with a | ower performance. This
implies that such a TCP client would al ways be able to connect with a
st andar d- conpl i ant TCP server, and a correspondi ng TCP server woul d
al ways be able to connect with a standard-conpliant TCP client.

Thi s document assunes that the reader is fanmiliar with TCP. A
conpr ehensi ve survey of the TCP standards can be found in RFC 7414
[ RFC7414]. Similar guidance regarding the use of TCP in specia
envi ronments has been published before, e.g., for cellular wreless
net wor ks [ RFC3481] .

Characteristics of CNNs Rel evant for TCP
Net wor k and Link Properties

CNNs are defined in [ RFC7228] as networks whose characteristics are

i nfluenced by being conposed of a significant portion of constrained
nodes. The latter are characterized by significant linitations on
processi ng, nenory, and energy resources, anmong others [RFC7228].

The first two di mensi ons pose constraints on the conplexity and
menory footprint of the protocols that constrained nodes can support.
The latter requires techniques to save energy, such as radi o duty-
cycling in wirel ess devices [RFC8352] and the mnimzation of the
nunber of nessages transnitted/received (and their size).

[ RFC7228] lists typical network constraints in CNNs, including | ow
achi evabl e bitrate/throughput, high packet [oss and high variability
of packet loss, highly asymmetric link characteristics, severe
penalties for using |arger packets, limts on reachability over tineg,
etc. CNNs may use wireless or wired technol ogies (e.g., Power Line
Communi cation), and the transnission rates are typically low (e.g.,
bel ow 1 Mips).

For use of TCP, one challenge is that not all technologies in a CNN
may be aligned with typical Internet subnetwork design principles

[ RFC3819]. For instance, constrai ned nodes often use physical- /

I'i nk-1ayer technol ogi es that have been characterized as '|ossy’,
i.e., exhibit a relatively high bit error rate. Dealing with
corruption loss is one of the open issues in the Internet [ RFC6077].

Usage Scenari os

There are different depl oynent and usage scenarios for CNNs. Sone
CNNs foll ow the star topol ogy, whereby one or several hosts are



linked to a central device that acts as a router connecting the CNN
to the Internet. Alternatively, CNNs may al so follow the nultihop
t opol ogy [ RFC6606] .

In constrained environments, there can be different types of devices
[ RFC7228]. For example, there can be devices with a single conbined
send/ receive buffer, a separate send and receive buffer, or a pool of
multiple send/receive buffers. |In the latter case, it is possible
that buffers are al so shared for other protocols.

One key use case for TCP in CNNs is a nodel where constrai ned devices
connect to unconstrained servers in the Internet. But it is also

possi bl e that both TCP endpoints run on constrai ned devices. 1In the
first case, communication will possibly traverse a mddl ebox (e.g., a
firewall, NAT, etc.). Figure 1 illustrates such a scenario. Note

that the scenario is asymetric, as the unconstrai ned device wll
typically not suffer the severe constraints of the constrained
device. The unconstrained device is expected to be mai ns-powered,
have a hi gh anpbunt of nmenory and processi ng power, and be connected
to a resource-rich network

Assuming that a najority of constrained devices will correspond to
sensor nodes, the anobunt of data traffic sent by constrained devices
(e.g., sensor node neasurenents) is expected to be higher than the
anount of data traffic in the opposite direction. Nevertheless,
constrai ned devices may receive requests (to which they may respond),
commands (for configuration purposes and for constrai ned devices

i ncluding actuators), and relatively infrequent firnware/software

updat es.

S +
0 0 <-------- TCP communi cation ----- > | |
0 0 | |

o] o] | Unconstrai ned
0 0 A + | devi ce |
o] 0O 0 ------ | Mddlebox | ------- | |

o o A + | (e.g., cloud)
0 0 o |
o +

Constrai ned devices

Figure 1: TCP Conmuni cati on between a Constrai ned Device and an
Unconstrai ned Device, Traversing a M ddl ebox

2.3. Communication and Traffic Patterns

| oT applications are characterized by a nunber of different
communi cati on patterns. The follow ng non-conprehensive |ist
expl ai ns sone typical exanples

Unidirectional transfers: An |oT device (e.g., a sensor) can
(repeatedly) send updates to the other endpoint. There is not
al ways a need for an application response back to the 10T device.

Request -response patterns: An |oT device receiving a request from
the ot her endpoint, which triggers a response fromthe |0oT devi ce.

Bul k data transfers: A typical exanple for a long file transfer
woul d be an 10T device firmnare update.

A typical communication pattern is that a constrai ned device

conmuni cates with an unconstrai ned device (cf. Figure 1). But it is
al so possi bl e that constrained devices comuni cate anpongst

t hensel ves.



3. TCP Inplenmentation and Configuration in CNNs

Thi s section explains how a TCP stack can deal with typica
constraints in CNN. The guidance in this section relates to the TCP
i mpl erentation and its configuration.

3.1. Addressing Path Properties
3.1.1. Maxi mum Segnent Size (MSS)

Assuming that 1Pv6 is used, and for the sake of |ightweight

i npl ement ati on and operation, unless applications require handling

| arge data units (i.e., leading to an | Pv6 datagram size greater than
1280 bytes), it may be desirable to limt the |P datagramsize to
1280 bytes in order to avoid the need to support Path MIU Di scovery

[ RFC8201]. In addition, an |IP datagram size of 1280 bytes avoids
incurring |IPv6-layer fragnentation [ RFC8900].

An | Pv6 datagram si ze exceedi ng 1280 bytes can be avoi ded by setting
the TCP MBS to 1220 bytes or less. Note that it is already a
requirenent for TCP inplenentations to consune payl oad space instead
of increasing datagram size when including IP or TCP options in an |IP
packet to be sent [RFC6691]. Therefore, it is not required to
advertise an MSS smaller than 1220 bytes in order to accomodate TCP
options.

Note that setting the MIU to 1280 bytes is possible for |ink-Iayer
technologies in the CNN space, even if sone of themare characterized
by a short data unit payload size, e.g., up to a few tens or hundreds
of bytes. For exanple, the maxinumframe size in | EEE 802.15.4 is
127 bytes. 6LOWPAN defined an adaptation |ayer to support |Pv6 over

| EEE 802.15.4 networks. The adaptation layer includes a
fragnmentation nmechanism since |Pv6 requires the |layer belowto
support an MIU of 1280 bytes [ RFC8200], while | EEE 802.15.4 | acks
fragmentati on nmechani sms. 6LOWPAN defines an | EEE 802.15.4 |ink MIU
of 1280 bytes [ RFC4944]. Oher technol ogi es, such as Bluetooth | ow
energy [RFC7668], I TU- T G 9959 [RFC7428], or Digital Enhanced

Cordl ess Tel econmuni cati ons (DECT) U tra Low Energy (ULE) [RFC8105],
al so use 6LOWPAN- based adaptation layers in order to enable | Pv6
support. These technol ogi es do support |ink-layer fragmentation. By
exploiting this functionality, the adaptation | ayers that enable |Pv6
over such technol ogi es al so define an MIU of 1280 byt es.

On the other hand, there exist technol ogies also used in the CNN
space, such as Master Slave (Ms) / Token Passing (TP) [ RFC8163],
Narrowband | oT (NB-10T) [RFC8376], or |EEE 802.11ah [ 6LO W.ANAH] ,
that do not suffer the same degree of frame size limtations as the
technol ogi es nenti oned above. It is recommended that the MIU for MsS/
TP be 1500 bytes [ RFC8163]; the MIU in NB-10T is 1600 bytes, and the
maxi mum franme payl oad size for | EEE 802.11ah is 7991 bytes.

Using a larger MSS (to a suitable extent) may be beneficial in sone
scenari os, especially when transferring | arge payl oads, as it reduces
the nunber of packets (and packet headers) required for a given

payl oad. However, the characteristics of the constrai ned network
need to be considered. |In particular, in a |ossy network where
unreliable fragnent delivery is used, the anmobunt of data that TCP
unnecessarily retransnmits due to fragnent |oss increases (and

t hr oughput decreases) quickly with the MSS. This happens because the
|l oss of a fragment |leads to the |oss of the whole fragnented packet
being transmtted. Unnecessary data retransmssion is particularly
harmful in CNNs due to the resource constraints of such environnments.
Note that, while the original 6LOWPAN fragnentati on nechani sm

[ RFC4944] does not offer reliable fragnment delivery, fragnent
recovery functionality for 6LOWPAN or 6Lo environnents has been

st andar di zed [ RFC8931].
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2. Explicit Congestion Notification (ECN)

ECN [ RFC3168] allows a router to signal in the | P header of a packet
that congestion is rising, for exanple, when a queue size reaches a
certain threshold. An ECN- enabled TCP receiver will echo back the
congestion signal to the TCP sender by setting a flag in its next TCP
Acknowl edgrment (ACK). The sender triggers congestion contro

nmeasures as if a packet |oss had happened.

RFC 8087 [ RFC8087] outlines the principal gains in terms of increased
t hroughput, reduced del ay, and ot her benefits when ECN is used over a
networ k path that includes equiprment that supports Congestion
Experienced (CE) marking. |In the context of CNNs, a renarkable
feature of ECN is that congestion can be signal ed without incurring
packet drops (which will lead to retransm ssions and consunption of
limted resources such as energy and bandw dth).

ECN can further reduce packet |osses since congestion contro

measures can be applied earlier [RFC2884]. Fewer |ost packets
inmplies that the nunber of retransmtted segnents decreases, which is
particularly beneficial in CNNs, where energy and bandwi dth resources
are typically limted. Aso, it nmakes sense to try to avoid packet
drops for transactional workloads with small data sizes, which are
typical for CNNs. 1In such traffic patterns, it is nore difficult and
often inpossible to detect packet |oss w thout retransm ssion
timeouts (e.g., as there may not be three duplicate ACKs). Any
retransm ssion timeout slows down the data transfer significantly.

In addition, if the constrai ned devi ce uses power-saving techni ques,
a retransmssion tineout will incur a wake-up action, in contrast to
ACK cl ock-triggered sending. Wen the congestion wi ndow of a TCP
sender has a size of one segnment and a TCP ACK with an ECN signa
(ECN-Echo (ECE) flag) arrives at the TCP sender, the TCP sender
resets the retransnmit timer, and the sender will only be able to send
a new packet when the retransmit tiner expires. Effectively, at that
monent, the TCP sender reduces its sending rate from1 segnment per
Round-Trip Tine (RTT) to 1 segnent per Retransm ssion Tinmeout (RTO
and reduces the sending rate further on each ECN signal received in
subsequent TCP ACKs. Qherwise, if an ECN signal is not present in a
subsequent TCP ACK, the TCP sender resunes the normal ACK-cl ocked
transm ssion of segnents [ RFC3168].

ECN can be increnentally deployed in the Internet. Quidance on
configuration and usage of ECN is provided in RFC 7567 [ RFC7567].

G ven the benefits, nore and nore TCP stacks in the Internet support
ECN, and it makes sense to specifically |leverage ECN in controlled
envi ronments such as CNNs. As of this witing, there is ongoi ng work
to extend the types of TCP packets that are ECN capabl e, including
pure ACKs [ TCPM ECN]. Such a feature may further increase the
benefits of ECN in CNN environnents. Note, however, that supporting
ECN i ncreases inplenmentation conplexity.

3.1.3. Explicit Loss Notifications

3.

2

There has been a significant body of research on solutions capabl e of
explicitly indicating whether a TCP segnent |loss is due to
corruption, in order to avoid activation of congestion contro
mechani sms [ ETEN] [ RFC2757]. Wil e such solutions nmay provide
significant inprovenent, they have not been w dely depl oyed and
remain as experimental work. In fact, as of today, the | ETF has not
st andardi zed any such sol ution

TCP Gui dance for Single-MS Stacks

Thi s section discusses TCP stacks that allow transferring a single
MBS. More general guidance is provided in Section 3. 3.



3.2.1. Single-MsS Stacks -- Benefits and |ssues

A TCP stack can reduce the nenory requirenents by advertising a TCP
wi ndow size of 1 MSS and also transnmit, at nmpost, 1 MSS of

unacknow edged data. In that case, both congestion and fl ow contro
i npl ementation are quite sinple. Such a small receive and send

wi ndow nmay be sufficient for sinple nessage exchanges in the CNN
space. However, only using a window of 1 MSS can significantly

af fect performance. A stop-and-wait operation results in | ow
throughput for transfers that exceed the length of 1 MSS, e.g., a
firmvare downl oad. Furthernore, a single-MsS solution relies solely
on timer-based | oss recovery, therefore m ssing the perfornmance gain
of Fast Retransmt and Fast Recovery (which requires a |arger w ndow
size; see Section 3.3.1).

If CoAP is used over TCP with the default setting for NSTART in RFC
7252 [RFC7252], a CoAP endpoint is not allowed to send a new nessage
to a destination until a response for the previ ous nmessage sent to
that destination has been received. This is equivalent to an
application-layer wi ndow size of 1 data unit. For this use of CoAP,
a maxi mum TCP wi ndow of 1 MSS nay be sufficient, as |ong as the CoAP
message size does not exceed 1 MSS. An exception in CoAP over TCP
though, is the Capabilities and Settings Message (CSM that nust be
sent at the start of the TCP connection. The first application
message carrying user data is allowed to be sent immediately after
the CSM nessage. |f the sumof the CSM size plus the application
nmessage size exceeds the MSS, a sender using a single-MS stack will
need to wait for the ACK confirm ng the CSM before sending the
appl i cati on message.

3.2.2. TCP Options for Single-MS Stacks

A TCP i npl enentati on needs to support, at a mninmm TCP options 2,
1, and 0. These are, respectively, the MSS option, the No-CQperation
option, and the End OF Option List marker [RFC0793]. None of these
are a substantial burden to support. These options are sufficient
for interoperability with a standard-conpliant TCP endpoint, albeit
many TCP stacks support additional options and can negotiate their
use. A TCP inplenentation is pernmitted to silently ignore all other
TCP opti ons.

A TCP inplenentation for a constrained device that uses a single-MS
TCP receive or transmt w ndow size nmay not benefit from supporting
the followi ng TCP options: Wndow Scal e [ RFC7323], TCP Ti nest anps

[ RFC7323], Sel ective Acknow edgnent (SACK) [RFC2018], and SACK-
Permtted [ RFC2018]. Also, other TCP options may not be required on
a constrained device with a very lightweight inplenmentation. Wth
regard to the Wndow Scal e option, note that it is only useful if a
wi ndow si ze greater than 64 kB is needed.

Note that a TCP sender can benefit fromthe TCP Ti nestanps option

[ RFC7323] in detecting spurious RTGs. The latter are quite likely to
occur in CNN scenarios due to a number of reasons (e.g., route
changes in a multihop scenario, link-layer retries, etc.). The
header overhead incurred by the Tinestanps option (of up to 12 bytes)
needs to be taken into account.

3.2.3. Delayed Acknow edgrments for Single-MSS Stacks

TCP Del ayed Acknow edgnents are neant to reduce the number of ACKs
sent within a TCP connection, thus reducing network overhead, but
they may increase the tine until a sender nmay receive an ACK. In
general , useful ness of Delayed ACKs depends heavily on the usage
scenario (see Section 3.3.2). There can be interactions with single-
MBS st acks.



Wien traffic is unidirectional, if the sender can send at nost 1 MsSS
of data or the receiver advertises a receive wi ndow not greater than
the MSS, Del ayed ACKs may unnecessarily contribute delay (up to 500
ms) to the RTT [ RFC5681], which limts the throughput and can
increase data delivery tine. Note that, in sone cases, it may not be
possi ble to di sabl e Del ayed ACKs. One known workaround is to split
the data to be sent into two segnents of snmaller size. A standard-
conpliant TCP receiver nmay i nmedi ately acknow edge the second MSS of
data, which can inprove throughput. However, this "split hack" may
not always work since a TCP receiver is required to acknow edge every
second full-sized segnment, but not two consecutive small segments.
The overhead of sending two | P packets instead of one is another
downsi de of the "split hack".

Sinmlar issues nay happen when the sender uses the Nagle al gorithm
since the sender may need to wait for an unnecessarily Delayed ACK to
send a new segnent. Disabling the algorithmw |l not have inpact if
the sender can only handl e stop-and-wait operation at the TCP | evel

For request-response traffic, when the receiver uses Del ayed ACKs, a
response to a data nessage can piggyback an ACK, as long as the
latter is sent before the Del ayed ACK tinmer expires, thus avoiding
unnecessary ACKs without payload. Disabling Delayed ACKs at the
request sender allows an i mediate ACK for the data segment carrying
the response.

3.2.4. RTO Cal cul ation for Single-MS Stacks

The RTO cal cul ation is one of the fundanmental TCP al gorithns

[ RFC6298]. There is a fundanental trade-off: a short, aggressive RTO
behavi or reduces wait time before retransm ssions, but it also
increases the probability of spurious tinmeouts. The latter leads to
unnecessary waste of potentially scarce resources in CNNs such as

energy and bandwidth. |In contrast, a conservative tineout can result
in long error recovery tines and, thus, needlessly delay data
delivery.

If a TCP sender uses a very snall w ndow size, and it cannot benefit
fromFast Retransnmit and Fast Recovery or SACK, the RTO al gorithm has
a large inpact on performance. |In that case, RTO al gorithmtuning
may be considered, although careful assessment of possible drawbacks
is reconmended [ RFC8961].

As an exanpl e, adaptive RTO al gorithnms defined for CoAP over UDP have
been found to performwell in CNN scenarios [Conmag] [ CORE- FASOR] .

3.3. Ceneral Recommendations for TCP in CNNs

This section summari zes sone wi dely used techniques to inprove TCP
with a focus on their use in CNNs. The TCP extensions di scussed here
are useful in a w de range of network scenarios, including CNNs.

This section is not conprehensive. A conprehensive survey of TCP
extensions is published in RFC 7414 [ RFC7414].

3.3.1. Loss Recovery and Congesti on/ Fl ow Contr ol

Devi ces that have enough nmenory to allow a larger (i.e., nore than 3
MBS of data) TCP wi ndow size can |l everage a nore efficient |oss
recovery than the tiner-based approach used for a smaller TCP w ndow
size (see Section 3.2.1) by using Fast Retransmt and Fast Recovery

[ RFC5681], at the expense of slightly greater conplexity and

Transm ssion Control Block (TCB) size. Assunming that Del ayed ACKs
are used by the receiver, a window size of upto 5 MSSis required
for Fast Retransmit and Fast Recovery to work efficiently: in a given
TCP transm ssion of full-sized segments 1, 2, 3, 4, and 5, if segnent



2 gets lost, and the ACK for segnment 1 is held by the Del ayed ACK
timer, then the sender should get an ACK for segnment 1 when 3 arrives
and duplicate ACKs when segnents 4, 5, and 6 arrive. It wll
retransmt segnment 2 when the third duplicate ACK arrives. |n order
to have segnents 2, 3, 4, 5, and 6 sent, the wi ndow has to be of at
least 5 MSS. Wth an MSS of 1220 bytes, a buffer of a size of 5 MsS
woul d require 6100 bytes.

The exanple in the previous paragraph did not use a further TCP

i mprovenent such as Limted Transmit [RFC3042]. The latter may al so
be useful for any transfer that has nmore than one segnment in flight.
Smal| transfers tend to benefit nore fromLimted Transnmit, because
they are nore likely to not receive enough duplicate ACKs. Assuning
the exanple in the previous paragraph, Limted Transmt allows
sending 5 MSS with a congestion wi ndow (cwnd) of three segnents, plus
two additional segments for the first two duplicate ACKs. Wth
Limted Transnit, even a cwnd of two segnments allows sending 5 MSS,
at the expense of additional delay contributed by the Del ayed ACK
timer for the ACK that confirns segment 1.

When a mul tipl e-segnent wi ndow is used, the receiver will need to
manage the reception of possible out-of-order received segnents,
requiring sufficient buffer space. Note that even when a w ndow of 1
MBS is used, out-of-order arrival should also be managed, as the
sender may send multiple sub-MSS packets that fit in the window. (On
the other hand, the receiver is free to sinply drop out-of-order
segnents, thus forcing retransni ssions.)

3.3.1.1. Selective Acknow edgnents (SACKS)

If a device with | ess severe nmenory and processing constraints can
afford advertising a TCP wi ndow si ze of several MsSs, it mmkes sense
to support the SACK option to inprove performance. SACK allows a
data receiver to informthe data sender of non-contiguous data bl ocks
recei ved, thus a sender (having previously sent the SACK-Permitted
option) can avoid perform ng unnecessary retransm ssions, saving
energy and bandwi dth, as well as reducing latency. In addition, SACK
often allows for faster |oss recovery when there is nore than one

| ost segnment in a wi ndow of data, since SACK recovery may conplete
with less RTTs. SACK is particularly useful for bulk data transfers.
A receiver supporting SACK will need to keep track of the data bl ocks
that need to be received. The sender will also need to keep track of
whi ch data segnments need to be resent after |earning which data

bl ocks are missing at the receiver. SACK adds 8*n+2 bytes to the TCP
header, where n denotes the nunber of data bl ocks received, up to
four blocks. For a |ow nunber of out-of-order segnents, the header
over head penalty of SACK is conpensated by avoi di ng unnecessary
retransm ssions. Wen the sender discovers the data bl ocks that have
al ready been received, it needs to also store the necessary state to
avoi d unnecessary retransm ssion of data segnents that have al ready
been received.

3.3.2. Delayed Acknow edgnents

For certain traffic patterns, Delayed ACKs may have a detrinmenta
effect, as already noted in Section 3.2.3. Advanced TCP stacks may
use heuristics to deternmne the maxi numdelay for an ACK. For CNNs,
the recomendati on depends on the expected conmuni cation patterns.

When traffic over a CNN is expected nostly to be unidirectiona
messages with a size typically up to 1 MSS, and the tine between two
consecutive nmessage transnmissions is greater than the Del ayed ACK
timeout, it nmay nake sense to use a snaller tinmeout or disable

Del ayed ACKs at the receiver. This avoids incurring additiona

del ay, as well as the energy consunption of the sender (which night,
e.g., keep its radio interface in receive node) during that tine.



Not e that disabling Delayed ACKs may only be possible if the peer
device is adnministered by the sane entity managi ng the constrai ned
device. For request-response traffic, enabling Del ayed ACKs is
recommended at the server end, in order to allow conbining a response
with the ACK into a single segnment, thus increasing efficiency. In
addition, if a client issues requests infrequently, disabling Delayed
ACKs at the client allows an i medi ate ACK for the data segnent
carrying the response.

In contrast, Delayed ACKs allow for a reduced nunmber of ACKs in bul k
transfer types of traffic, e.g., for firmware/software updates or for
transferring |l arger data units containing a batch of sensor readings.

Note that, in many scenarios, the peer that a constrai ned device
communi cates with will be a general purpose systemthat comruni cates
with both constrai ned and unconstrai ned devices. Since Delayed ACKs
are often configured through systemw de paraneters, the behavior of
Del ayed ACKs at the peer will be the sane regardl ess of the nature of
the endpoints it talks to. Such a peer will typically have Del ayed
ACKs enabl ed.

3.3.3. Initial Wndow

[ RFC5681] specifies a TCP Initial Wndow (IW of roughly 4 kB
Subsequently, RFC 6928 [ RFC6928] defines an experimental new val ue
for the IW which in practice will result in an IWof 10 MS
Nowadays, the latter is used in many TCP i npl enent ati ons.

Note that a 10-MSS | Wwas reconmended for resource-rich environments
(e.g., broadband environnments), which are significantly different

fromCNNs. In CNNs, nany application-layer data units are relatively
small (e.g., below 1 MSS). However, |arger objects (e.g., large
files containing sensor readings, firmware updates, etc.) nay al so
need to be transferred in CNNs. |If such a |arge object is

transferred in CNNs, with an IWsetting of 10 MSS, there is
significant buffer overflow risk, since many CNN devi ces support

network or radio buffers of a size smaller than 10 MSS. In order to
avoi d such a problem the IWneeds to be carefully set in CNNs, based
on device and network resource constraints. |In nany cases, a safe IW

setting will be snaller than 10 MSS
4. TCP Usage Recommendations in CNNs

Thi s section discusses how TCP can be used by applications that are
devel oped for CNN scenarios. These renarks are by and | arge
i ndependent of how TCP is exactly inpl enented

4.1. TCP Connection Initiation

In the scenario of a constrained device to an unconstrai ned device
illustrated above, a TCP connection is typically initiated by the
constrai ned device, in order for the device to support possible sleep
periods to save energy.

4. 2. Nunber of Concurrent Connections

TCP endpoints with a snall amount of nenory may only support a snall
nunber of connections. Each TCP connection requires storing a nunber
of variables in the TCB. Depending on the internal TCP

i npl ement ati on, each connection may result in further nenory

over head, and connections nmay conpete for scarce resources (e.qg.,
further nenory overhead for send and receive buffers, etc.).

A careful application design nmay try to keep the nunber of concurrent
connections as small as possible. A client can, for instance, limt
the nunber of sinultaneous open connections that it maintains to a



given server. Miltiple connections could, for instance, be used to
avoi d the "head-of-1ine bl ocking" problemin an application transfer.
However, in addition to consum ng resources, using nmultiple
connections can al so cause undesirabl e side effects in congested
networks. For exanple, the HITP/ 1.1 specification encourages clients
to be conservative when opening nultiple connections [ RFC7230].

Furt hernore, each new connection will start with a three-way
handshake, therefore increasing nessage over head.

Bei ng conservati ve when opening nultiple TCP connections is of
particul ar inportance in Constrai ned- Node Networks.

4.3. TCP Connection Lifetine

In order to mnimze nessage overhead, it nakes sense to keep a TCP
connection open as long as the two TCP endpoi nts have nore data to
send. |f applications exchange data rather infrequently, i.e., if
TCP connections would stay idle for a long tinme, the idle time can
result in problenms. For instance, certain m ddl eboxes such as
firewal s or NAT devices are known to delete state records after an
inactivity interval. RFC 5382 [RFC5382] specifies a mninumval ue
for such an interval of 124 minutes. Measurenent studies have
reported that TCP NAT binding timeouts are highly variable across
devices, with the nmedi an being around 60 m nutes, the shortest

ti meout being around 2 mnutes, and nore than 50% of the devices with
a tinmeout shorter than the aforenenti oned m ni numti meout of 124

m nutes [HonmeGateway]. The tineout duration used by a mi ddl ebox

i npl erent ati on may not be known to the TCP endpoi nts.

In CNNs, such m ddl eboxes nmay, e.g., be present at the boundary
between the CNN and other networks. |f the m ddl ebox can be
optimzed for CNN use cases, it nakes sense to increase the initial
value for filter state inactivity timers to avoid problens with idle
connections. Apart fromthat, this problemcan be dealt with by

di fferent connection-handling strategies, each having pros and cons.

One approach for infrequent data transfer is to use short-lived TCP
connections. Instead of trying to maintain a TCP connection for a
long tine, it is possible that short-lived connections can be opened
bet ween two endpoints, which are closed if no nore data needs to be
exchanged. For use cases that can cope with the additional nessages
and the latency resulting fromstarting new connections, it is
recomrended to use a sequence of short-lived connections instead of
mai ntaining a single long-lived connecti on.

The nessage and | atency overhead that stens from using a sequence of
short-lived connections could be reduced by TCP Fast Open (TFO

[ RFC7413], which is an experinental TCP extension, at the expense of
i ncreased inpl enentation conplexity and increased TCB size. TFO

all ows data to be carried in SYN (and SYN-ACK) segnents and to be
consuned i nmmedi ately by the receiving endpoint. This reduces the
message and | atency overhead conpared to the traditional three-way
handshake to establish a TCP connection. For security reasons, the
connection initiator has to request a TFO cookie fromthe other
endpoint. The cookie, with a size of 4 or 16 bytes, is then included
i n SYN packets of subsequent connections. The cookie needs to be
refreshed (and obtained by the client) after a certain amount of
time. Wiile a given cookie is used for multiple connections between
the sane two endpoints, the latter may beconme vul nerable to privacy
threats. |In addition, a valid cookie may be stolen froma

comprom sed host and rmay be used to perform SYN fl ood attacks, as
well as anplified reflection attacks to victimhosts (see Section 5
of [RFC7413]). Nevertheless, TFOis nore efficient than frequently
openi ng new TCP connections with the traditional three-way handshake,
as long as the cookie can be reused in subsequent connections.
However, as stated in [RFC7413], TFO deviates fromthe standard TCP



semantics, since the data in the SYN could be replayed to an
application in sone rare circunstances. Applications should not use
TFO unl ess they can tolerate this issue, e.g., by using TLS

[ RFC7413]. A conprehensive di scussion on TFO can be found in RFC
7413 [ RFC7413].

Anot her approach is to use long-lived TCP connections with
application-layer hearthbeat nmessages. Various application protocols
support such heartbeat nessages (e.g., CoAP over TCP [ RFC8323]).
Periodi c application-layer heartbeats can prevent early filter state
record deletion in mddl eboxes. |If the TCP binding tineout for a

m ddl ebox to be traversed by a given connection is known, m ddl ebox
filter state deletion will be avoided if the heartbeat period is

| ower than the mddl ebox TCP binding tinmeout. Qherw se, the

i npl ementer needs to take into account that niddl ebox TCP bi nding
timeouts fall in a wi de range of possible val ues [ HonmeGat eway], and
it may be hard to find a proper heartbeat period for application-

| ayer heartbeat nessages.

One specific advantage of heartbeat nessages is that they also allow
Iiveness checks at the application level. 1In general, it nmakes sense
to realize liveness checks at the highest protocol |ayer possible
that is neaningful to the application, in order to maxim ze the depth
of the liveness check. |In addition, tinmely detection of a dead peer
may allow savings in ternms of TCB menory use. However, the
transm ssi on of heartbeat nessages consunes resources. This aspect
needs to be assessed carefully, considering the characteristics of
each specific CNN.

A TCP inpl enentati on nmay al so be able to send "keep-alive" segnments
to test a TCP connection. According to [RFC1122], keep-alives are an
optional TCP nechanismthat is turned off by default, i.e., an
application nmust explicitly enable it for a TCP connection. The

i nterval between keep-alive nessages nmust be configurable, and it

must default to no less than two hours. Wth this large tineout, TCP
keep-alive nmessages m ght not always be useful to avoid deletion of
filter state records in some m ddl eboxes. However, sending TCP keep-
alive probes nore frequently risks draining power on energy-
constrai ned devi ces.

Security Considerations

Best current practices for securing TCP and TCP-based communi cation
al so applies to CNN. As an exanple, use of TLS [ RFC8446] is strongly
recomended if it is applicable. However, note that TLS protects
only the contents of the data segnents.

There are TCP options that can actually protect the transport |ayer.
One exanple is the TCP Authentication Option (TCP-AO [ RFC5925].
However, this option adds overhead and conplexity. TCP-AO typically
has a size of 16-20 bytes. An inplenenter needs to asses the trade-
of f between security and performance when using TCP- AQ, considering
the characteristics (in terns of energy, bandw dth, and conputationa
power) of the environment where TCP will be used.

For the mechani sns di scussed in this docunent, the correspondi ng
consi derations apply. For instance, if TFO is used, the security
consi derations of RFC 7413 [ RFC7413] apply.

Constrai ned devices are expected to support smaller TCP wi ndow sizes
than less-limted devices. |In such conditions, segnent

retransm ssion triggered by RTO expiration is expected to be
relatively frequent, due to | ack of (enough) duplicate ACKs,
especially when a constrai ned device uses a singl e- MsS

i npl ementation. For this reason, constrained devices running TCP may
appear as particularly appealing victins of the so-called "shrew



Deni al - of - Servi ce (DoS) attack [ SHREW, whereby one or nore sources
generate a packet spike targeted to coincide with consecutive RTG
expiration-triggered retry attenpts of a victimnode. Note that the
attack may be performed by Internet-connected devices, including
constrai ned devices in the same CNN as the victim as well as renpote
ones. Mtigation techniques include RTO randonization and attack

bl ocking by routers able to detect shrew attacks based on their
traffic pattern.

6. | ANA Consi derati ons

Thi s docunent has no | ANA acti ons.
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Appendi x A TCP Inplenmentations for Constrai ned Devices

This section overviews the nmain features of TCP inpl enentations for
constrai ned devices. The survey is linted to open-source stacks
with a small footprint. It is not nmeant to be all-enconpassing. For
nmore power ful enbedded systens (e.g., with 32-bit processors), there
are further stacks that conprehensively inplenment TCP. On the other
hand, pl ease be aware that this Annex is based on infornation
avai l abl e as of the witing.

Al ulP

ulPis a TCP/IP stack, targeted for 8- and 16-bit mcrocontrollers,
whi ch pioneered TCP/IP inplenentations for constrained devices. ulP
has been depl oyed with Contiki and the Arduino Ethernet shield. A
code size of ~5 kB (which conprises checksunmi ng, |Pv4, |ICWP, and
TCP) has been reported for ulP [Dunk]. Later versions of ulP



i mpl ement 1 Pv6 as well.

ul P uses the sane gl obal buffer for both incom ng and out goi ng
traffic, which has a size of a single packet. |In case of a
retransm ssion, an application nust be able to reproduce the same
user data that had been transmitted. Miltiple connections are
supported but need to share the gl obal buffer

The MSS is announced via the MSS option on connection establishnent,
and the receive wi ndow size (of 1 MSS) is not nodified during a
connection. Stop-and-wait operation is used for sending data. Anmong
other optimzations, this allows for the avoi dance of sliding w ndow
operations, which use 32-bit arithmetic extensively and are expensive
on 8-bit CPUs.

Conti ki uses the "split hack" technique (see Section 3.2.3) to avoid
Del ayed ACKs for senders using a single segnent.

The code size of the TCP inplenentation in Contiki-NG has been
measured to be 3.2 kB on CC2538DK, cross-conpiling on Linux.

A2 WP

IWMP is a TCP/IP stack, targeted for 8- and 16-bit mcrocontrollers.
Iw P has a total code size of ~14 kB to ~22 kB (whi ch conpri ses
menory nmanagenment, checksumm ng, network interfaces, |Pv4, |ICWP, and
TCP) and a TCP code size of ~9 kB to ~14 kB [Dunk]. Both IPv4 and

| Pv6 are supported in Iw P since v2.0.0.

In contrast with ulP, 1w P decoupl es applications fromthe network
stack. Iw P supports a TCP transm ssion wi ndow greater than a single
segnent, as well as the buffering of incom ng and outgoi ng data.

O her inplenmented nmechani snms conprise sl ow start, congestion

avoi dance, fast retransmit, and fast recovery. SACK and W ndow Scal e
support has been recently added to Iw P.

A 3. ROT

The RIOT TCP inplenentation (called "GNRC TCP") has been desi gned for
Class 1 devices [RFC7228]. The main target platforns are 8- and
16-bit mcrocontrollers, with 32-bit platforns al so supported. G\RC
TCP offers a simlar function set as ulP, but it provides and

mai ntai ns an i ndependent receive buffer for each connection. In
contrast to ulP, retransm ssion is also handl ed by GNRC TCP. For
sinmplicity, GNRC TCP uses a single-MsS inplenentation. The
appl i cation programmer does not need to know anythi ng about the TCP
internals; therefore, GNRC TCP can be seen as a user-friendly ulP TCP
i mpl ement at i on.

The MBS is set on connections establishnent and cannot be changed
during connection lifetine. GNRC TCP allows nultiple connections in
paral |l el, but each TCB nust be allocated sonewhere in the system By
default, there is only enough nenory allocated for a single TCP
connection, but it can be increased at conmpile time if the user needs
mul tiple parallel connections.

The RIOT TCP inplenentation offers an optional Portable Operating

System Interface (POSI X) socket w apper that enables PCSI X

compliance, if needed.

Further details on RIOT and GNRC can be found in [RIOT] and [ GNRC].
A 4. TinyOs

TinyOS was inportant as a platformfor early constrai ned devices.
Ti ny0OS has an experimental TCP stack that uses a sinple non-bl ocking



|'i brary-based i npl ementati on of TCP, which provides a subset of the
socket interface primtives. The application is responsible for
buffering. The TCP |ibrary does not do any receive-side buffering.
Instead, it will imrediately dispatch new, in-order data to the
application or otherwi se drop the segnent. A send buffer is provided
by the application. Miltiple TCP connections are possible.

Recently, there has been little work on the stack.

A. 5. FreeRTCS

FreeRTOS is a real-tine operating systemkernel for enbedded devices
that is supported by 16- and 32-bit mcroprocessors. Its TCP

i mpl ementation is based on multiple-segnment wi ndow si ze, although a
"Ti ny-TCP" option, which is a single-MS variant, can be enabl ed.

Del ayed ACKs are supported, with a 20 nms Del ayed ACK timer as a
techni que intended "to gain performance".

A 6. uC/Cs
uC/CS is a real-time operating systemkernel for enbedded devices,
which is maintained by Mcrium uC OSis intended for 8-, 16-, and
32-bit mcroprocessors. The uC OS TCP inplenmentation supports a
mul ti pl e-segnent wi ndow si ze.

A 7. Summary

None of the inplenentations considered in this Annex support ECN or
TFO.

o= 4 4 o4 o4 = mmmmd mmmmmmmm==d ===+
| | ulP|IWMP | IWMP 2.1 | ROT | TinyOS | FreeRTOS | uC/ CS|
I I lorig | I I I I I
R et pty jefpp—y plep—j——j—" b ——————— pj{p————" C—j—p——(——— g ————(——— pj—p—p———
| Code | <5 |~9 to | 38 | <7 | NA | <9.2 | NA|
| Size I | ~14 | I I I I I
| (kB) I I I I I I I I
F--- - - +----- +------ F--- - - +------ +---- - - - F--- - - +----- +
| Menory | (a) | (T1) | (T4) | (T3) | NA | (T2) | NA|
R et pty jefpp—y plep—j——j—" b ——————— pj{p————" C—j—p——(——— g ————(——— pj—p—p———
| TCP I
| Features |
R ety ey g ——— s ——————— ey i ————— ey plmpp——j—t
| Single- | Yes | No | No | Yes | No | No | No |
I Segm | I I I I I I I
I +----- +------ I +------ F-------- I +----- +
| Slow| No | Yes | Yes | No | Yes | No | Yes |
I start | I I I I I I I
R i +----- +------ R i +------ +-------- R i +----- +
| Fast | No | Yes | Yes | No | Yes | No | Yes |
| rec/retx | I I I I I I I
I +----- +------ I +------ F-------- I +----- +
| Keep- | No | No | Yes | No | No | Yes | Yes |
I alive | I I I I I I I
R i +----- +------ R i +------ +-------- R i +----- +
| Wn. | No| No | Yes | No | No | Yes | No |
I Scale | I I I I I I I
I +----- +------ I +------ F-------- I +----- +
| TCP | No | No | Yes | No | No | Yes | No |
| timest. | I I I I I I I
R i +----- +------ R i +------ +-------- R i +----- +
| SACK | No| No | Yes | No | No | Yes | No |
F--- - - +----- +------ F--- - - +------ +-------- F--- - - +----- +
| Del. | No | Yes | Yes | No | No | Yes | Yes |
I ACKs | I I I I I I I
R +----- +------ R +------ I R +----- +



TS +--m - - R TS R Fomm oo TS +--m - - +
| Concur. | Yes | Yes | Yes | Yes | Yes | Yes | Yes |
I Conn. | I I I I I I I
e el e gl S pu g e pe e = fujes g oo el b e - peje et o}
| TLS supp | No | No | Yes | Yes | Yes | Yes | Yes |
| orted I I I I I I I I
L gty S fej gty Cjufo o pu ety -l pojos o poj e pejegy oo fj g o fu s fu g p s pu e pje e peefenty -l pajete
Table 1. Summary of TCP Features for Different Lightweight TCP
I mpl ement ati ons
Legend:

(T1): TCP-only, on x86 and AVR pl atforns

(T2): TCP-only, on ARM Cortex-M pl atform

(T3): TCP-only, on ARM Cortex- M+ platform (NOTE: RAM usage for the
same platformis ~2.5 kB for one TCP connection plus ~1.2 kB
for each additional connection)

(T4): TCP-only, on CC2538DK, cross-conpiling on Linux

(a): Includes I P, 1CMP, and TCP on x86 and AVR platforms. The

Conti ki -NG TCP i nmpl enentati on has a code size of 3.2 kB on
CC2538DK, cross-conpiling on Linux

(r): Optional POSI X socket wapper that enables POSI X conpliance
i f needed

Mult.: Miltiple

N A Not Avail abl e
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