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I nt roducti on

[ RFC5440] describes the Path Conputation El enent Communi cation

Prot ocol (PCEP), which enabl es the conmuni cati on between a Path
Conputation Cient (PCC) and a Path Control Elenment (PCE) or between
two PCEs based on the PCE architecture [ RFC4655]. [RFC5394] provides
additional details on policy within the PCE architecture and al so
provi des context for the support of PCE policy.

"Pat h Computation El ement Conmuni cati on Protocol (PCEP) Extensions
for Stateful PCE" ([ RFC8231]) describes a set of extensions to PCEP
to enable active control of Miltiprotocol Label Switching Traffic
Engi neering (MPLS-TE) and Generalized MPLS (GWLS) tunnels.

[ RFC8281] describes the setup and teardown of PCE-initiated LSPs
under the active stateful PCE nodel without the need for |oca
configuration on the PCC, thus allowing for a dynam ¢ network
Currently, the LSPs can either be signal ed via Resource Reservation
Protocol Traffic Engineering (RSVP-TE) or segnment routed as specified
in [ RFC8664] .

[ RFC8697] introduces a generic nechanismto create a groupi ng of LSPs
that can then be used to define associations between a set of LSPs
and a set of attributes (such as configuration paraneters or

behavi ors) and is equally applicable to stateful PCE (active and
passi ve nodes) and statel ess PCE

Thi s docunent specifies a PCEP extension to associate one or nore
LSPs with policies using the generic associati on nechani sm

A PCEP speaker may want to influence the PCEP peer with respect to
path selection and other policies. This docunent describes a PCEP
extension to associate policies by creating a Policy Association
G oup (PAG and encoding this association in PCEP nmessages. The
specification is applicable to both stateful and statel ess PCEP
sessi ons.

Note that the actual policy definition and the associ ated paraneters
are out of scope of this docunent.

.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in



BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Ter mi nol ogy
The following ternmnology is used in this docunent.

Associ ation paraneters: As described in [RFC8697], the conbination
of the mandatory fields Association Type, Association ID, and
Associ ation Source in the ASSOCI ATI ON object uniquely identifies
the association group. |If the optional TLVs -- d obal Association
Source or Extended Association ID -- are included, then they are
included in conbination with mandatory fields to uniquely identify
the associ ation group.

Association information: As described in [RFC8697], the ASSCCI ATI ON
obj ect could include other optional TLVs based on the Association
Types that provide "information" related to the association.

LSR: Label Switching Router

MPLS: Ml tiprotocol Label Switching
PAG  Policy Association Goup

PAT: Policy Association Type

PCC. Path Conputation Cient; any client application requesting a
path conputation to be performed by a Path Conputation El enment.

PCE: Path Conputation Elenent; an entity (component, application, or
network node) that is capable of conputing a network path or route
based on a network graph and applyi ng conputational constraints.

PCEP: Path Computation El ement Conmuni cation Protocol
Mot i vation

Pat hs conputed using PCE can be subjected to various policies at both
the PCE and the PCC. For exanple, in a centralized TE scenari o,
network operators may instantiate LSPs and specify policies for
traffic accounting, path nonitoring, telenmetry, etc., for sone LSPs
via the stateful PCE. Simlarly, a PCC could request a user-specific
or service-specific policy to be applied at the PCE, such as a
constraints relaxation policy, to neet optinal QS and resiliency

| evel s.

PCEP speakers can use the generic nechani smof [RFC8697] to associate
a set of LSPs with a policy, without the need to know the details of
such a policy. This sinplifies network operations, avoids frequent
sof tware upgrades, and provides the ability to introduce new policies
nmore qui ckly.

PAG Y
{Servi ce-Specific Policy
for constraint

Moni t or LSP rel axati on}
I I
| PAG X PCReq/ PCRpt |
V {Monitor LSP} {PAG Y} Vv
+--m - - + e e e > oo +
______ | PCE | I | PCE |
| +--mna + I > 4o---- +
| PClnitiatel/ PCUpd | | PCReq/ PCRpt
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Figure 1: Sanple Use Cases for Carrying Policies over PCEP
Pol i cy- Based Constraints

In the context of a policy-enabled path conputation franework

[ RFC5394], path conputation policies may be applied at a PCC, a PCE
or both. A Label Switching Router (LSR) with a policy-enabled PCC
can receive

* A service request via signaling, including over a Network-Network
Interface (NNI) or User-Network Interface (UNI) reference point.

* A configuration request over a managenent interface to establish a
servi ce.

The PCC may apply user-specific or service-specific policies to
deci de how the path selection process should be constrained -- that
is, which constraints, diversities, optimzation criteria, and
constraint-relaxation strategi es should be applied to increase the

I'i kelihood that the service LSP(s) will be successfully established
and will provide the necessary QS and resilience agai nst network
failures. The user-specific or service-specific policies are applied
to the PCC and are then passed to the PCE along with the path
conputation request in the formof constraints [ RFC5394].

The PCEP speaker can use the generic mechani smas per [RFC8697] to
associate a set of LSPs with user-specific or service-specific
policies. This would sinplify the path conputati on nessage exchanges
in PCEP.

Overvi ew

As per [RFCB697], LSPs are associated with other LSPs with which they
interact by adding themto a common association group. G ouping can
al so be used to define the association between LSPs and the policies
associated with them As described in [RFC8697], the association
group is uniquely identified by the conbination of the follow ng
fields in the ASSOCI ATI ON obj ect: Association Type, Association |D,
Associ ation Source, and (if present) d obal Association Source or
Ext ended Association ID. This docunent defines a new Association
Type called "Policy Association" with value 3 based on the generic
ASSCCI ATI ON object. This new Association Type is called "Policy
Associ ation Type" (PAT).

[ RFC8697] specifies the mechanismfor the capability advertisenment of
the Associ ation Types supported by a PCEP speaker by defining an
ASSQOC- Type-List TLV to be carried within an OPEN object. This
capability exchange for the PAT MUST be done before using the Policy
Associ ation. Thus, the PCEP speaker MJST include the PAT in the
ASSQC- Type-Li st TLV and MUST receive the same fromthe PCEP peer



bef ore using the PAG in PCEP messages.

The Policy Association Type (3) is operator configured (as specified
in [RFC8697]), i.e., the association is created by the operator
manual |y on the PCEP peers, and an LSP belonging to this association
is conveyed via PCEP nmessages to the PCEP peer. There is no need to
convey an explicit Operator-configured Association Range, which could
only serve to artificially limt the avail able Association IDs.

Thus, for the Policy Association Type, the Operator-configured

Associ ati on Range MJUST NOT be set and MJST be ignored if received.

A PAG can have one or nore LSPs. The association parameters

i ncluding Association Identifier, Policy Association Type (PAT), as
wel |l as the Association Source |P address are manual |y confi gured by
the operator and are used to identify the PAG as described in

[ RFC8697]. The d obal Association Source and Extended Association ID
MAY al so be incl uded.

As per the processing rules specified in Section 6.4 of [RFC8697], if
a PCEP speaker does not support this Policy Association Type, it
woul d return a PCEP error (PCErr) nessage with Error-Type 26
"Association Error" and Error-value 1 "Association type is not
supported". The PAG and the policy MJST be configured on the PCEP
peers as per the operator-configured association procedures. Al
further processing is as per Section 6.4 of [RFC8697]. If a PCE
speaker receives a PAGin a PCEP nessage and the Policy Association
information is not configured, it MJST return a PCErr nessage with
Error-Type 26 "Association Error" and Error-value 4 "Association
unknown" .

Associating a particular LSP with nultiple policy groups is allowed
froma protocol perspective; however, there is no assurance that the
PCEP speaker will be able to apply nmultiple policies. |If a PCEP
speaker does not support handling of nultiple policies for an LSP, it
MUST NOT add the LSP into the association group and MUST return a
PCErr with Error-Type 26 "Association Error" and Error-value 7
"Cannot join the association group”

Pol i cy Association G oup

Associ ation groups and their nenberships are defined using the
ASSCCI ATI ON obj ect defined in [RFC8697]. Two object types for |Pv4
and |1 Pv6 are defined. The ASSOCI ATI ON obj ect includes "Association
type" indicating the type of the association group. This docunent
adds a new Associ ation Type, Policy Association Type (PAT).

PAG may carry optional TLVs including but not limted to:

POLI CY- PARAMETERS- TLV:
Used to communi cate opaque information useful to applying the
policy, described in Section 5.1

VENDOR- | NFORVATI ON- TLV:
Used to conmmuni cate arbitrary vendor-specific behaviora
i nformati on, described in [RFC7470].

. 1. PQLI CY- PARAMVETERS- TLV

The ASSOCI ATI ON obj ect (for PAT) can carry an optional POLI CY-
PARAMETERS- TLV wi th opaque information that is needed to apply the
policy at the PCEP peer. 1In sonme cases, to apply a PCE policy
successfully, it is required to also associate sonme policy paraneters
that need to be evaluated. This TLV is used to carry those policy
paraneters. The TLV could include one or nore policy-rel ated
paraneters. The encoding format and the order MJST be known to the
PCEP peers; this could be done during the configuration of the policy



(and its association paraneters) for the PAG The TLV format is as
per the format of the PCEP TLVs, as defined in [RFC5440] and shown in
Figure 2. Only one POLI CY- PARAMETERS- TLV can be carried, and only
the first occurrence is processed. Any others MJST be ignored.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type=48 | Length |
R i T I e T S S e S TR S T e i I S e S e e e e o o

/1 Pol i cy Parameters /1

Fi gure 2: The PCLI CY- PARAMETERS- TLV For nat

The POLI CY- PARAMETERS- TLV type is 48, and it has a variable |ength.
The Value field is variable and padded to a 4-byte alignnent; padding
is not included in the Length field. The PCEP peer inplenmentation
needs to be aware of the encoding format, order, and neaning of the
policy paraneters well in advance based on the policy. Note that
fromthe protocol point of view, this data is opaque and can be used
to carry paraneters in any format understood by the PCEP peers and
associated with the policy. The exact use of this TLV is beyond the
scope of this docunent. Exanples are included for illustration

pur poses in Appendi x A

If the PCEP peer is unaware of the policy paranmeters associated with
the policy and it receives the POLI CY- PARAMETERS- TLV, it MJST reject
the PCEP message and send a PCErr nessage with Error-Type 26
"Association Error" and Error-value 12 "Not expecting policy
paraneters". Further, if at |east one paraneter in the POLICY-
PARAMETERS- TLV recei ved by the PCEP speaker is considered
unacceptable in the context of the associated policy (e.g., out of
range val ue, badly encoded value, etc.), the PCEP speaker MJST reject
the PCEP message and send a PCErr nessage with Error-Type 26
"Association Error" and Error-value 13 "Unacceptable policy

par amet ers".

Note that the vendor-specific behavioral information is encoded in
t he VENDOR- | NFORMATI ON- TLV, which can be used along with this TLW.

Security Considerations

The security considerations described in [RFC8697], [RFC8231],

[ RFC5394], and [ RFC5440] apply to the extensions described in this
docunent as well. In particular, a malicious PCEP speaker could be
spoof ed and used as an attack vector by creating spurious Policy
Associ ations as described in [ RFC8697]. Further, as described in

[ RFC8697], a spurious LSP can have policies that are inconsistent
with those of the legitinmate LSPs of the group and, thus, cause
problenms in the handling of the policy for the legitimte LSPs. It
shoul d be noted that Policy Association could provide an adversary
with the opportunity to eavesdrop on the rel ationship between the
LSPs. [RFCB697] suggests that the inplenentations and operators use
indirect values as a way to hide any sensitive business

rel ati onships. Thus, securing the PCEP session using Transport Layer
Security (TLS) [ RFC8253], as per the reconmendati ons and best current
practices in BCP 195 [ RFC7525], is RECOMVENDED.

Further, extra care needs to be taken by the inplenmentation with
respect to the POLI CY- PARAMETERS- TLV whi | e decodi ng, verifying, and
appl ying these policy variables. This TLV parsing could be exploited
by an attacker; thus, extra care nust be taken while configuring a
Pol i cy Association that uses the POLI CY- PARAMETERS- TLV and maki ng



sure that the data is easy to parse and verify before use. Ensuring
agreenent anong all relevant PCEP peers as to the format and | ayout
of the policy paraneters information is key for correct operations.
Note that the parser for POLI CY- PARAMETERS-TLV is particularly
sensitive since it is opaque to PCEP and can be used to convey data
with many different internal structures/formats. The choice of
decoder is dependent on the additional metadata associated with the
policy; thus, additional risk of using a wong decoder and getting
garbage results is incurred. Using standard and wel | -known policy
formats could help alleviate those risks.

7. | ANA Consi derations
7.1. ASSCOCI ATI ON Obj ect Type Indicators
Thi s docunent defines a new Association Type in the subregistry

" ASSOCI ATI ON Type Field" of the "Path Conputation El enent Protoco
(PCEP) Nunbers" registry that was originally defined in [ RFC8697].

=4 - ——————————+d———————————+
| Value | Nane | Reference

B ool s oo sl oo
| 3 | Policy Association | RFC 9005 |
+------- I I R F--- - - - +

Table 1
7.2. PCEP TLV Type Indicators
The followi ng TLV Type | ndi cator val ue has been registered within the

"PCEP TLV Type Indicators" subregistry of the "Path Conputation
El ement Protocol (PCEP) Nunbers" registry.

[ ool s, e e
| Value | Description | Reference

[ el el el
| 48 | POLI CY- PARAVETERS- TLV | RFC 9005 |
+------- R T i i I I ] +

Table 2
7. 3. PCEP Errors

Thi s docunent defines new Error-values for Error-Type 26 "Associ ation
Error" defined in [RFC8697]. | ANA has allocated new error val ues
within the "PCEP- ERROR Cbject Error Types and Val ues" subregistry of
the "Path Computation El ement Protocol (PCEP) Nunbers" registry as

fol | ows:
[ ety e el ety el o
| Error-Type | Meaning | Error-val ue | Reference
F oo e s s ey e o}
| 26 | Association Error | | [ RFC8697]
R I I I I R I I I R F--- - - - +
I

12: Not expecting | RFC 9005
| | | policy paraneters | |

| | | 13: Unacceptable | RFC 9005 |
| | | policy paraneters | |

Table 3

8. Manageability Considerations



8.

8.

1. Control of Function and Policy

An operator MJST be allowed to configure the Policy Associations at
PCEP peers and associate themwi th the LSPs. They MAY al so all ow
configuration to related policy paranmeters and provide information on
the encoding format and order to parse the associated POLI CY-
PARAMVETERS- TLV.

2. Information and Data Model s

[ RFC7420] describes the PCEP M B; there are no new M B objects for
this docunent.
The PCEP YANG nodule is defined in [ PCE- PCEP- YANG . That nodul e
supports associ ations as defined in [RFC8697]; thus, it supports the
Pol i cy Association G oups.
An i nmpl enentati on SHOULD al |l ow the operator to view the PAG
configured. Further inplenmentation SHOULD all ow one to view
associ ations reported by each peer and the current set of LSPs in the
PAG.

.3. Liveness Detection and Mnitoring

The nmechani sns defined in this docunent do not inply any new |iveness
detection and nonitoring requirenents in addition to those already
listed in [ RFC5440] and [ RFC8231].

.4. Verifying Correct Operations

Verifying the correct operation of a policy can be perfornmed by

nmoni toring various paranmeters as described in [ RFC5440] and

[ RFC8231]. A PCEP inplenmentati on SHOULD provi de informati on on
failed path conputation due to applying policy and | og error events,
e.g., parsing failure for a PCLI CY- PARAMETERS- TLV.

.5. Requirenments on O her Protocols

The nechani sns defined in this docunent do not inply any new
requi renents on other protocols.

.6. Impact on Network Operations

The nechani sns defined in this docunent do not have any inpact on
network operations in addition to those already listed in [ RFC5440],
[ RFC8231], and [ RFC8281].
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Appendi x A. Exanple of Policy Parameters

An exanpl e could be a nonitoring and telenetry policy, Pl, that is
dependent on a profile (GOLD/ SI LVER/ BRONZE) as set by the operator.
The PCEP peers need to be aware of policy Pl (and its associ ated
characteristics) in advance as well the fact that the policy
paraneter will encode the profile of a type string in the POLICY-
PARAMETERS- TLV. As an exanple, LSP1 could encode the PAGw th the
PQOLI CY- PARAMETERS- TLV using the string "GOLD".

The follow ng is another exanple where the path conputation at the
PCE coul d be dependent on when the LSP was configured at the PCC

For such a policy, P2, the timestanp can be encoded in the POLI CY-
PARAMETERS- TLV, and the exact encoding could be the 64-bit tinestanp
format as defined in [ RFC5905].

Wil e the above exanple has a single field in the POLI CY- PARAMETERS-
TLV, it is possible to include multiple fields, but the exact order,
encodi ng format, and neani ngs need to be known in advance at the PCEP
peers.
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