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I ntroduction
QUIC is a secure, general -purpose transport protocol, described in
[ QUI G TRANSPORT] . This docunent describes |oss detection and
congestion control nechanisns for QU C

Conventions and Definitions



The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Definitions of terns that are used in this docunent:

Ack-eliciting franes: Al frames other than ACK, PADDI NG and
CONNECTI ON_CLCOSE are consi dered ack-eliciting.

Ack-eliciting packets: Packets that contain ack-eliciting frames
elicit an ACK fromthe receiver within the nmaxi rum acknow edgnent
del ay and are called ack-eliciting packets.

In-flight packets: Packets are considered in flight when they are
ack-eliciting or contain a PADDH NG frane, and they have been sent
but are not acknow edged, declared |ost, or discarded along with
ol d keys.

Desi gn of the QU C Transm ssi on Machi nery

Al transmissions in QUC are sent with a packet-1evel header, which
i ndi cates the encryption | evel and includes a packet sequence nunber
(referred to below as a packet nunber). The encryption |eve

i ndi cates the packet nunber space, as described in Section 12.3 of

[ QU G TRANSPORT] . Packet nunbers never repeat within a packet nunber
space for the lifetime of a connection. Packet nunbers are sent in
monot oni cally increasing order within a space, preventing anbiguity.
It is permtted for sonme packet nunbers to never be used, |eaving

i ntentional gaps.

Thi s design obviates the need for disanbiguating between
transm ssions and retransm ssions; this elininates significant
complexity fromQUC s interpretation of TCP | oss detection
mechani sns.

QUI C packets can contain nultiple frames of different types. The
recovery nmechani sns ensure that data and franes that need reliable
delivery are acknow edged or declared | ost and sent in new packets as
necessary. The types of franes contained in a packet affect recovery
and congestion control |ogic:

* Al packets are acknow edged, though packets that contain no ack-
eliciting frames are only acknow edged along with ack-eliciting
packets.

* Long header packets that contain CRYPTO frames are critical to the
performance of the QU C handshake and use shorter tiners for
acknow edgnent .

* Packets containing frames besi des ACK or CONNECTI ON_CLOSE franes
count toward congestion control limts and are considered to be in
flight.

* PADDI NG franes cause packets to contribute toward bytes in flight
wi thout directly causing an acknow edgnment to be sent.

Rel evant Differences between QU C and TCP

Readers familiar with TCP's | oss detection and congestion contro
will find algorithms here that parallel well-known TCP ones.
However, protocol differences between QU C and TCP contribute to
algorithmic differences. These protocol differences are briefly
descri bed bel ow.



4.1. Separate Packet Nunber Spaces

QUI C uses separate packet nunber spaces for each encryption |evel
except O-RTT and all generations of 1-RTT keys use the sanme packet
nunber space. Separate packet nunber spaces ensures that the
acknow edgment of packets sent with one | evel of encryption will not
cause spurious retransm ssion of packets sent with a different
encryption level. Congestion control and round-trip tinme (RTT)
measur enent are unified across packet nunber spaces

4.2. Mnotonically Increasing Packet Numbers

TCP conflates transm ssion order at the sender with delivery order at
the receiver, resulting in the retransnission anbiguity problem

[ RETRANSM SSI ON]. QUI C separates transni ssion order fromdelivery
order: packet nunbers indicate transm ssion order, and delivery order
is determined by the stream offsets in STREAM franes.

QUI C s packet nunber is strictly increasing within a packet nunber
space and directly encodes transm ssion order. A higher packet
nunber signifies that the packet was sent later, and a | ower packet
nunber signifies that the packet was sent earlier. Wen a packet
containing ack-eliciting frames is detected | ost, QU C includes
necessary frames in a new packet with a new packet nunber, renoving
anbi guity about which packet is acknow edged when an ACK i s received.
Consequently, nore accurate RTT neasurenments can be made, spurious
retransm ssions are trivially detected, and nmechani snms such as Fast
Retransmit can be applied universally, based only on packet nunber.

This design point significantly sinplifies | oss detection nechanisns
for QUC  Mst TCP nechanisnms inplicitly attenpt to infer

transm ssion ordering based on TCP sequence nunbers -- a nontrivia
task, especially when TCP tinmestanps are not avail abl e.

4.3. (dearer Loss Epoch

QUIC starts a | oss epoch when a packet is lost. The |oss epoch ends
when any packet sent after the start of the epoch is acknow edged.
TCP waits for the gap in the sequence nunber space to be filled, and
so if a segnent is lost nultiple tines in a row, the | oss epoch may
not end for several round trips. Because both should reduce their
congesti on wi ndows only once per epoch, QUCwIll do it once for
every round trip that experiences loss, while TCP may only do it once
across multiple round trips.

4.4. No Reneging

QUIC ACK frames contain information simlar to that in TCP Sel ective
Acknowl edgrment s ( SACKs) [ RFC2018]. However, QUI C does not allow a
packet acknow edgnent to be reneged, greatly sinplifying

i npl ementations on both sides and reduci ng nenory pressure on the
sender.

4.5. Mre ACK Ranges

QUI C supports many ACK ranges, as opposed to TCP's three SACK ranges.
I'n high-l1oss environnents, this speeds recovery, reduces spurious
retransmts, and ensures forward progress without relying on

ti meouts.

4.6. Explicit Correction for Del ayed Acknow edgnents
QUI C endpoi nts neasure the delay incurred between when a packet is

recei ved and when the correspondi ng acknow edgnent is sent, allow ng
a peer to maintain a nore accurate RTT estimate; see Section 13.2 of
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[ QUI C- TRANSPORT] .
7. Probe Tineout Replaces RTO and TLP

QUI C uses a probe tineout (PTO see Section 6.2), with a tiner based
on TCP' s retransm ssion tinmeout (RTO conputation; see [RFC6298].
QU C s PTO includes the peer’s maxi mum expected acknow edgnment del ay
instead of using a fixed m nimumtineout.

Simlar to the RACK-TLP | oss detection algorithmfor TCP [ RFC8985],
QUI C does not col |l apse the congesti on wi ndow when the PTO expires,
since a single packet loss at the tail does not indicate persistent
congestion. Instead, QUIC coll apses the congesti on w ndow when
persi stent congestion is declared; see Section 7.6. In doing this,
QUI C avoi ds unnecessary congesti on wi ndow reductions, obviating the
need for correcting nechani sns such as Forward RTO Recovery (F-RTO
[ RFC5682]. Since QU C does not coll apse the congestion wi ndow on a
PTO expiration, a QU C sender is not linited fromsending nore in-
flight packets after a PTO expiration if it still has avail abl e
congestion wi ndow. This occurs when a sender is application limted
and the PTOtiner expires. This is nore aggressive than TCP's RTO
mechani sm when application linmited, but identical when not
application linited.

QUI C al |l ows probe packets to tenporarily exceed the congesti on w ndow
whenever the tinmer expires.

8. The M ni num Congesti on Wndow |Is Two Packets

TCP uses a m ni mum congesti on wi ndow of one packet. However, |oss of
that single packet neans that the sender needs to wait for a PTOto
recover (Section 6.2), which can be nuch |onger than an RTT. Sending
a single ack-eliciting packet also increases the chances of incurring
addi tional |atency when a receiver delays its acknow edgment.

QUI C therefore recomends that the m ni mum congesti on wi ndow be two
packets. Wile this increases network load, it is considered safe
since the sender will still reduce its sending rate exponentially
under persistent congestion (Section 6.2).

9. Handshake Packets Are Not Speci al

TCP treats the | oss of SYN or SYN-ACK packet as persistent congestion
and reduces the congestion wi ndow to one packet; see [ RFC5681]. QU C
treats | oss of a packet containing handshake data the same as ot her

| osses.

Estimating the Round-Trip Tinme

At a high level, an endpoint neasures the tinme fromwhen a packet was
sent to when it is acknow edged as an RTT sanple. The endpoint uses
RTT sanpl es and peer-reported host del ays (see Section 13.2 of

[ QUI C- TRANSPORT]) to generate a statistical description of the
network path’s RTT. An endpoint conputes the followi ng three val ues
for each path: the m nimum val ue over a period of time (mn_rtt), an
exponential ly wei ghted noving average (snoothed rtt), and the nmean
deviation (referred to as "variation" in the rest of this docunent)
in the observed RTT sanples (rttvar).

1. Cenerating RTT Sanpl es

An endpoi nt generates an RTT sanple on receiving an ACK frane that
nmeets the following two conditions:

* the largest acknow edged packet nunber is newy acknow edged, and



* at |east one of the newly acknow edged packets was ack-eliciting.

The RTT sanple, latest rtt, is generated as the tinme el apsed since
the | argest acknow edged packet was sent:

latest _rtt = ack_time - send_tine_of _|argest_acked

An RTT sanple is generated using only the | argest acknow edged packet
in the received ACK frame. This is because a peer reports

acknow edgnment delays for only the | argest acknow edged packet in an
ACK frame. Wiile the reported acknow edgnent delay is not used by
the RTT sanple nmeasurenent, it is used to adjust the RTT sanmple in
subsequent conputations of smoothed_rtt and rttvar (Section 5.3).

To avoid generating nmultiple RTT sanples for a single packet, an ACK
frame SHOULD NOT be used to update RTT estimates if it does not newy
acknow edge the | argest acknow edged packet.

An RTT sanmpl e MJUST NOT be generated on receiving an ACK frame that
does not newly acknow edge at | east one ack-eliciting packet. A peer
usual Iy does not send an ACK franme when only non-ack-eliciting
packets are received. Therefore, an ACK frame that contains

acknow edgnents for only non-ack-eliciting packets could include an
arbitrarily large ACK Del ay value. Ignoring such ACK frames avoids
complications in subsequent snoothed rtt and rttvar conputations.

A sender mght generate nultiple RTT sanples per RTT when nultiple
ACK frames are received within an RTT. As suggested in [ RFC6298],
doing so might result in inadequate history in snoothed rtt and
rttvar. Ensuring that RTT estimates retain sufficient history is an
open research question

5.2. Estimating mn_rtt

mn_rtt is the sender’s estimate of the minimum RTT observed for a
gi ven network path over a period of tinme. In this document, mn_rtt
is used by loss detection to reject inplausibly small RTT sanpl es.

mn rtt MJST be set to the latest rtt on the first RTT sanple.
mn rtt MJST be set to the lesser of mn_ rtt and latest rtt
(Section 5.1) on all other sanples.

An endpoint uses only locally observed tinmes in conputing the mn_rtt
and does not adjust for acknow edgrnent del ays reported by the peer.
Doing so allows the endpoint to set a | ower bound for the
snoot hed rtt based entirely on what it observes (see Section 5.3) and
limts potential underestimation due to erroneously reported del ays
by the peer.

The RTT for a network path may change over tine. |If a path’'s actua
RTT decreases, the min rtt will adapt immediately on the first |ow
sample. |If the path’'s actual RTT increases, however, the mn_rtt

will not adapt to it, allowing future RTT sanples that are snaller
than the new RTT to be included in snmoothed rtt.

Endpoi nts SHOULD set the min_rtt to the newest RTT sanple after

persi stent congestion is established. This avoids repeatedly

decl aring persistent congestion when the RTT increases. This also
all ows a connection to reset its estimate of mn_rtt and snoothed rtt
after a disruptive network event; see Section 5.3.

Endpoi nts MAY reestablish the min_rtt at other tines in the
connection, such as when traffic volune is | ow and an acknow edgnent
is received with a | ow acknow edgnent delay. |nplenentations SHOULD
NOT refresh the min_rtt value too often since the actual m ni mum RTT
of the path is not frequently observabl e.
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Estimating smoothed rtt and rttvar

snoot hed rtt is an exponentially wei ghted noving average of an
endpoint’s RTT sanples, and rttvar estimates the variation in the RTT
sampl es using a mean vari ation.

The cal cul ati on of snmpothed rtt uses RTT sanples after adjusting them
for acknow edgnment del ays. These del ays are decoded fromthe ACK
Delay field of ACK frames as described in Section 19.3 of

[ QUI G- TRANSPORT] .

The peer m ght report acknow edgnent delays that are |arger than the
peer’s max_ack _del ay during the handshake (Section 13.2.1 of

[ QUI G TRANSPORT]). To account for this, the endpoint SHOULD ignore
max_ack _delay until the handshake is confirned, as defined in
Section 4.1.2 of [QUCTLS]. When they occur, these |arge

acknow edgment del ays are likely to be non-repeating and linited to
the handshake. The endpoint can therefore use themw thout limting
themto the max_ack_del ay, avoi ding unnecessary inflation of the RTT
esti mat e.

Note that a | arge acknow edgnent delay can result in a substantially
inflated snoothed_rtt if there is an error either in the peer’s
reporting of the acknow edgnment delay or in the endpoint’s mn_rtt
estimate. Therefore, prior to handshake confirnmation, an endpoint
MAY ignore RTT sanples if adjusting the RTT sanple for acknow edgnent
del ay causes the sanple to be less than the min_ rtt.

After the handshake is confirned, any acknow edgnent del ays reported
by the peer that are greater than the peer’s max_ack _delay are
attributed to unintentional but potentially repeating delays, such as
schedul er |l atency at the peer or |oss of previous acknow edgnents.
Excess delays could also be due to a nonconpliant receiver.

Therefore, these extra delays are considered effectively part of path
del ay and incorporated into the RTT estimate.

Therefore, when adjusting an RTT sanpl e using peer-reported
acknow edgnent del ays, an endpoint:

* MAY ignore the acknow edgrment delay for Initial packets, since
these acknow edgnents are not del ayed by the peer (Section 13.2.1
of [ QU C TRANSPORT] ) ;

*  SHOULD i gnore the peer’'s max_ack _delay until the handshake is
confirned;

*  MUIST use the | esser of the acknow edgnent delay and the peer’s
max_ack_del ay after the handshake is confirnmed; and

*  MJUST NOT subtract the acknow edgnent delay fromthe RTT sanple if
the resulting value is smaller than the min_rtt. This limts the
underestimation of the smoothed_rtt due to a nisreporting peer

Addi tionally, an endpoint m ght postpone the processing of

acknow edgnents when the correspondi ng decryption keys are not

i medi ately available. For exanple, a client m ght receive an
acknow edgnment for a O-RTT packet that it cannot decrypt because
1- RTT packet protection keys are not yet available to it. In such
cases, an endpoint SHOULD subtract such |ocal delays fromits RTT
sampl e until the handshake is confirnmed.

Simlar to [ RFC6298], snoothed rtt and rttvar are conputed as
fol | ows.

An endpoint initializes the RTT estimator during connection



est abli shnent and when the estimator is reset during connection
mgration; see Section 9.4 of [QUI CTRANSPORT]. Before any RTT
sanples are available for a new path or when the estimator is reset,
the estimator is initialized using the initial RTT;, see

Section 6.2. 2.

snmoothed_rtt and rttvar are initialized as follows, where klnitial Rt
contains the initial RTT val ue:

snoothed rtt = klnitial Rt t
rttvar = klnitialRtt / 2

RTT samples for the network path are recorded in latest_rtt; see
Section 5.1. On the first RIT sanple after initialization, the
estimator is reset using that sanple. This ensures that the
estimator retains no history of past sanples. Packets sent on other
pat hs do not contribute RTT sanples to the current path, as described
in Section 9.4 of [QU C TRANSPORT] .

On the first RIT sanple after initialization, snoothed rtt and rttvar
are set as follows:

snoothed_rtt = latest _rtt
rttvar = latest rtt / 2

On subsequent RTT sanples, snobothed rtt and rttvar evolve as foll ows:
ack _del ay = decoded acknow edgnent delay from ACK frane

i f (handshake confirmed):
ack _del ay = m n(ack_del ay, nmax_ack_del ay)

adjusted_rtt = latest _rtt
if (latest _rtt >= mn_rtt + ack_delay):
adjusted rtt = latest _rtt - ack_del ay

snoothed rtt = 7/8 * snoothed rtt + 1/8 * adjusted rtt
rttvar_sanple = abs(smoothed_rtt - adjusted_rtt)
rttvar = 3/4 * rttvar + 1/4 * rttvar_sanple

6. Loss Detection

QUI C senders use acknow edgnents to detect |ost packets and a PTO to
ensure acknow edgnents are received; see Section 6.2. This section
provi des a description of these al gorithns.

If a packet is lost, the QU C transport needs to recover fromthat

| oss, such as by retransmitting the data, sending an updated frane,
or discarding the frame. For nore information, see Section 13.3 of
[ QUI G- TRANSPORT] .

Loss detection is separate per packet number space, unlike RTT

measur enent and congestion control, because RTT and congestion

control are properties of the path, whereas |oss detection al so
relies upon key availability.

6.1. Acknow edgment - Based Det ecti on

Acknowl edgrent - based | oss detection inplenents the spirit of TCP' s
Fast Retransmit [RFC5681], Early Retransmt [RFC5827], Forward
Acknowl edgnment [FACK], SACK | oss recovery [RFC6675], and RACK-TLP

[ RFC8985]. This section provides an overview of how these al gorithms
are inplenented in QU C

A packet is declared lost if it neets all of the follow ng
condi tions:

* The packet is unacknow edged, in flight, and was sent prior to an
acknow edged packet .



* The packet was sent kPacket Threshol d packets before an
acknow edged packet (Section 6.1.1), or it was sent |ong enough in
the past (Section 6.1.2).

The acknowl edgnent indicates that a packet sent |ater was delivered,
and the packet and tinme thresholds provide sone tol erance for packet
reordering.

Spuriously declaring packets as |ost |eads to unnecessary

retransm ssions and may result in degraded perfornance due to the
actions of the congestion controller upon detecting |oss.

I mpl enent ati ons can detect spurious retransm ssions and increase the
packet or tinme reordering threshold to reduce future spurious
retransm ssions and | oss events. |Inplenmentations with adaptive tine
t hreshol ds MAY choose to start with snmaller initial reordering
threshol ds to minimze recovery | atency.

1.1, Packet Threshol d

The RECOMMENDED initial value for the packet reordering threshold
(kPacket Threshol d) is 3, based on best practices for TCP | oss
detection [ RFC5681] [RFC6675]. |In order to remain simlar to TCP
i mpl ement ati ons SHOULD NOT use a packet threshold |l ess than 3; see
[ RFC5681] .

Sone networ ks may exhi bit hi gher degrees of packet reordering,
causing a sender to detect spurious |osses. Additionally, packet
reordering could be nore common with QUI C than TCP because network

el ements that could observe and reorder TCP packets cannot do that
for QU C and al so because QU C packet nunbers are encrypted.

Al gorithns that increase the reordering threshold after spuriously
detecting | osses, such as RACK [ RFC8985], have proven to be useful in
TCP and are expected to be at | east as useful in QU C

.1.2. Tinme Threshol d

Once a | ater packet within the sanme packet nunber space has been
acknow edged, an endpoi nt SHOULD declare an earlier packet lost if it
was sent a threshold amount of tine in the past. To avoid declaring
packets as lost too early, this time threshold MJST be set to at

| east the local timer granularity, as indicated by the kG anularity
constant. The tine threshold is:

max( kTi meThreshol d * max(snmoothed rtt, latest rtt), kG anularity)

I f packets sent prior to the |argest acknow edged packet cannot yet
be declared lost, then a timer SHOULD be set for the remaining tine.

Usi ng max(snmoothed rtt, latest rtt) protects fromthe two foll ow ng
cases:

* the latest RIT sanple is |lower than the snoothed RTT, perhaps due
to reordering where the acknow edgnent encountered a shorter path;

* the latest RTT sanple is higher than the snoothed RTT, perhaps due
to a sustained increase in the actual RTT, but the snoothed RTT
has not yet caught up.

The RECOMMENDED tinme threshold (kTi neThreshol d), expressed as an RTT
multiplier, is 9/8. The RECOMVENDED val ue of the timer granularity
(kGranularity) is 1 mllisecond

| Note: TCP's RACK [ RFC8985] specifies a slightly |arger
| threshold, equivalent to 5/4, for a simlar purpose.
| Experience with QU C shows that 9/8 works well.



I npl enent ati ons MAY experinent with absolute thresholds, thresholds
from previ ous connections, adaptive thresholds, or the including of
RTT variation. Smaller thresholds reduce reordering resilience and
i ncrease spurious retransnissions, and |arger thresholds increase

| oss detection del ay.

6.2. Probe Tineout

A Probe Tinmeout (PTO triggers the sending of one or two probe

dat agrans when ack-eliciting packets are not acknow edged within the
expected period of time or the server may not have validated the
client’s address. A PTO enables a connection to recover froml oss of
tail packets or acknow edgnents.

As with | oss detection, the PTO is per packet nunber space. That is,
a PTO val ue is conputed per packet nunber space.

A PTO tiner expiration event does not indicate packet |oss and MJUST
NOT cause prior unacknow edged packets to be marked as lost. When an
acknow edgnent is received that newy acknow edges packets, |oss
detection proceeds as dictated by the packet and tine threshold
mechani sns; see Section 6. 1.

The PTO algorithmused in QU C inplements the reliability functions
of Tail Loss Probe [ RFC8985], RTO [RFC5681], and F-RTO al gorithns for
TCP [ RFC5682]. The tineout conputation is based on TCP's RTO period
[ RFC6298] .

6.2.1. Conputing PTO

When an ack-eliciting packet is transnmtted, the sender schedules a
timer for the PTO period as foll ows:

PTO = snmoothed_rtt + max(4*rttvar, kG anularity) + max_ack_del ay

The PTO period is the amount of time that a sender ought to wait for
an acknow edgnent of a sent packet. This tinme period includes the
estimated network RTT (snoothed rtt), the variation in the estimte
(4*rttvar), and max_ack _delay, to account for the maxi mumtinme by
whi ch a receiver might delay sending an acknow edgnent.

VWhen the PTOis arnmed for Initial or Handshake packet nunber spaces,
the max_ack_delay in the PTO period conputation is set to 0, since
the peer is expected to not delay these packets intentionally; see
Section 13.2.1 of [ QU C TRANSPORT].

The PTO period MJST be at |east kGanularity to avoid the timer
expiring i mediately.

When ack-eliciting packets in multiple packet nunber spaces are in
flight, the timer MJUST be set to the earlier value of the Initial and
Handshake packet number spaces

An endpoint MJUST NOT set its PTOtimer for the Application Data
packet nunber space until the handshake is confirnmed. Doing so
prevents the endpoint fromretransmtting i nformation in packets when
either the peer does not yet have the keys to process themor the
endpoi nt does not yet have the keys to process their acknow edgnents.
For exanple, this can happen when a client sends O-RTT packets to the
server; it does so wi thout know ng whether the server will be able to
decrypt them Simlarly, this can happen when a server sends 1-RTT
packets before confirmng that the client has verified the server’s
certificate and can therefore read these 1-RTT packets.

A sender SHOULD restart its PTOtiner every time an ack-eliciting



packet is sent or acknow edged, or when Initial or Handshake keys are
di scarded (Section 4.9 of [QUC-TLS]). This ensures the PTOis

al ways set based on the |atest estinate of the RITT and for the
correct packet across packet nunber spaces.

VWhen a PTO tiner expires, the PTO backoff MJST be increased,
resulting in the PTO period being set to twice its current val ue.

The PTO backoff factor is reset when an acknow edgrment is received,
except in the following case. A server mght take | onger to respond
to packets during the handshake than otherwi se. To protect such a
server fromrepeated client probes, the PTO backoff is not reset at a
client that is not yet certain that the server has finished
validating the client’s address. That is, a client does not reset
the PTO backoff factor on receiving acknow edgnents in Initia
packets.

Thi s exponential reduction in the sender’s rate is inportant because
consecutive PTGs night be caused by | oss of packets or

acknow edgments due to severe congestion. Even when there are ack-
eliciting packets in flight in nultiple packet nunber spaces, the
exponential increase in PTO occurs across all spaces to prevent
excess | oad on the network. For exanple, a tinmeout in the Initia
packet number space doubles the length of the timeout in the
Handshake packet numnber space.

The total length of tine over which consecutive PTOs expire is
limted by the idle tineout.

The PTO timer MUST NOT be set if atimer is set for tinme threshold
| oss detection; see Section 6.1.2. Atimer that is set for tine
threshold | oss detection will expire earlier than the PTOtinmer in
nost cases and is less likely to spuriously retransmt data.

6.2.2. Handshakes and New Pat hs

Resumed connections over the sane network MAY use the previous
connection’s final smoothed RTT value as the resunmed connection’s
initial RTT. \Wien no previous RTT is available, the initial RTT
SHOULD be set to 333 nilliseconds. This results in handshakes
starting with a PTO of 1 second, as recomended for TCP's initia
RTO see Section 2 of [RFC6298].

A connection MAY use the del ay between sendi ng a PATH CHALLENGE and
receiving a PATH RESPONSE to set the initial RTT (see klnitialRtt in
Appendi x A 2) for a new path, but the delay SHOULD NOT be consi dered
an RTT sanpl e.

When the Initial keys and Handshake keys are di scarded (see

Section 6.4), any Initial packets and Handshake packets can no | onger
be acknow edged, so they are renoved frombytes in flight. Wen
Initial or Handshake keys are discarded, the PTO and | oss detection
timers MJUST be reset, because di scarding keys indicates forward
progress and the | oss detection timer m ght have been set for a now
di scarded packet nunber space.

6.2.2.1. Before Address Validation

Until the server has validated the client’s address on the path, the
amount of data it can send is linmted to three times the anount of
data received, as specified in Section 8.1 of [QU G TRANSPORT]. If
no additional data can be sent, the server’s PTO timer MJST NOT be
arnmed until datagrans have been received fromthe client because
packets sent on PTO count against the anti-anplification [imt.

When the server receives a datagramfromthe client, the
anplification limt is increased and the server resets the PTO ti mer.



If the PTOtiner is then set to atine in the past, it is executed

i medi ately. Doing so avoids sending new 1-RTT packets prior to
packets critical to the conpletion of the handshake. In particular,
this can happen when O-RTT is accepted but the server fails to
validate the client’s address.

Since the server could be blocked until nore datagrams are received
fromthe client, it is the client’s responsibility to send packets to
unbl ock the server until it is certain that the server has finished
its address validation (see Section 8 of [QU C TRANSPORT]). That is,
the client MUST set the PTOtimer if the client has not received an
acknow edgment for any of its Handshake packets and the handshake is
not confirmed (see Section 4.1.2 of [QUCTLS]), even if there are no
packets in flight. Wen the PTOfires, the client MJST send a
Handshake packet if it has Handshake keys, otherwi se it MJST send an
Initial packet in a UDP datagramwith a payl oad of at |east 1200

byt es.

6.2.3. Speedi ng up Handshake Conpl etion

When a server receives an Initial packet containing duplicate CRYPTO
data, it can assume the client did not receive all of the server’s
CRYPTO data sent in Initial packets, or the client’'s estimated RTT is
too small. Wen a client receives Handshake or 1-RTT packets prior
to obtai ni ng Handshake keys, it may assune sone or all of the
server’'s Initial packets were |ost.

To speed up handshake conpl etion under these conditions, an endpoint
MAY, for a linited nunber of tines per connection, send a packet
cont ai ni ng unacknow edged CRYPTO data earlier than the PTO expiry,
subject to the address validation limts in Section 8.1 of

[ QU G TRANSPORT]. Doing so at npbst once for each connection is
adequate to quickly recover froma single packet |oss. An endpoint
that always retransnits packets in response to receiving packets that
it cannot process risks creating an infinite exchange of packets.

Endpoi nts can al so use coal esced packets (see Section 12.2 of

[ QUI G TRANSPORT]) to ensure that each datagramelicits at | east one
acknow edgnent. For exanple, a client can coal esce an Initial packet
contai ning PI NG and PADDI NG frames with a O-RTT data packet, and a
server can coal esce an Initial packet containing a PING frame with
one or more packets in its first flight.

6.2.4. Sending Probe Packets

When a PTO tiner expires, a sender MJST send at |east one ack-
eliciting packet in the packet nunmber space as a probe. An endpoint
MAY send up to two full-sized datagrams containing ack-eliciting
packets to avoid an expensive consecutive PTO expiration due to a
single | ost datagramor to transmt data fromnultiple packet nunber
spaces. All probe packets sent on a PTO MJUST be ack-eliciting.

In addition to sending data in the packet nunber space for which the
timer expired, the sender SHOULD send ack-eliciting packets from

ot her packet number spaces with in-flight data, coal escing packets if
possible. This is particularly val uable when the server has both
Initial and Handshake data in flight or when the client has both
Handshake and Application Data in flight because the peer night only
have receive keys for one of the two packet nunber spaces.

If the sender wants to elicit a faster acknow edgnent on PTO, it can
skip a packet nunmber to elimnate the acknow edgnent del ay.

An endpoi nt SHOULD include new data in packets that are sent on PTO
expiration. Previously sent data MAY be sent if no new data can be
sent. Inplenentations MAY use alternative strategies for determ ning



the content of probe packets, including sending new or retransmtted
data based on the application’s priorities.

It is possible the sender has no new or previously sent data to send.
As an exampl e, consider the foll ow ng sequence of events: new
application data is sent in a STREAM frane, deemed |ost, then
retransmtted in a new packet, and then the original transmission is
acknow edged. Wen there is no data to send, the sender SHOULD send
a PING or other ack-eliciting franme in a single packet, rearmnming the
PTO ti mer.

Al ternatively, instead of sending an ack-eliciting packet, the sender
MAY mark any packets still in flight as lost. Doing so avoids
sendi ng an additional packet but increases the risk that loss is

decl ared too aggressively, resulting in an unnecessary rate reduction
by the congestion controller

Consecutive PTO periods increase exponentially, and as a result,
connection recovery | atency increases exponentially as packets
continue to be dropped in the network. Sending two packets on PTO
expiration increases resilience to packet drops, thus reducing the
probability of consecutive PTO events.

VWhen the PTO timer expires nmultiple times and new data cannot be
sent, inplenentations nust choose between sending the sane payl oad
every time or sending different payloads. Sending the sane payl oad
may be sinpler and ensures the highest priority franes arrive first.
Sendi ng different payl oads each time reduces the chances of spurious
retransm ssion.

6.3. Handling Retry Packets

A Retry packet causes a client to send another Initial packet,
effectively restarting the connection process. A Retry packet
indicates that the Initial packet was received but not processed. A
Retry packet cannot be treated as an acknow edgnent because it does
not indicate that a packet was processed or specify the packet
number .

Clients that receive a Retry packet reset congestion control and | oss
recovery state, including resetting any pending timers. O her
connection state, in particular cryptographic handshake nessages, is
retained; see Section 17.2.5 of [ QU C TRANSPORT] .

The client MAY conpute an RTT estimate to the server as the tine
period fromwhen the first Initial packet was sent to when a Retry or
a Version Negotiation packet is received. The client MAY use this
value in place of its default for the initial RTT estinmate.

6.4. Discarding Keys and Packet State

When I nitial and Handshake packet protection keys are discarded (see
Section 4.9 of [QU CGTLS]), all packets that were sent with those
keys can no | onger be acknow edged because their acknow edgnents
cannot be processed. The sender MJST discard all recovery state
associated with those packets and MJUST renove them fromthe count of
bytes in flight.

Endpoi nts stop sending and receiving Initial packets once they start
exchangi ng Handshake packets; see Section 17.2.2.1 of

[ QU G TRANSPORT]. At this point, recovery state for all in-flight
Initial packets is discarded

Wien O-RTT is rejected, recovery state for all in-flight O-RTT
packets is discarded



If a server accepts O-RTT, but does not buffer O-RTT packets that
arrive before Initial packets, early O-RTT packets will be declared
| ost, but that is expected to be infrequent.

It is expected that keys are discarded at sone tine after the packets
encrypted with them are either acknow edged or decl ared | ost.

However, Initial and Handshake secrets are discarded as soon as
Handshake and 1-RTT keys are proven to be available to both client
and server; see Section 4.9.1 of [QUCTLS].

7. Congestion Contro

Thi s docunent specifies a sender-side congestion controller for QUC
simlar to TCP NewReno [ RFC6582].

The signals QUI C provides for congestion control are generic and are
designed to support different sender-side algorithns. A sender can
unilaterally choose a different algorithmto use, such as CUBIC

[ RFC8312] .

If a sender uses a different controller than that specified in this
docunent, the chosen controller MJST conformto the congestion
control guidelines specified in Section 3.1 of [RFC8085].

Simlar to TCP, packets containing only ACK frames do not count
toward bytes in flight and are not congestion controlled. Unlike
TCP, QUIC can detect the | oss of these packets and MAY use that
informati on to adjust the congestion controller or the rate of ACK-
only packets being sent, but this docunent does not describe a
mechani sm for doi ng so

The congestion controller is per path, so packets sent on other paths
do not alter the current path’s congestion controller, as described
in Section 9.4 of [QU C TRANSPORT] .

The algorithmin this docunment specifies and uses the controller’s
congesti on wi ndow i n bytes.

An endpoi nt MJST NOT send a packet if it would cause bytes in flight
(see Appendix B.2) to be l|arger than the congesti on wi ndow, unless
the packet is sent on a PTO timer expiration (see Section 6.2) or
when entering recovery (see Section 7.3.2).

7.1. Explicit Congestion Notification

If a path has been validated to support Explicit Congestion
Notification (ECN) [RFC3168] [RFC8311], QUIC treats a Congestion
Experienced (CE) codepoint in the |IP header as a signal of
congestion. This docunent specifies an endpoint’s response when the
peer-reported ECN-CE count increases; see Section 13.4.2 of

[ QUI G- TRANSPORT] .

7.2. Initial and M ni num Congestion W ndow

QUI C begi ns every connection in slow start with the congesti on wi ndow
set to an initial value. Endpoints SHOULD use an initial congestion
wi ndow of ten tines the naxi mum datagram si ze (nax_dat agram si ze),
while Iimting the window to the larger of 14,720 bytes or twi ce the
maxi mum dat agram size. This follows the anal ysis and recommendati ons
in [RFC6928], increasing the byte linmt to account for the smaller
8-byte overhead of UDP conpared to the 20-byte overhead for TCP

I f the maxi mum dat agram si ze changes during the connection, the
initial congestion wi ndow SHOULD be recal culated with the new size
I f the maxi mum dat agram si ze is decreased in order to conplete the
handshake, the congestion wi ndow SHOULD be set to the new initial



congesti on wi ndow.

Prior to validating the client’s address, the server can be further
limted by the anti-anplification limt as specified in Section 8.1
of [QUI C TRANSPORT]. Though the anti-amplification linit can prevent
the congestion wi ndow frombeing fully utilized and therefore sl ow
down the increase in congestion wi ndow, it does not directly affect

t he congestion w ndow.

The mi ni nrum congestion window is the smallest value the congestion
wi ndow can attain in response to loss, an increase in the peer-
reported ECN-CE count, or persistent congestion. The RECOMVENDED
value is 2 * nmax_dat agram si ze

7.3. Congestion Control States

The NewReno congestion controller described in this docunent has
three distinct states, as shown in Figure 1.

New path or e +
persi stent congestion | Sl ow |
(O-------mmmmmm e - >| Start |
T +
I
Loss or |
ECN- CE i ncrease
%
e + Loss or e +
| Congestion | ECNCE increase | Recovery
| Avoidance |------------------ >| Peri od
R + R +
" I
I I
o e e e e e i eee oo n +

Acknowl edgment of packet
sent during recovery

Figure 1: Congestion Control States and Transitions

These states and the transitions between them are described in
subsequent sections.

7.3.1. Slow Start

A NewReno sender is in slow start any time the congestion w ndowis
bel ow the slow start threshold. A sender begins in slow start
because the slow start threshold is initialized to an infinite val ue.

VWhile a sender is in slow start, the congestion w ndow i ncreases by
the nunber of bytes acknow edged when each acknow edgnent is
processed. This results in exponential growth of the congestion

wi ndow.

The sender MUST exit slow start and enter a recovery period when a
packet is lost or when the ECN-CE count reported by its peer
i ncreases.

A sender reenters slow start any time the congestion windowis |ess
than the slow start threshold, which only occurs after persistent
congestion is decl ared.

7.3.2. Recovery
A NewReno sender enters a recovery period when it detects the | oss of

a packet or when the ECN CE count reported by its peer increases. A
sender that is already in a recovery period stays in it and does not



reenter it.

On entering a recovery period, a sender MJST set the slow start
threshold to half the value of the congestion wi ndow when loss is
detected. The congestion wi ndow MJST be set to the reduced val ue of
the slow start threshold before exiting the recovery period.

I mpl enent ati ons MAY reduce the congestion w ndow i nmedi ately upon
entering a recovery period or use other nechani sns, such as
Proportional Rate Reduction [PRR], to reduce the congestion w ndow
more gradually. |If the congestion window is reduced inediately, a
singl e packet can be sent prior to reduction. This speeds up |oss
recovery if the data in the |ost packet is retransmtted and is
simlar to TCP as described in Section 5 of [RFC6675].

The recovery period ains to limt congestion w ndow reduction to once
per round trip. Therefore, during a recovery period, the congestion

wi ndow does not change in response to new | osses or increases in the

ECN- CE count.

A recovery period ends and the sender enters congestion avoi dance
when a packet sent during the recovery period is acknow edged. This
is slightly different from T TCP' s definition of recovery, which ends
when the | ost segment that started recovery is acknow edged

[ RFC5681] .

7.3.3. Congestion Avoi dance

A NewReno sender is in congestion avoidance any tine the congestion
wi ndow is at or above the slow start threshold and not in a recovery
peri od.

A sender in congestion avoi dance uses an Additive |ncrease

Mul tiplicative Decrease (Al MD) approach that MJUST Iinmt the increase
to the congestion window to at nost one maxi num dat agram si ze for
each congestion wi ndow that is acknow edged.

The sender exits congestion avoi dance and enters a recovery period
when a packet is | ost or when the ECN-CE count reported by its peer
i ncreases.

7.4. lgnoring Loss of Undecryptabl e Packets

During the handshake, sonme packet protection keys m ght not be
avai | abl e when a packet arrives, and the receiver can choose to drop
the packet. In particular, Handshake and 0- RTT packets cannot be
processed until the Initial packets arrive, and 1-RTT packets cannot
be processed until the handshake conpletes. Endpoints MAY ignore the
| oss of Handshake, O0-RTT, and 1-RTT packets that night have arrived
before the peer had packet protection keys to process those packets.
Endpoi nts MJUST NOT ignore the | oss of packets that were sent after
the earliest acknow edged packet in a given packet nunber space.

7.5. Pr obe Ti neout

Probe packets MJUST NOT be bl ocked by the congestion controller. A
sender MJST however count these packets as being additionally in
flight, since these packets add network | oad without establishing
packet loss. Note that sending probe packets night cause the
sender’s bytes in flight to exceed the congestion wi ndow until an
acknow edgment is received that establishes |oss or delivery of
packets.

7.6. Persistent Congestion

When a sender establishes |oss of all packets sent over a | ong enough
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duration, the network is considered to be experiencing persistent
congesti on.

6.1. Duration
The persistent congestion duration is conputed as foll ows:

(snoothed rtt + max(4*rttvar, kGranularity) + nmax_ack _del ay) *
kPer si st ent Congesti onThreshol d

Unli ke the PTO computation in Section 6.2, this duration includes the
max_ack_del ay irrespective of the packet nunmber spaces in which
| osses are established.

This duration allows a sender to send as many packets before

est abl i shing persistent congestion, including sone in response to PTO
expiration, as TCP does with Tail Loss Probes [ RFC8985] and an RTO

[ RFC5681] .

Larger val ues of kPersistentCongestionThreshol d cause the sender to
becone | ess responsive to persistent congestion in the network, which
can result in aggressive sending into a congested network. Too snall
a value can result in a sender declaring persistent congestion
unnecessarily, resulting in reduced throughput for the sender.

The RECOWMENDED val ue for kPersistent CongestionThreshold is 3, which
results in behavior that is approxi mtely equivalent to a TCP sender
declaring an RTO after two TLPs.

Thi s design does not use consecutive PTO events to establish

persi stent congestion, since application patterns inpact PTO
expiration. For exanple, a sender that sends small anbunts of data
with silence periods between themrestarts the PTO tiner every tine
it sends, potentially preventing the PTOtiner fromexpiring for a

I ong period of tinme, even when no acknow edgments are being received.
The use of a duration enables a sender to establish persistent
congestion wi thout depending on PTO expiration

6.2. Establishing Persistent Congestion

A sender establishes persistent congestion after the receipt of an
acknow edgment if two packets that are ack-eliciting are declared
| ost, and:

* across all packet nunber spaces, none of the packets sent between
the send tines of these two packets are acknow edged;

* the duration between the send times of these two packets exceeds
the persistent congestion duration (Section 7.6.1); and

* a prior RTT sanple existed when these two packets were sent.

These two packets MJST be ack-eliciting, since a receiver is required
to acknow edge only ack-eliciting packets within its maxi mum
acknow edgment del ay; see Section 13.2 of [ QU C TRANSPORT] .

The persistent congestion period SHOULD NOT start until there is at

| east one RTT sanple. Before the first RTT sanple, a sender arns its
PTO timer based on the initial RTT (Section 6.2.2), which could be
substantially |l arger than the actual RTT. Requiring a prior RTT
sampl e prevents a sender from establishing persistent congestion with
potentially too few probes.

Si nce network congestion is not affected by packet nunber spaces,
persi stent congestion SHOULD consi der packets sent across packet
nunber spaces. A sender that does not have state for all packet



nunber spaces or an inplenentation that cannot conpare send tines
across packet nunmber spaces MAY use state for just the packet nunber
space that was acknow edged. This might result in erroneously

decl aring persistent congestion, but it will not lead to a failure to
det ect persistent congestion

VWhen persistent congestion is declared, the sender’s congestion
wi ndow MJUST be reduced to the m ni mum congestion w ndow
(KM ni mumW ndow), simlar to a TCP sender’s response on an RTO
[ RFC5681] .

7.6.3. Exanple

The following exanple illustrates how a sender m ght establish
persi stent congestion. Assune:

snoot hed_rtt + max(4*rttvar, kG anularity) + nmax_ack delay = 2
kPer si st ent Congesti onThreshold = 3

Consi der the foll owi ng sequence of events:

| Tine | Action |
| t=0 | Send packet #1 (application data)

E oo e e e e e e e e e oo - oo +
| t=1 | Send packet #2 (application data) |
T S +
| t=1.2 | Receive acknow edgnment of #1 |
B o +
| t=2 | Send packet #3 (application data)

E oo e e e e e e e e e oo - oo +
| t=3 | Send packet #4 (application data) |
T S +
| t=4 | Send packet #5 (application data) |
B o +
| t=5 | Send packet #6 (application data)

E oo e e e e e e e e e oo - oo +
| t=6 | Send packet #7 (application data) |
T S +
| t=8 | Send packet #8 (PTO 1) |
B o +
| t=12 | Send packet #9 (PTO 2) |
E oo e e e e e e e e e oo - oo +
| t=12.2 | Receive acknow edgnent of #9 |
T S +

Table 1

Packets 2 through 8 are declared | ost when the acknow edgnent for
packet 9 is received at "t = 12.2".

The congestion period is calculated as the tinme between the ol dest
and newest |ost packets: "8 - 1 = 7". The persistent congestion
duration is "2 * 3 = 6". Because the threshold was reached and
because none of the packets between the ol dest and the newest | ost
packets were acknow edged, the network is considered to have
experi enced persistent congestion

VWil e this exanpl e shows PTO expiration, they are not required for
persi stent congestion to be established.

7.7. Pacing

A sender SHOULD pace sending of all in-flight packets based on i nput
fromthe congestion controller.



Sending nultiple packets into the network w thout any del ay between
them creates a packet burst that might cause short-term congestion
and | osses. Senders MJST either use pacing or limt such bursts.
Senders SHOULD Iimt bursts to the initial congestion w ndow, see
Section 7.2. A sender with know edge that the network path to the
recei ver can absorb | arger bursts MAY use a higher limt.

An inpl enentation should take care to architect its congestion
controller to work well with a pacer. For instance, a pacer m ght
wrap the congestion controller and control the availability of the
congesti on wi ndow, or a pacer night pace out packets handed to it by
the congestion controller

Timely delivery of ACK franmes is inportant for efficient |oss
recovery. To avoid delaying their delivery to the peer, packets
contai ning only ACK frames SHOULD therefore not be paced.

Endpoi nts can inpl ement pacing as they choose. A perfectly paced
sender spreads packets exactly evenly over tine. For a w ndow based
congestion controller, such as the one in this docunent, that rate
can be conputed by averagi ng the congesti on wi ndow over the RTT.
Expressed as a rate in units of bytes per tine, where
congestion_wi ndow is in bytes:

rate = N * congestion_wi ndow / snoothed rtt
O expressed as an inter-packet interval in units of tinmne:
interval = ( snmoothed_rtt * packet_size / congestion_w ndow ) / N

Using a value for "N' that is small, but at least 1 (for exanple,
1.25) ensures that variations in RTT do not result in
underutilization of the congestion w ndow.

Practical considerations, such as packetization, scheduling del ays,
and conputational efficiency, can cause a sender to deviate fromthis
rate over tine periods that are nuch shorter than an RTT.

One possible inplementation strategy for pacing uses a | eaky bucket
al gorithm where the capacity of the "bucket" is limted to the
maxi mum burst size and the rate the "bucket" fills is determ ned by
the above function.

7.8. Underutilizing the Congestion W ndow

When bytes in flight is smaller than the congesti on wi ndow and
sending is not pacing limted, the congestion w ndowis
underutilized. This can happen due to insufficient application data
or flow control limts. Wen this occurs, the congestion w ndow
SHOULD NOT be increased in either slow start or congestion avoi dance.

A sender that paces packets (see Section 7.7) might delay sending
packets and not fully utilize the congestion wi ndow due to this
del ay. A sender SHOULD NOT consider itself application limted if it
woul d have fully utilized the congestion wi ndow w t hout pacing del ay.
A sender MAY inplement alternative mechanisns to update its
congestion wi ndow after periods of underutilization, such as those
proposed for TCP in [ RFC7661].

8. Security Considerations

8.1. Loss and Congestion Signals

Loss detection and congestion control fundanmentally involve the



8.

8.

9.

9.

consunption of signals, such as delay, |oss, and ECN markings, from
unaut henticated entities. An attacker can cause endpoints to reduce
their sending rate by mani pul ating these signals: by dropping
packets, by altering path delay strategically, or by changi ng ECN
codepoi nt s.

2. Traffic Analysis

Packets that carry only ACK franes can be heuristically identified by
observi ng packet size. Acknow edgnent patterns nay expose

i nformati on about |ink characteristics or application behavior. To
reduce | eaked information, endpoints can bundl e acknow edgrments with
other franes, or they can use PADDI NG frames at a potential cost to
per f or mance.

3. Msreporting ECN MarKki ngs

A receiver can msreport ECN markings to alter the congestion
response of a sender. Suppressing reports of ECN CE markings coul d
cause a sender to increase their send rate. This increase could
result in congestion and | oss.

A sender can detect suppression of reports by marking occasi onal
packets that it sends with an ECN-CE marking. |If a packet sent with
an ECN-CE marking is not reported as having been CE marked when the
packet is acknow edged, then the sender can disable ECN for that path
by not setting ECN Capable Transport (ECT) codepoints in subsequent
packets sent on that path [ RFC3168].

Reporting additional ECN-CE markings will cause a sender to reduce
their sending rate, which is simlar in effect to advertising reduced
connection flow control limts and so no advantage is gai ned by doing
so.

Endpoi nts choose the congestion controller that they use. Congestion
controllers respond to reports of ECN-CE by reducing their rate, but

the response may vary. Markings can be treated as equivalent to | oss
[ RFC3168], but other responses can be specified, such as [ RFC8511] or
[ RFC8311] .
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Appendi x A. Loss Recovery Pseudocode

We now descri be an exanple inplenentation of the |oss detection
mechani sms described in Section 6.

The pseudocode segnments in this section are |licensed as Code
Conponents; see the copyright notice.

A. 1. Tracking Sent Packets

To correctly inplenment congestion control, a QU C sender tracks every
ack-eliciting packet until the packet is acknowl edged or lost. It is
expected that inplenentations will be able to access this information
by packet nunber and crypto context and store the per-packet fields
(Appendix A 1.1) for loss recovery and congestion control

After a packet is declared lost, the endpoint can still maintain
state for it for an amobunt of time to allow for packet reordering;
see Section 13.3 of [QU G TRANSPORT]. This enables a sender to
detect spurious retransm ssions.

Sent packets are tracked for each packet nunber space, and ACK
processing only applies to a single space.

A.1.1. Sent Packet Fields
packet nunber: The packet nunber of the sent packet.
ack_eliciting: A Boolean that indicates whether a packet is ack-
eliciting. |If true, it is expected that an acknow edgnment will be
recei ved, though the peer could delay sending the ACK frane

containing it by up to the nax_ack_del ay.

in flight: A Boolean that indicates whether the packet counts toward
bytes in flight.

sent _bytes: The nunber of bytes sent in the packet, not including



UDP or | P overhead, but including QU C fram ng over head.
time_sent: The tinme the packet was sent.
A.2. Constants of Interest

Constants used in | oss recovery are based on a conbi nati on of RFCs,
papers, and combn practice.

kPacket Threshol d: Maxi num reordering in packets before packet
threshol d | oss detection considers a packet lost. The val ue
recormmended in Section 6.1.1 is 3.

kTi meThreshol d: Maxi mumreordering in tinme before tine threshold
| oss detection considers a packet |lost. Specified as an RTT
multiplier. The value recomended in Section 6.1.2 is 9/8.

kGranularity: Tiner granularity. This is a system dependent val ue,
and Section 6.1.2 reconmends a val ue of 1 ns.

kinitial Rtt: The RTT used before an RTT sanple is taken. The val ue
recomended in Section 6.2.2 is 333 ns.

kPacket Number Space: An enumto enunerate the three packet numnber
spaces:

enum kPacket Nunber Space {
Initial,
Handshake,
Appl i cati onDat a,

A. 3. Variables of Interest

Variables required to inplenent the congestion control nechanisns are
described in this section.

|atest rtt: The nost recent RTT neasurenent rmade when receiving an
acknow edgnent for a previously unacknow edged packet.

snoot hed_rtt: The snmoothed RTT of the connection, conputed as
described in Section 5.3.

rttvar: The RTT variation, conputed as described in Section 5. 3.

mn_rtt: The minimum RTT seen over a period of time, ignoring
acknow edgnment del ay, as described in Section 5.2.

first_rtt_sanple: The time that the first RTT sanpl e was obtai ned.

max_ack_del ay: The nmaxi mum anount of time by which the receiver
intends to del ay acknow edgrments for packets in the Application
Dat a packet number space, as defined by the eponynmous transport
paraneter (Section 18.2 of [QUI C TRANSPORT]). Note that the
actual ack_delay in a received ACK frane may be | arger due to |l ate
timers, reordering, or |oss.

| oss_detection_tiner: Milti-nodal timer used for |oss detection

pto_count: The nunber of tines a PTO has been sent without receiving
an acknow edgnent .

time_of |ast_ack_eliciting packet[kPacket Nunber Space]: The tine the
nmost recent ack-eliciting packet was sent.

| ar gest _acked_packet [ kPacket Nunber Space]: The | argest packet nunber



acknow edged in the packet nunber space so far.

| oss_tine[ kPacket Nunber Space]: The tine at which the next packet in
that packet nunber space can be considered | ost based on exceeding
the reordering windowin tine.

sent _packet s[ kPacket Nunber Space]: An associ ati on of packet numnbers
in a packet nunmber space to information about them Described in
detail above in Appendix A 1.

A 4. Initialization

At the beginning of the connection, initialize the | oss detection
vari abl es as foll ows:

| oss_detection_tiner.reset()

pto_count =0

latest rtt =0

snmoothed _rtt = kinitial Rt

rttvar = klnitialRtt / 2

mnrtt =0

first rtt_sanple =0

for pn_space in [ Initial, Handshake, ApplicationbData ]:
| ar gest _acked_packet [ pn_space] = infinite
time_of | ast_ack_eliciting_packet[pn_space] =0
| oss_tine[pn_space] = 0

A.5. On Sending a Packet

After a packet is sent, information about the packet is stored. The
paraneters to OnPacket Sent are described in detail above in
Appendix A 1.1

Pseudocode for OnPacket Sent foll ows:

OnPacket Sent (packet _number, pn_space, ack_eliciting,
in_flight, sent_bytes):
sent _packet s[ pn_space] [ packet _nunber]. packet nunber =
packet numnber
sent _packet s[ pn_space] [ packet _nunber].tine_sent = now()
sent _packet s[ pn_space] [ packet _nunber].ack_eliciting =
ack _eliciting

sent _packet s[ pn_space] [ packet _nunmber].in_flight = in_flight
sent _packet s[ pn_space] [ packet _nunber].sent _bytes = sent bytes
if (in_flight):

if (ack_eliciting):

time_of _| ast_ack_eliciting_packet[pn_space] = now()
OnPacket Sent CC( sent _byt es)
Set LossDet ecti onTi ner ()

A.6. On Receiving a Datagram

When a server is blocked by anti-anplification linmits, receiving a
dat agram unbl ocks it, even if none of the packets in the datagram are
successfully processed. 1In such a case, the PTOtiner will need to
be rearned.

Pseudocode for OnDat agranRecei ved fol | ows:

OnDat agr anRecei ved( dat agr am
/1 1f this datagram unbl ocks the server, armthe
/1l PTO tinmer to avoi d deadl ock
if (server was at anti-anplification linmt):
Set LossDet ecti onTi ner ()
if loss_detection_tiner.timeout < now):
/] Execute PTOif it would have expired



/1 while the anplification [imt applied.
OnLossDet ecti onTi neout ()

A. 7. On Receiving an Acknow edgnent

VWhen an ACK frame is received, it may newl y acknow edge any number of
packets.

Pseudocode for OnAckReceived and UpdateRtt follow

I ncl udesAckEl i ci ti ng(packets):
for packet in packets:
if (packet.ack_ eliciting):
return true
return fal se

OnAckRecei ved(ack, pn_space):

if (largest_acked_packet[pn_space] == infinite):
| ar gest _acked_packet [ pn_space] = ack. | argest_acked
el se:

| ar gest _acked_packet [ pn_space] =
max (| argest _acked_packet [ pn_space], ack.|argest acked)

/' Det ect AndRenoveAckedPackets finds packets that are newy
/1l acknow edged and renmpves them from sent _packets.
new y acked packets =
Det ect AndRenpbveAckedPacket s(ack, pn_space)
/1 Nothing to do if there are no newy acked packets.
if (newly_acked_packets.enpty()):
return

/1l Update the RTT if the | argest acknow edged is newy acked
/1 and at |least one ack-eliciting was new y acked.
if (newl y_acked_packets.|argest().packet_nunber ==
ack. |l argest _acked &&
I ncl udesAckEliciting(newy_acked_packets)):
latest rtt =
now() - newly acked packets.largest().tinme_sent
Updat eRt t (ack. ack_del ay)

/'l Process ECN information if present.
if (ACK frame contains ECN i nformation):
ProcessECN( ack, pn_space)

| ost _packets = Det ect AndRenpbvelost Packet s(pn_space)
if (!lost_packets.empty()):

OnPacket sLost (| ost _packet s)
OnPacket sAcked(newl y_acked_packet s)

/1l Reset pto_count unless the client is unsure if
/'l the server has validated the client’s address.
i f (PeerConpl et edAddressVal i dation()):

pto_count =0
Set LossDet ecti onTi ner ()

Updat eRt t (ack_del ay):
if (first _rtt_sanple == 0):

mn_rtt = latest _rtt
snmoothed rtt = latest rtt
rttvar = latest _rtt / 2
first rtt_sanple = now()
return

/1 min_rtt ignores acknow edgnent del ay.
mnrtt = mn(mn_rtt, latest_rtt)



/1 Limt ack_delay by max_ack_del ay after handshake
/1 confirnation.
i f (handshake confirned):

ack_del ay = nmin(ack_del ay, max_ack_del ay)

/1 Adjust for acknow edgnent delay if plausible.

adjusted_rtt = latest _rtt
if (latest _rtt >= mn_rtt + ack_delay):
adjusted rtt = latest _rtt - ack_del ay

rttvar = 3/4 * rttvar + 1/4 * abs(snmoothed rtt - adjusted_rtt)
snoothed_rtt = 7/8 * snpothed_rtt + 1/8 * adjusted_rtt

A.8. Setting the Loss Detection Tiner

QUIC | oss detection uses a single tiner for all tinmeout |oss
detection. The duration of the tiner is based on the tiner’s node,
which is set in the packet and timer events further below. The
function SetLossDetectionTi mer defined bel ow shows how t he single
timer is set.

This algorithmmay result in the timer being set in the past,
particularly if timers wake up late. Tinmers set in the past fire
i medi at el y.

Pseudocode for SetlLossDetectionTiner follow (where the """ operator
represents exponentiation):

Get LossTi meAndSpace():

time = loss_time[lnitial]
space = Initial
for pn_space in [ Handshake, ApplicationData ]:
if (time == 0 || loss_tinme[pn_space] < tine):
time = loss_tine[pn_space];

space = pn_space
return time, space

Get Pt oTi neAndSpace() :
duration = (snoothed rtt + nmax(4 * rttvar, kGranularity))
* (2 ™ pto_count)
/1 Anti-deadl ock PTO starts fromthe current tine
if (no ack-eliciting packets in flight):
assert (! Peer Conpl et edAddr essVal i dati on())
i f (has handshake keys):
return (now() + duration), Handshake

el se:
return (now() + duration), Initial
pto_timeout = infinite
pto_space = Initial

for space in [ Initial, Handshake, ApplicationData ]:
if (no ack-eliciting packets in flight in space):
conti nue;
if (space == ApplicationData):
/1 Skip Application Data until handshake confi rned.
i f (handshake is not confirned):
return pto_timeout, pto_space
/1 Include nmax_ack _del ay and backoff for Application Data.
duration += max_ack _delay * (2 ~ pto_count)

t = time_of _|last_ack_eliciting_packet[space] + duration
if (t < pto_tinmeout):
pto timeout =t
pt o_space = space
return pto_timeout, pto_space

Peer Conmpl et edAddr essVal i dati on():



/1 Assume clients validate the server’s address inplicitly.
if (endpoint is server):
return true
/1 Servers conplete address validation when a
/1 protected packet is received.
return has received Handshake ACK |
handshake confirmnmed

Set LossDet ecti onTi ner():
earliest loss time, _ = GetLossTi neAndSpace()
if (earliest_loss_tine !=0):
/1 Time threshold | oss detection
| oss_detection_tiner.update(earliest_|oss_tine)
return

if (server is at anti-anplification limt):
/1l The server’'s timer is not set if nothing can be sent.
| oss_detection_tiner.cancel ()
return

if (no ack-eliciting packets in flight &%
Peer Conpl et edAddr essVal i dation()):
/1 There is nothing to detect lost, so no tiner is set.
/1 However, the client needs to armthe tiner if the
/1 server mght be blocked by the anti-anplification [imt.
| oss_detection_tiner.cancel ()
return

timeout, _ = GetPtoTi neAndSpace()
| oss_detection_tiner.update(tinmeout)

A 9. On Tineout

When the | oss detection tinmer expires, the tiner’'s node deternines
the action to be perfornmed.

Pseudocode for OnLossDetectionTi neout foll ows:

OnLossDet ecti onTi neout () :

earliest _loss time, pn_space = GetLossTi neAndSpace()

if (earliest_loss_tine !=0):
/1 Time threshold | oss Detection
| ost _packets = Det ect AndRenpbvelLost Packet s(pn_space)
assert (!l ost_packets.enpty())
OnPacket sLost (| ost _packets)
Set LossDet ecti onTi ner ()
return

if (no ack-eliciting packets in flight):
assert (! Peer Conpl et edAddr essVal i dati on())
/1 Cient sends an anti-deadl ock packet: Initial is padded
/1l to earn nore anti-anplification credit,
/1l a Handshake packet proves address ownership.
i f (has Handshake keys):
SendOneAckEl i ci ti ngHandshakePacket ()
el se:
SendOneAckEl i ci ti ngPaddedI ni ti al Packet ()
el se:
/1 PTO. Send new data if available, else retransnit old data
/1 If neither is available, send a single PING frane.
_, pn_space = Get PtoTi meAndSpace()
SendOneOr TWoAckEl i ci ti ngPacket s(pn_space)

pt o_count ++
Set LossDet ecti onTi ner ()



A.10. Detecting Lost Packets

Det ect AndRenpvelost Packets is called every time an ACK is received or
the time threshold | oss detection tiner expires. This function
operates on the sent_packets for that packet nunber space and returns
a list of packets newy detected as |ost.

Pseudocode for Detect AndRenovelLost Packets foll ows:

Det ect AndRenpvelost Packet s(pn_space):
assert (| argest _acked_packet[pn_space] !'= infinite)
| oss_tine[pn_space] =0
| ost _packets = []
| oss_del ay = kTi neThreshold * max(latest rtt, snoothed rtt)

/1 Mnimumtine of kGanularity before packets are deened | ost.
| oss_del ay = max(l oss_del ay, kG anul arity)

/| Packets sent before this time are deened | ost.
|l ost_send tinme = now() - |oss_del ay

foreach unacked in sent_packet s[ pn_space]:
i f (unacked. packet _nunber > | argest_acked_packet[ pn_space]):
conti nue

/1 Mark packet as lost, or set tinme when it should be nmarked.
/1l Note: The use of kPacket Threshol d here assumes that there
/1 were no sender-induced gaps in the packet nunber space.
i f (unacked.time_sent <= |lost_send_tinme ||
| ar gest _acked_packet [ pn_space] >=
unacked. packet _nunber + kPacket Threshol d):
sent _packet s[ pn_space] . renove(unacked. packet nunber)
| ost _packets.insert(unacked)

el se:
if (loss_tinme[pn_space] == 0):
| oss_tine[pn_space] = unacked.time_sent + |oss_del ay
el se:

| oss_tine[pn_space] = min(loss_tine[pn_space],
unacked.tine_sent + | oss_del ay)
return | ost _packets

A.11. Upon Dropping Initial or Handshake Keys

When Initial or Handshake keys are di scarded, packets fromthe space
are discarded and | oss detection state i s updated.

Pseudocode for OnPacket Number SpaceDi scarded fol | ows:

OnPacket Nunber SpaceDi scar ded( pn_space):
assert (pn_space != ApplicationDat a)
RenoveFr onByt esl nFl i ght (sent _packet s[ pn_space])
sent _packet s[ pn_space] . cl ear ()
/'l Reset the l|oss detection and PTO ti mer
time_of | ast_ack_eliciting_packet[pn_space] =0
| oss_tine[pn_space] =0
pto_count =0
Set LossDet ecti onTi ner ()

Appendi x B. Congestion Control Pseudocode

We now descri be an exanpl e inpl enentati on of the congestion
controll er described in Section 7.

The pseudocode segnents in this section are |licensed as Code
Conponents; see the copyright notice.



B.1. Constants of |nterest

Constants used in congestion control are based on a conbination of
RFCs, papers, and comopn practice.

kinitial Wndow. Default limt on the initial bytes in flight as
described in Section 7. 2.

kKM ni mumW ndow. M ni num congestion wi ndow i n bytes as described in
Section 7. 2.

kLossReducti onFactor: Scaling factor applied to reduce the
congesti on wi ndow when a new | oss event is detected. Section 7
recomends a val ue of 0.5.

kPer si st ent Congesti onThreshol d: Period of time for persistent
congestion to be established, specified as a PTO multiplier
Section 7.6 recommends a val ue of 3.

B.2. Variables of Interest

Vari ables required to inplenent the congestion control nechanisns are
described in this section.

max_dat agram si ze: The sender’s current nmaxi mum payl oad size. This
does not include UDP or |IP overhead. The max datagram size is
used for congestion wi ndow conputations. An endpoint sets the
val ue of this variable based on its Path Maxi num Transmi ssion Unit
(PMIU;, see Section 14.2 of [QUI C TRANSPORT]), with a mini num val ue
of 1200 bytes.

ecn_ce_count ers[ kPacket Nunber Space]: The hi ghest val ue reported for
the ECN-CE counter in the packet nunmber space by the peer in an
ACK frame. This value is used to detect increases in the reported
ECN- CE counter.

bytes in_flight: The sumof the size in bytes of all sent packets
that contain at |east one ack-eliciting or PADDI NG franme and have
not been acknow edged or declared | ost. The size does not include
| P or UDP overhead, but does include the QU C header and
Aut henti cated Encryption with Associ ated Data (AEAD) over head.
Packets only containing ACK franes do not count toward
bytes_in_flight to ensure congestion control does not inpede
congesti on feedback.

congesti on_wi ndow. Maxi mrum nunber of bytes allowed to be in flight.

congestion_recovery_start_time: The time the current recovery period
started due to the detection of loss or ECN. Wen a packet sent
after this tinme is acknow edged, QUIC exits congestion recovery.

ssthresh: Slow start threshold in bytes. Wen the congesti on wi ndow
is bel ow ssthresh, the node is slow start and the w ndow grows by
the nunber of bytes acknow edged.

The congestion control pseudocode al so accesses sone of the variables
fromthe | oss recovery pseudocode.

B. 3. Initialization

At the beginning of the connection, initialize the congestion contro
vari abl es as foll ows:

congesti on_wi ndow = klnitial Wndow
bytes_in_flight =0
congestion_recovery_start_time =0



ssthresh = infinite

for pn_space in [ Initial, Handshake, ApplicationbData ]:

ecn_ce_counters[pn_space] =0

B.4. On Packet Sent

VWhenever a packet is sent and it contains non-ACK frames, the packet

i ncreases bytes in flight.

OnPacket Sent CC(sent byt es):
bytes_in_flight += sent_bytes

B.5. On Packet Acknow edgnent

B. 6.

This is invoked fromloss detection’s OnAckRecei ved and is supplied

with the newly acked packets from sent packets.

I n congestion avoi dance, inplenmenters that use an integer

representation for congesti on_w ndow should be carefu

wi th division

and can use the alternative approach suggested in Section 2.1 of

[ RFC3465] .

I nCongest i onRecovery(sent _tine):
return sent _time <= congestion_recovery_start_time

OnPacket sAcked( acked_packet s):
for acked _packet in acked packets:
OnPacket Acked(acked_packet)

OnPacket Acked(acked_packet):
if (lacked_packet.in_flight):

return;
/1 Renmove frombytes in flight.
bytes in flight -= acked packet.sent bytes
/1 Do not increase congestion_wi ndow if application
/1 limted or flowcontrol limted
if (1sAppOrFlowControl Limted())
return

/1 Do not increase congestion wi ndow in recovery period.

i f (InCongestionRecovery(acked packet.tinme_sent)):
return
i f (congestion_wi ndow < ssthresh):
/1 Slow start.
congesti on_wi ndow += acked packet.sent bhytes
el se:
/1 Congestion avoi dance.
congesti on_wi ndow +=
max_dat agram si ze * acked_packet. sent _bytes
/ congesti on_wi ndow

On New Congestion Event

This is invoked from ProcesseECN and OnPacket sLost when a new
congestion event is detected. |If not already in recovery, this
starts a recovery period and reduces the slow start threshold and

congesti on wi ndow i mredi at el y.

OnCongesti onEvent (sent _ti ne):
/1 No reaction if already in a recovery period.
i f (InCongestionRecovery(sent _tine)):
return

/1 Enter recovery period.
congestion _recovery start_time = now()

ssthresh = congesti on_wi ndow * kLossReducti onFact or

congesti on_wi ndow = max(ssthresh, kM ni mumAN ndow)



/1l A packet can be sent to speed up | oss recovery.
MaybeSendOnePacket ()

B.7. Process ECN I nfornmation

This is invoked when an ACK frame with an ECN section is received
fromthe peer.

ProcessECN(ack, pn_space):
/1 If the ECN-CE counter reported by the peer has increased,
/1 this could be a new congestion event.
if (ack.ce_counter > ecn_ce_counters[pn_space]):
ecn_ce_counters[ pn_space] = ack.ce_counter
sent _time = sent_packets[ack.|argest acked].tinme_sent
OnCongesti onEvent (sent _tine)

B.8. On Packets Lost
This is invoked when Det ect AndRenovelLost Packet s deens packets | ost.

OnPacket sLost (| ost _packets):
sent _time_of last loss =0
/'l Renove | ost packets frombytes_in_flight.
for | ost_packet in | ost_packets:
if lost_packet.in_flight:
bytes in flight -= |ost_packet.sent bytes
sent _time_of last |loss =
max(sent _tinme_of |ast |oss, |ost _packet.tinme_sent)
/1 Congestion event if in-flight packets were |ost
if (sent_time_of last _loss I'= 0):
OnCongesti onEvent (sent _tine_of | ast_| 0ss)

/1l Reset the congestion windowif the |loss of these
/1 packets indicates persistent congestion.
/1 Only consider packets sent after getting an RTT sanpl e.
if (first_rtt_sanple == 0):
return
pc_lost =[]
for lost in |ost_packets:
if lost.tine_sent > first rtt_sanpl e:
pc_l ost.insert(lost)
i f (InPersistentCongestion(pc_lost)):
congesti on_wi ndow = kM ni nrumA ndow
congestion_recovery start _time =0

B.9. Renoving Discarded Packets fromBytes in Flight

When Initial or Handshake keys are di scarded, packets sent in that
space no | onger count toward bytes in flight.

Pseudocode for RenoveFronBytesl nFlight foll ows:

RenmoveFr onByt esl nFl i ght (di scar ded_packet s):
/1 Remove any unacknowl edged packets from flight.
foreach packet in discarded_packets:
i f packet.in_flight
bytes in flight -= size
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