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I ntroduction

Thi s docunent describes how QUI C [ QU G TRANSPORT] is secured using
TLS [ TLS13].



TLS 1.3 provides critical latency inprovenents for connection
establ i shnent over previous versions. Absent packet |oss, nbst new
connections can be established and secured within a single round
trip; on subsequent connections between the same client and server,
the client can often send application data i mediately, that is,
using a zero round-trip setup.

Thi s docunent describes how TLS acts as a security conponent of QU C
2. Notational Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Thi s docunent uses the term nol ogy established in [ QU C TRANSPORT] .

For brevity, the acronym TLS is used to refer to TLS 1.3, though a
newer version could be used; see Section 4. 2.

2.1. TLS Overvi ew

TLS provides two endpoints with a way to establish a neans of

conmmuni cati on over an untrusted nedium (for exanple, the Internet).
TLS enabl es authentication of peers and provides confidentiality and
integrity protection for nessages that endpoints exchange.

Internally, TLS is a layered protocol, with the structure shown in
Fi gure 1.

S S oo S +
Cont ent | | | Application | |
Layer | Handshake | Alerts | Dat a | .. |
| | | | |
S R R R +
Record | |
Layer | Recor ds |
I I
o m o e e e e e e e e e e e e e e e e e e e e e e e e ememao - +

Figure 1: TLS Layers

Each content-|ayer nessage (e.g., handshake, alerts, and application
data) is carried as a series of typed TLS records by the record

| ayer. Records are individually cryptographically protected and then
transmtted over a reliable transport (typically TCP), which provides
sequenci ng and guaranteed delivery.

The TLS aut henti cated key exchange occurs between two endpoints:
client and server. The client initiates the exchange and the server
responds. |f the key exchange conpl etes successfully, both client
and server will agree on a secret. TLS supports both pre-shared key
(PSK) and Diffie-Hell man over either finite fields or elliptic curves
((EC)DHE) key exchanges. PSK is the basis for Early Data (0-RTT);
the latter provides forward secrecy (FS) when the (EC)DHE keys are
destroyed. The two nodes can al so be conbined to provide forward
secrecy while using the PSK for authentication.

After conpleting the TLS handshake, the client will have |earned and
authenticated an identity for the server, and the server is
optionally able to |l earn and authenticate an identity for the client.
TLS supports X. 509 [ RFC5280] certificate-based authentication for
both server and client. Wen PSK key exchange is used (as in



resunption), know edge of the PSK serves to authenticate the peer.

The TLS key exchange is resistant to tanpering by attackers, and it
produces shared secrets that cannot be controlled by either
partici pati ng peer.

TLS provides two basi c handshake nodes of interest to QU C

* A full 1-RTT handshake, in which the client is able to send
application data after one round trip and the server imredi ately
responds after receiving the first handshake message fromthe
client.

* A O0-RTT handshake, in which the client uses information it has
previously | earned about the server to send application data
i mediately. This application data can be replayed by an
attacker, so O-RTT is not suitable for carrying instructions that
m ght initiate any action that could cause unwanted effects if
repl ayed.

A sinplified TLS handshake with O-RTT application data is shown in
Fi gure 2.

dient Server
ClientHello
(O-RTT Application Data) -------- >
ServerHell o
{Encr ypt edExt ensi ons}
{Fi ni shed}
S [ Appl i cati on Dat a]
{Finished} -------- >
[ Application Dat a] e > [ Appli cation Dat a]

() I'ndicates messages protected by Early Data (0-RTT) Keys

{} I'ndicates nessages protected usi ng Handshake Keys

[T I'ndicates nessages protected using Application Data
(1-RTT) Keys

Fi gure 2: TLS Handshake with O-RTT
Figure 2 omts the EndOf Earl yDat a nessage, which is not used in QU C
see Section 8.3. Likew se, neither ChangeC pher Spec nor KeyUpdate
nmessages are used by QU C. ChangeC pherSpec is redundant in TLS 1. 3;
see Section 8.4. QU C has its own key update nechani sm see
Section 6.
Data is protected using a nunber of encryption |evels:
* Initial keys
* FRarly data (0-RTT) keys
* Handshake keys
* Application data (1-RTT) keys

Application data can only appear in the early data and application
data |l evels. Handshake and al ert messages may appear in any |evel

The 0-RTT handshake can be used if the client and server have
previously comrunicated. In the 1-RTT handshake, the client is
unabl e to send protected application data until it has received all
of the handshake nessages sent by the server



3.

Pr ot ocol Overvi ew

QUI C [ QUI C- TRANSPORT] assunes responsibility for the confidentiality
and integrity protection of packets. For this it uses keys derived
froma TLS handshake [TLS13], but instead of carrying TLS records
over QUIC (as with TCP), TLS handshake and al ert messages are carried
directly over the QU C transport, which takes over the
responsibilities of the TLS record |layer, as shown in Figure 3.

. . S +
| TLS | TLS | | QI C |
| Handshake | Alerts | | Applications]
| | | | (h3, etc.) |
R R T +

I I
| QUI C Transport |
| (streans, reliability, congestion, etc.) |
I I

Figure 3: QU C Layers

QUIC also relies on TLS for authentication and negoti ati on of
paraneters that are critical to security and performance.

Rat her than a strict layering, these two protocols cooperate: QU C
uses the TLS handshake; TLS uses the reliability, ordered delivery,
and record | ayer provided by QU C

At a high level, there are two main interactions between the TLS and
QUI C conponent s:

* The TLS conponent sends and receives nmessages via the QU C
conponent, with QU C providing a reliable streamabstraction to
TLS.

* The TLS conponent provides a series of updates to the QU C
component, including (a) new packet protection keys to install and
(b) state changes such as handshake conpl etion, the server
certificate, etc.

Fi gure 4 shows these interactions in nore detail, with the QU C
packet protection being called out specially.

R + R +
| | <---- Handshake Messages ----- >| |
| | <- Validate O-RTT Paraneters ->| |
| | <--------- 0-RTT Keys --------- | |
| QI C [ <---v---- Handshake Keys ------- | TLS |
| | <=-------- 1-RTT Keys --------- | |
| | <------- Handshake Done ------- | |
R + R +

| Protect | Protected

v | Packet
Fomm e oo - +
| QIC I
| Packet |
| Protection |
Fom e e o - +

Figure 4: QUIC and TLS Interactions



Unli ke TLS over TCP, QUIC applications that want to send data do not
send it using TLS Application Data records. Rather, they send it as
QUI C STREAM franes or other frame types, which are then carried in
QUI C packets.

4. Carrying TLS Messages

QUIC carries TLS handshake data in CRYPTO franes, each of which
consists of a contiguous bl ock of handshake data identified by an

of fset and length. Those franmes are packaged into QU C packets and
encrypted under the current encryption level. As with TLS over TCP
once TLS handshake data has been delivered to QUC, it is QUC s
responsibility to deliver it reliably. Each chunk of data that is
produced by TLS is associated with the set of keys that TLS is
currently using. |If QU C needs to retransnmit that data, it MJST use
the sane keys even if TLS has al ready updated to newer keys.

Each encryption | evel corresponds to a packet number space. The
packet nunber space that is used determ nes the semantics of franes.
Sone frames are prohibited in different packet nunber spaces; see
Section 12.5 of [ QU C TRANSPORT] .

Because packets could be reordered on the wire, QU C uses the packet
type to indicate which keys were used to protect a given packet, as
shown in Table 1. When packets of different types need to be sent,

endpoi nts SHOULD use coal esced packets to send themin the sane UDP

dat agram
| Packet Type | Encryption Keys | PN Space |
[ s s sy sl sy o}
| Initial | Initial secrets | Initial |
[ ety (TSRS R S e T I +
| O-RTT Protected | O-RTT | Application data
e ——————————l, SIS e +
| Handshake | Handshake | Handshake |
B sty TRRSUIERE I +
| Retry | Retry | NA |
[ ety (TSRS R S e T I +
| Version Negotiation | NA | NA |
[ e ———————t (SIS R +
| Short Header | 1-RTT | Application data
B sty TRRSUIERE I +

Table 1. Encryption Keys by Packet Type

Section 17 of [QUI C TRANSPORT] shows how packets at the various
encryption levels fit into the handshake process.

4.1. Interface to TLS

As shown in Figure 4, the interface fromQJC to TLS consists of four
primary functions:

* Sendi ng and receiving handshake nessages

* Processing stored transport and application state froma resuned
session and determining if it is valid to generate or accept O-RTT
dat a

* Rekeying (both transmt and receive)

* Updating handshake state

Addi tional functions m ght be needed to configure TLS. In



particular, QU C and TLS need to agree on which is responsible for
val i dation of peer credentials, such as certificate validation
[ RFC5280] .

.1.1. Handshake Conpl ete

In this docunment, the TLS handshake is consi dered conpl ete when the
TLS stack has reported that the handshake is conplete. This happens
when the TLS stack has both sent a Finished nessage and verified the
peer’s Finished nessage. Verifying the peer’s Finished nessage
provi des the endpoints with an assurance that previ ous handshake
messages have not been nodified. Note that the handshake does not
compl ete at both endpoints sinmultaneously. Consequently, any
requirenent that is based on the conpletion of the handshake depends
on the perspective of the endpoint in question

.1.2. Handshake Confirned

In this docunment, the TLS handshake is considered confirmed at the
server when the handshake conpletes. The server MJST send a
HANDSHAKE DONE frane as soon as the handshake is conplete. At the
client, the handshake is considered confirned when a HANDSHAKE_DONE
frane is received

Additionally, a client MAY consider the handshake to be confirnmed
when it receives an acknow edgnent for a 1-RTT packet. This can be

i npl emented by recording the | owest packet number sent with 1-RTT
keys and conparing it to the Largest Acknow edged field in any
received 1-RTT ACK frame: once the latter is greater than or equal to
the former, the handshake is confirned.

.1.3. Sending and Receivi ng Handshake Messages

In order to drive the handshake, TLS depends on being able to send
and recei ve handshake nessages. There are two basic functions on

this interface: one where QU C requests handshake nessages and one
where QUI C provides bytes that conprise handshake nessages

Before starting the handshake, QUIC provides TLS with the transport
paraneters (see Section 8.2) that it wi shes to carry.

A QUCclient starts TLS by requesting TLS handshake bytes from TLS.
The client acquires handshake bytes before sending its first packet.
A QUIC server starts the process by providing TLS with the client’s
handshake byt es.

At any time, the TLS stack at an endpoint will have a current sending
encryption level and a receiving encryption level. TLS encryption

| evel s determ ne the QU C packet type and keys that are used for
protecting data.

Each encryption level is associated with a different sequence of
bytes, which is reliably transmtted to the peer in CRYPTO franes.
When TLS provi des handshake bytes to be sent, they are appended to
the handshake bytes for the current encryption level. The encryption
| evel then deternmines the type of packet that the resulting CRYPTO
frame is carried in; see Table 1.

Four encryption | evels are used, producing keys for Initial, 0-RTT,
Handshake, and 1-RTT packets. CRYPTO franes are carried in just
three of these levels, omtting the O-RTT level. These four |evels
correspond to three packet nunber spaces: Initial and Handshake
encrypted packets use their own separate spaces; O0-RTT and 1-RTT
packets use the application data packet nunber space.

QUI C takes the unprotected content of TLS handshake records as the



content of CRYPTO frames. TLS record protection is not used by QU C
QUI C assenbl es CRYPTO franes into QU C packets, which are protected
usi ng QUI C packet protection

QUI C CRYPTO franes only carry TLS handshake nmessages. TLS alerts are
turned into QU C CONNECTI ON CLOSE error codes; see Section 4.8. TLS
application data and other content types cannot be carried by QU C at
any encryption level; it is an error if they are received fromthe
TLS st ack.

When an endpoi nt receives a QU C packet containing a CRYPTO frane
fromthe network, it proceeds as follows:

* |f the packet uses the current TLS receiving encryption |evel,

sequence the data into the input flow as usual. As w th STREAM
franes, the offset is used to find the proper location in the data
sequence. |If the result of this process is that new data is

available, then it is delivered to TLS in order.

* |f the packet is froma previously installed encryption level, it
MUST NOT contain data that extends past the end of previously
received data in that flow. |nplenmentati ons MIST treat any

viol ations of this requirenent as a connection error of type
PROTOCCOL_VI OLATI ON

* |f the packet is froma new encryption level, it is saved for
| ater processing by TLS. Once TLS noves to receiving fromthis
encryption |level, saved data can be provided to TLS. Wen TLS
provi des keys for a higher encryption level, if there is data from
a previous encryption |evel that TLS has not consumed, this MJST
be treated as a connection error of type PROTOCOL_VI OLATI ON

Each tinme that TLS is provided with new data, new handshake bytes are
requested from TLS. TLS m ght not provide any bytes if the handshake
messages it has received are inconplete or it has no data to send

The content of CRYPTO frames m ght either be processed increnentally
by TLS or buffered until conplete nessages or flights are avail abl e.
TLS is responsible for buffering handshake bytes that have arrived in
order. QU Cis responsible for buffering handshake bytes that arrive
out of order or for encryption levels that are not yet ready. QU C
does not provide any nmeans of flow control for CRYPTO frames; see
Section 7.5 of [ QU G TRANSPORT] .

Once the TLS handshake is conplete, this is indicated to QU C al ong
with any final handshake bytes that TLS needs to send. At this
stage, the transport paraneters that the peer advertised during the
handshake are authenticated; see Section 8. 2.

Once the handshake is conplete, TLS becones passive. TLS can stil
receive data fromits peer and respond in kind, but it will not need
to send nore data unless specifically requested -- either by an
application or QUC. One reason to send data is that the server

m ght wish to provide additional or updated session tickets to a
client.

When t he handshake is conplete, QU C only needs to provide TLS with
any data that arrives in CRYPTO streans. |n the sane manner that is
used during the handshake, new data is requested from TLS after
provi di ng recei ved dat a.

.1.4. Encryption Level Changes
As keys at a given encryption | evel becone available to TLS, TLS

indicates to QU C that reading or witing keys at that encryption
| evel are avail abl e.



The availability of new keys is always a result of providing inputs
to TLS. TLS only provides new keys after being initialized (by a
client) or when provided with new handshake dat a.

However, a TLS inplenentation could perform some of its processing
asynchronously. 1In particular, the process of validating a
certificate can take some tinme. Wiile waiting for TLS processing to
conpl ete, an endpoint SHOULD buffer received packets if they night be
processed using keys that are not yet available. These packets can
be processed once keys are provided by TLS. An endpoint SHOULD
continue to respond to packets that can be processed during this
time.

After processing inputs, TLS m ght produce handshake bytes, keys for
new encryption | evels, or both.

TLS provides QUC with three itens as a new encryption | evel becones
avai | abl e:

* A secret
* An Authenticated Encryption with Associ ated Data (AEAD) function
* A Key Derivation Function (KDF)

These val ues are based on the values that TLS negotiates and are used
by QU C to generate packet and header protection keys; see Section 5
and Section 5. 4.

If O-RTT is possible, it is ready after the client sends a TLS
ClientHell o nessage or the server receives that nessage. After
providing a QUC client with the first handshake bytes, the TLS stack
m ght signal the change to 0-RTT keys. On the server, after

recei ving handshake bytes that contain a CientHello nessage, a TLS
server mght signal that 0-RTT keys are avail abl e.

Al t hough TLS only uses one encryption level at a tinme, QU C may use
nmore than one level. For instance, after sending its Finished
message (using a CRYPTO frane at the Handshake encryption |evel) an
endpoi nt can send STREAM data (in 1-RTT encryption). |If the Finished
message is lost, the endpoint uses the Handshake encryption level to
retransmt the | ost nessage. Reordering or |oss of packets can nean
that QU C will need to handle packets at nultiple encryption |evels.
During the handshake, this neans potentially handling packets at

hi gher and | ower encryption levels than the current encryption |eve
used by TLS

In particular, server inplenmentations need to be able to read packets
at the Handshake encryption |l evel at the sane tine as the O-RTT
encryption level. A client could interleave ACK franes that are
protected with Handshake keys with O-RTT data, and the server needs
to process those acknow edgnents in order to detect |ost Handshake
packets.

QUI C al so needs access to keys that might not ordinarily be avail abl e
to a TLS inplenentation. For instance, a client might need to
acknow edge Handshake packets before it is ready to send CRYPTO
franes at that encryption level. TLS therefore needs to provide keys
to QU C before it mght produce themfor its own use.

.1.5. TLS Interface Summary
Figure 5 sumuarizes the exchange between QUIC and TLS for both client

and server. Solid arrows indicate packets that carry handshake data;
dashed arrows show where application data can be sent. Each arrowis



tagged with the encryption |evel used for that transm ssion

CGet Handshake

Initial ------------- >
Install tx O-RTT keys
O-RTT - - - - - - - ->
Handshake Received
Get Handshake
L L Initial
Install rx O-RTT keys
I nstall Handshake keys
Get Handshake
S Handshake
Install tx 1-RTT keys
<- - - - - - - - 1-RIT

Handshake Received (Initial)
Install Handshake keys
Handshake Received (Handshake)
Get Handshake

Handshake ----------- >
Handshake Conpl et e
Install 1-RTT keys
1-RTT - - - - - - - ->
Handshake Recei ved
Handshake Conpl ete
Handshake Confirned
Install rx 1-RTT keys
Cemmemmemmcanaas 1-RTT

( HANDSHAKE _ DONE)
Handshake Confi rmed

Figure 5: Interaction Summary between QU C and TLS

Figure 5 shows the nmultiple packets that forma single "flight" of
messages being processed individually, to show what incom ng nessages
trigger different actions. This shows multiple "Get Handshake"
invocations to retrieve handshake nmessages at different encryption

| evel s. New handshake nessages are requested after incom ng packets
have been processed.

Figure 5 shows one possible structure for a sinple handshake
exchange. The exact process varies based on the structure of
endpoi nt inpl enentati ons and the order in which packets arrive.

I npl enent ati ons coul d use a different nunber of operations or execute
themin other orders.

4.2. TLS Version
Thi s docunent describes how TLS 1.3 [TLS13] is used with QU C

In practice, the TLS handshake will negotiate a version of TLS to
use. This could result in a version of TLS newer than 1.3 being
negotiated if both endpoints support that version. This is
acceptabl e provided that the features of TLS 1.3 that are used by
QUI C are supported by the newer version

Clients MJUST NOT offer TLS versions older than 1.3. A badly
configured TLS inpl enmentation could negotiate TLS 1.2 or another

ol der version of TLS. An endpoint MJST term nate the connection if a
version of TLS older than 1.3 is negoti at ed.



4. 3.

4. 4.

ClientHell o Size

The first Initial packet froma client contains the start or all of
its first cryptographi c handshake nessage, which for TLS is the
ClientHello. Servers might need to parse the entire CientHello
(e.g., to access extensions such as Server Nane ldentification (SN)
or Application-Layer Protocol Negotiation (ALPN)) in order to decide
whet her to accept the new incom ng QU C connection. If the
ClientHello spans multiple Initial packets, such servers would need
to buffer the first received fragments, which could consunme excessive
resources if the client’s address has not yet been validated. To
avoid this, servers MAY use the Retry feature (see Section 8.1 of

[ QUI G TRANSPORT]) to only buffer partial CientHell o nessages from
clients with a validated address.

QUI C packet and framing add at | east 36 bytes of overhead to the
ClientHell o nessage. That overhead increases if the client chooses a
Source Connection ID field |longer than zero bytes. Overheads al so do
not include the token or a Destination Connection ID |onger than 8
bytes, both of which mght be required if a server sends a Retry
packet .

A typical TLS CientHello can easily fit into a 1200-byte packet.
However, in addition to the overheads added by QU C, there are
several variables that could cause this limt to be exceeded. Large
session tickets, nultiple or large key shares, and long |ists of
supported ci phers, signature algorithms, versions, QUJ C transport
paraneters, and other negotiabl e paranmeters and extensions could
cause this nessage to grow

For servers, in addition to connection IDs and tokens, the size of
TLS session tickets can have an effect on a client’s ability to
connect efficiently. Mnimzing the size of these val ues increases
the probability that clients can use themand still fit their entire
ClientHell o nessage in their first Initial packet.

The TLS inplenentation does not need to ensure that the CientHello
is large enough to neet QUIC s requirenents for datagrans that carry
Initial packets; see Section 14.1 of [QU C TRANSPORT]. QU C

i mpl ement ati ons use PADDI NG franes or packet coal escing to ensure
that datagrams are | arge enough.

Peer Aut hentication

The requirenents for authentication depend on the application
protocol that is in use. TLS provides server authentication and
permits the server to request client authentication

A client MJUST authenticate the identity of the server. This
typically involves verification that the identity of the server is
included in a certificate and that the certificate is issued by a
trusted entity (see for exanple [RFC2818]).

| Note: Wiere servers provide certificates for authentication

| the size of the certificate chain can consune a | arge nunber of
| bytes. Controlling the size of certificate chains is critica

| to performance in QU C as servers are limted to sending 3

| bytes for every byte received prior to validating the client

| address; see Section 8.1 of [QU C TRANSPORT]. The size of a

| certificate chain can be managed by limting the nunmber of

| names or extensions; using keys with small public key
| representations, |like ECDSA; or by using certificate
| conpression [ COWPRESS] .

A server MAY request that the client authenticate during the
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handshake. A server MAY refuse a connection if the client is unable
to authenticate when requested. The requirenents for client
aut henti cation vary based on application protocol and depl oynent.

A server MJST NOT use post-handshake client authentication (as
defined in Section 4.6.2 of [TLS13]) because the multipl exing of fered
by QU C prevents clients fromcorrelating the certificate request
with the application-level event that triggered it (see

[ HTTP2- TLS13]). More specifically, servers MJUST NOT send post-
handshake TLS CertificateRequest nessages, and clients MJST treat
recei pt of such nessages as a connection error of type
PROTOCOL_VI CLATI ON

Sessi on Resunpti on

QUI C can use the session resunption feature of TLS 1.3. It does this
by carryi ng NewSessi onTi cket messages in CRYPTO franes after the
handshake is conplete. Session resunption can be used to provide
0-RTT and can al so be used when O-RTT is disabl ed.

Endpoi nts that use session resunption mght need to renenber sone

i nformati on about the current connection when creating a resuned
connection. TLS requires that some information be retained; see
Section 4.6.1 of [TLS13]. QU Citself does not depend on any state
bei ng retai ned when resumng a connection unless 0-RTT is al so used,;
see Section 7.4.1 of [QUI C TRANSPORT] and Section 4.6.1. Application
protocol s coul d depend on state that is retai ned between resuned
connecti ons.

Clients can store any state required for resunption along with the
session ticket. Servers can use the session ticket to help carry
state.

Session resunption allows servers to link activity on the origina
connection with the resumed connection, which night be a privacy
issue for clients. dients can choose not to enable resunption to
avoid creating this correlation. dients SHOULD NOT reuse tickets as
that allows entities other than the server to correlate connections;
see Appendi x C. 4 of [TLS13].

0-RTT

The O-RTT feature in QU C allows a client to send application data
before the handshake is conplete. This is nade possible by reusing
negoti ated paraneters froma previous connection. To enable this,

0- RTT depends on the client renenbering critical paraneters and
providing the server with a TLS session ticket that allows the server
to recover the same information

This information includes paraneters that determine TLS state, as
governed by [TLS13], QUIC transport paraneters, the chosen
application protocol, and any infornmation the application protocol

m ght need; see Section 4.6.3. This information determ nes how O-RTT
packets and their contents are forned.

To ensure that the sanme information is available to both endpoints,
all information used to establish O-RTT cones fromthe sane
connection. Endpoints cannot selectively disregard infornmation that
m ght alter the sending or processing of 0-RTT.

[ TLS13] sets a limt of seven days on the tine between the origina
connection and any attenpt to use O0-RTT. There are other constraints
on O-RTT usage, notably those caused by the potential exposure to
replay attack; see Section 9. 2.

1. Enabling 0-RTT



The TLS early_data extension in the NewSessionTi cket nessage is
defined to convey (in the max_early data_size paraneter) the anount
of TLS O-RTT data the server is willing to accept. QU C does not use
TLS early data. QUIC uses O-RTT packets to carry early data.
Accordingly, the max_early_data_size paranmeter is repurposed to hold
a sentinel value Oxffffffff to indicate that the server is willing to
accept QU C O-RTT data. To indicate that the server does not accept
0-RTT data, the early data extension is omtted fromthe
NewSessi onTi cket. The anount of data that the client can send in
QU C O-RTT is controlled by the initial _max_data transport paraneter
supplied by the server.

Servers MJST NOT send the early data extension with a
max_early data size field set to any value other than Oxffffffff. A
client MIUST treat receipt of a NewSessionTicket that contains an
early_data extension with any other value as a connection error of
type PROTOCOL_VI OLATI ON

A client that wishes to send 0-RTT packets uses the early data
extension in the CientHell o nmessage of a subsequent handshake; see
Section 4.2.10 of [TLS13]. It then sends application data in O-RTT
packets.

A client that attenpts O-RTT m ght al so provide an address validation
token if the server has sent a NEWTCOKEN franme; see Section 8.1 of
[ QUI C- TRANSPORT] .

4.6.2. Accepting and Rejecting O-RTT

A server accepts O0-RTT by sending an early_data extension in the
Encrypt edExt ensi ons; see Section 4.2.10 of [TLS13]. The server then
processes and acknow edges the 0-RTT packets that it receives.

A server rejects 0-RTT by sending the EncryptedExt ensi ons without an
early data extension. A server will always reject O-RTT if it sends
a TLS Hel | oRetryRequest. When rejecting 0-RTT, a server MJST NOT
process any 0O-RTT packets, even if it could. Wen 0-RTT was
rejected, a client SHOULD treat recei pt of an acknow edgnent for a
0- RTT packet as a connection error of type PROTOCOL VI QLATION, if it
is able to detect the condition

VWhen O-RTT is rejected, all connection characteristics that the
client assuned m ght be incorrect. This includes the choice of
application protocol, transport paraneters, and any application
configuration. The client therefore MIST reset the state of all
streans, including application state bound to those streans.

A client MAY reattenpt O-RTT if it receives a Retry or Version
Negoti ati on packet. These packets do not signify rejection of 0-RTT.

4.6.3. Validating 0-RTT Configuration

When a server receives a ClientHello with the early_data extension,

it has to decide whether to accept or reject 0-RIT data fromthe
client. Sone of this decision is made by the TLS stack (e.g.,
checking that the cipher suite being resunmed was included in the
ClientHell o; see Section 4.2.10 of [TLS13]). Even when the TLS stack
has no reason to reject O-RTT data, the QU C stack or the application
protocol using QU C m ght reject O-RTT data because the configuration
of the transport or application associated with the resuned session
is not conpatible with the server’s current configuration

QU C requires additional transport state to be associated with a
O0-RTT session ticket. One commpn way to inplenent this is using
statel ess session tickets and storing this state in the session



ticket. Application protocols that use QU C m ght have simlar

requi renents regardi ng associating or storing state. This associated
state is used for deciding whether 0-RTT data nust be rejected. For
exanpl e, HITP/ 3 settings [QUI CHTTP] determine how O-RTT data from
the client is interpreted. Oher applications using QU C could have
different requirenents for determ ning whether to accept or reject

0- RTT dat a.

4.7. Hell oRetryRequest

The Hel | oRetryRequest nessage (see Section 4.1.4 of [TLS13]) can be
used to request that a client provide new information, such as a key
share, or to validate sone characteristic of the client. Fromthe
perspective of QU C, HelloRetryRequest is not differentiated from

ot her cryptographi c handshake nessages that are carried in Initial
packets. Although it is in principle possible to use this feature
for address verification, QU Cinplenmentations SHOULD i nstead use the
Retry feature; see Section 8.1 of [QU C TRANSPORT] .

4. 8. TLS Errors

If TLS experiences an error, it generates an appropriate alert as
defined in Section 6 of [TLS13].

A TLS alert is converted into a QU C connection error. The

Al ertDescription value is added to 0x0100 to produce a QUIC error
code fromthe range reserved for CRYPTO ERROR;, see Section 20.1 of
[ QUI C TRANSPORT]. The resulting value is sent in a QUC

CONNECTI ON_CLCSE frame of type Oxlc

QUCis only able to convey an alert level of "fatal". In TLS 1.3,
the only existing uses for the "warning" level are to signa
connection close; see Section 6.1 of [TLS13]. As QU C provides

al ternative nechani sns for connection term nation and the TLS
connection is only closed if an error is encountered, a QU C endpoi nt
MJST treat any alert fromTLS as if it were at the "fatal" |evel

QUIC pernmits the use of a generic code in place of a specific error
code; see Section 11 of [QUI C TRANSPORT]. For TLS alerts, this
includes replacing any alert with a generic alert, such as
handshake failure (0x0128 in QU C). Endpoints MAY use a generic
error code to avoid possibly exposing confidential information

4.9. Discarding Unused Keys
After QU C has conpleted a nove to a new encryption |evel, packet
protection keys for previous encryption |evels can be di scarded.
This occurs several tines during the handshake, as well as when keys
are updated; see Section 6

Packet protection keys are not discarded i nmedi ately when new keys

are available. |f packets froma |ower encryption |level contain
CRYPTO franmes, frames that retransmit that data MJUST be sent at the
same encryption level. Simlarly, an endpoint generates

acknow edgments for packets at the sane encryption |evel as the
packet bei ng acknow edged. Thus, it is possible that keys for a

| ower encryption |evel are needed for a short tinme after keys for a
newer encryption |level are avail able.

An endpoi nt cannot discard keys for a given encryption |evel unless
it has received all the cryptographi c handshake nessages fromits
peer at that encryption level and its peer has done the sane.
Different nethods for determining this are provided for Initial keys
(Section 4.9.1) and Handshake keys (Section 4.9.2). These nethods do
not prevent packets from being received or sent at that encryption

| evel because a peer mght not have received all the acknow edgments



necessary.

Though an endpoint m ght retain ol der keys, new data MJUST be sent at

the highest currently available encryption level. Only ACK franes
and retransm ssions of data in CRYPTO frames are sent at a previous
encryption level. These packets MAY al so i ncl ude PADDI NG franes.

4.9.1. Discarding Initial Keys

Packets protected with Initial secrets (Section 5.2) are not

aut henti cated, meaning that an attacker coul d spoof packets with the
intent to disrupt a connection. To limt these attacks, Initial
packet protection keys are discarded nore aggressively than other
keys.

The successful use of Handshake packets indicates that no nore
Initial packets need to be exchanged, as these keys can only be
produced after receiving all CRYPTO frames fromlnitial packets.
Thus, a client MJST discard Initial keys when it first sends a
Handshake packet and a server MJST discard Initial keys when it first
successfully processes a Handshake packet. Endpoints MJST NOT send
Initial packets after this point.

This results in abandoning | oss recovery state for the Initia
encryption |l evel and ignoring any outstanding Initial packets.

4.9.2. Discardi ng Handshake Keys

An endpoi nt MJUST discard its Handshake keys when the TLS handshake is
confirnmed (Section 4.1.2).

4.9.3. Discarding 0-RTT Keys

0-RTT and 1-RTT packets share the sanme packet nunber space, and
clients do not send O-RTT packets after sending a 1-RTT packet
(Section 5.6).

Therefore, a client SHOULD di scard O-RTT keys as soon as it installs
1-RTT keys as they have no use after that nonent.

Additionally, a server MAY discard O-RTT keys as soon as it receives
a 1-RTT packet. However, due to packet reordering, a 0-RTT packet
could arrive after a 1-RTT packet. Servers MAY tenporarily retain
0-RTT keys to allow decrypting reordered packets w thout requiring
their contents to be retransnmitted with 1-RTT keys. After receiving
a 1-RTT packet, servers MJST discard O-RTT keys within a short tineg;
the RECOVMENDED tinme period is three tines the Probe Tineout (PTO
see [QUI G RECOVERY]). A server MAY discard O-RTT keys earlier if it
determines that it has received all 0-RTT packets, which can be done
by keeping track of m ssing packet nunbers.

5. Packet Protection

As with TLS over TCP, QUIC protects packets with keys derived from
the TLS handshake, using the AEAD al gorithm [ AEAD] negoti ated by TLS

QUI C packets have varying protections depending on their type:

* Version Negotiation packets have no cryptographic protection

* Retry packets use AEAD AES 128 GCMto provide protection against
accidental nodification and to limt the entities that can produce

a valid Retry; see Section 5.8.

* |nitial packets use AEAD AES 128 GCM with keys derived fromthe
Destination Connection ID field of the first Initial packet sent



by the client; see Section 5. 2.

* Al other packets have strong cryptographic protections for
confidentiality and integrity, using keys and al gorithns
negoti ated by TLS

Thi s section describes how packet protection is applied to Handshake
packets, O-RTT packets, and 1-RTT packets. The sanme packet
protection process is applied to Initial packets. However, as it is
trivial to determ ne the keys used for Initial packets, these packets
are not considered to have confidentiality or integrity protection.
Retry packets use a fixed key and so simlarly lack confidentiality
and integrity protection.

5.1. Packet Protection Keys

QUI C derives packet protection keys in the same way that TLS derives
record protection keys.

Each encryption | evel has separate secret values for protection of
packets sent in each direction. These traffic secrets are derived by
TLS (see Section 7.1 of [TLS13]) and are used by QU C for al
encryption | evels except the Initial encryption level. The secrets
for the Initial encryption | evel are conputed based on the client’s
initial Destination Connection ID, as described in Section 5. 2.

The keys used for packet protection are conputed fromthe TLS secrets
usi ng the KDF provided by TLS. In TLS 1.3, the HKDF- Expand-Labe
function described in Section 7.1 of [TLS13] is used with the hash
function fromthe negotiated ci pher suite. Al uses of HKDF- Expand-
Label in QU C use a zero-length Context.

Note that |abels, which are described using strings, are encoded as
bytes using ASCII [ASCII] w thout quotes or any trailing NUL byte.

O her versions of TLS MUST provide a simlar function in order to be
used with QUIC

The current encryption |l evel secret and the |abel "quic key" are
input to the KDF to produce the AEAD key; the label "quic iv" is used
to derive the Initialization Vector (1V); see Section 5.3. The
header protection key uses the "quic hp" |abel; see Section 5. 4.
Usi ng these | abel s provides key separation between QU C and TLS; see
Section 9.6.

Both "quic key" and "quic hp" are used to produce keys, so the Length
provi ded to HKDF- Expand-Label along with these |abels is deternined
by the size of keys in the AEAD or header protection algorithm The
Length provided with "quic iv" is the mninmmlength of the AEAD
nonce or 8 bytes if that is larger; see [AEAD.

The KDF used for initial secrets is always the HKDF- Expand- Labe
function from TLS 1. 3; see Section 5. 2.

5.2. Initial Secrets

Initial packets apply the packet protection process, but use a secret
derived fromthe Destination Connection ID field fromthe client’s
first Initial packet.

This secret is determ ned by using HKDF- Extract (see Section 2.2 of
[HKDF]) with a salt of 0x38762cf 7f 55934b34d179ae6a4c80cadcchbb7f 0a and
the i nput keying material (I KM of the Destination Connection ID
field. This produces an internedi ate pseudorandom key (PRK) that is
used to derive two separate secrets for sending and receiving.



The secret used by clients to construct Initial packets uses the PRK
and the label "client in" as input to the HKDF- Expand-Label function
fromTLS [TLS13] to produce a 32-byte secret. Packets constructed by
the server use the sane process with the |abel "server in". The hash
function for HKDF when deriving initial secrets and keys is SHA-256

[ SHA] .

Thi s process in pseudocode is:
initial_salt = 0x38762cf 7f 55934b34d179ae6a4c80cadccbb7f 0a

initial secret = HKDF-Extract(initial_salt,
client_dst_connection_id)

client _initial _secret HKDF- Expand- Label (initial _secret,

“client in", "",
Hash. | engt h)
HKDF- Expand- Label (initial _secret,

"server in", ,
Hash. | engt h)

server_initial _secret

The connection I D used with HKDF Expand-Label is the Destination
Connection IDin the Initial packet sent by the client. This will be
a randomy sel ected value unless the client creates the Initial

packet after receiving a Retry packet, where the Destination
Connection IDis selected by the server

Future versions of QU C SHOULD generate a new salt val ue, thus
ensuring that the keys are different for each version of QU C. This
prevents a middl ebox that recognizes only one version of QU C from
seeing or nmodifying the contents of packets fromfuture versions.

The HKDF- Expand-Label function defined in TLS 1.3 MJST be used for
Initial packets even where the TLS versions offered do not include
TLS 1. 3.

The secrets used for constructing subsequent Initial packets change
when a server sends a Retry packet to use the connection ID val ue
sel ected by the server. The secrets do not change when a client
changes the Destination Connection IDit uses in response to an
Initial packet fromthe server.

| Note: The Destination Connection ID field could be any | ength

| up to 20 bytes, including zero length if the server sends a

| Retry packet with a zero-length Source Connection ID field.

| After a Retry, the Initial keys provide the client no assurance
| that the server received its packet, so the client has to rely
| on the exchange that included the Retry packet to validate the
| server address; see Section 8.1 of [ QU C TRANSPORT].

Appendi x A contains sanple Initial packets.
5.3. AEAD Usage

The Authenticated Encryption with Associ ated Data (AEAD) function
(see [AEAD]) used for QU C packet protection is the AEAD that is
negotiated for use with the TLS connection. For exanple, if TLS is
usi ng the TLS AES 128 GCM SHA256 ci pher suite, the AEAD AES 128 GCM
function is used.

QUI C can use any of the cipher suites defined in [TLS13] with the
exception of TLS AES 128 CCM 8 SHA256. A ci pher suite MJST NOT be
negoti ated unl ess a header protection schene is defined for the

ci pher suite. This docunent defines a header protection schene for
all cipher suites defined in [TLS13] aside from
TLS_AES 128 _CCM 8_SHA256. These ci pher suites have a 16-byte

aut hentication tag and produce an output 16 bytes larger than their



i nput .

An endpoint MJST NOT reject a ClientHello that offers a cipher suite
that it does not support, or it would be inpossible to deploy a new
ci pher suite. This also applies to TLS_AES 128 CCM 8_SHA256

When constructing packets, the AEAD function is applied prior to
appl yi ng header protection; see Section 5.4. The unprotected packet
header is part of the associated data (A). Wen processing packets,
an endpoint first renoves the header protection.

The key and 1V for the packet are computed as described in
Section 5.1. The nonce, N, is formed by conbi ning the packet
protection IV with the packet nunber. The 62 bits of the
reconstructed QU C packet nunber in network byte order are |eft-
padded with zeros to the size of the IV. The exclusive OR of the
padded packet nunber and the IV forns the AEAD nonce.

The associated data, A for the AEAD is the contents of the QU C
header, starting fromthe first byte of either the short or |ong
header, up to and including the unprotected packet nunber.

The input plaintext, P, for the AEAD is the payload of the QU C
packet, as described in [ QU C TRANSPORT] .

The output ciphertext, C, of the AEAD is transnmitted in place of P

Sone AEAD functions have limts for how many packets can be encrypted
under the same key and 1V; see Section 6.6. This night be | ower than
the packet nunber limt. An endpoint MJST initiate a key update
(Section 6) prior to exceeding any limt set for the AEAD that is in
use.

5.4. Header Protection

Parts of QU C packet headers, in particular the Packet Nunber field,
are protected using a key that is derived separately fromthe packet
protection key and IV. The key derived using the "quic hp" |abel is
used to provide confidentiality protection for those fields that are
not exposed to on-path el ements.

This protection applies to the least significant bits of the first
byte, plus the Packet Nunber field. The four |east significant bits
of the first byte are protected for packets with | ong headers; the
five least significant bits of the first byte are protected for
packets with short headers. For both header forns, this covers the
reserved bits and the Packet Nunber Length field; the Key Phase bit
is also protected for packets with a short header.

The sane header protection key is used for the duration of the
connection, with the value not changing after a key update (see
Section 6). This allows header protection to be used to protect the
key phase.

Thi s process does not apply to Retry or Version Negotiation packets,
whi ch do not contain a protected payload or any of the fields that
are protected by this process.

5.4.1. Header Protection Application
Header protection is applied after packet protection is applied (see
Section 5.3). The ciphertext of the packet is sanpled and used as
input to an encryption algorithm The al gorithm used depends on the
negoti at ed AEAD.

The output of this algorithmis a 5-byte mask that is applied to the



protected header fields using exclusive OR The |east significant
bits of the first byte of the packet are nasked by the |east
significant bits of the first nask byte, and the packet nunber is
masked with the remaining bytes. Any unused bytes of nask that m ght
result froma shorter packet nunber encoding are unused.

Figure 6 shows a sanple algorithmfor applying header protection
Renovi ng header protection only differs in the order in which the
packet nunber length (pn_length) is deternined (here """ is used to
represent exclusive OR).

mask = header _protection(hp_key, sanple)

pn_length = (packet[0] & 0x03) + 1
if (packet[0] & 0x80) == 0x80:
# Long header: 4 bits masked
packet[ 0] "= mask[0] & OxOf
el se:
# Short header: 5 bits masked
packet[ 0] ~= mask[O0] & Ox1f

# pn_offset is the start of the Packet Nunber field.
packet [ pn_of fset: pn_of fset +pn_I| engt h] ~= nmask[ 1: 1+pn_I engt h]

Fi gure 6: Header Protection Pseudocode

Speci fic header protection functions are defined based on the
sel ected cipher suite; see Section 5.4.3 and Section 5.4.4.

Figure 7 shows an exanpl e | ong header packet (Initial) and a short
header packet (1-RTT). Figure 7 shows the fields in each header that
are covered by header protection and the portion of the protected
packet payload that is sanpled.

Initial Packet {
Header Form (1) =
Fixed Bit (1) = 1,
Long Packet Type (2) = 0,

Reserved Bits (2), # Protected
Packet Nunber Length (2), # Protected
Version (32),

DCI D Len (8),

Destinati on Connection ID (0..160),
SCI D Len (8),

Sour ce Connection ID (0..160),

Token Length (i),

11

Token (..),
Length (i),
Packet Number (8..32), # Protected
Protected Payload (0..24), # Skipped Part
Prot ected Payl oad (128), # Sanpl ed Part
Protected Payload (..) # Remai nder

}

1- RTT Packet ({
Header Form (1) = 0,
Fixed Bit (1) = 1,
Spin Bit (1),
Reserved Bits (2), # Protected
Key Phase (1), # Protected
Packet Nunber Length (2), # Protected
Destination Connection ID (0..160),
Packet Nunber (8..32), # Protected
Protected Payl oad (0..24), # Skipped Part
Prot ected Payl oad (128), # Sampl ed Part
Protected Payload (..), # Remai nder



Figure 7: Header Protection and C phertext Sanple

Before a TLS ci pher suite can be used with QU C, a header protection
al gorithm MJUST be specified for the AEAD used with that cipher suite.
Thi s docunent defines al gorithns for AEAD AES 128 GCM

AEAD_AES 128_CCM AEAD_AES_256_GCM (al | these AES AEADs are defined
in [AEAD] ), and AEAD CHACHA20 POLY1305 (defined in [CHACHA]). Prior
to TLS selecting a cipher suite, AES header protection is used
(Section 5.4.3), matching the AEAD_AES 128 GCM packet protection

.4.2. Header Protection Sample

The header protection algorithmuses both the header protection key
and a sanple of the ciphertext fromthe packet Payload field.

The sane nunber of bytes are always sanpl ed, but an all owance needs
to be made for the renoval of protection by a receiving endpoint,
which will not know the | ength of the Packet Nunmber field. The
sanpl e of ciphertext is taken starting froman offset of 4 bytes
after the start of the Packet Nunmber field. That is, in sanpling
packet ciphertext for header protection, the Packet Nunber field is
assuned to be 4 bytes long (its maxi mum possi bl e encoded | ength).

An endpoi nt MJST di scard packets that are not | ong enough to contain
a conpl ete sanpl e.

To ensure that sufficient data is available for sanpling, packets are
padded so that the combined | engths of the encoded packet number and
protected payload is at |east 4 bytes |onger than the sanple required

for header protection. The cipher suites defined in [TLS13] -- other
than TLS AES 128 CCM 8 SHA256, for which a header protection schene
is not defined in this docunment -- have 16-byte expansi ons and

16- byt e header protection sanples. This results in needing at |east
3 bytes of franes in the unprotected payload if the packet nunber is
encoded on a single byte, or 2 bytes of franes for a 2-byte packet
nunber encodi ng.

The sanpl ed ci phertext can be determ ned by the followi ng pseudocode:

# pn_offset is the start of the Packet Nunber field.
sampl e_offset = pn_offset + 4

sanpl e = packet[sanpl e_of fset..sanpl e of f set +sanpl e_| engt h]

Where the packet nunber offset of a short header packet can be
cal cul ated as:

pn_offset = 1 + |l en(connection_id)

And the packet nunber offset of a | ong header packet can be
cal cul ated as:

pn_offset = 7 + |l en(destination_connection_id) +
| en(source_connection_id) +
| en( payl oad_| engt h)

i f packet_type == Initial
pn_offset += len(token_|length) +
| en(token)

For exanple, for a packet with a short header, an 8-byte connection
ID, and protected with AEAD AES 128 GCM the sanple takes bytes 13 to
28 inclusive (using zero-based indexing).

Mul tiple QU C packets might be included in the same UDP dat agram



Each packet is handl ed separately.
5.4.3. AES-Based Header Protection

This section defines the packet protection algorithmfor
AEAD AES 128 GCM AEAD AES 128 CCM and AEAD AES 256_GCM
AEAD AES 128 GCM and AEAD AES 128 CCM use 128-bit AES in Electronic
Codebook (ECB) nobde. AEAD AES 256 GCM uses 256-bit AES in ECB node
AES is defined in [ AES].

This al gorithm sanples 16 bytes fromthe packet ciphertext. This
value is used as the input to AES-ECB. |n pseudocode, the header
protection function is defined as:

header protection(hp_key, sanple):
mask = AES- ECB( hp_key, sanple)

5.4.4. ChaCha20-Based Header Protection

When AEAD CHACHA20 POLY1305 is in use, header protection uses the raw
ChaCha20 function as defined in Section 2.4 of [CHACHA]. This uses a
256-bit key and 16 bytes sanpled fromthe packet protection output.

The first 4 bytes of the sanpled ciphertext are the block counter. A
ChaCha20 i npl ementation could take a 32-bit integer in place of a
byt e sequence, in which case, the byte sequence is interpreted as a
little-endian val ue.

The remaining 12 bytes are used as the nonce. A ChaCha20

i npl ementation nmight take an array of three 32-bit integers in place
of a byte sequence, in which case, the nonce bytes are interpreted as
a sequence of 32-bit little-endian integers.

The encryption mask i s produced by invoking ChaCha20 to protect 5
zero bytes. |In pseudocode, the header protection function is defined
as:

header protection(hp_key, sanple):
counter = sanple[O0.. 3]
nonce = sanpl e[ 4. . 15]
mask = ChaCha20( hp_key, counter, nonce, {0,0,0,0,0})

5.5. Receiving Protected Packets

Once an endpoi nt successfully receives a packet with a given packet
nunber, it MJST discard all packets in the same packet nunber space
wi t h hi gher packet nunbers if they cannot be successfully unprotected
with either the same key, or -- if there is a key update -- a
subsequent packet protection key; see Section 6. Simlarly, a packet
that appears to trigger a key update but cannot be unprotected
successfully MJST be di scarded.

Failure to unprotect a packet does not necessarily indicate the

exi stence of a protocol error in a peer or an attack. The truncated
packet number encoding used in QU C can cause packet numbers to be
decoded incorrectly if they are delayed significantly.

5.6. Use of 0-RTT Keys

If O-RTT keys are available (see Section 4.6.1), the |l ack of replay
protection nmeans that restrictions on their use are necessary to
avoid replay attacks on the protocol

O the franes defined in [ QJ C TRANSPORT], the STREAM RESET STREAM
STOP_SENDI NG and CONNECTI ON_CLOSE franes are potentially unsafe for
use with O-RTT as they carry application data. Application data that
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is received in O-RTT could cause an application at the server to
process the data nmultiple tines rather than just once. Additiona
actions taken by a server as a result of processing replayed
application data coul d have unwant ed consequences. A client
therefore MUST NOT use O-RTT for application data unless specifically
requested by the application that is in use.

An application protocol that uses QU C MIST include a profile that
defines acceptabl e use of 0-RTT; otherw se, 0-RTT can only be used to
carry QU C franes that do not carry application data. For exanple, a
profile for HTTP is described in [HTTP- REPLAY] and used for HITP/ 3;
see Section 10.9 of [QU G HITP].

Though repl ayi ng packets mght result in additional connection
attenpts, the effect of processing replayed frames that do not carry
application data is limted to changing the state of the affected
connection. A TLS handshake cannot be successfully conpl eted using
repl ayed packets.

A client MAY wish to apply additional restrictions on what data it
sends prior to the conpletion of the TLS handshake.

A client otherwise treats 0-RTT keys as equivalent to 1-RTT keys,
except that it cannot send certain frames with O-RTT keys; see
Section 12.5 of [ QU C TRANSPORT] .

A client that receives an indication that its 0-RTT data has been
accepted by a server can send O-RTT data until it receives all of the
server’s handshake nessages. A client SHOULD stop sending O-RTT data
if it receives an indication that 0-RTT data has been rejected.

A server MJST NOT use O-RTT keys to protect packets; it uses 1-RTT
keys to protect acknow edgnments of O-RTT packets. A client MJST NOT
attenpt to decrypt O-RTT packets it receives and i nstead MJST di scard
t hem

Once a client has installed 1-RTT keys, it MJST NOT send any nore
0- RTT packets.

| Note: O-RTT data can be acknow edged by the server as it

| receives it, but any packets containing acknow edgnments of

| O-RTT data cannot have packet protection renmoved by the client
| until the TLS handshake is conmplete. The 1-RTT keys necessary
| to renove packet protection cannot be derived until the client
| receives all server handshake nessages

Recei ving Qut-of -Order Protected Packets

Due to reordering and | oss, protected packets m ght be received by an
endpoi nt before the final TLS handshake nessages are received. A
client will be unable to decrypt 1-RTT packets fromthe server
whereas a server will be able to decrypt 1-RTT packets fromthe
client. Endpoints in either role MJST NOT decrypt 1-RTT packets from
their peer prior to conpleting the handshake.

Even though 1-RTT keys are available to a server after receiving the
first handshake nessages froma client, it is missing assurances on
the client state:

* The client is not authenticated, unless the server has chosen to
use a pre-shared key and validated the client’s pre-shared key
bi nder; see Section 4.2.11 of [TLS13].

* The client has not denobnstrated |iveness, unless the server has
validated the client’s address with a Retry packet or other neans;
see Section 8.1 of [ QU C TRANSPORT] .



* Any received O-RTT data that the server responds to m ght be due
to a replay attack.

Therefore, the server’s use of 1-RTT keys before the handshake is
complete is limted to sending data. A server MJST NOT process
incom ng 1-RTT protected packets before the TLS handshake is

conpl ete. Because sendi ng acknow edgnents indicates that all franes
in a packet have been processed, a server cannot send acknow edgnents
for 1-RTT packets until the TLS handshake is conplete. Received
packets protected with 1-RTT keys MAY be stored and | ater decrypted
and used once the handshake is compl ete.

| Note: TLS inplenmentations might provide all 1-RTT secrets prior
| to handshake conpletion. Even where QU C inpl enentati ons have
| 1-RTT read keys, those keys are not to be used prior to

| conpleting the handshake.

The requirenent for the server to wait for the client Finished
message creates a dependency on that nessage being delivered. A
client can avoid the potential for head-of-line blocking that this
inplies by sending its 1-RTT packets coal esced with a Handshake
packet containing a copy of the CRYPTO franme that carries the

Fi ni shed nmessage, until one of the Handshake packets is acknow edged.
Thi s enabl es i nredi ate server processing for those packets.

A server could receive packets protected with 0-RTT keys prior to
receiving a TLS CientHello. The server MAY retain these packets for
| ater decryption in anticipation of receiving a dientHello.

A client generally receives 1-RIT keys at the sane tine as the
handshake conpletes. Even if it has 1-RTT secrets, a client MJST NOT
process incomng 1-RTT protected packets before the TLS handshake is
conpl et e.

.8. Retry Packet Integrity

Retry packets (see Section 17.2.5 of [QU C TRANSPORT]) carry a Retry
Integrity Tag that provides two properties: it allows the discarding
of packets that have accidentally been corrupted by the network, and
only an entity that observes an Initial packet can send a valid Retry
packet .

The Retry Integrity Tag is a 128-bit field that is conputed as the
out put of AEAD AES 128 GCM [ AEAD] used with the followi ng inputs

* The secret key, K, is 128 bits equal to
0xbe0c690b9f 66575a1d766b54e368c84e.

* The nonce, N, is 96 bits equal to 0x461599d35d632bf 2239825bhb
* The plaintext, P, is enpty.

* The associated data, A, is the contents of the Retry Pseudo-
Packet, as illustrated in Figure 8:

The secret key and the nonce are val ues derived by calling HKDF-
Expand- Label using

0xd9c9943e6101f d200021506bcc02814c73030f 25c79d71ce876eca876e6f ca8e as
the secret, with | abels being "quic key" and "quic iv" (Section 5.1).

Retry Pseudo- Packet {
ODCI D Length (8),
Original Destination Connection ID (0..160),
Header Form (1) = 1,
Fixed Bit (1) = 1,



Long Packet Type (2) = 3,

Unused (4),

Version (32),

DCI D Len (8),

Destinati on Connection ID (0..160),
SCI D Len (8),

Sour ce Connection ID (0..160),
Retry Token (..),

Fi gure 8: Retry Pseudo- Packet

The Retry Pseudo-Packet is not sent over the wire. It is conputed by
taking the transmtted Retry packet, renoving the Retry Integrity
Tag, and prepending the two follow ng fields:

ODCI D Length: The ODCID Length field contains the Iength in bytes of
the Oiginal Destination Connection IDfield that follows it,
encoded as an 8-bit unsigned integer

Original Destination Connection ID: The Oiginal Destination
Connection I D contains the value of the Destination Connection ID
fromthe Initial packet that this Retry is in response to. The
length of this field is given in ODCID Length. The presence of
this field ensures that a valid Retry packet can only be sent by
an entity that observes the Initial packet.

Key Updat e

Once the handshake is confirned (see Section 4.1.2), an endpoint MAY
initiate a key update.

The Key Phase bit indicates which packet protection keys are used to
protect the packet. The Key Phase bit is initially set to 0 for the
first set of 1-RTT packets and toggled to signal each subsequent key
updat e.

The Key Phase bit allows a recipient to detect a change in keying

mat eri al without needing to receive the first packet that triggered
the change. An endpoint that notices a changed Key Phase bit updates
keys and decrypts the packet that contains the changed val ue.

Initiating a key update results in both endpoints updating keys.
This differs from TLS where endpoi nts can update keys independently.

Thi s mechani smrepl aces the key update nmechani smof TLS, which relies
on KeyUpdat e nmessages sent using 1-RTT encryption keys. Endpoints
MUST NOT send a TLS KeyUpdate nessage. Endpoints MJST treat the
recei pt of a TLS KeyUpdate nessage as a connection error of type
0x010a, equivalent to a fatal TLS alert of unexpected nessage; see
Section 4. 8.

Figure 9 shows a key update process, where the initial set of keys
used (identified with @) are replaced by updated keys (identified
with @l). The value of the Key Phase bit is indicated in brackets

[1.
Initiating Peer Respondi ng Peer

@1 [0] QU C Packets

... Update to @\
@\ [1] QU C Packets

Update to @N ...
QU C Packets [1] @\



QUI C Packets [1] @N
cont ai ni ng ACK

Key Update Permitted

@\ [1] QU C Packets
contai ning ACK for @N packets

Key Update Permitted ...
Figure 9: Key Update
6.1. Initiating a Key Update

Endpoints nmaintain separate read and wite secrets for packet
protection. An endpoint initiates a key update by updating its
packet protection wite secret and using that to protect new packets.
The endpoint creates a new wite secret fromthe existing wite
secret as perfornmed in Section 7.2 of [TLS13]. This uses the KDF
function provided by TLS with a | abel of "quic ku". The
corresponding key and IV are created fromthat secret as defined in
Section 5.1. The header protection key is not updated.

For exanple, to update wite keys with TLS 1.3, HKDF- Expand-Label is
used as:

secret _<n+1> = HKDF- Expand- Label (secret_<n>, "quic ku",
"", Hash. | ength)

The endpoint toggles the value of the Key Phase bit and uses the
updated key and IV to protect all subsequent packets.

An endpoint MJST NOT initiate a key update prior to having confirned
t he handshake (Section 4.1.2). An endpoint MJST NOT initiate a
subsequent key update unless it has received an acknow edgnent for a
packet that was sent protected with keys fromthe current key phase.
This ensures that keys are available to both peers before another key
update can be initiated. This can be inplenented by tracking the

| owest packet nunber sent with each key phase and the hi ghest

acknow edged packet nunber in the 1-RTT space: once the latter is

hi gher than or equal to the forner, another key update can be
initiated.

| Note: Keys of packets other than the 1-RTT packets are never
| updated; their keys are derived solely fromthe TLS handshake
| state.

The endpoint that initiates a key update al so updates the keys that
it uses for receiving packets. These keys will be needed to process
packets the peer sends after updating.

An endpoint MJST retain old keys until it has successfully
unprotected a packet sent using the new keys. An endpoint SHOULD
retain old keys for sonme time after unprotecting a packet sent using
the new keys. Discarding old keys too early can cause del ayed
packets to be discarded. Discarding packets will be interpreted as
packet |oss by the peer and coul d adversely affect perfornance.

6.2. Responding to a Key Update

A peer is permitted to initiate a key update after receiving an
acknow edgnent of a packet in the current key phase. An endpoint
detects a key update when processing a packet with a key phase that
differs fromthe value used to protect the |ast packet it sent. To
process this packet, the endpoint uses the next packet protection key
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and 1V. See Section 6.3 for considerations about generating these
keys.

If a packet is successfully processed using the next key and 1V, then
the peer has initiated a key update. The endpoi nt MJST update its
send keys to the correspondi ng key phase in response, as described in
Section 6.1. Sending keys MJST be updated before sending an

acknow edgnent for the packet that was received with updated keys.

By acknow edgi ng the packet that triggered the key update in a packet
protected with the updated keys, the endpoint signals that the key
update is conplete.

An endpoi nt can defer sending the packet or acknow edgment according
to its normal packet sending behavior; it is not necessary to

i medi ately generate a packet in response to a key update. The next
packet sent by the endpoint will use the updated keys. The next
packet that contains an acknow edgnment will cause the key update to
be completed. If an endpoint detects a second update before it has
sent any packets wi th updated keys containing an acknow edgnent for
the packet that initiated the key update, it indicates that its peer
has updat ed keys twi ce without awaiting confirmation. An endpoint
MAY treat such consecutive key updates as a connection error of type
KEY_UPDATE_ERROR

An endpoi nt that receives an acknow edgnent that is carried in a
packet protected with old keys where any acknow edged packet was
protected with newer keys MAY treat that as a connection error of
type KEY_UPDATE ERROR. This indicates that a peer has received and
acknow edged a packet that initiates a key update, but has not
updat ed keys in response.

Ti m ng of Receive Key Generation

Endpoi nts responding to an apparent key update MJUST NOT generate a
tim ng side-channel signal that mght indicate that the Key Phase bit
was invalid (see Section 9.5). Endpoints can use random zed packet
protection keys in place of discarded keys when key updates are not
yet permtted. Using random zed keys ensures that attenpting to
renove packet protection does not result in timng variations, and
results in packets with an invalid Key Phase bit being rejected.

The process of creating new packet protection keys for receiving
packets could reveal that a key update has occurred. An endpoint NMNAY
generate new keys as part of packet processing, but this creates a
timng signal that could be used by an attacker to | earn when key
updat es happen and thus | eak the value of the Key Phase bit.

Endpoi nts are generally expected to have current and next receive
packet protection keys available. For a short period after a key
update conpletes, up to the PTO endpoints MAY defer generation of
the next set of receive packet protection keys. This allows
endpoints to retain only two sets of receive keys; see Section 6.5.

Once generated, the next set of packet protection keys SHOULD be
retained, even if the packet that was received was subsequently
di scarded. Packets containing apparent key updates are easy to
forge, and while the process of key update does not require
significant effort, triggering this process could be used by an
attacker for DoS

For this reason, endpoints MJST be able to retain two sets of packet
protection keys for receiving packets: the current and the next.
Ret ai ni ng the previous keys in addition to these m ght inprove
performance, but this is not essential

Sendi ng with Updated Keys



An endpoi nt never sends packets that are protected with old keys.
Only the current keys are used. Keys used for protecting packets can
be discarded imedi ately after switching to newer keys.

Packets with hi gher packet nunmbers MJST be protected with either the
same or newer packet protection keys than packets with | ower packet
nunbers. An endpoint that successfully renoves protection with old
keys when newer keys were used for packets with | ower packet nunbers
MUST treat this as a connection error of type KEY_UPDATE_ERROR

6.5. Receiving with Different Keys

For receiving packets during a key update, packets protected with
ol der keys might arrive if they were del ayed by the network.
Ret ai ni ng ol d packet protection keys allows these packets to be
successful ly processed.

As packets protected with keys fromthe next key phase use the sane
Key Phase val ue as those protected with keys fromthe previ ous key
phase, it is necessary to distinguish between the two if packets
protected with old keys are to be processed. This can be done using
packet numbers. A recovered packet nunber that is |ower than any
packet nunmber fromthe current key phase uses the previous packet
protection keys; a recovered packet nunber that is higher than any
packet nunber fromthe current key phase requires the use of the next
packet protection keys.

Sone care is necessary to ensure that any process for selecting

bet ween previous, current, and next packet protection keys does not
expose a timng side channel that m ght reveal which keys were used
to renove packet protection. See Section 9.5 for nore information

Alternatively, endpoints can retain only two sets of packet
protection keys, swapping previous for next after enough tine has
passed to allow for reordering in the network. |In this case, the Key
Phase bit al one can be used to sel ect keys.

An endpoint MAY allow a period of approxinmately the Probe Tineout
(PTO see [QUI G RECOVERY]) after pronoting the next set of receive
keys to be current before it creates the subsequent set of packet
protection keys. These updated keys MAY replace the previous keys at
that time. Wth the caveat that PTOis a subjective nmeasure -- that
is, a peer could have a different view of the RTT -- this tine is
expected to be | ong enough that any reordered packets woul d be

decl ared | ost by a peer even if they were acknow edged and short
enough to allow a peer to initiate further key updates.

Endpoints need to allow for the possibility that a peer m ght not be
abl e to decrypt packets that initiate a key update during the period
when the peer retains old keys. Endpoints SHOULD wait three tines
the PTO before initiating a key update after receiving an

acknow edgnment that confirnms that the previous key update was
received. Failing to allow sufficient tinme could |lead to packets
bei ng di scarded.

An endpoint SHOULD retain old read keys for no nore than three tines
the PTO after having received a packet protected using the new keys.
After this period, old read keys and their correspondi ng secrets
SHOULD be di scar ded.

6.6. Limts on AEAD Usage
Thi s docunent sets usage limts for AEAD algorithns to ensure that

overuse does not give an adversary a disproportionate advantage in
attacking the confidentiality and integrity of comruni cati ons when



usi ng QUI C.

The usage linmts defined in TLS 1.3 exist for protection against
attacks on confidentiality and apply to successful applications of
AEAD protection. The integrity protections in authenticated
encryption also depend on limting the nunber of attenpts to forge
packets. TLS achieves this by closing connections after any record
fails an authentication check. 1In conparison, QU Cignores any
packet that cannot be authenticated, allowing nultiple forgery
attenpts.

QUI C accounts for AEAD confidentiality and integrity limts
separately. The confidentiality Iimt applies to the nunber of
packets encrypted with a given key. The integrity limt applies to
the nunber of packets decrypted within a given connection. Details
on enforcing these limts for each AEAD al gorithm foll ow bel ow.

Endpoi nts MUST count the number of encrypted packets for each set of
keys. If the total number of encrypted packets with the sane key
exceeds the confidentiality limt for the selected AEAD, the endpoint
MUST stop using those keys. Endpoints MJUST initiate a key update
bef ore sending nore protected packets than the confidentiality limt
for the selected AEAD pernmits. |If a key update is not possible or
integrity limts are reached, the endpoint MJST stop using the
connection and only send statel ess resets in response to receiving
packets. It is RECOVMENDED that endpoints inedi ately cl ose the
connection with a connection error of type AEAD LI M T _REACHED before
reaching a state where key updates are not possible.

For AEAD AES 128 GCM and AEAD AES 256 _GCM the confidentiality Iimt
is 2723 encrypted packets; see Appendix B.1. For

AEAD CHACHA20 POLY1305, the confidentiality limt is greater than the
nunber of possible packets (2762) and so can be disregarded. For
AEAD AES 128 CCM the confidentiality limt is 27"21.5 encrypted
packets; see Appendix B.2. Applying alint reduces the probability
that an attacker can distinguish the AEAD in use froma random
permut ati on; see [ AEBounds], [ROBUST], and [ GCM MJ] .

In addition to counting packets sent, endpoints MJST count the nunber
of received packets that fail authentication during the lifetine of a
connection. If the total nunber of received packets that fai

aut hentication within the connection, across all keys, exceeds the
integrity limt for the selected AEAD, the endpoint MJST i mmedi ately
cl ose the connection with a connection error of type

AEAD LI M T_REACHED and not process any nore packets.

For AEAD _AES 128 GCM and AEAD AES 256_GCM the integrity limt is
2752 invalid packets; see Appendix B.1. For AEAD CHACHA20 POLY1305,
the integrity Iimt is 2736 invalid packets; see [ AEBounds]. For
AEAD AES 128 CCM the integrity limt is 2721.5 invalid packets; see
Appendix B.2. Applying this limt reduces the probability that an
attacker can successfully forge a packet; see [ AEBounds], [ROBUST],
and [ GCM M| .

Endpoints that limt the size of packets MAY use hi gher
confidentiality and integrity limts; see Appendix B for details.

Future anal yses and specifications MAY relax confidentiality or
integrity limts for an AEAD

Any TLS ci pher suite that is specified for use with QU C MIST defi ne
limts on the use of the associated AEAD function that preserves
margins for confidentiality and integrity. That is, limts MJST be
specified for the nunber of packets that can be authenticated and for
t he number of packets that can fail authentication. Providing a
reference to any anal ysis upon which val ues are based -- and any



assunptions used in that analysis -- allows linmts to be adapted to
varyi ng usage conditions.

6.7. Key Update Error Code

The KEY_UPDATE_ERROR error code (0OxOe) is used to signal errors
rel ated to key updates.

7. Security of Initial Messages

Initial packets are not protected with a secret key, so they are
subject to potential tampering by an attacker. QU C provides
protection agai nst attackers that cannot read packets but does not
attenpt to provide additional protection against attacks where the
attacker can observe and inject packets. Sone forns of tanpering --
such as nodi fying the TLS nessages thensel ves -- are detectable, but
some -- such as nodifying ACKs -- are not.

For exanple, an attacker could inject a packet containing an ACK
frane to make it appear that a packet had not been received or to
create a false inpression of the state of the connection (e.g., by
modi fying the ACK Delay). Note that such a packet could cause a

l egitimate packet to be dropped as a duplicate. |nplenentations
SHOULD use caution in relying on any data that is contained in
Initial packets that is not otherw se authenti cat ed.

It is also possible for the attacker to tanper with data that is
carried in Handshake packets, but because that sort of tanpering
requi res nodi fyi ng TLS handshake nessages, any such tanpering will
cause the TLS handshake to fail.

8. QUC Specific Adjustnents to the TLS Handshake

Certain aspects of the TLS handshake are different when used with

QI C

QUIC also requires additional features fromTLS. |In addition to
negoti ati on of cryptographic paraneters, the TLS handshake carries
and authenticates values for QU C transport paraneters.

8.1. Protocol Negotiation

QUIC requires that the cryptographi c handshake provi de aut henti cated
protocol negotiation. TLS uses Application-Layer Protoco
Negotiation [ALPN] to select an application protocol. Unless another
mechani smis used for agreeing on an application protocol, endpoints
MUST use ALPN for this purpose.

When using ALPN, endpoints MJST i medi ately cl ose a connection (see
Section 10.2 of [QUI G TRANSPORT]) with a no_application_protocol TLS
alert (QUIC error code 0x0178; see Section 4.8) if an application
protocol is not negotiated. Wile [ALPN] only specifies that servers
use this alert, QUC clients MJST use error 0x0178 to ternminate a
connecti on when ALPN negotiation fails.

An application protocol MAY restrict the QU C versions that it can
operate over. Servers MJST select an application protocol conpatible
with the QU C version that the client has selected. The server MJST
treat the inability to select a conpatible application protocol as a
connection error of type 0x0178 (no_application_protocol).

Simlarly, a client MIST treat the selection of an inconpatible
application protocol by a server as a connection error of type
0x0178.

8.2. QUIC Transport Paraneters Extension



QUIC transport paraneters are carried in a TLS extension. Different
versions of QU C might define a different nethod for negotiating
transport configuration

Including transport paraneters in the TLS handshake provi des
integrity protection for these val ues.

enum {
qui c_transport_paraneters(0x39), (65535)
} Ext ensi onType;

The extension_data field of the quic_transport_paraneters extension
contains a value that is defined by the version of QUC that is in
use.

The qui c_transport_paranmeters extension is carried in the dientHello
and t he Encrypt edExtensi ons nmessages during the handshake. Endpoints
MJST send the quic_transport_paranmeters extension; endpoints that
receive CientHello or EncryptedExtensions nessages w thout the

qui c_transport _paraneters extension MJST cl ose the connection with an
error of type 0x016d (equivalent to a fatal TLS m ssi ng_extension
alert, see Section 4.8).

Transport paraneters becone available prior to the conpletion of the
handshake. A server nmight use these values earlier than handshake
conpl etion. However, the value of transport paraneters is not

aut henticated until the handshake conpl etes, so any use of these
paramet ers cannot depend on their authenticity. Any tanpering with
transport paraneters will cause the handshake to fail

Endpoi nts MJUST NOT send this extension in a TLS connection that does
not use QU C (such as the use of TLS with TCP defined in [TLS13]). A
fatal unsupported extension alert MJST be sent by an inplenentation
that supports this extension if the extension is received when the
transport is not QU C

Negoti ating the quic_transport_paramnmeters extension causes the
EndOf Earl yData to be renoved; see Section 8. 3.

8.3. Renoving the EndOf Earl yData Message

The TLS EndOf Earl yData message is not used with QUC QU C does not
rely on this message to mark the end of O-RTT data or to signal the
change to Handshake keys.

Clients MJST NOT send the EndOf Earl yData nessage. A server MJST
treat receipt of a CRYPTO frane in a O-RTT packet as a connection
error of type PROTOCOL_VI OLATI ON

As a result, EndOEarl yData does not appear in the TLS handshake
transcript.

8.4. Prohibit TLS M ddl ebox Conmpatibility Mde

Appendi x D. 4 of [TLS13] describes an alteration to the TLS 1.3
handshake as a workaround for bugs in sone m ddl eboxes. The TLS 1.3
m ddl ebox conpatibility node involves setting the | egacy _session_id
field to a 32-byte value in the CientHello and ServerHello, then
sendi ng a change_ci pher _spec record. Both field and record carry no
semanti c content and are ignored.

This node has no use in QUC as it only applies to m ddl eboxes that

interfere with TLS over TCP. QUIC also provides no neans to carry a
change_ci pher _spec record. A client MJST NOT request the use of the
TLS 1.3 conpatibility node. A server SHOULD treat the receipt of a

TLS CientHello with a non-enmpty | egacy_session_id field as a



connection error of type PROTOCCL_VI OLATI ON
9. Security Considerations

Al'l of the security considerations that apply to TLS also apply to
the use of TLS in QUC Reading all of [TLS13] and its appendices is
the best way to gain an understanding of the security properties of

QI C.

Thi s section sunmmari zes sone of the nore inportant security aspects
specific to the TLS integration, though there are many security-
relevant details in the renmainder of the docunent.

9.1. Session Linkability

Use of TLS session tickets allows servers and possibly other entities
to correl ate connections nmade by the sanme client; see Section 4.5 for
detail s.

9.2. Replay Attacks with 0-RTT

As described in Section 8 of [TLS13], use of TLS early data cones
with an exposure to replay attack. The use of O-RTT in QUCis
simlarly vulnerable to replay attack

Endpoi nts MUST i npl enment and use the replay protections described in
[ TLS13], however it is recognized that these protections are

i nperfect. Therefore, additional consideration of the risk of replay
i s needed.

QU Cis not vulnerable to replay attack, except via the application
protocol information it mght carry. The nmanagenent of QUI C protoco
state based on the frane types defined in [ QU C TRANSPORT] is not

vul nerable to replay. Processing of QU C franes is idenpotent and
cannot result in invalid connection states if frames are replayed,
reordered, or lost. QU C connections do not produce effects that

| ast beyond the lifetime of the connection, except for those produced
by the application protocol that QU C serves.

TLS session tickets and address validation tokens are used to carry
QUI C configuration information between connections, specifically, to
enable a server to efficiently recover state that is used in
connection establishnment and address validation. These MJUST NOT be
used to conmuni cate application semantics between endpoints; clients
MUST treat them as opaque val ues. The potential for reuse of these
tokens neans that they require stronger protections against replay.

A server that accepts 0-RTT on a connection incurs a higher cost than
accepting a connection without O-RTT. This includes higher
processi ng and conputation costs. Servers need to consider the
probability of replay and all associated costs when accepting O0-RTT.

Utimately, the responsibility for managi ng the risks of replay
attacks with O-RTT lies with an application protocol. An application
protocol that uses QU C MIST descri be how the protocol uses 0-RTT and
the neasures that are enployed to protect against replay attack. An
anal ysis of replay risk needs to consider all QU C protocol features
that carry application semantics.

Disabling O-RTT entirely is the nmost effective defense agai nst repl ay
att ack.

QUI C extensions MJST either describe how replay attacks affect their
operation or prohibit the use of the extension in O-RTT. Application
protocols MJIST either prohibit the use of extensions that carry
application semantics in O-RTT or provide replay mtigation



strategi es.
9.3. Packet Reflection Attack Mtigation

A small CientHello that results in a |l arge block of handshake
messages froma server can be used in packet reflection attacks to
anplify the traffic generated by an attacker

QUI C includes three defenses against this attack. First, the packet
containing a dientHello MIST be padded to a mini num size. Second,
if responding to an unverified source address, the server is

forbi dden to send nore than three tinmes as many bytes as the nunber
of bytes it has received (see Section 8.1 of [ QU C TRANSPORT]).
Final | y, because acknow edgnents of Handshake packets are

aut henticated, a blind attacker cannot forge them Put together,
these defenses linmt the level of anplification

9.4. Header Protection Analysis

[ NAN] anal yzes authenticated encryption algorithns that provide nonce
privacy, referred to as "H de Nonce" (HN) transforns. The genera
header protection construction in this document is one of those
algorithms (HN1). Header protection is applied after the packet
protection AEAD, sanpling a set of bytes ("sanple") fromthe AEAD

out put and encrypting the header field using a pseudorandom function
(PRF) as foll ows:

protected field = field XOR PRF(hp_key, sanpl e)

The header protection variants in this docunent use a pseudorandom
permutation (PRP) in place of a generic PRF. However, since all PRPs
are also PRFs [IMC], these variants do not deviate fromthe HN1
construction.

As "hp_key" is distinct fromthe packet protection key, it follows
that header protection achieves AE2 security as defined in [NAN and
therefore guarantees privacy of "field", the protected packet header
Future header protection variants based on this construction MJST use
a PRF to ensure equival ent security guarantees.

Use of the sane key and ciphertext sanple nore than once risks
comprom sing header protection. Protecting two different headers
with the sane key and ci phertext sanple reveal s the excl usive OR of
the protected fields. Assumng that the AEAD acts as a PRF, if L
bits are sanpl ed, the odds of two ciphertext sanples being identica
approach 27(-L/2), that is, the birthday bound. For the algorithns
described in this docunent, that probability is one in 2764.

To prevent an attacker from nmodifyi ng packet headers, the header is
transitively authenticated using packet protection; the entire packet
header is part of the authenticated additional data. Protected
fields that are falsified or nodified can only be detected once the
packet protection is renoved

9.5. Header Protection Timng Side Channels

An attacker could guess val ues for packet nunmbers or Key Phase and
have an endpoi nt confirm guesses through tinming side channels.
Simlarly, guesses for the packet number length can be tried and
exposed. |If the recipient of a packet discards packets with
dupl i cate packet nunbers w thout attenpting to renove packet
protection, they could reveal through tim ng side channels that the
packet nunber matches a received packet. For authentication to be
free fromside channels, the entire process of header protection
renoval , packet nunber recovery, and packet protection renoval MJST
be applied together without tim ng and ot her side channel s.
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For the sending of packets, construction and protection of packet
payl oads and packet nunbers MJUST be free from side channels that
woul d reveal the packet nunber or its encoded size

During a key update, the time taken to generate new keys coul d revea
through timng side channels that a key update has occurred.

Al ternatively, where an attacker injects packets, this side channel
could reveal the value of the Key Phase on injected packets. After
receiving a key update, an endpoint SHOULD generate and save the next
set of receive packet protection keys, as described in Section 6. 3.
By generating new keys before a key update is received, receipt of
packets will not create timng signals that |eak the value of the Key
Phase.

Thi s depends on not doing this key generation during packet
processing, and it can require that endpoints naintain three sets of
packet protection keys for receiving: for the previous key phase, for
the current key phase, and for the next key phase. Endpoints can

i nstead choose to defer generation of the next receive packet
protection keys until they discard old keys so that only two sets of
recei ve keys need to be retained at any point in tine.

6. Key Diversity

In using TLS, the central key schedule of TLS is used. As a result
of the TLS handshake nmessages being integrated into the cal cul ation
of secrets, the inclusion of the QU C transport paraneters extension
ensures that the handshake and 1-RTT keys are not the sane as those
that m ght be produced by a server running TLS over TCP. To avoid
the possibility of cross-protocol key synchronization, additiona
nmeasures are provided to i nprove key separation

The QUI C packet protection keys and |Vs are derived using a different
| abel than the equivalent keys in TLS

To preserve this separation, a new version of QU C SHOULD defi ne new
| abel s for key derivation for packet protection key and IV, plus the
header protection keys. This version of QU C uses the string "quic".
O her versions can use a version-specific |abel in place of that
string.

The initial secrets use a key that is specific to the negotiated QU C
version. New QUI C versions SHOULD define a new salt value used in
calculating initial secrets.

7. Randommess

QUI C depends on endpoints being able to generate secure random
nunbers, both directly for protocol values such as the connection I|D,
and transitively via TLS. See [RFC4086] for gui dance on secure
random nunber generati on.

| ANA Consi der ati ons

| ANA has registered a codepoint of 57 (or 0x39) for the
qui c_transport_paraneters extension (defined in Section 8.2) in the
"TLS Extensi onType Val ues" registry [TLS- REG STRI ES] .

The Recommended column for this extension is marked Yes. The TLS 1.3
Col um includes CH (CientHell o) and EE (Encrypt edExt ensi ons).

+ +
| Value | Extension Name | TLS | Recommended | Reference

| 1.3 |

+ +
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| 57 | quic_transport_parameters | CH | Y | This |
| | EE | | docunent |
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Appendi x A.  Sanpl e Packet Protection
Thi s section shows exanpl es of packet protection so that
i mpl ementations can be verified incrementally. Sanples of Initial
packets fromboth client and server plus a Retry packet are defined.
These packets use an 8-byte client-chosen Destination Connection ID
of 0x8394c8f03e515708. Sone internedi ate val ues are included. Al
val ues are shown in hexadeci nal .
A 1. Keys
The | abel s generated during the execution of the HKDF- Expand-Labe
function (that is, HkdflLabel.label) and part of the value given to
t he HKDF- Expand function in order to produce its output are:
client in: 00200f 746c73313320636c69656e7420696e00
server in: 00200f 746c7331332073657276657220696e00
qui c key: 00100e746c7331332071756963206b657900
quic iv: 000c0d746c733133207175696320697600
quic hp: 00100d746¢733133207175696320687000
The initial secret is comon:
initial _secret = HKDF-Extract(initial_salt, cid)
= 7db5df 06e7a69e432496adedb0085192
3595221596ae2ae9f b8115c1le9ed0ad4
The secrets for protecting client packets are:
client initial _secret
= HKDF- Expand- Label (initial _secret, "client in", "", 32)

= ¢c00cf 151cabbe075ed0ebf b5¢c80323c4
2d6b7db67881289af 4008f 1f 6¢c357aea

key = HKDF- Expand- Label (client_initial _secret, "quic key", "", 16)
= 1f 369613dd76d5467730ef che3bla22d

iv = HKDF- Expand- Label (client _initial _secret, "quic iv"', "", 12)
= fa044b2f 42a3f d3b46f b255¢

hp HKDF- Expand- Label (client _initial _secret, "quic hp", "", 16)

9f 50449e04a0e810283a1e9933adedd2
The secrets for protecting server packets are:

server _initial _secret
= HKDF- Expand- Label (initial _secret, "server in", "", 32)
= 3¢199828f d139ef d216c155ad844cc81
f b82f a8d7446f a7d78be803acdda951b

key = HKDF- Expand- Label (server _initial _secret, "quic key", "", 16)
= cf 3a5331653c364c88f 0f 379b6067e37
iv = HKDF- Expand- Label (server_initial _secret, "quic iv"', "", 12)



= 0ac1493cal905853b0bbal3e

hp = HKDF- Expand- Label (server _initial _secret, "quic hp", "", 16)
= ¢c206b8d9b9of Of 37644430b490eeaal3ls
A 2. dient Initia

The client sends an Initial packet. The unprotected payload of this
packet contains the followi ng CRYPTO franme, plus enough PADDI NG

franes to make a 1162-byte payl oad:

060040f 1010000ed0303ebf 8f a56f 129
04f e3a47f 06a2b69484c000004130113
616d706c652e636f 6df f 01000100000a
04616¢c706e0005000501000000000033
baf 4559f edba753del71f a71f 50f 1cel
0d0010000e0403050306030203080408
3900320408ffffffffffffffff050480
75300901100f 088394c8f 0351570806

The unprotected header indicates
packet nunber,
tag. The header includes the con

1162 bytes of frames,

39b9584a3896472ec40bb863cf d3e868
02010000c000000010000e00000b6578
00080006001d00170018001000070005
00260024001d00209370b2c9caa47f ba
5d43e994ec74d748002b000302030400
050806002d00020101001¢c0002400100
0Oof f ff 07048000f f f f 08011001048000
048000f ff f

a length of 1182 bytes:

€300000001088394c8f 03e5157080000449e00000002

Protecting the payl oad produces output that
ses a 4-byte packet nunber encoding,

protection. Because the header u
the first 16 bytes of the protect
applied to the header as foll ows:

sanpl e

mask = AES- ECB(hp, sanple)[0..4]
= 437h9aec36

header[ 0] "= nmask[0] & OxOf
= cO

header[18..21] "= nmask[1.. 4]
= 7b9aec34

header

The resulting protected packet

c000000001088394c8f 035157080000
d242b123dc9bd8bab936b47d92ec356¢
1c260ec4c60d17b31f 8429157bb35a12
8eb7539ec4d4905f edlbeelf c8aaf bal
30c83711b39343f a028cea7f 7f b5f f 89
457af d84d05df f f db20392844ae81215
4dce25f f 9b06cde535d0f 920a2db1bf 3
4el5daf 8500a6ef 69ec4e3f eb6b1d98e
485e8a94dc250ae3f db41led15f b6a8eb
059ae0648db2f 64264ed5e39be2e20d8
7b4378e846d29f 37ed7b4ea9ec5d82e7
9937f 5a67258bf 63ad6f 1a0b1d96dbd4
be52af e3f 565636ad1b17d508b73d874
68449a13d8e3b95811a198f 3491de3e7
€c69890f 4157015853d91e923037¢c227a
f 064c99e3dd97911d39f e9c5d0b23a22
291d6a418211cc2962e20f e47f eb3edf
25c5bac4aee82e57a85aaf 4e2513e4f 0
14de71e6¢c418559302f 939b0elabd576
ef 132eef 2f a09346aee33¢c28eb130ff 2
e3f c433f 9f 2541010ael17c1bf 202580f
c324044e847a4f 4a0ab34f 719595de37

is sanpl ed for header

ed payload is sanpled and then

= d1b1c98dd7689f b8ec11d242b123dc9b

c000000001088394c8f 03e5157080000449e7b9aec34

is:

449e7b9aec34d1b1c98dd7689f b8ec1l
Obab7df 5976d27cd449f 63300099f 399
82a643a8d2262cad67500cadb8e7378c
7c750e2c7ace01e6005f 80f cb7df 6212
eac2308249a02252155e2347b63d58c5
4682e9cf 012f 9021a6f Obel7ddd0c208
62c23e596d11a4f 5a6¢cf 3948838a3aec
610ac8b7ec3f af 6ad760b7badldb4ba3
ebaOf c3dd60bc8e30c5¢c4287e53805db
2df 566da8dd5998ccabdae053060ae6¢c
961b7f 25a9323851f 681d582363aa5f 8
f addf cef c5266ba6611722395¢c906556
3eeb524be22b3dcbc2c7468d54119c74
f e942b330407abf 82a4ed7c1b311663a
33cdd5ec281ca3f 79¢c44546b9d90cal0
9a234ch36186c4819e8b9c5927726632
330f 2c603a9d48c0f cb5699dbf e58964
5796b07ba2ee47d80506f 8d2c25e50f d
f 279c4b2e0f eb85c1f 28f f 18f 58891f f
8f 5b766953334113211996d20011a198
6047472f b36857f e843b19f 5984009dd
252d6235365e9b84392b061085349d73

the 4-byte
and the 16-byte authentication
nection I D and a packet number of 2



203a4al13e96f 5432ec0f d4aleeb5accd
cb2c0e0eb605ch0504db87632cf 3d8b4
f c60ac47683d7b8d0f 811365565f d98c
a2elf bc5aa463d08cal9896d2bf 59a07
90a2181014f 3b94a4e97d117b4381303
162f 40a29f 0c3c8745c0f 50f ba3852e5
40591f 355e12d439f f 150aab7613499d
6948109f 23f 350db82123535ebh8a7433
8f 2e6f f 5800175f 113253d8f a9ca8885
be79e2f b8f 5d5f bbe2e30ecadd220723
54da48781893a7e49ad5af f 4af 300cd8
760d58a606654f 9f 4400e8b38591356f
f 96f 3ca9ecldde434da7d2d392b905dd
056df 31bd267b6b90a079831aaf 579be
7e78bf e706cadcf 5e9c5453e9f 7cf d2b

d5e3904df 54c1da510b0f f 20dccOc77f
dae6e705769d1de354270123cbh11450e
4c8eb936bcab8d069f c33bd801b03ade
1b851e6c239052172f 296bf b5e724047
68cc39dbb2d198065ae3986547926¢cd2
66d44575c29d39a03f 0cda721984b6f 4
bd49adabc8676eef 023b15b65bf c5cal
bdabcb909271a6ecbch58b936a88cd4e
c2f 552e657dc603f 252e1a8e308f 76f 0
c8c0aea8078cdf cb3868263f f 8f 09400
04a6b6279ab3f f 3af b64491c85194aab
bf 6425aca26dc85244259f f 2b19¢c41b9
f 3d1f 9af 93d1af 5950bd493f 5aa731b4
0a39013137aac6d404f 518cf d4684064
8b4c8d169a44e55c88d4a9a7f 9474241

e22laf 44860018ab0856972e194cd934

A. 3. Server Initia
The server sends the follow ng payload in response,

frane, a CRYPTO frane, and no PADDI NG franes:

i ncludi ng an ACK

02000000000600405a020000560303ee fce7f 7b37bald1632e96677825ddf 739
88cf c79825df 566dc5430b9a045a1200 130100002e00330024001d00209d3c94
0d89690b84d08a60993c144ecab684d10 81287c834d5311bcf 32bb9dala002b00
020304

The header fromthe server includes a new connection ID and a 2-byte
packet nunber encoding for a packet nunber of 1:

€1000000010008f 067a5502a4262b50040750001

As a result,
starting

after protection, the header protection sanple is taken
fromthe third protected byte:

2cd0991cd25b0aac406a5816b6394100
2ec0d8356a
c¢f 000000010008f 067a5502a4262b5004075¢c0d9

sampl e
mask
header

The final protected packet is then
¢f 000000010008f 067a5502a4262b500 4075c0d95a482cd0991cd25b0aac406a
5816b6394100f 37a1c69797554780bb3 8cc5a99f 5ede4dcf 73c3ec2493a1839b3
dbcba3f 6ea46c5b7684df 3548e7ddeb9 c3bf 9c73cc3f 3bded74b562bf b19f b84
022f 8ef 4cdd93795d77d06edbb7aaf 2f 58891850abbdca3d20398c276456cbc4
2158407dd074ee
A 4. Retry
This shows a Retry packet that mi ght be sent in response to the
Initial packet in Appendix A 2. The integrity check includes the
client-chosen connection ID value of 0x8394c8f03e515708, but that
value is not included in the final Retry packet:

f f 000000010008f 067a5502a4262b574 6f 6b656e04a265ba2ef f 4d829058f b3f
0f 2496ba
A. 5. ChaCha20-Pol y1305 Short Header Packet
Thi s exanpl e shows some of the steps required to protect a packet
with a short header. This exanple uses AEAD CHACHA20_ POLY1305.

In this exanple, TLS produces an application wite secret from which
a server uses HKDF- Expand-Label to produce four values: a key, an IV,
a header protection key, and the secret that will be used after keys
are updated (this last value is not used further in this exanple).



secr et
= 9ac312a7f 877468ebe69422748ad00al
5443f 18203a07d6060f 688f 30f 21632b

key = HKDF- Expand- Label (secret, "quic key", "", 32)
= c6d98f f 3441c3f e1b2182094f 69caa2e
d4b716b65488960a7a984979f h23elc8
iv = HKDF- Expand- Label (secret, "quic iv", "", 12)
= e0459b3474bdd0ed44a41cl44
hp = HKDF- Expand- Label (secret, "quic hp", "", 32)
= 25a282b9e82f 06f 21f 488917a4f c8f 1b
73573685608597d0ef ch076b0ab7a7a4
ku HKDF- Expand- Label (secret, "quic ku", "", 32)

1223504755036d556342e€9361d25342
1a826c9ecdf 3c7148684b36b714881f 9

The foll owi ng shows the steps involved in protecting a mninml packet
with an enpty Destination Connection ID. This packet contains a
single PING frame (that is, a payload of just 0x01) and has a packet
nunber of 654360564. In this exanple, using a packet number of
length 3 (that is, 49140 is encoded) avoids having to pad the payl oad
of the packet; PADDI NG franmes woul d be needed if the packet nunber is
encoded on fewer bytes.

pn = 654360564 (deci mal)
nonce = e0459b3474bdd0e46d417eb0
unpr ot ect ed header = 4200bff4

payl oad plaintext = 01

payl oad ci phert ext 655e5cd55¢c41f 69080575d7999c25a5bf b

The resulting ciphertext is the mininmumsize possible. One byte is
ski pped to produce the sanple for header protection

sanpl e = 5e5cd55c¢41f 69080575d7999c25a5bf b
mask = aef ef e7d03
header = 4cfe4189

The protected packet is the small est possible packet size of 21
byt es.

packet = 4cfe4189655e5cd55c41f 69080575d7999c25a5bf b

Appendi x B. AEAD Al gorithm Anal ysi s
Thi s section docunents anal yses used in deriving AEAD al gorithm
limts for AEAD AES 128 GCM AEAD AES 128 CCM and AEAD AES 256_GCM
The anal yses that follow use synbols for multiplication (*), division
(1), and exponentiation ("), plus parentheses for establishing
precedence. The follow ng synbols are al so used:

t: The size of the authentication tag in bits. For these ciphers, t
is 128.

n: The size of the block function in bits. For these ciphers, nis
128.

k: The size of the key in bits. This is 128 for AEAD AES 128 GCM
and AEAD AES 128 CCM 256 for AEAD AES 256_GCM

| The nunber of blocks in each packet (see bel ow).

g: The number of genuine packets created and protected by endpoints.
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This value is the bound on the nunber of packets that can be
protected before updating keys.

v: The nunmber of forged packets that endpoints will accept. This
val ue is the bound on the nunber of forged packets that an
endpoi nt can reject before updating keys.

0: The anpunt of offline ideal cipher queries made by an adversary.

The anal yses that follow rely on a count of the nunmber of bl ock
operations involved in produci ng each nessage. This analysis is
performed for packets of size up to 2711 (I = 277) and 2716 (I =
2712). A size of 2711 is expected to be a limt that natches conmon
depl oynent patterns, whereas the 2716 is the nmaxi num possi bl e size of
a QU C packet. Only endpoints that strictly linmt packet size can
use the larger confidentiality and integrity limts that are derived
usi ng the small er packet size.

For AEAD AES 128 GCM and AEAD AES 256_CGCM the nessage length (I) is
the length of the associated data in bl ocks plus the Iength of the
pl ai ntext in bl ocks.

For AEAD AES 128 CCM the total nunber of bl ock cipher operations is
the sumof the followi ng: the length of the associated data in

bl ocks, the length of the ciphertext in blocks, the Iength of the
plaintext in blocks, plus 1. In this analysis, this is sinplified to
a value of twice the length of the packet in blocks (that is, "2l =
2n8" for packets that are linmted to 2711 bytes, or "2l = 2713"
otherwise). This sinplification is based on the packet containing
all of the associated data and ci phertext. This results in a one to
three bl ock overestimation of the nunber of operations per packet.

Anal ysi s of AEAD AES 128 GCM and AEAD AES 256 GCM Usage Linits

[ GCM MJ] specifies concrete bounds for AEAD AES 128 GCM and
AEAD AES 256 GCM as used in TLS 1.3 and QU C. This section docunents
this anal ysis using several sinmplifying assunptions:

* The nunber of ciphertext blocks an attacker uses in forgery
attenpts is bounded by v * |, which is the nunber of forgery
attenpts multiplied by the size of each packet (in blocks).

* The anmount of offline work done by an attacker does not dom nate
other factors in the anal ysis.

The bounds in [GCCM MJ] are tighter and nore conplete than those used
i n [ AEBounds], which allows for larger linmts than those described in
[ TLS13].

1. Confidentiality Limt

For confidentiality, Theorem (4.3) in [GCM MJ] establishes that, for
a single user that does not repeat nonces, the dominant termin
determ ni ng the distinguishing advantage between a real and random
AEAD al gorithm gai ned by an attacker is:

2 * (g * 1)r2/ 2"n

For a target advantage of 27-57, this results in the relation

q <= 2"35 1/ |

Thus, endpoints that do not send packets | arger than 2711 bytes
cannot protect nore than 2728 packets in a single connection wthout

causing an attacker to gain a nore significant advantage than the
target of 27-57. The Iimt for endpoints that allow for the packet



size to be as large as 2716 is instead 2"23.
B.1.2. Integrity Limt

For integrity, Theorem (4.3) in [GCM MJ] establishes that an attacker
gai ns an advantage in successfully forging a packet of no nore than
the foll ow ng:

(1/ 278 * n)) + ((2* v) [ 27(2 * n))
+((2*o0*v) /[ 2%k +n)) +(n* (v+(v*1))/ 2°k)

The goal is to linmt this advantage to 2"-57. For AEAD AES 128 GCM
the fourth termin this inequality dom nates the rest, so the others
can be renpved w thout significant effect on the result. This
produces the foll owi ng approxi mation:

v <= 2764 /| |

Endpoi nts that do not attenpt to renove protection from packets

| arger than 2711 bytes can attenpt to renove protection fromat nost
2"57 packets. Endpoints that do not restrict the size of processed
packets can attenpt to renobve protection fromat nost 2752 packets.

For AEAD AES 256_CGCM the sane term dom nates, but the | arger val ue
of k produces the foll ow ng approxi mati on

v <= 27192 / |

This is substantially larger than the Iimt for AEAD AES 128 GCM
However, this docunent recommends that the same limt be applied to
both functions as either limt is acceptably |arge.

B.2. Analysis of AEAD AES 128 CCM Usage Linits

TLS [ TLS13] and [ AEBounds] do not specify limts on usage for
AEAD AES 128 CCM  However, any AEAD that is used with QU C requires
limts on use that ensure that both confidentiality and integrity are
preserved. This section docunents that anal ysis.

[CCM ANALYSIS] is used as the basis of this analysis. The results of
that analysis are used to derive usage limts that are based on those
chosen in [TLS13].

For confidentiality, Theorem 2 in [CCM ANALYSI S] establishes that an
attacker gains a distinguishing advantage over an ideal pseudorandom
permutati on (PRP) of no nore than the foll ow ng:

(21 * g)~2 | 2n

The integrity limt in Theorem1 in [CCM ANALYSI S] provi des an
attacker a strictly higher advantage for the same nunber of nessages.
As the targets for the confidentiality advantage and the integrity
advantage are the same, only Theorem 1 needs to be consi dered.

Theorem 1 establishes that an attacker gains an advantage over an
i deal PRP of no nore than the foll ow ng:

v/ 2" + (21 * (v +q)”2/ 2"n

As "t" and "n" are both 128, the first termis negligible relative to
the second, so that termcan be renoved w thout a significant effect
on the result.

Thi s produces a relation that conbines both encryption and decryption
attenpts with the same linit as that produced by the theorem for
confidentiality alone. For a target advantage of 27-57, this results



in the foll ow ng:
vV + q<=2"34.5/ |

By setting "q = v", values for both confidentiality and integrity
limts can be produced. Endpoints that limt packets to 2211 bytes
therefore have both confidentiality and integrity limts of 2726.5
packets. Endpoints that do not restrict packet size have a linit of
2721. 5.
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