| ndependent Subni ssi on P. Yang
Request for Comments: 8998 Ant G oup
Cat egory: I nformational March 2021
I SSN: 2070-1721

ShangM (SM Ci pher Suites for TLS 1.3
Abst r act

Thi s docunent specifies howto use the ShangM (SM cryptographic
algorithms with Transport Layer Security (TLS) protocol version 1.3.

The use of these algorithnms with TLS 1.3 is not endorsed by the |ETF.
The SM al gorithms are becom ng mandatory in China, so this docunent
provi des a description of howto use the SMalgorithnms with TLS 1.3
and specifies a profile of TLS 1.3 so that inplenenters can produce

i nterworking inplenentations.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this document at
its discretion and makes no statenent about its value for

i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |evel of Internet Standard;
see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8998
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1. Introduction

Thi s docunent describes two new ci pher suites, a signature algorithm
and a key exchange nechani smfor the Transport Layer Security (TLS)
protocol version 1.3 (TLS 1.3) ([RFCB446]). These all utilize
several ShangM (SM cryptographic algorithns to fulfill the

aut hentication and confidentiality requirenents of TLS 1.3. The new
ci pher suites are as follows (see also Section 2):

C pher Suite TLS SWM4_GCM SMB
Ci pherSuite TLS SWM4_CCM SMB

{ 0x00, OxC6 };
{ 0x00, OxC7 };

For a nore detailed introduction to SM cryptographic al gorithns,

pl ease see Section 1.1. These cipher suites follow the TLS 1.3
requirenents. Specifically, all the cipher suites use SMA in either
Gal oi s/ Counter (GCM node or Counter with CBC-MAC (CCM node to neet
the needs of TLS 1.3 to have an encryption algorithmthat is

Aut henti cated Encryption with Associ ated Data (AEAD) capable. The
key exchange mechanismutilizes Elliptic Curve D ffie-Hell man
Epheneral (ECDHE) over the SM2 elliptic curve, and the signature

al gorithm conbi nes the SMB hash function and the SM2 elliptic curve
si gnature schene.

For details about how these nechani sns negotiate shared encryption
keys, authenticate the peer(s), and protect the record structure,
pl ease see Section 3.

The cipher suites, signature algorithm and key exchange mechani sm
defined in this docunment are not recomended by the I|ETF. The SM

al gorithms are becom ng mandatory in China, so this docunent provides
a description of howto use themwith TLS 1.3 and specifies a profile
of TLS 1.3 so that inplenenters can produce interworking

i mpl enent ati ons.

1.1. The SM Al gorithns

Several different SM cryptographic algorithns are used to integrate
with TLS 1.3, including SM for authentication, SM4 for encryption,
and SM3 as the hash function.

SM2 is a set of cryptographic algorithns based on elliptic curve
cryptography, including a digital signature, public key encryption
and key exchange schenme. In this docunent, only the SM2 digital
signature al gorithm and basi c key exchange schene are invol ved, which
have al ready been added to | SO | EC 14888-3:2018 [I SO SM?] (as well as
to [ GBT. 32918. 2-2016]). SM4 is a block cipher defined in

[ GBT. 32907-2016] and now i s being standardi zed by 1SOto ISOIEC
18033-3:2010 [ISOSM4]. SMB is a hash function that produces an
output of 256 bits. SMB has al ready been accepted by 1SOin ISOIEC
10118-3: 2018 [I SO SM3] and has al so been descri bed by

[ GBT. 32905- 2016] .
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Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Al't hough this docunment is not an | ETF Standards Track publication, it
adopts the conventions for normative | anguage to provide clarity of
instruction to the inplenmenter and to indicate requirenent |evels for
compliant TLS 1.3 inplenentations.

Algorithmldentifiers
The ci pher suites defined here have the follow ng identifiers:

C pher Suite TLS SWMA_GCM SMB
Ci pherSuite TLS SWM4_CCM SMB

{ 0x00, OxC6 };
{ 0x00, OxC7 };

To acconplish a TLS 1.3 handshake, additional objects have been
i ntroduced along with the cipher suites as foll ows:

* The conbi nati on of the SM2 signature al gorithmand SM3 hash
function used in the Signature Algorithmextension is defined in
Appendi x B.3.1.3 of [RFCB446]:

Si gnat ureScheme snRsig_snm8 = { 0x0708 };

* The SM2 elliptic curve ID used in the Supported G oups extension
is defined in Appendix B.3.1.4 of [RFC8446]:

NanmedG oup curveSM = { 41 };
Al gorithm Definitions
TLS Versions

The new ci pher suites defined in this docunent are only applicable to
TLS 1.3. Inplementations of this docunment MJST NOT apply these
ci pher suites to any ol der versions of TLS.

Aut henti cati on
1. SM Signature Schene

The Chi nese government requires the use of the SM2 signature
algorithm This section specifies the use of the SM2 signature
al gorithmas the authentication nethod for a TLS 1.3 handshake.

The SM2 signature algorithmis defined in [I1SOSM]. The SM
signature algorithmis based on elliptic curves. The SM2 signature
algorithmuses a fixed elliptic curve paraneter set defined in

[ GBT. 32918. 5-2017]. This curve is named "curveSM2" and has been
assigned the value 41, as shown in Section 2. Unlike other public
key al gorithns based on elliptic curve cryptography like the Elliptic
Curve Digital Signature Al gorithm (ECDSA), SM2 MJST NOT sel ect other
elliptic curves. But it is acceptable to wite test cases that use
other elliptic curve paraneter sets for SM2; see Annex F.14 of

[1SO SM] as a reference.

I npl enent ati ons of the signature scheme and key exchange nechani sm
defined in this document MJUST conformto what [GBT.32918.5-2017]
requires; that is to say, the only valid elliptic curve paraneter set
for the SM2 signature algorithm (a.k.a. curveSM?) is defined as



foll ows

curveSM2: A prine field of 256 bits.
yrM(2) = x*(3) +ax + b
p = FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF 00000000 FFFFFFFF FFFFFFFF
a = FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF 00000000 FFFFFFFF FFFFFFFC
b = 28E9FA9E 9DOF5E34 4D5A9E4AB CF6509A7
F39789F5 15AB8F92 DDBCBD41 4D940E93
n = FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF
7203DF6B 21C6052B 53BBF409 39D54123
Gx = 32CAAE2C 1F198119 5F990446 6A39C994
8FE30BBF F2660BE1 715A4589 334C74C7
Gy = BC3736A2 F4F6779C 59BDCEE3 6B692153
DO0A9877C C62A4740 02DF32E5 2139F0A0
The SMR2 signature algorithmrequests an identifier val ue when

generating or verifying a signature.

In all

uses except when a

client of a server needs to verify a peer’'s SM2 certificate in the

Certificate nessage,
fol |l owi ng ASCI |
1.3 key exchange:

TLSv1. 3+Gwi-Ci pher +Sui t e

an i nplenmentation of this docunent MJST use the
string value as the SM2 identifier when doing a TLS

If either a client or a server needs to verify the peer’'s SM

certificate contained in the Certificate message,
string value MJUST be used as the SM2 identifier according to

ASCl |

[ GMT. 0009- 2012]

1234567812345678

then the foll ow ng

3. 3.

.3. 1L

3.3.1. 1.

Expressed as octets, this is:
0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38,
0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38

In practice, the SM identifier used in a certificate signature
depends on the certificate authority (CA) who signs that certificate.
CAs may choose val ues other than the ones mentioned above.

I mpl enent ati ons of this docunent SHOULD confirmthis information by
t hensel ves.

Key Exchange
Hel | o Messages

The use of the algorithns defined by this docunent is negotiated
during the TLS handshake with information exchanged in the Hello
nessages.

ClientHell o

To use the cipher suites defined by this docunent, a TLS 1.3 client
i ncludes the new ci pher suites in the "cipher_suites" array of the
ClientHell o structure defined in Section 4.1.2 of [RFC8446].

O her requirements of this TLS 1.3 profile on the extensions of
ClientHell o nessage are as foll ows:

* For the supported groups extension, "curveSM" MJIST be incl uded.

* For the signature_al gorithns extension, "snRsig_snm8" MJIST be



i ncl uded.

* For the signhature_algorithnms_cert extension (if present),
"snmRsi g _snB" MJST be incl uded.

* For the key_share extension, a KeyShareEntry for the "curveSw"
group MUST be incl uded.

3.3.1.2. ServerHello

If a TLS 1.3 server receives a UientHell o nmessage containing the
algorithms defined in this docunment, it MAY choose to use them |If
so, then the server MJST put one of the new cipher suites defined in
this docunment into its ServerHello' s "cipher_suites" array and
eventually send it to the client side.

A TLS 1.3 server’s choice of what cipher suite to use depends on the
configuration of the server. For instance, a TLS 1.3 server nay or
not be configured to include the new cipher suites defined in this
docunent. Typical TLS 1.3 server applications also provide a

mechani smthat configures the cipher suite preference on the server
side. |If a server is not configured to use the cipher suites defined
in this docunent, it SHOULD choose another cipher suite in the list
that the TLS 1.3 client provides; otherw se, the server MJST abort
the handshake with an "ill egal paraneter"” alert.

The foll owi ng extensi on MIST conformto the new requirenents:

* For the key_share extension, a KeyShareEntry with SM2-rel at ed
val ues MUST be added if the server wants to conformto this
profile.

3.3.2. CertificateRequest

If a CertificateRequest nessage is sent by the server to require the
client to send its certificate for authentication purposes, for
conformance to this profile, the follow ng i s REQU RED:

* The only valid signature algorithmpresent in
"signature_al gorithns" extension MJST be "snRsig_snmB". That is to
say, if the server chooses to conformto this profile, the
signature algorithmfor the client’s certificate MJST use the SM/
SMB procedure specified by this docunent.

3.3.3. Certificate
When a server sends the Certificate message containing the server
certificate to the client side, several new rules are added that w |
affect the certificate sel ection:

* The public key in the certificate MJIST be a valid SM2 public key.

* The signature algorithmused by the CAto sign the current
certificate MJUST be "snPsig_snB".

* The certificate MUST be capable of signing; e.g., the
digital Signature bit of X 509's Key Usage extension is set.

3.3.4. CertificateVerify
In the CertificateVerify message, the signature al gorithm MJST be
"snmRsig snB", indicating that the hash functi on MUST be SM3 and t he
signature al gorithm MJST be SM

3.4. Key Scheduling



As described in Section 1.1, SM2 is actually a set of cryptographic
al gorithms, including one key exchange protocol that defines nethods
such as key derivation function, etc. This docunent does not define
an SM2 key exchange protocol, and an SM2 key exchange protocol SHALL
NOT be used in the key exchange steps defined in Section 3.3.

I mpl enent ati ons of this docunent MJUST al ways conformto what TLS 1.3
[ RFC8446] and its successors require regarding the key derivation and
rel ated met hods.

3.5. G pher

The new ci pher suites introduced in this document add two new AEAD
encryption algorithns, AEAD SM4_GCM and AEAD SMA_CCM whi ch stand for
SM4 ci pher in Gl ois/Counter node and SM4 ci pher [ GBT.32907-2016] in
Counter with CBC-MAC node, respectively. The hash function for both
ci pher suites is SM3 ([1SO SM3]).

This section defines the AEAD SM4_GCM and AEAD S CCM AEAD
algorithms in a style simlar to what [RFC5116] used to define AEAD
ci phers based on the AES ci pher

3.5.1. AEAD SMI_GCM

The AEAD SMA_GCM aut henti cated encryption al gorithmworks as
specified in [GCM, using SMA as the block cipher, by providing the
key, nonce, plaintext, and associated data to that node of operation
An authentication tag confornming to the requirenents of TLS 1.3 as
specified in Section 5.2 of [RFC8446] MJST be constructed using the
details in the TLS record header. The additional data input that
forns the authentication tag MJST be the TLS record header. The
AEAD SMA_GCM ci phertext is formed by appendi ng the authentication tag
provided as an output to the GCM encryption operation to the

ci phertext that is output by that operation. AEAD SMA GCM has four

i nputs: an SM4 key, an initialization vector (1V), a plaintext
content, and optional additional authenticated data (AAD).

AEAD SMA_GCM generates two outputs: a ciphertext and nessage

aut hentication code (also called an authentication tag). To have a
common set of terns for AEAD SM4_GCM and AEAD SM4_CCM t he
AEAD SMI GCM IV is referred to as a nonce in the remainder of this
docunment. A sinple test vector of AEAD SM4_GCM and AEAD SMA_CCM i s
given in Appendi x A of this docunent.

The nonce is generated by the party perform ng the authenticated
encryption operation. Wthin the scope of any authenticated
encryption key, the nonce value MJST be unique. That is, the set of
nonce val ues used with any given key MJST NOT contain any duplicates.
Using the same nonce for two different nessages encrypted with the
same key destroys the security properties of GCM node. To generate
the nonce, inplenentations of this docunment MJUST conformto TLS 1.3
(see [ RFC8446], Section 5.3).
The input and output lengths are as follows:

The SMA key length is 16 octets.

The max plaintext length is 27(36) - 31 octets.

The max AAD length is 27(61) - 1 octets.

The nonce length is 12 octets.

The authentication tag length is 16 octets.

The max ciphertext length is 27(36) - 15 octets.

A security analysis of GCMis available in [ MWO04].
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2. AEAD _SM4_CCM

The AEAD SMA CCM aut henti cated encryption al gorithmworks as
specified in [CCM using SM4 as the bl ock cipher. AEAD SMA_CCM has
four inputs: an SMA key, a nonce, a plaintext, and optional

addi tional authenticated data (AAD). AEAD SMA_CCM generates two
outputs: a ciphertext and a nessage authentication code (also called
an authentication tag). The formatting and counter generation
functions are as specified in Appendix A of [CCM, and the val ues of
the paraneters identified in that appendix are as foll ows:

The nonce length nis 12.

The tag length t is 16.

The value of q is 3.
An authentication tag is also used in AEAD SMA_CCM The generation
of the authentication tag MJST conformto TLS 1.3 (See [ RFC8446],
Section 5.2). The AEAD SMA_CCM ci phertext is forned by appending the
aut hentication tag provided as an output to the CCM encryption
operation to the ciphertext that is output by that operation. The
i nput and output |engths are as foll ows:

The SMA key length is 16 octets.

The max plaintext length is 27(24) - 1 octets.

The max AAD length is 27(64) - 1 octets.

The max ciphertext length is 27(24) + 15 octets.

To generate the nonce, inplementations of this docunent MJST conform
to TLS 1.3 (see [ RFC8446], Section 5.3).

A security analysis of CCMis available in [J02].
I ANA Consi derations
I ANA has assigned the val ues {0x00, 0xC6} and {0x00, 0xC7} with the

names "TLS SMA_GCM SMB" and "TLS _SM4_CCM SMB" to the "TLS Ci pher
Suites" registry with this docunent as reference:

R gty Sy —p—j—_— plp—p——(————— gy Sl ———————
| Val ue | Description | DTLS-OK | Recomrended | Reference |
B ool s e sl ool ey s e g
| 0x00,0xC6 | TLS SM4_GCM SMB | No | No | RFC 8998 |
F--- - - - I e I T F---- - - - F-- - - - - - F--- - - - +
| 0x00,0xC7 | TLS SM4_CCM SMB | No | No | RFC 8998 |
I I L L i I +

Table 1

| ANA has assigned the value 0x0708 with the name "snRsig snB" to the
"TLS Si gnatureSchene" registry:

E oo oo oo e el s e e e

| Value | Description | Recommended | Reference |

B el oo ool oo ool sl 1)

| 0x0708 | snRsig snB | No | RFC 8998 |

+-------- i i i i F-- - - - +
Tabl e 2

| ANA has assigned the value 41 with the name "curveSM2" to the "TLS



Supported G oups"” registry:

e ettty bty ey e e ety Dty ]

| Value | Description | DILS-OK | Recommended | Reference |

[ bbbl oo s s e e el e

| 41 | curveSM | No | No | RFC 8998 |

+------- F-- - - - - - F---- - - - F-- - - - - - F--- - - - +
Table 3

5. Security Considerations

At the time of witing, there are no known weak keys for SM
cryptographic algorithns SM2, SM3 and SM4, and no security issues
have been found for these al gorithns.

A security analysis of GCMis available in [ WO04].

A security analysis of CCMis available in [J02].
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endi x A. Test Vectors

Al val ues
endi an) .

SM4- GCM
Initializat

Key:
Pl ai nt ext :

Associ at ed

are in hexadecimal and are in network byte order (big

Test Vectors

ion Vector: 00001234567800000000ABCD
0123456789ABCDEFFEDCBA9876543210
AAAAAAAAAAAAAAAABBBBBBBBBBBBBBBB
CCCCCCCCCCCCCCCCbbbbbDbDDDDDDDDDD
EEEEEEEEEEEEFEEEFFFFFFFFFFFFFFFF
EEEEEEEEEEEEEEEEAAAAAAAAAAAAAAAA

Dat a: FEEDFACEDEADBEEFFEEDFACEDEADBEEFABADDAD2




G pher Text :

Aut henti cati on Tag:
A 2. SMA- CCM Test Vectors
Initialization Vector:
Key:
Pl ai nt ext:
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