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Abstract

Thi s docunent is a conceptual outline of an Application Progranm ng
Interface (APlI) for the GeneRi ¢ Autonom c Signaling Protocol (GRASP)
Such an APl is needed for Autononic Service Agents (ASAs) calling the
GRASP protocol npdul e to exchange Autonomi c Network nessages with
other ASAs. Since GRASP is designed to support asynchronous
operations, the APl will need to be adapted according to the support
for asynchronicity in various programm ng | anguages and operating
syst ens.
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I ntroduction

As defined in [RFC8993], the Autononic Service Agent (ASA) is the
atom c entity of an autonomic function, and it is instantiated on
aut onom ¢ nodes. These nodes are nenbers of a secure Autonomc
Control Plane (ACP) such as defined by [ RFC8994].

When ASAs communi cate with each other, they should use the GeneRic
Aut ononi ¢ Signaling Protocol (GRASP) [ RFC8990]. GCRASP relies on the
message confidentiality and integrity provided by the ACP, a
consequence of this is that all nodes in a given Autonom c Network
share the same trust boundary, i.e., the boundary of the ACP. Nodes
that have not successfully joined the ACP cannot send, receive, or

i ntercept GRASP nessages via the ACP and cannot usurp ACP addresses.
An ASA runs in an ACP node and therefore benefits fromthe node’s
security properties when transnmitting over the ACP, i.e., nessage
integrity, message confidentiality, and the fact that unauthorized
nodes cannot join the ACP. All ASAs within a given Autonom c Network
therefore trust each other’s nessages. For these reasons, the AP
defined in this docunment has no explicit security features.

An inmportant feature of GRASP is the concept of a GRASP objective.
This is a data structure encoded, like all GRASP nessages, in Concise
Bi nary Object Representation (CBOR) [RFC8949]. |Its nmain contents are
a nane and a val ue, explained at nore length in the Term nol ogy
section of [RFC8990]. Wen an objective is passed fromone ASA to
anot her using GRASP, its value is either conveyed in one direction
(by a process of synchronization or flooding) or negotiated
bilaterally. The semantics of the value are opaque to GRASP and
therefore to the API. Each objective nust be accurately specified in
a dedi cated specification, as discussed in "Qojective Options"
(Section 2.10 of [RFC8990]). |In particular, the specification wll
define the syntax and semantics of the value of the objective,

whet her and how it supports a negotiation process, whether it
supports a dry-run node, and any other details needed for
interoperability. The use of CBOR with Concise Data Definition
Language (CDDL) [ RRFC8610] as the data definition |anguage, allows the
val ue to be passed between ASAs regardl ess of the progranm ng

| anguages in use. Data storage and consi stency during negotiation
are the responsibility of the ASAs involved. Additionally, GRASP
needs to cache the | atest val ues of objectives that are received by

f 1 oodi ng.

As Figure 1 shows, a GRASP inplementation could contain several sub-
|l ayers. The bottom | ayer is the GRASP base protocol nodule, which is
only responsi ble for sending and recei ving GRASP nessages and



mai ntai ni ng shared data structures. Above that is the basic API
described in this docunent. The upper |ayer contains sone extended
APl functions based upon the GRASP basic protocol. For exanple,

[ GRASP- DI STRI B] descri bes a possi bl e extended function

| |
| | CGRASP Ext ended | |
| | Function API | |
| |
I I

| Basi ¢ GRASP APl Library

| GRASP Core
| (functions, data structures, daenon(s)) |

Figure 1: Software Layout

Multiple ASAs in a single node will share the sane instance of GRASP
much as multiple applications share a single TCP/IP stack. This
aspect is hidden fromindividual ASAs by the APl and is not further
di scussed here.

It is desirable that ASAs be desi gned as portabl e user-space prograns
using a systemindependent APlI. |In many inplenentations, the GRASP
code will therefore be split between user space and kernel space. In
user space, library functions provide the APl and communi cate
directly with ASAs. In kernel space, a daenobn, or a set of sub-
services, provides GRASP core functions that are independent of
specific ASAs, such as multicast handling and rel ayi ng, and conmon
data structures, such as the discovery cache. The GRASP APl library
woul d need to communi cate with the GRASP core via an interprocess
communi cation (1 PC) or a systemcall nmechanism The details of this
are system dependent.

Both the GRASP |ibrary and the extended function nodul es should be
avai l able to the ASAs. However, since the extended functions are
expected to be added in an increnmental manner, they will be the

subj ect of future docunents. This docunment only describes the basic
GRASP API .

The functions provided by the APl do not map one-to-one onto GRASP
messages. Rather, they are intended to offer conveni ent support for
message sequences (such as a discovery request foll owed by responses
fromseveral peers or a negotiation request followed by various
possi bl e responses). This choice was nmade to assist ASA programmers
in witing code based on their application requirenents rather than
needi ng to understand protocol details.

In addition to containing the autonom ¢ infrastructure conponents
described in [ RFC8994] and [ RFC8995], a sinple autonom c node mi ght
contain very few ASAs. Such a node mght directly integrate a GRASP
protocol stack in its code and therefore not require this APl to be
installed. However, the programrer woul d need a deeper understandi ng
of the GRASP protocol than what is needed to use the AP

Thi s docunent gives a conceptual outline of the API. It is not a
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formal specification for any particul ar programm ng | anguage or
operating system and it is expected that details will be clarified
in individual inplenentations.

GRASP APl for ASA
Desi gn Assunpti ons

The design assunmes that an ASA needs to call a separate GRASP

i mpl ementation. The latter handl es protocol details (security,
sending and listening for GRASP nessages, waiting, caching discovery
results, negotiation |Iooping, sending and receiving synchroni zati on
data, etc.) but understands nothing about individual GRASP objectives
(see Section 2.10 of [RFC8990]). The semantics of objectives are
unknown to the GRASP protocol and are handled only by the ASAs.

Thus, this is an abstract APl for use by ASAs. |Individual |anguage
bi ndi ngs shoul d be defined in separate docunents.

Different ASAs may utilize GRASP features differently, by using GRASP
for:

* discovery purposes only.

* negotiation but only as an initiator (client).

* negotiation but only as a responder

* negotiation as an initiator or responder

* synchronization but only as an initiator (recipient).

* synchroni zation but only as a responder and/or fl ooder

* synchronization as an initiator, responder, and/or flooder

The APl al so assunes that one ASA may support nultiple objectives.
Not hi ng prevents an ASA from supporting sone objectives for
synchroni zati on and others for negotiation

The APl design assunes that the operating system and progranm ng
| anguage provide a nechani smfor sinultaneous asynchronous
operations. This is discussed in detail in Section 2.2.

A fewitens are out of scope in this version, since practica
experience is required before including them

* Authorization of ASAs is not defined as part of GRASP and is a
subj ect for future study.

* User-supplied explicit locators for an objective are not
supported. The GRASP core will supply the locator, using the IP
address of the node concer ned.

* The rapid node of GRASP (Section 2.5.4 of [RFC8990]) is not
support ed.

Asynchronous Operations

GRASP depends on asynchronous operations and wait states, and sone of
its nessages are not idenpotent, neaning that repeating a nessage may
cause repeated changes of state in the recipient ASA. Many ASAs wl |
need to support several concurrent operations; for exanple, an ASA

m ght need to negotiate one objective with a peer while discovering
and synchroni zing a different objective with a different peer.

Al ternatively, an ASA that acts as a resource manager might need to
run simul taneous negotiations for a given objective with nultiple
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different peers. Such an ASA will probably need to support
uninterruptible atomc changes to its internal data structures, using
a nmechani sm provi ded by the operating system and programi ng | anguage
in use.

1. Alternative Asynchronous Mechani sns

Sone ASAs need to support asynchronous operations; therefore, the
GRASP core nmust do so. Depending on both the operating system and
the programmi ng | anguage in use, there are various techni ques for
such parallel operations, three of which we consider here:

mul tithreading, an event |oop structure using polling, and an event
| oop structure using callback functions.

1. In multithreading, the operating systemand | anguage will provide
the necessary support for asynchronous operations, including
creation of new threads, context sw tching between threads,
queues, locks, and inplicit wait states. |In this case, APl calls
can be treated as sinple synchronous function calls within their
own thread, even if the function includes wait states, bl ocking,
and queueing. Concurrent operations will each run in their own
threads. For exanple, the discover() call may not return unti
di scovery results have arrived or a tineout has occurred. If the
ASA has other work to do, the discover() call nmust be in a thread
of its own.

2. In an event loop inplenmentation with polling, blocking calls are
not acceptable. Therefore, all calls must be non-bl ocking, and
the main | oop could support multiple GRASP sessions in parallel
by repeatedly polling each one for a change of state. To
facilitate this, the APl inplementation would provide non-
bl ocki ng versions of all the functions that otherw se involve
bl ocki ng and queueing. |In these calls, a "noReply’ code will be
returned by each call instead of blocking, until such tinme as the
event for which it is waiting (or a failure) has occurred. Thus,
for exanple, discover() would return 'noReply’ instead of waiting
until discovery has succeeded or tinmed out. The discover() cal
woul d be repeated in every cycle of the main loop until it
conpletes. FEffectively, it becones a polling call

3. 1t was noted earlier that sone GRASP nmessages are not idenpotent;
in particular, this applies to each step in a negotiation session
-- sending the sane message twi ce m ght produce unintended side
effects. This is not affected by event |oop polling: repeating a
call after a 'noReply’ does not repeat a nmessage; it sinply
checks whether a reply has been received.

4. 1n an event loop inplenmentation with callbacks, the ASA
programer woul d provide a call back function for each
asynchronous operation. This would be called asynchronously when
areply is received or a failure such as a tineout occurs.

2. Miltiple Negotiation Scenario

The design of GRASP allows the follow ng scenario. Consider an ASA
"A" that acts as a resource allocator for some objective. An ASA "B"
| aunches a negotiation with "A" to obtain or release a quantity of
the resource. Wiile this negotiation is under way, "B" chooses to

| aunch a second simultaneous negotiation with "A" for a different
quantity of the same resource. "A" nust therefore conduct two
separate negoti ation sessions at the sanme time with the sane peer and
must not mx them up.

Note that ASAs coul d be designed to avoid such a scenario, i.e.,
restricted to exactly one negotiation session at a tinme for a given
obj ective, but this would be a voluntary restriction not required by
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the GRASP protocol. In fact, GRASP assunmes that any ASA managi ng a
resource may need to conduct nultiple parallel negotiations, possibly
with the sane peer. Comunication patterns could be very conpl ex,
with a group of ASAs overl appi ng negoti ati ons anong t hensel ves, as
described in [ANI MA-COORD]. Therefore, the APl design allows for
such scenari os.

In the callback nodel, for the scenario just described, the ASAs "A"
and "B" will each provide two instances of the callback function, one
for each session. For this reason, each ASA nust be able to

di stinguish the two sessions, and the peer’'s |P address is not
sufficient for this. It is also not safe to rely on transport port
nunbers for this, since future variants of GRASP m ght use shared
ports rather than a separate port per session. Hence, the GRASP
design includes a Session ID. Thus, when necessary, a session handl e
(see the next section) is used in the APl to distinguish sinultaneous
GRASP sessions fromeach other, so that any nunber of sessions may
proceed asynchronously in parall el

3. Overl appi ng Sessions and Operations

A CRASP session consists of a finite sequence of nessages (for

di scovery, synchronization, or negotiation) between two ASAs. It is
uniquely identified on the wire by a pseudorandom Session |ID plus the
I P address of the initiator of the session. Further details are
given in "Session ldentifier (Session ID" (Section 2.7 of

[ RFC8990]).

On the first call in a new GRASP session, the APl returns a
"session_handl e’ handl e that uniquely identifies the session within
the API, so that multiple overl appi ng sessions can be distingui shed.
Alikely inplementation is to formthe handl e fromthe underlying
GRASP Session ID and | P address. This handl e nmust be used in al
subsequent calls for the sane session. Al so see Section 2.3.2.8.

An additional nmechani smthat m ght increase efficiency for polling
inplementations is to add a general call, say notify(), which would
check the status of all outstanding operations for the calling ASA
and return the session_handl e values for all sessions that have
changed state. This would elimnate the need for repeated calls to
the individual functions returning a 'noReply’. This call is not
described below as the details are likely to be inplenentation
speci fic.

An inplication of the above for all GRASP i npl enentations is that the
GRASP core nust keep state for each GRASP operation in progress, nost
likely keyed by the GRASP Session ID and the GRASP source address of
the session initiator. Even in a threaded inplenentation, the GRASP
core will need such state internally. The session_handl e paraneter
exposes this aspect of the inplenentation.

4., Session Term nation

GRASP sessions may term nate for numerous reasons. A session ends
when di scovery succeeds or tines out, negotiation succeeds or fails,
a synchroni zation result is delivered, the other end fails to respond
before a tinmeout expires, a |oop count expires, or a network socket
error occurs. Note that a timeout at one end of a session night
result in a timeout or a socket error at the other end, since GRASP
does not send error nmessages in this case. 1In all cases, the API

will return an appropriate code to the caller, which should then

rel ease any reserved resources. After failure cases, the GRASP

speci fication recormmends an exponential backoff before retrying.

APl Definition



2.3.1. Overview of Functions
The functions provided by the APl fall into several groups:

Regi stration: These functions allow an ASA to register itself with
the GRASP core and allow a regi stered ASA to register the GRASP
objectives that it will manipul ate.

Di scovery: This function allows an ASA that needs to initiate
negotiati on or synchronization of a particular objective to
di scover a peer willing to respond.

Negoti ati on: These functions allow an ASA to act as an initiator
(requester) or responder (listener) for a GRASP negotiation
session. After initiation, negotiation is a symetric process, SO
nmost of the functions can be used by either party.

Synchroni zati on: These functions allow an ASA to act as an initiator
(requester) or responder (listener and data source) for a GRASP
synchroni zati on session

Fl oodi ng: These functions allow an ASA to send and receive an
objective that is flooded to all nodes of the ACP

Sone example logic flows for a resource managenent ASA are given in
[ ASA- QUI DE], which may be of help in understanding the follow ng
descriptions. The next section describes parameters and data
structures used in multiple APl calls. The follow ng sections
descri be various groups of function APlIs. Those APIs that do not
l'ist asynchronous nmechanisnms are inmplicitly synchronous in their
behavi or.

2.3.2. Paranmeters and Data Structures
2.3.2.1. Integers

In this APl, integers are assunmed to be 32-bit unsigned integers
(uint32_t) unless otherw se indicated.

2.3.2.2. Errorcode

Al functions in the APl have an unsigned 'errorcode’ integer as
their return value (the first return value in | anguages that allow
multiple return values). An errorcode of zero indicates success.
Any ot her value indicates failure of sone kind. The first three
errorcodes have special inportance

1 - Declined: wused to indicate that the other end has sent a GRASP
Negoti ati on End nmessage (M END) with a Decline option (O _DECLINE)

2 - No reply: wused in non-blocking calls to indicate that the other
end has sent no reply so far (see Section 2.2).

3 - Unspecified error: used when no nore specific error codes apply.

Appendi x A gives a full list of currently suggested error codes,
based on i npl enentation experience. Wile there is no absolute
requirenent for all inplenentations to use the sane error codes, this
is highly recormended for portability of applications.

2.3.2.3. Tineout

Whenever a 'timeout’ paraneter appears, it is an unsigned integer

expressed in mlliseconds. |If it is zero, the GRASP default timeout
( GRASP_DEF_TI MEQUT; see [RFC8990]) will apply. An exception is the
di scover() function, which has a different interpretation of a zero



timeout. If no response is received before the tineout expires, the
call will fail unless otherw se noted.

2.3.2.4. bjective

An 'objective’ paraneter is a data structure with the foll ow ng
conmponent s:

nane (UTF-8 string): The objective’s nane

neg (Boolean flag): True if objective supports negotiation (default
Fal se)

synch (Bool ean flag): True if objective supports synchronization
(default Fal se)

dry (Boolean flag): True if objective supports dry-run negotiation
(default Fal se)

Note 1: Only one of 'synch’ or 'neg’ nmy be True.

Note 2: 'dry’ nust not be True unless 'neg’ is also True.

Note 3: I n sonme progranm ng | anguages, the preferred
i mpl ementation nay be to represent the Bool ean flags as bits in
a single byte, which is how they are encoded i n GRASP nmessages.
I n other |anguages, an enuneration m ght be preferable.

| oop_count (unsigned integer, uint8 t): Limt on negotiation steps,
etc. (default GRASP_DEF LOOPCT; see [RFC8990]). The ’'loop_count’
is set to a suitable value by the initiator of a negotiation, to
prevent indefinite loops. It is also used to limt the
propagati on of discovery and fl ood nessages.

value: A specific data structure expressing the value of the
objective. The format is |anguage dependent, with the constraint
that it can be validly represented in CBOR [ RFC8949].

An inmportant advantage of CBOR is that the value of an

obj ective can be conpletely opaque to the GRASP core yet pass
transparently through it to and fromthe ASA. Al though the
GRASP core nust validate the format and syntax of GRASP
messages, it cannot validate the value of an objective; all it
can do is detect mal formed CBOR  The handling of decoding
errors depends on the CBOR |ibrary in use, but a corresponding
error code ('CBORfail’) is defined in the APl and will be
returned to the ASAif a faulty nessage can be assigned to a
current GRASP session. However, it is the responsibility of
each ASA to validate the value of a received objective, as

di scussed in Section 5.3 of [RFC8949]. |If the progranmm ng

| anguage in use is suitably object-oriented, the GRASP APl may
deserialize the value and present it to the ASA as an object.
If not, it will be presented as a CBOR data item In all
cases, the syntax and senantics of the objective value are the
responsibility of the ASA

A requirement for all |anguage mappi ngs and all API
inmplementations is that, regardl ess of what other options exist
for a | anguage-specific representation of the value, there is
al ways an option to use a raw CBOR data itemas the value. The
APl will then wap this with CBOR Tag 24 as an encoded CBOR
data itemfor transm ssion via GRASP, and unwap it after
reception. By this neans, ASAs will be able to comunicate
regardl ess of progranmm ng | anguage.

The 'name’ and 'value' fields are of variable I ength. GRASP does not
set a maxi numlength for these fields, but only for the total Iength
of a GRASP nessage. |Inplenentations mght inmpose length linits.



An exanpl e data structure definition for an objective in the C
| anguage, using at |east the C99 version, and assuning the use of a
particular CBOR library [libcbor], is:

typedef struct {
unsi gned char *nane;

uint8 t flags; /1 flag bits as defined by GRASP
uint8 t | oop_count;
uint32_t val ue_si ze; /'l size of value in bytes

cbor _mut abl e_data cbor _val ue;
/1 CBOR bytestring (libcbor/cbor/data.h)
} objective;

An exanpl e data structure definition for an objective in the Python
| anguage (version 3.4 or later) is:

cl ass objective:
""" A GRASP objective"""

def __init_ (self, nane):
sel f. name = nane #Uni que nane (string)
self.negotiate = Fal se #True if negotiati on supported
sel f.dryrun = Fal se #True if dry-run supported
sel f.synch = Fal se #True if synchroni zati on supported
sel f.l oop_count = GRASP_DEF_LOOPCT # Default starting val ue
sel f.val ue = None #Pl ace hol der; any Python object

2.3.2.5. asa_locator

An "asa_ | ocator’ paraneter is a data structure with the foll ow ng
contents:

|l ocator: The actual |ocator, either an I P address or an ASCI |
string.

ifi (unsigned integer): The interface identifier index via which
this was discovered (of limted use to nost ASAs).

expire (system dependent type): The tinme on the |local system clock
when this locator will expire fromthe cache.

The following covers all |ocator types currently supported by
GRASP:
* is_ipaddress (Boolean) - True if the locator is an |IP address.

* jis_fqgdn (Boolean) - True if the locator is a Fully Qualified
Dormai n Name ( FCDN) .

* is_uri (Boolean) - True if the locator is a URI.

These options are nutually exclusive. Depending on the
programm ng | anguage, they could be represented as a bit pattern
or an enuneration.

diverted (Boolean): True if the | ocator was discovered via a Divert
opti on.

protocol (unsigned integer): Applicable transport protoco
(1 PPROTO_TCP or | PPROTO UDP). These constants are defined in the
CDDL specification of GRASP [ RFC8990] .

port (unsigned integer): Applicable port nunber.
The 'locator’ field is of variable length in the case of an FQDN or a

URI. GRASP does not set a maxinmumlength for this field, but only
for the total Iength of a GRASP nessage. |nplenentations night



i mpose length limts.

It should be noted that when one ASA di scovers the asa | ocator of
another, there is no explicit authentication mechanism In
accordance with the trust nodel provided by the secure ACP, ASAs are
presunmed to provide correct locators in response to discovery. See
"Locator Options" (Section 2.9.5 of [RFC8990]) for further details.

2.3.2.6. Tagged objective

A 'tagged_objective' paraneter is a data structure with the follow ng
contents:

obj ective: An objective.

| ocator: The asa | ocator associated with the objective, or a nul
val ue.

2.3.2.7. asa_handl e

Al t hough an aut hentication and authorization schene for ASAs has not
been defined, the APl provides a very sinple hook for such a schene.
When an ASA starts up, it registers itself with the GRASP core, which
provides it with an opaque handl e that, although not
cryptographically protected, would be difficult for a third party to
predict. The ASA nust present this handle in future calls. This
mechanismw || prevent sone el enmentary errors or trivial attacks such
as an ASA mani pul ating an objective it has not registered to use.

Thus, in nost calls, an 'asa_handl e’ parameter is required. It is
generated when an ASA first registers with GRASP, and t he ASA nust
then store the asa handle and use it in every subsequent GRASP cal l
Any call in which an invalid handle is presented will fail. It is an
up to 32-bit opaque value (for example, represented as a uint32 t,
dependi ng on the language). Since it is only used locally, and not
in GRASP nessages, it is only required to be unique within the |oca
GRASP instance. It is valid until the ASA terminates. It should be
unpredi ctable; a possible inplementation is to use the sanme nmechani sm
that GRASP uses to generate Session IDs (see Section 2.3.2.8).

2.3.2.8. Session_handl e and Cal | backs

In sone calls, a ' session_handl e paraneter is required. This is an
opaque data structure as far as the ASA is concerned, used to
identify calls to the APl as belonging to a specific GRASP session
(see Section 2.2.3). It will be provided as a paraneter in callback
functions. As well as distinguishing calls fromdifferent sessions,
it also allows GRASP to detect and ignore calls from non-existent or
ti med- out sessions.

In an event |loop inplenentation, callback functions (Section 2.2.1)
may be supported for all APl functions that involve waiting for a
renote operation:

di scover () whose cal |l back woul d be di scovery_received().

request _negoti ate() whose cal |l back woul d be
negoti ate_step _received().

negoti ate_step() whose cal |l back woul d be
negoti ate_step_received().

|isten_negotiate() whose call back woul d be
negoti ate_step _received().

synchroni ze() whose cal |l back woul d be synchroni zation_received().



Further details of callbacks are inplenentation dependent.
2.3.3. Registration
These functions are used to register an ASA, and the objectives that
it nodifies, with the GRASP nodule. |In the absence of an
aut hori zati on nodel, these functions are very sinple, but they wll
avoid nultiple ASAs choosing the sane nane and will prevent nultiple
ASAs mani pul ati ng the sane objective. |f an authorization nodel is
added to CRASP, these APl calls would need to be nodified
accordi ngly.
* register_asa()
Al'l ASAs must use this call before issuing any other APl calls.
- Input paraneter:
nane of the ASA (UTF-8 string)
- Return val ue:
errorcode (unsigned integer)
asa_handl e (unsi gned integer)

- This initializes the state in the GRASP nodule for the calling
entity (the ASA). In the case of success, an 'asa handle' is
returned, which the ASA nust present in all subsequent calls.
In the case of failure, the ASA has not been authorized and
cannot operate. The 'asa_handl e’ val ue is undefined.

* deregister_asa()
- Input paraneters:
asa_handl e (unsi gned integer)
nane of the ASA (UTF-8 string)
- Return val ue:
errorcode (unsigned integer)

- This renoves all state in the GRASP nodule for the calling
entity (the ASA) and deregisters any objectives it has
registered. Note that these actions nmust al so happen
automatically if an ASA exits.

- Note -- the ASA nane is, strictly speaking, redundant in this
call but is present to detect and reject erroneous
deregi strations.

* register_objective()

ASAs nust use this call for any objective whose value they need to
transmt by negotiation, synchronization, or flooding.

- Input paraneters:
asa_handl e (unsi gned integer)
obj ective (structure)

ttl (unsigned integer -- default GRASP_DEF_TI MEQUT)
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di scoverabl e (Bool ean -- default Fal se)
overlap (Boolean -- default Fal se)
| ocal (Boolean -- default Fal se)
Ret urn val ue:
errorcode (unsigned integer)

This registers an objective that this ASA may nodi fy and
transmt to other ASAs by flooding or negotiation. It is not
necessary to register an objective that is only received by
GRASP synchroni zation or flooding. The 'objective becones a
candi date for discovery. However, discovery responses shoul d
not be enabled until the ASA calls listen_negotiate() or
listen_synchronize(), showing that it is able to act as a
responder. The ASA may negotiate the objective or send
synchroni zation or flood data. Registration is not needed for
"read-only" operations, i.e., the ASA only wants to receive
synchroni zation or flooded data for the objective concerned.

The 'ttl’ paraneter is the valid lifetime (time to live) in
m | 1iseconds of any discovery response generated for this
obj ective. The default value should be the GRASP defaul t

ti meout (GRASP_DEF Tl MEQUT; see [ RFC8990]).

If the parameter 'discoverable is True, the objective is

i medi atel y di scoverable. This is intended for objectives that
are only defined for GRASP di scovery and that do not support
negoti ati on or synchronization

If the parameter 'overlap’ is True, nore than one ASA may
register this objective in the sane GRASP instance. This is of
value for life cycle managenent of ASAs [ ASA- GUI DE] and nust be
used consistently for a given objective (always True or always
Fal se).

If the parameter 'local’ is True, discovery nust return a |ink-
| ocal address. This feature is for objectives that nust be
restricted to the local |ink

This call may be repeated for nultiple objectives.

der egi ster_objective()

| nput paraneters:
asa_handl e (unsi gned integer)
obj ective (structure)
Ret urn val ue:
errorcode (unsigned integer)
The 'objective’ must have been registered by the calling ASA
if not, this call fails. QOherwise, it renoves all state in

the GRASP nodul e for the given objective.

Di scovery

di scover ()

This function nmay be used by any ASA to di scover peers handling a



gi ven obj ecti ve.
- I nput paraneters:
asa_handl e (unsi gned integer)
obj ective (structure)
ti meout (unsigned integer)
m ni mum TTL (unsi gned integer)
- Return val ues
errorcode (unsigned integer)
| ocator _list (structure)

- This returns a list of discovered "asa_locators’ for the given
obj ective. An enpty list neans that no |ocators were
di scovered within the timeout. Note that this structure
includes all the fields described in Section 2.3.2.5.

- The paraneter 'mininumTTL’ nust be greater than or equal to
zero. Any locally cached |locators for the objective whose
remaining tine to live in mlliseconds is |less than or equal to
"mnimum TTL' are deleted first. Thus, "mnimumTTL" = 0 will
flush all entries. Note that this will not affect sessions
al ready in progress using the deleted | ocators.

- If the paraneter 'timeout’ is zero, any remaining locally
cached | ocators for the objective are returned i medi ately, and
no other action is taken. (Thus, a call with 'mninum TTL' and
"timeout’ both equal to zero is pointless.)

- If the paraneter 'timeout’ is greater than zero, CGRASP
di scovery is perforned, and all results obtai ned before the
timeout in mlliseconds expires are returned. |If no results
are obtained, an enpty list is returned after the tineout.
That is not an error condition. GRASP discovery is not a
deterministic process. |If there are nultiple nodes handling an
obj ective, none, sone, or all of themw || be discovered before
the tinmeout expires.

- Asynchronous Mechani sns:

Threaded inpl enentation: This should be called in a separate
thread if asynchronous operation is required.

Event | oop inplenentation: An additional in/out
"session_handl e’ paraneter is used. |f the 'errorcode
paraneter has the value 2 (' noReply’), no response has been
received so far. The ’session_handl e’ paraneter nust be
presented in subsequent calls. A callback may be used in
the case of a non-zero timeout.

2.3.5. Negotiation

Since the negotiation mechanismis different froma typical client/
server exchange, Figure 2 illustrates the sequence of calls and GRASP
messages in a negotiation. Note that after the first protoco
exchange, the process is symmetrical, with negotiating steps strictly
alternating between the two sides. Either side can end the
negotiation. Also, the side that is due to respond next can insert a
delay at any time, to extend the other side’'s tinmeout. This would be
used, for example, if an ASA needed to negotiate with a third party



before continuing with the current negotiation.

The | oop count enbedded in the objective that

is the subject of

negotiation is initialized by the ASA that starts a negotiati on and

is then decremented by the GRASP core at each step,
each M NEGOTI ATE nessage.

fail, and each side wll

Initiator

request _negoti ate()

it reaches zero,

receive an error code

Responder

listen_negotiate() \

prior to sending

the negotiation wll

Awai t request

M REQ NEG -> negoti ate_step() Qpen sessi on,
<- M _NEGOTI ATE start negotiation
negoti ate_step()
M _NEGOTI ATE -> negoti ate_step() Cont i nue
<- M _NEGOTI ATE negoti ati on
negotiate wait() I nsert
MWAIT -> del ay
negoti ate_step()
M _NEGOTI ATE -> negoti ate_step() Cont i nue
<- M _NEGOTI ATE negoti ati on
negoti ate_step()
M NEGOTI ATE -> end_negoti ate() End
<- M _END negoti ati on

Process results

Figure 2: Negotiation Sequence
As the negotiation proceeds, each side will update the value of the
objective in accordance with its particular semantics, defined in the
specification of the objective. Although many objectives will have
val ues that can be ordered, so that negotiation can be a sinple
bi ddi ng process, it is not a requirenent.

Failure to agree, a tinmeout, or |oop count exhaustion may all end a
negoti ati on session, but none of these cases are protocol failures.

* request_negotiate()

This function is used by any ASAto initiate negotiation of a
GRASP obj ective as a requester (client).

- Input paraneters:
asa_handl e (unsi gned integer)
obj ective (structure)
peer (asa_l ocator)
ti meout (unsigned integer)
- Return val ues
errorcode (unsigned integer)
session_handl e (structure) (undefined unless successful)

prof fered_objective (structure) (undefined unless
successful)



reason (string) (enpty unless negotiation declined)

This functi on opens a negotiation session between two ASAs.
Note that GRASP currently does not support multiparty
negoti ati on, which would need to be added as an extended
function.

The 'objective’ parameter nust include the requested val ue, and
its loop count should be set to a suitable starting val ue by
the ASA. |If not, the GRASP default will apply.

Note that a given negotiation session may or may not be a dry-
run negotiation; the two nodes nust not be mixed in a single
sessi on.

The 'peer’ paraneter is the target node; it nust be an
"asa_l ocator’ as returned by discover(). If 'peer’ is null,
GRASP di scovery is automatically performed first to find a
sui tabl e peer (i.e., any node that supports the objective in
question).

The 'timeout’ paraneter is described in Section 2.3.2.3.

If the "errorcode’ return value is 0, the negotiation has
successfully started. There are then two cases:

1. The 'session_handle’ parameter is null. 1In this case, the
negoti ati on has succeeded with one exchange of nessages,
and the peer has accepted the request. The returned
"proffered_objective contains the value accepted by the
peer, which is therefore equal to the value in the
requested 'objective’. For this reason, no session handle
i s needed, since the session has ended.

2. The 'session_handl e’ paraneter is not null. |In this case,
negoti ati on nust continue. The ’'session_handl e nust be
presented in all subsequent negotiation steps. The
returned 'proffered objective’ contains the first val ue
proffered by the negotiation peer in the first exchange of
messages; in other words, it is a counter-offer. The
contents of this instance of the objective nust be used to
prepare the next negotiation step (see negotiate_step()
bel ow) because it contains the updated | oop count, sent by
the negotiation peer. The GRASP code automatically
decrenents the | oop count by 1 at each step and returns an
error if it becomes zero. Since this termnates the
negotiation, the other end will experience a timeout, which
will termnate the other end of the session

This function nust be followed by calls to 'negotiate_step
and/or 'negotiate wait’ and/or 'end_negotiate’ until the
negoti ati on ends. 'request _negotiate’ may then be called
again to start a new negoti ati on.

If the *errorcode’ paraneter has the value 1 (' declined ), the
negoti ati on has been declined by the peer (M END and O DECLI NE
features of GRASP). The 'reason’ string is then available for
i nformati on and di agnostic use, but it may be a null string.
For this and any other error code, an exponential backoff is
recomrended before any retry (see Section 3).

Asynchr onous Mechani sns:

Threaded i npl enentation: This should be called in a separate
thread if asynchronous operation is required.
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Event | oop inplenentation: The ’session_handle’ parameter is
used to distinguish nmultiple sinultaneous sessions. |f the
"errorcode’ paraneter has the value 2 (' noReply’), no
response has been received so far. The ’'session_handl e’
paraneter nmust be presented in subsequent calls.

Use of dry-run node nmust be consistent within a GRASP session
The state of the "dry’ flag in the initial request _negotiate()
call nmust be the sane in all subsequent negotiation steps of
the same session. The senmantics of the dry-run node are built
into the ASA; GRASP nerely carries the flag bit.

Special note for the ACP infrastructure ASA: It is likely that
this ASA will need to discover and negotiate with its peers in
each of its on-link neighbors. It will therefore need to know
not only the link-local |P address but also the physica
interface and transport port for connecting to each nei ghbor
One inpl ementation approach to this is to include these details
in the 'session_handl e’ data structure, which is opaque to

nor mal ASAs.

listen_negotiate()

This function is used by an ASA to start acting as a negotiation
responder (listener) for a given GRASP objective.

I nput paraneters:
asa_handl e (unsi gned integer)
obj ective (structure)
Return val ues
errorcode (unsigned integer)
session_handl e (structure) (undefined unless successful)

request ed_obj ective (structure) (undefined unless
successful)

This function instructs GRASP to listen for negotiation
requests for the given 'objective’. It also enables discovery
responses for the objective, as nentioned under

regi ster_objective() in Section 2.3.3.

Asynchr onous Mechani sns:

Threaded i npl enentation: It will block waiting for an incomn ng
request, so it should be called in a separate thread if
asynchronous operation is required. Unless there is an
unexpected failure, this call only returns after an i ncom ng
negotiation request. |If the ASA supports multiple
si mul t aneous transactions, a new sub-thread must be spawned
for each new session, so that |isten_negotiate() can be
call ed agai n i medi ately.

Event | oop inplenentation: A ’'session_handle paraneter is
used to distinguish individual sessions. |f the ASA
supports nultiple simultaneous transactions, a new event
must be inserted in the event |oop for each new session, so
that listen_negotiate() can be reactivated i medi ately.

This call only returns (threaded nodel) or triggers (event
| oop) after an incom ng negotiation request. Wen this occurs,
"request ed_objective’ contains the first value requested by the



negoti ati on peer. The contents of this instance of the

obj ective nust be used in the subsequent negotiation cal
because it contains the | oop count sent by the negotiation
peer. The ’'session_handl e’ nust be presented in all subsequent
negoti ati on steps.

- This function nust be followed by calls to 'negotiate_step
and/or 'negotiate wait’ and/or 'end_negotiate’ until the
negoti ati on ends.

- |If an ASA is capable of handling multiple negotiations
simultaneously, it may call ’'listen_negotiate’ sinmultaneously
frommultiple threads, or insert multiple events. The APl and
GRASP i npl enent ati on nust support re-entrant use of the
listening state and the negotiation calls. Sinultaneous
sessions will be distinguished by the threads or events
t hensel ves, the CGRASP session handl es, and the underlying
uni cast transport sockets.

stop_listen_negotiate()

This function is used by an ASA to stop acting as a responder
(listener) for a given GRASP objective.

- Input paraneters:
asa_handl e (unsi gned integer)
obj ective (structure)

- Return val ue:
errorcode (unsigned integer)

- Instructs GRASP to stop listening for negotiation requests for
the given objective, i.e., cancels 'listen_negotiate’

- Asynchronous Mechani sns:

Threaded i npl enentation: Mst be called froma different
thread than ’'|isten_negoti ate’

Event | oop inplenmentation: No special considerations.
negoti ate_step()

This function is used by either ASA in a negotiation session to
make the next step in negotiation.

- I nput paraneters:

asa_handl e (unsi gned integer)

session_handl e (structure)

obj ective (structure)

ti meout (unsigned integer) as described in Section 2.3.2.3
- Return val ues:

Exactly as for ’'request _negotiate’
-  Executes the next negotiation step with the peer. The

" obj ective' paraneter contains the next value being proffered
by the ASA in this step. It must also contain the |atest



"l oop_count’ val ue received fromrequest_negotiate() or
negoti ate_step().

- Asynchronous Mechani sns:
Threaded i npl enentation: Usually called in the same thread as
the preceding 'request_negotiate’ or 'listen_negotiate’,
with the sane val ue of ’'session_handl e’
Event | oop inplenentation: Mst use the sane val ue of
'session_handl e’ returned by the preceding
‘request _negotiate’ or 'listen_negotiate’

negotiate wait()

This function is used by either ASA in a negotiation session to
del ay the next step in negotiation

- Input paraneters:
asa_handl e (unsi gned integer)
session_handl e (structure)
ti meout (unsigned integer)
- Return val ue:
errorcode (unsigned integer)

- Requests the renote peer to delay the negotiation session by
"timeout’ mlliseconds, thereby extending the original tineout.
This function sinply triggers a GRASP Confirm Wi ting nessage
(see [RFC8990] for details).

- Asynchronous Mechani sns:

Threaded i nplenentation: Called in the same thread as the
preceding 'request _negotiate’ or 'listen_negotiate, with
the same val ue of ’'session_handl e’

Event | oop inplenentation: Mist use the sanme val ue of
"session_handl e’ returned by the preceding
"request _negotiate’ or 'listen_negotiate’

end_negoti ate()

This function is used by either ASA in a negotiation session to
end a negoti ation.

- I nput paraneters:
asa_handl e (unsi gned integer)
session_handl e (structure)
result (Bool ean)
reason (UTF-8 string)

- Return val ue:
errorcode (unsigned integer)

-  End the negotiation session
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"result’ = True for accept (successful negotiation), and Fal se
for decline (failed negotiation).

"reason’ = string describing reason for decline (may be null
ignored if accept).

- Asynchronous Mechani sns:
Threaded i npl enentation: Called in the same thread as the
preceding 'request _negotiate’ or 'listen_negotiate', with
the same val ue of ’'session_handl e’
Event | oop inplenentation: Mist use the sane val ue of
"session_handl e’ returned by the preceding
"request _negotiate’ or 'listen_negotiate’
Synchroni zati on and Fl oodi ng
synchroni ze()

This function is used by any ASA to cause synchronization of a
GRASP obj ective as a requester (client).

- Input paraneters:
asa_handl e (unsi gned integer)
obj ective (structure)
peer (asa_l ocator)
ti meout (unsigned integer)
- Return val ues
errorcode (unsigned integer)
result (structure) (undefined unless successful)

- This call requests the synchronized val ue of the given

" obj ective’

- If the '"peer’ paraneter is null, and the objective is already
available in the local cache, the flooded objective is returned
imediately in the "result’ paraneter. |In this case, the

"tinmeout’ is ignored.

- |If the '"peer’ paraneter is not null, or a cached value is not
avai |l abl e, synchronization with a discovered ASA is perforned.
If successful, the retrieved objective is returned in the
"result’ val ue.

- The 'peer’ paraneter is an 'asa_locator’ as returned by
discover(). If 'peer’ is null, GRASP discovery is
automatically performed first to find a suitable peer (i.e.,
any node that supports the objective in question).

- The "tineout’ paranmeter is described in Section 2.3.2.3.

- This call should be repeated whenever the | atest value is
needed.

- Asynchronous Mechani sns:

Threaded inplenentation: Call in a separate thread if
asynchronous operation is required.



Event | oop inplenentation: An additional in/out
"session_handl e’ paraneter is used, as in
request _negotiate(). |If the "errorcode’ paraneter has the
value 2 ('noReply’), no response has been received so far
The ’session_handl e’ paraneter nmust be presented in
subsequent call s.

- In the case of failure, an exponential backoff is recommended
before retrying (Section 3).

* |isten_synchronize()

This function is used by an ASA to start acting as a
synchroni zati on responder (listener) for a given GRASP objective.

- Input paraneters:
asa_handl e (unsi gned integer)
obj ective (structure)

- Return val ue:

errorcode (unsigned integer)

- This instructs GRASP to |isten for synchroni zation requests for
the given objective and to respond with the value given in the
"objective’ parameter. It also enables discovery responses for
the objective, as nmentioned under register_objective() in

Section 2.3.3.

- This call is non-blocking and may be repeated whenever the
val ue changes

* stop_listen_synchronize()

This function is used by an ASA to stop acting as a
synchroni zati on responder (listener) for a given GRASP objective.

- Input paraneters:
asa_handl e (unsi gned integer)
obj ective (structure)
- Return val ue:
errorcode (unsigned integer)
- This call instructs GRASP to stop listening for synchronization
requests for the given 'objective’, i.e., it cancels a previous
I'i sten_synchroni ze.

*  flood()

This function is used by an ASA to fl ood one or nore GRASP
obj ectives throughout the Autonom ¢ NetworKk.

Not e that each GRASP node caches all flooded objectives that it
receives, until each one’s time to live expires. Cached

obj ectives are tagged with their origin as well as an expiry tineg,
so multiple copies of the sane objective may be cached

si mul taneously. Further details are given in "Flood
Synchroni zati on Message" (Section 2.8.11 of [RFC8990]).



| nput paranmeters:
asa_handl e (unsi gned integer)
ttl (unsigned integer)
tagged_objective_list (structure)
Ret urn val ue:
errorcode (unsigned integer)

This call instructs GRASP to flood the given synchronization
obj ective(s) and their value(s) and associated |locator(s) to
al | GRASP nodes.

The 'ttl’ paraneter is the valid lifetime (tine to live) of the
flooded data in mlliseconds (0 = infinity).

The 'tagged objective list’ paraneter is a list of one or nore
"tagged_objective' couplets. The 'locator’ paraneter that tags
each objective is normally null but may be a valid
"asa_locator’. Infrastructure ASAs needing to flood an
{address, protocol, port} 3-tuple with an objective create an
asa_ |l ocator object to do so. If the IP address in that |ocator
is the unspecified address ('::’), it is replaced by the Iink-
| ocal address of the sending node in each copy of the flood
mul ti cast, which will be forced to have a | oop count of 1.

This feature is for objectives that must be restricted to the

| ocal link.

The function checks that the ASA registered each objective.

This call may be repeated whenever any val ue changes.

get _fl ood()

This function is used by any ASA to obtain the current value of a
fl ooded GRASP obj ecti ve.

| nput paraneters:
asa_handl e (unsi gned integer)
obj ective (structure)

Return val ues
errorcode (unsigned integer)

tagged _objective |list (structure) (undefined unless
successful)

This call instructs GRASP to return the given synchroni zation
objective if it has been flooded and its lifetime has not
expired.

The 'tagged_objective |ist’ paraneter is a |list of
'tagged_objective' couplets, each one being a copy of the

fl ooded objective and a corresponding |l ocator. Thus, if the
same objective has been flooded by nultiple ASAs, the recipient
can di stinguish the copies.

Note that this call is for advanced ASAs. |n a sinple case, an
ASA can sinmply call synchronize() in order to get a valid
fl ooded objecti ve.
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* expire_flood()

This function nmay be used by an ASA to expire specific entries in
the | ocal GRASP fl ood cache.

| nput paranmeters:
asa_handl e (unsi gned integer)
tagged_obj ective (structure)

- Return val ue:

errorcode (unsigned integer)

- This is a call that can only be used after a preceding call to
get _flood() by an ASA that is capable of deciding that the
flooded value is stale or invalid. Use with care.

- The 'tagged objective' paraneter is the one to be expired.

7. Invalid Message Function
* send_invalid()

This function nmay be used by any ASA to stop an ongoi ng GRASP
sessi on.

- Input paraneters:
asa_handl e (unsi gned integer)
session_handl e (structure)
i nfo (bytes)
- Return val ue:
errorcode (unsigned integer)

- Sends a GRASP Invalid nmessage (MINVALID), as described in
[ RFC8990]. It should not be used if end_negotiate() would be
sufficient. Note that this nessage nmay be used in response to
any uni cast GRASP nessage that the receiver cannot interpret
correctly. 1In npobst cases, this nessage will be generated
internally by a GRASP inpl enentation

"info’ = optional diagnostic data supplied by the ASA. It may
be raw bytes fromthe invalid nessage

Security Considerations

Security considerations for the GRASP protocol are discussed in

[ RFC8990]. These include denial -of -service issues, even though these
are considered a lowrisk in the ACP. In various places, GRASP
recomends an exponential backoff. An ASA using the APl shoul d use
exponenti al backoff after failed discover(), req_negotiate(), or
synchroni ze() operations. The timescale for such backoffs depends on
the semantics of the GRASP objective concerned. Additionally, a

fl ood() operation should not be repeated at shorter intervals than is
useful. The appropriate interval depends on the semantics of the
GRASP obj ective concerned. These precautions are intended to assi st
the detection of denial-of-service attacks.

As a general precaution, all ASAs able to handle multiple negotiation
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or synchroni zation requests in parallel may protect thenselves

agai nst a denial -of-service attack by Iimting the nunber of requests
they handl e sinultaneously and silently discardi ng excess requests.

It might also be useful for the GRASP core to limt the nunber of

obj ectives registered by a given ASA, the total nunber of ASAs

regi stered, and the total nunber of sinultaneous sessions, to protect
systemresources. During times of high autonomc activity, such as
recovery fromw despread faults, ASAs may experience many GRASP
session failures. Quidance on nmaki ng ASAs suitably robust is given
in [ ASA- GUl DE] .

As noted earlier, the trust nodel is that all ASAs in a given

Aut ononi ¢ Network communi cate via a secure autonom c control plane;
therefore, they trust each other’s nmessages. Specific authorization
of ASAs to use particular GRASP objectives is a subject for future
study, also briefly discussed in [ RFC8990].

The careful reader will observe that a malicious ASA could extend a
negoti ati on session indefinitely by use of the negotiate wait()
function or by manipulating the | oop count of an objective. A
robustly inplemented ASA coul d detect such behavior by a peer and
break of f negotiation.

The "asa handle’ is used in the APl as a first |ine of defense
against a malware process attenpting to imtate a legitimtely

regi stered ASA. The 'session_handle’ is used in the APl as a first
Iine of defense against a nmalware process attenpting to hijack a
GRASP session. Both these handles are likely to be created using
GRASP' s 32-bit pseudorandom Session ID. By construction, GRASP
avoids the risk of Session ID collisions (see "Session ldentifier
(Session ID)", Section 2.7 of [RFC38990]). There remains a finite
probability that an attacker could guess a Session ID
session_handl e, or asa_handle. However, this would only be of val ue
to an attacker that had already penetrated the ACP, which would allow
many ot her sinpler forms of attack than hijacki ng GRASP sessi ons.

I ANA Consi derations
Thi s docunment has no | ANA acti ons.
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Appendi x A.  Error Codes

This appendi x lists the error codes defined so far on the basis of

i npl ement ati on experience, with suggested synbolic names and
correspondi ng descriptive strings in English. It is expected that
complete APl inplementations will provide for localization of these
descriptive strings, and that additional error codes will be needed
according to inplenentation details.

The error codes that may only be returned by one or two functions are
annot ated accordingly, and the others nay be returned by nunerous
functions. The 'noSecurity’ error will be returned to nost calls if
GRASP is running in an insecure node (i.e., with no secure substrate
such as the ACP), except for the specific DULL usage node descri bed
in "Discovery Unsolicited Link-Local (DULL) GRASP" (Section 2.5.2 of

[ RFC8990] .

| Narme | Error | Description |
I | Code | I
[ et el Ll et sy
| ok | 0 | "K' I
. Fommma - T +
| declined | 1 | "Declined" (reg_negoti ate, |
| | | negoti ate_step) |
S AR, oo m e e e e e e e e e e ao - +
| noReply | 2 | "No reply" (indicates waiting |
| | state in event |loop calls) |
. Fommma - T Y +
| unspec | 3 | "Unspecified error” |



ASAf ul | | 4 | "ASA registry full"
| | (register_asa)
________________ B
dupASA | 5 | "Duplicate ASA nane"
| | (register_asa)
________________ e
NoASA | 6 | "ASA not registered"
________________ B
not Your ASA | 7 | "ASA registered but not by you"
| | (deregister_asa)
................ .
not Bot h | 8 | "Objective cannot support both

| | negotiation and
| | synchronization" (register_obj)

________________ B
not Dry | 9 | "Dry-run allowed only with
| | negotiation" (register_obj)
________________ e
not Overl ap | 10 | "Overlap not supported by this
| | inplenentation" (register_obj)
________________ B
obj Ful | | 11 | "Cbjective registry full"
| | (register_obj)
________________ e
obj Reg | 12 | "CObjective already registered"
| | (register_obj)
________________ B
not Your Qbj | 13 | "Objective not registered by
| | this ASA'
________________ e
not Qbj | 14 | "QObjective not found"
________________ B
not Neg | 15 | "Objective not negotiable"

| | (req_negotiate,
| | listen_negotiate)

________________ Femm e e e e e e m e e e e e e e e e e e e e e e e e e — . ——-——-—--
noSecurity | 16 | "No security"
________________ B
noDi scRepl y | 17 | "No reply to discovery"
| (reg_negotiate)
................ .
sockEr r NegRq | 18 | "Socket error sending

| negotiation request"
| | (req_negotiate)

________________ B
noSessi on | 19 | "No session"
................ .
noSocket | 20 | "No socket™
________________ B
| oopExhausted | 21 | "Loop count exhausted"
| | (negotiate step)
................ O
sockErrNegStep | 22 | "Socket error sending

| negotiation step”
| | (negoti ate_step)

________________ B
noPeer | 23 | "No negotiation peer"
| | (reqg_negotiate, negotiate_step)
................ .
CBORf ai | | 24 | "CBOR decode failure"

| | (reg_negotiate, negotiate_step,
| | synchronize)

i nval i dNeg | 25 | "Invalid Negotiate nessage"”
| | (req_negotiate, negotiate_step)



| invalidEnd | 26 | "I'nvalid end nessage"

| | | (req_negotiate, negotiate _step) |
o a o Fomm o - o m e e e e e e e e e eee oo s +
| noNegReply | 27 | "No reply to negotiation step" |
| | | (req_negotiate, negotiate_step) |
o e R, o e e e e e e e e e e e e e e +
| noValidStep | 28 | "No valid reply to negotiation

| | | step" (reqg_negotiate, |
| | | negotiate_step) |

. Fommma - T T +
| sockErrWiit | 29 | "Socket error sending wait

| | | nessage” (negotiate_wait) |
S AR, oo m e e e e e e e e e e ao - +
| sockErrEnd | 30 | "Socket error sending end |

| | | nessage" (end_negoti ate, |
| | | send_invalid) |

oo o - N St +
| I'Del ash | 31 | "lIncom ng request Session ID |
| | | clash" (listen_negotiate) |
o a o Fomm o - o mm e e e e e e eee oo s +
| not Synch | 32 | "Not a synchronization |
| | | objective" (synchronize, |
| | | get_flood) |
o e R, o e e e e e e e e e e e e e e +
| not Fl oodDi sc | 33 | "Not flooded and no reply to |
| | | discovery" (synchronize)
o a o Fomm o - o m e e e e e e e e e eee oo s +
| sockErrSynRq | 34 | "Socket error sending synch |
| | | request" (synchronize)

o e R, o e e e e e e e e e e e e e e +
| noLi stener | 35 | "No synch Ilistener" |
| | | (synchroni ze) |
o a o Fomm o - o m e e e e e e e e e eee oo s +
| noSynchReply | 36 | "No reply to synchronization |
| | | request" (synchronize) |
o e R, o e e e e e e e e e e e e e e +
| noValidSynch | 37 | "No valid reply to |

| | | synchronization request” |
| | | (synchroni ze) |
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