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(GRASP), which enabl es autonom ¢ nodes and Autononic Service Agents
to dynamically discover peers, to synchronize state with each other,
and to negotiate paraneter settings with each other. GRASP depends
on an external security environnment that is described el sewhere. The
techni cal objectives and paraneters for specific application
scenarios are to be described in separate docunents. Appendices
briefly discuss requirenents for the protocol and existing protocols
wi th conparabl e features.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8990.

Copyri ght Notice

Copyright (c) 2021 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction
2. Protocol Overview

Ter mi nol ogy

Hi gh- Level Depl oynent Model

Hi gh- Level Design

Qui ck Operating Overview

GRASP Basi c Properties and Mechani sns
5.1. Required External Security Mechanism

NN NN
NOAWNE



2.5.2. Discovery Unsolicited Link-Local (DULL) GRASP
2.5.3. Transport Layer Usage
2.5.4. Discovery Mechani sm and Procedures
2.5.5. Negotiation Procedures
2.5.6. Synchroni zati on and Fl oodi ng Procedures
2.6. CRASP Constants
2.7. Session ldentifier (Session |ID)
2.8. CRASP Messages
2.8.1. Message Overvi ew
2.8.2. CRASP Message For mat
2.8.3. Message Size
2.8.4. Discovery Message
2.8.5. Discovery Response Message
2.8.6. Request Messages
2.8.7. Negotiation Message
2.8.8. Negotiation End Message
2.8.9. ConfirmWiiting Message
2.8.10. Synchroni zati on Message
2.8.11. Flood Synchronizati on Message
2.8.12. Invalid Message
2.8.13. No Operation Message
2.9. CRASP Options
2.9.1. Format of GRASP Options
2.9.2. Divert Option
2.9.3. Accept Option
2.9.4. Decline Option
2.9.5. Locator Options
2.10. Qbjective Options
2.10.1. Format of Objective Options
2.10.2. (Objective Flags
2.10.3. Ceneral Considerations for Objective Options
2.10.4. Organizing of Ohjective Options
2.10.5. Experinental and Exanple hjective Options
3. Security Considerations
4. CDDL Specification of GRASP
5. | ANA Consi derations
6. References

6.1. Normative References
6.2. Informative References
Appendi x A, Exanpl e Message Fornmats
A.1. Discovery Exanple
2. Flood Exampl e
3.  Synchroni zation Exampl e
4. Sinple Negotiation Exanple
5. Conplete Negotiation ExaerI e
Appendi x B. Requirenment Analysis of Discovery, Synchronization,
and Negoti ation
1 Requi renments for Discovery
. 2. Requirenments for Synchronization and Negotiation Capability
B.3. Specific Technical Requirenents
Appendix C. Capability Analysis of Current Protocols
Acknowl edgnent s
Aut hors’ Addresses

I nt roduction

The success of the Internet has nmade | P-based networks bigger and
nmore conplicated. Large-scale ISP and enterprise networks have
becone nore and nore problematic for human-based managenent. Al so,
operational costs are growi ng quickly. Consequently, there are

i ncreased requirenents for autonom c behavior in the networks.
General aspects of Autonom c Networks are discussed in [RFC7575] and
[ RFC7576] .

One approach is to largely decentralize the |ogic of network
managenment by migrating it into network elenments. A reference nodel
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for Autonom c Networking on this basis is given in [RFC8993]. The
reader should consult this docunent to understand how vari ous

aut onom ¢ conponents fit together. |In order to achieve autonony,
devi ces that enbody Autonom c Service Agents (ASAs, [RFC7575]) have
specific signaling requirenments. |n particular, they need to

di scover each other, to synchronize state with each other, and to
negoti ate paranmeters and resources directly with each other. There
is nolimtation on the types of paraneters and resources concerned,
whi ch can include very basic information needed for addressing and
routing, as well as anything else that night be configured in a
conventional non-autonom c network. The atomic unit of discovery,
synchroni zati on, or negotiation is referred to as a technica
objective, i.e., a configurable parameter or set of paraneters
(defined nore precisely in Section 2.1).

Negotiation is an iterative process, requiring nultiple nessage
exchanges forming a closed | oop between the negotiating entities. 1In
fact, these entities are ASAs, nornally but not necessarily in
different network devices. State synchronization, when needed, can
be regarded as a special case of negotiation without iteration. Both
negoti ati on and synchroni zation nust logically foll ow di scovery.

More details of the requirenments are found in Appendix B

Section 2.3 describes a behavior nodel for a protocol intended to
support discovery, synchronization, and negotiation. The design of
GeneRi ¢ Autonomic Signaling Protocol (GRASP) in Section 2 is based on
this behavior nodel. The relevant capabilities of various existing
protocols are reviewed in Appendi x C

The proposed di scovery mechanismis oriented towards synchronization
and negotiation objectives. It is based on a nei ghbor discovery
process on the local link, but it also supports diversion to peers on
other links. There is no assunption of any particular form of
networ k topol ogy. Wen a device starts up with no preconfiguration,
it has no know edge of the topology. The protocol itself is capable
of being used in a small and/or flat network structure such as a
smal | office or home network as well as in a large, professionally
managed network. Therefore, the di scovery nechani sm needs to be able
to allow a device to bootstrap itself w thout nmaking any prior
assunpti ons about network structure.

Because GRASP can be used as part of a decision process anong
di stributed devices or between networks, it rmust run in a secure and
strongly authenticated environnent.

In realistic deploynments, not all devices will support GRASP.
Therefore, sonme Autononic Service Agents will directly manage a group
of non-aut onom ¢ nodes, and ot her non-autononic nodes will be managed
traditionally. Such m xed scenarios are not discussed in this

speci fication.

Prot ocol Overview

Ter mi nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here
Thi s docunent uses term nol ogy defined in [ RFC7575].
The followi ng additional terns are used throughout this docunent:

Di scovery:
A process by which an ASA discovers peers according to a specific



di scovery objective. The discovery results may be different
according to the different discovery objectives. The discovered
peers may | ater be used as negotiation counterparts or as sources
of synchroni zati on data.

Negoti ati on:
A process by which two ASAs interact iteratively to agree on
paraneter settings that best satisfy the objectives of both ASAs.

State Synchroni zation
A process by which ASAs interact to receive the current state of
paraneter values stored in other ASAs. This is a special case of
negotiation in which information is sent, but the ASAs do not
request their peers to change paranmeter settings. Al other
definitions apply to both negotiation and synchronization

Techni cal hjective (usually abbreviated as bjective):
A technical objective is a data structure whose main contents are
a nane and a value. The value consists of a single configurable
paraneter or a set of parameters of sone kind. The exact fornmat
of an objective is defined in Section 2.10.1. An objective occurs
in three contexts: discovery, negotiation, and synchroni zation
Normal |y, a given objective will not occur in negotiation and
synchroni zati on contexts sinultaneously.

One ASA may support nultiple i ndependent objectives.

The paraneter(s) in the value of a given objective apply to a
specific service or function or action. They may in principle
be anything that can be set to a specific logical, nunerical,
or string value, or a nore conplex data structure, by a network
node. Each node is expected to contain one or nore ASAs which
may each manage subsi di ary non-aut onom ¢ nodes.

Di scovery Objective: an objective in the process of discovery.
Its val ue may be undefi ned.

Synchroni zati on Chjective: an objective whose specific
techni cal content needs to be synchroni zed anong two or nore
ASAs. Thus, each ASA will maintain its own copy of the
obj ecti ve.

Negoti ati on Cbjective: an objective whose specific technica
content needs to be decided in coordination w th another
ASA. Again, each ASAwill maintain its own copy of the
obj ecti ve.

A detail ed di scussion of objectives, including their format, is
found in Section 2.10.

Di scovery Initiator
An ASA that starts discovery by sending a D scovery nessage
referring to a specific discovery objective.

Di scovery Responder
A peer that either contains an ASA supporting the discovery
obj ective indicated by the discovery initiator or caches the
| ocator(s) of the ASA(s) supporting the objective. It sends a
Di scovery Response, as described |ater

Synchroni zation I nitiator
An ASA that starts synchronization by sending a request nessage
referring to a specific synchronization objective.

Synchr oni zati on Responder
A peer ASA that responds with the value of a synchronization
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obj ecti ve.

Negotiation Initiator:
An ASA that starts negotiation by sending a request nessage
referring to a specific negotiation objective.

Negoti ati on Counterpart:
A peer with which the negotiation initiator negotiates a specific
negoti ati on objective.

GRASP | nst ance:
This refers to an instantiation of a GRASP protocol engine, likely
including nultiple threads or processes as well as dynam c data
structures such as a discovery cache, running in a given security
envi ronment on a single device.

GRASP Cor e:
This refers to the code and shared data structures of a GRASP
instance, which will communicate with individual ASAs via a
sui tabl e Application Programm ng Interface (API).

Interface or GRASP Interface:
Unl ess otherw se stated, this refers to a network interface, which
m ght be physical or virtual, that a specific instance of GRASP is
currently using. A device mght have other interfaces that are
not used by GRASP and which are outside the scope of the Autononic
Net wor k.

Hi gh- Level Depl oynent Model

A CGRASP i mpl enentation will be part of the Autonom c Networking
Infrastructure (ANI) in an autonom c node, which nust also provide an

appropriate security environment. In accordance with [RFC8993], this
SHOULD be the Autononmic Control Plane (ACP) [RFC8994]. As a result,
all autonomic nodes in the ACP are able to trust each other. It is

expected that GRASP will access the ACP by using a typical socket
programm ng interface, and the ACP will make avail abl e only network
interfaces within the Autonom c Network. |[|f there is no ACP, the
consi derations described in Section 2.5.1 apply.

There will also be one or nore Autonomic Service Agents (ASAs). In
the m nimal case of a single-purpose device, these conponents m ght
be fully integrated with GRASP and the ACP. A nore conmon nodel is
expected to be a nultipurpose device capabl e of containing severa
ASAs, such as a router or large switch. 1In this case it is expected
that the ACP, GRASP and the ASAs will be inplenented as separate
processes, which are able to support asynchronous and si nultaneous
operations, for exanple by nultithreading.

In sone scenarios, a limted negotiation nodel m ght be depl oyed
based on a limted trust relationship such as that between two

adm ni strative domains. ASAs m ght then exchange limted information
and negotiate some particul ar configurations.

GRASP is explicitly designed to operate within a single addressing
realm Its discovery and fl oodi ng nechani sns do not support

aut onom ¢ operations that cross any form of address translator or
upper -1l ayer proxy.

A suitable Application Progranm ng Interface (API) will be needed
bet ween GRASP and the ASAs. In some inplenmentations, ASAs would run
in user space with a GRASP library providing the API, and this
library would in turn communicate via systemcalls with core GRASP
functions. Details of the API are out of scope for the present
docunent. For further details of possible deploynment nodels, see

[ RFC8993] .



An instance of GRASP nust be aware of the network interfaces it wll
use, and of the appropriate global-scope and |ink-1ocal addresses.

In the presence of the ACP, such information will be available from
the adjacency table discussed in [RFC8993]. In other cases, GRASP
must deternmine such information for itself. Details depend on the
devi ce and operating system In the rest of this docunment, the terns
"interfaces’ or 'GRASP interfaces’ refers only to the set of network
interfaces that a specific instance of GRASP is currently using.

Because GRASP needs to work with very high reliability, especially
during bootstrapping and during fault conditions, it is essentia
that every inplenentation continues to operate in adverse conditions.
For exanple, discovery failures, or any kind of socket exception at
any tinme, nust not cause irrecoverable failures in GRASP itself, and
must return suitable error codes through the APl so that ASAs can

al so recover.

GRASP nust not depend upon nonvol atile data storage. Al runtime
error conditions, and events such as address renunbering, network
interface failures, and CPU sl eep/ wake cycles, mnmust be handled in
such a way that GRASP will still operate correctly and securely
afterwards (Section 2.5.1).

An autonom c node will normally run a single instance of GRASP, which
is used by multiple ASAs. Possible exceptions are nentioned bel ow.

2.3. High-Level Design

Thi s section describes the behavior nmodel and general design of
GRASP, supporting discovery, synchronization, and negotiation, to act
as a platformfor different technical objectives.

A generic platform
The protocol design is generic and independent of the
synchroni zati on or negotiation contents. The technical contents
will vary according to the various technical objectives and the
different pairs of counterparts.

Mul ti pl e instances:
Normal Iy, a single main instance of the GRASP protocol engine wll
exi st in an autonom c node, and each ASA will run as an
i ndependent asynchronous process. However, scenarios where
mul tiple instances of GRASP run in a single node, perhaps with

different security properties, are possible (Section 2.5.2). In
this case, each instance MJUST |listen independently for GRASP I|i nk-
Il ocal multicasts, and all instances MJST be woken by each such

mul ticast in order for discovery and flooding to work correctly.

Security infrastructure:
As not ed above, the protocol itself has no built-in security
functionality and relies on a separate secure infrastructure.

Di scovery, synchroni zation, and negoti ati on are desi gned together:
The di scovery nethod and the synchronizati on and negoti ati on
met hods are designed in the sane way and can be conbi ned when this
is useful, allowing a rapid nbde of operation described in
Section 2.5.4. These processes can al so be perforned
i ndependent |y when appropri ate.

Thus, for sone objectives, especially those concerned with
application-layer services, another discovery nechani smsuch as
DNS- based Service Di scovery [ RFC7558] MAY be used. The choice
is left to the designers of individual ASAs.

A uniform pattern for technical objectives:



The synchroni zation and negotiati on objectives are defined
according to a uniformpattern. The values that they contain
could be carried either in a sinple binary format or in a conpl ex
object format. The basic protocol design uses the Concise Binary
hj ect Representation (CBOR) [RFC8949], which is readily

ext ensi bl e for unknown, future requirenents.

A flexible nodel for synchronization
GRASP supports synchroni zati on between two nodes, which could be
used repeatedly to perform synchroni zati on anong a small nunber of
nodes. It also supports an unsolicited floodi ng node when | arge
groups of nodes, possibly including all autonom c nodes, need data
for the same technical objective

There may be some network paraneters for which a nore
traditional flooding nechani sm such as the Distributed Node
Consensus Protocol (DNCP) [RFC7787] is considered nore
appropriate. GRASP can coexist with DNCP

A sinple initiator/responder nodel for negotiation
Mul tiparty negotiations are very conplicated to nodel and cannot
readily be guaranteed to converge. GRASP uses a sinple bilatera
nmodel and can support multiparty negotiations by indirect steps.

Organi zi ng of synchroni zation or negotiation content:
The technical content transmtted by GRASP will be organized
according to the relevant function or service. The objectives for
different functions or services are kept separate because they may
be negotiated or synchronized with different counterparts or have
different response times. Thus a normal arrangenent is a single
ASA managing a small set of closely related objectives, with a
version of that ASA in each rel evant autononic node. Further
di scussion of this aspect is out of scope for the current
docunent .

Requests and responses in negotiation procedures:
The initiator can negotiate a specific negotiation objective with
rel evant counterpart ASAs. It can request relevant information
froma counterpart so that it can coordinate its |oca
configuration. It can request the counterpart to make a matching
configuration. It can request simnulation or forecast results by
sendi ng some dry-run conditions.

Beyond the traditional yes/no answer, the responder can reply with
a suggested alternative value for the objective concerned. This
woul d start a bidirectional negotiation ending in a conprom se

bet ween the two ASAs.

Conver gence of negotiation procedures:
To enabl e convergence when a responder suggests a new val ue or
condition in a negotiation step reply, it should be as close as
possible to the original request or previous suggestion. The
suggested value of |later negotiation steps should be chosen
bet ween the suggested values fromthe previous two steps. GRASP
provi des mechani sns to guarantee convergence (or failure) in a
smal | nunber of steps, nanely a tinmeout and a nmaxi mum nunber of
iterations.

Extensibility:
GRASP intentionally does not have a version nunber, and it can be
ext ended by addi ng new nmessage types and options. The Invalid
message (M INVALID) will be used to signal that an inplenmentation
does not recogni ze a nessage or option sent by anot her
i npl ementation. |In normal use, new semantics will be added by
defi ni ng new synchroni zati on or negoti ati on objectives.
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4. Quick Operating Overview

An instance of CGRASP is expected to run as a separate core nodul e,
providing an APl (such as [RFC8991]) to interface to various ASAs.
These ASAs may operate w thout special privilege, unless they need it
for other reasons (such as configuring | P addresses or manipul ating
routing tables).

The GRASP nechani sns used by the ASA are built around GRASP

obj ectives defined as data structures containing adninistrative

i nformati on such as the objective's unique nanme and its current
value. The format and size of the value is not restricted by the
protocol, except that it nust be possible to serialize it for
transm ssion in CBOR, which is no restriction at all in practice.

GRASP provi des the follow ng mechani sns:

* A discovery mechani sm (M DI SCOVERY, M RESPONSE) by which an ASA
can di scover other ASAs supporting a given objective.

* A negotiation request nechanism (M REQ NEG by which an ASA can
start negotiation of an objective with a counterpart ASA. Once a
negoti ati on has started, the process is symmetrical, and there is
a negotiation step nessage (M NEGOTI ATE) for each ASA to use in
turn. Two other functions support negotiating steps (MWAIT,
M_END) .

* A synchronization mechani sm (M REQ SYN) by which an ASA can
request the current value of an objective froma counterpart ASA
Wth this, there is a correspondi ng response function (M _SYNCH)
for an ASA that wi shes to respond to synchronization requests.

* A flood nechanism (M FLOOD) by which an ASA can cause the current
val ue of an objective to be flooded throughout the Autononic
Network so that any ASA can receive it. One application of this
is to act as an announcenent, avoiding the need for discovery of a
wi dely applicabl e objective.

Sone exanpl e nmessages and sinple nessage flows are provided in
Appendi x A

5. GRASP Basic Properties and Mechani sns
5.1. Required External Security Mechani sm

GRASP does not specify transport security because it is neant to be
adapted to different environments. Every solution adopting GRASP
MUST specify a security and transport substrate used by GRASP in that
sol uti on.

The substrate MUST enforce sending and receiving GRASP nessages only
bet ween nmenbers of a mutually trusted group running GRASP. Each
group nenber is an instance of GRASP. The group nmenbers are nodes of
a connected graph. The group and graph are created by the security
and transport substrate and are called the GRASP domain. The
substrate nust support unicast nessages between any group nenbers and
(link-local) multicast nessages between adjacent group nenbers. It
must deny nessages between group nenbers and non-group nmenbers. Wth
this nodel, security is provided by enforcing group nmenbership, but
any nenber of the trusted group can attack the entire network unti
revoked.

Substrates MJST use cryptographi ¢ nenber authenticati on and nessage
integrity for GRASP nessages. This can be end to end or hop by hop
across the domain. The security and transport substrate MJST provide
mechani sms to renove untrusted nmenbers fromthe group.



If the substrate does not nandate and enforce GRASP nessage
encryption, then any service using GRASP in such a sol ution MJST
provi de protection and encryption for nessage el enents whose exposure
could constitute an attack vector

The security and transport substrate for GRASP in the ANl is the ACP
Unl ess ot herwi se noted, we assune this security and transport
substrate in the remai nder of this document. The ACP does mandate
the use of encryption; therefore, GRASP in the ANl can rely on GRASP
messages being encrypted. The GRASP domain is the ACP: all nodes in
an aut onom ¢ domai n connected by encrypted virtual |inks formed by
the ACP. The ACP uses hop-by-hop security (authentication and
encryption) of nmessages. Renpbval of nodes relies on standard PK
certificate revocation or expiry of sufficiently short-1lived
certificates. Refer to [RFC8994] for nore details.

As nentioned in Section 2.3, sonme GRASP operations might be perforned
across an administrative domai n boundary by mnutual agreenent, w thout
the benefit of an ACP. Such operations MJST be confined to a
separate instance of GRASP with its own copy of all GRASP data
structures running across a separate GRASP donmain with a security and
transport substrate. |In the nost sinple case, each point-to-point

i nt erdomai n GRASP peering could be a separate domain, and the
security and transport substrate could be built using transport or
net wor k-1 ayer security protocols. This is subject to future

speci fications.

An exception to the requirenments for the security and transport
substrate exists for highly constrained subsets of GRASP nmeant to
support the establishment of a security and transport substrate,
described in the foll owi ng section.

.5.2. Discovery Unsolicited Link-Local (DULL) GRASP

Sone services may need to use insecure GRASP di scovery, response, and
fl ood nessages w thout being able to use preexisting security

associ ations, for exanple, as part of discovery for establishing
security associations such as a security substrate for GRASP

Such operations being intrinsically insecure, they need to be
confined to link-local use to nminimze the risk of malicious actions.
Possi bl e exanpl es include di scovery of candi date ACP nei ghbors

[ RFC8994], discovery of bootstrap proxies [ RFC8995], or perhaps
initialization services in networks using GRASP without being fully
autonomc (e.g., no ACP). Such usage MJST be Iinmted to |ink-Iocal
operations on a single interface and MJST be confined to a separate

i nsecure instance of GRASP with its own copy of all GRASP data
structures. This instance is nicknamed DULL -- Discovery Unsolicited
Li nk- Local .

The detailed rules for the DULL i nstance of GRASP are as foll ows:

* An initiator MAY send Discovery or Flood Synchronization |ink-
| ocal multicast nmessages that MJST have a | oop count of 1, to
prevent off-link operations. Oher unsolicited GRASP nessage
types MJUST NOT be sent.

* A responder MJST silently discard any nmessage whose | oop count is
not 1.

* A responder MJST silently discard any nessage referring to a GRASP
objective that is not directly part of a service that requires
this insecure node

* A responder MJUST NOT relay any nulticast messages.



* A Discovery Response MJUST indicate a |link-local address.
* A Discovery Response MJST NOT include a Divert option

* A node MIST silently discard any message whose source address is
not |ink-1Iocal

To minimze traffic possibly observed by third parties, GRASP traffic
SHOULD be minim zed by using only Flood Synchronizati on to announce
obj ectives and their associated |ocators, rather than by using

Di scovery and Di scovery Response nmessages. Further details are out
of scope for this docunent.

2.5.3. Transport Layer Usage

Al'l GRASP nessages, after they are serialized as a CBOR byte string,
are transmitted as such directly over the transport protocol in use.
The transport protocol (s) for a GRASP donmain are specified by the
security and transport substrate as introduced in Section 2.5.1

GRASP di scovery and fl oodi ng nessages are designed for GRASP donai n-
wi de floodi ng through hop-by-hop link-1ocal multicast forwarding

bet ween adj acent GRASP nodes. The GRASP security and transport
substrate needs to specify how these link-local nulticasts are
transported. This can be unreliable transport (UDP) but it SHOULD be
reliable transport (e.g., TCP)

If the substrate specifies an unreliable transport such as UDP for

di scovery and fl oodi ng nmessages, then it MJST NOT use IP
fragmentati on because of its |oss characteristic, especially in

mul ti-hop flooding. GRASP MUST then enforce at the user APl level a
limt to the size of discovery and floodi ng nessages, so that no
fragmentation can occur. For |Pv6 transport, this nmeans that the
size of those nessages’ |Pv6 packets nmust be at nost 1280 bytes
(unless there is a known larger mninumlink MU across the whol e
GRASP domai n) .

Al'l other CGRASP nessages are uni cast between group nenbers of the
GRASP donmmi n. These MJST use a reliable transport protocol because
GRASP itself does not provide for error detection, retransm ssion, or
flow control. Unless otherwi se specified by the security and
transport substrate, TCP MJST be used.

The security and transport substrate for GRASP in the ANl is the ACP
Unl ess ot herwi se noted, we assune this security and transport
substrate in the renmai nder of this docunment when describing GRASP s
message transport. In the ACP, TCP is used for GRASP uni cast
messages. CGRASP discovery and fl oodi ng nessages al so use TCP: these
link-1ocal nessages are forwarded by replicating themto all adjacent
GRASP nodes on the link via TCP connections to those adj acent GRASP
nodes. Because of this, GRASP in the ANl has no linmtations on the
size of discovery and fl ooding nessages with respect to fragmentation
issues. While the ACP is being built using a DULL instance of GRASP
native UDP nulticast is used to discover ACP/ GRASP nei ghbors on

I'i nks.

For link-local UDP multicast, GRASP listens to the well-known GRASP
Li sten Port (Section 2.6). Transport connections for discovery and
flooding on relay nodes nust ternminate in GRASP instances (e.qg.,
GRASP ASAs) so that link-local nulticast, hop-by-hop flooding of

M DI SCOVERY and M FLOOD nmessages and hop-by-hop forwardi ng of

M RESPONSE r esponses and cachi ng of those responses along the path
work correctly.

Uni cast transport connections used for synchronization and



negotiation can termnate directly in ASAs that inplenment objectives;
therefore, this traffic does not need to pass through GRASP
instances. For this, the ASAlistens on its own dynam cally assigned
ports, which are comunicated to its peers during discovery.
Alternatively, the GRASP instance can also termi nate the unicast
transport connections and pass the traffic fromto the ASAif that is
preferable in some inplenmentations (e.g., to better decoupl e ASAs
from network connections).

2.5.4. Discovery Mechani smand Procedures
2.5.4.1. Separated Di scovery and Negoti ati on Mechani sns

Al t hough di scovery and negotiation or synchronization are defined
together in GRASP, they are separate nechani sns. The discovery
process could run independently fromthe negotiation or
synchroni zati on process. Upon receiving a D scovery nessage

(Section 2.8.4), the recipient node should return a Discovery
Response nessage in which it either indicates itself as a discovery
responder or diverts the initiator towards another nore suitable ASA
However, this response nmay be delayed if the recipient needs to relay
the Discovery nmessage onward, as described in Section 2.5.4. 4.

The di scovery action (MD SCOVERY) will normally be followed by a
negoti ati on (M REQ NEG or synchronization (M REQ SYN action. The
di scovery results could be utilized by the negotiation protocol to
deci de which ASA the initiator will negotiate wth.

The initiator of a discovery action for a given objective need not be
capabl e of responding to that objective as a negotiation counterpart,
as a synchronization responder, or as source for flooding. For
exanpl e, an ASA might performdiscovery even if it only w shes to act
as a synchronization initiator or negotiation initiator. Such an ASA
does not itself need to respond to Di scovery nessages.

It is also entirely possible to use GRASP di scovery wi thout any
subsequent negotiation or synchronization action. In this case, the
di scovered objective is sinply used as a nane during the discovery
process, and any subsequent operations between the peers are outside
the scope of GRASP.

2.5.4.2. Discovery Overvi ew

A conpl ete discovery process will start with a nulticast Discovery
message (M DI SCOVERY) on the local link. On-link neighbors
supporting the discovery objective will respond directly with

Di scovery Response (M RESPONSE) nmessages. A neighbor with multiple

interfaces may respond with a cached Di scovery Response. |If it has
no cached response, it will relay the D scovery nessage on its other
GRASP interfaces. |If a node receiving the relayed D scovery nessage
supports the discovery objective, it will respond to the rel ayed

Di scovery nessage. |If it has a cached response, it will respond with
that. If not, it will repeat the discovery process, which thereby
becones iterative. The loop count and tineout will ensure that the

process ends. Further details are given in Section 2.5.4.4.

A Di scovery nessage MAY be sent unicast to a peer node, which SHOULD
then proceed exactly as if the nmessage had been nulticast, except
that when TCP is used, the response will be on the sane socket as the
query. However, this npde does not guarantee successful discovery in
the general case.

2.5.4.3. Discovery Procedures

Di scovery starts as an on-link operation. The Divert option can tel
the discovery initiator to contact an off-link ASA for that discovery



objective. If the security and transport substrate of the GRASP
domai n (see Section 2.5.3) uses UDP link-local multicast, then the

di scovery initiator sends these to the ALL_GRASP_NEI GHBCRS | i nk-1oca
mul ticast address (Section 2.6), and all GRASP nodes need to listen
to this address to act as discovery responders. Because this port is
unique in a device, this is a function of the GRASP instance and not
of an individual ASA. As a result, each ASAwill need to register
the objectives that it supports with the |ocal GRASP instance.

If an ASA in a neighbor device supports the requested discovery

obj ective, the device SHOULD respond to the link-1ocal multicast with
a uni cast Discovery Response nmessage (Section 2.8.5) with |ocator
option(s) (Section 2.9.5) unless it is temporarily unavail abl e.

O herwi se, if the neighbor has cached information about an ASA t hat
supports the requested di scovery objective (usually because it

di scovered the sane objective before), it SHOULD respond with a

Di scovery Response message with a Divert option pointing to the
appropri ate di scovery responder. However, it SHOULD NOT respond wth
a cached response on an interface if it |earned that information from
the sane interface because the peer in question will answer directly
if still operational

If a device has no information about the requested discovery
objective and is not acting as a discovery relay (see
Section 2.5.4.4), it MJST silently discard the D scovery nessage.

The di scovery initiator MIST set a reasonable tineout on the
di scovery process. A suggested value is 100 mlliseconds nultiplied
by the | oop count enbedded in the objective.

If no Discovery Response is received within the timeout, the

Di scovery nessage MAY be repeated with a newy generated Session ID
(Section 2.7). An exponential backoff SHOULD be used for subsequent
repetitions to limt the |oad during busy periods. The details of
the backoff algorithmw |l depend on the use case for the objective
concerned but MUST be consistent with the reconmendations in

[ RFC8085] for |ow data-volume nmulticast. Frequent repetition m ght
be symptomatic of a denial -of-service attack

After a GRASP devi ce successfully discovers a |locator for a discovery
responder supporting a specific objective, it SHOULD cache this
information, including the interface i ndex [ RFC3493] via which it was
di scovered. This cache record MAY be used for future negotiation or
synchroni zati on, and the | ocator SHOULD be passed on when appropriate
as a Divert option to another discovery initiator

The cache nechanism MUST include a lifetime for each entry. The
lifetime is derived froma time-to-live (ttl) parameter in each

Di scovery Response message. Cached entries MJST be ignored or

del eted after their lifetinme expires. |n sonme environnents,

unpl anned address renunbering m ght occur. |In such cases, the
lifetime SHOULD be short conpared to the typical address lifetine.
The di scovery nechani smneeds to track the node’s current address to
ensure that Discovery Responses always indicate the correct address.

If multiple discovery responders are found for the sane objective,
they SHOULD all be cached unless this creates a resource shortage.
The nethod of choosing between nmultiple responders is an

i mpl ement ation choice. This choice MIUST be available to each ASA,
but the GRASP inpl ementati on SHOULD provi de a default choice.

Because di scovery responders will be cached in a finite cache, they
m ght be deleted at any tinme. 1In this case, discovery will need to
be repeated. |If an ASA exits for any reason, its locator might stil
be cached for sonme tinme, and attenpts to connect to it will fail
ASAs need to be robust in these circunstances.



2.5.4.4. Discovery Rel aying

A GRASP instance with multiple link-layer interfaces (typically
running in a router) MJST support discovery on all GRASP interfaces.
We refer to this as a 'relaying instance’

DULL instances (Section 2.5.2) are always single-interface instances
and t herefore MUST NOT performdiscovery rel aying.

If a relaying instance receives a D scovery nessage on a given
interface for a specific objective that it does not support and for
which it has not previously cached a di scovery responder, it MJST
relay the query by reissuing a new Di scovery nessage as a link-1oca
mul ticast on its other GRASP interfaces.

The rel ayed Di scovery nessage MJUST have the same Session |ID and
"initiator’ field as the incom ng nmessage (see Section 2.8.4). The
IP address in the "initiator’ field is only used to di sanbi guate the
Session ID and is never used to address Response packets. Response
packets are sent back to the relaying instance, not the origina
initiator.

The M DI SCOVERY nmessage does not encode the transport address of the
originator or relay. Response packets nust therefore be sent to the
transport-layer address of the connection on which the M D SCOVERY
message was received. |If the M DI SCOVERY was relayed via a reliable
hop- by-hop transport connection, the response is sinply sent back via
t he same connection

If the M DI SCOVERY was relayed via link-1ocal (e.g., UDP) multicast,
the response is sent back via a reliable hop-by-hop transport
connection with the sane port nunber as the source port of the |ink-
local multicast. Therefore, if link-local nulticast is used and

M RESPONSE nessages are required (which is the case in al nost al
GRASP i nstances except for the limted use of DULL instances in the
ANl'), GRASP needs to be able to bind to one port number on UDP from
which to originate the link-local nulticast M DI SCOVERY nessages and
the sane port nunber on the reliable hop-by-hop transport (e.g., TCP
by default) to be able to respond to transport connections from
responders that want to send M RESPONSE nessages back. Note that
this port does not need to be the GRASP_LI STEN PORT

The rel ayi ng i nstance MJUST decrenent the | oop count within the

obj ective, and MJUST NOT relay the Discovery nessage if the result is
zero. Also, it MIST limt the total rate at which it relays

Di scovery nessages to a reasonable value in order to nmitigate
possi bl e deni al -of -service attacks. For exanple, the rate limt
could be set to a small multiple of the observed rate of Discovery
messages during normal operation. The relaying instance MJUST cache
the Session ID value and initiator address of each relayed D scovery
message until any Discovery Responses have arrived or the discovery
process has timed out. To prevent loops, it MIST NOT relay a

Di scovery nessage that carries a given cached Session ID and
initiator address nore than once. These precautions avoid di scovery
| oops and nitigate potential overl oad.

Since the relay device is unaware of the tineout set by the origina
initiator, it SHOULD set a suitable tineout for the relayed D scovery
message. A suggested value is 100 milliseconds multiplied by the
remai ni ng | oop count.

The di scovery results received by the relaying instance MUST in turn
be sent as a Discovery Response nessage to the Discovery nessage that
caused the relay action.



2.5.4.5. Rapid Mde (Discovery with Negotiation or Synchronization)

A Di scovery nessage MAY include an objective option. This allows a
rapi d node of negotiation (Section 2.5.5.1) or synchronization
(Section 2.5.6.3). Rapid node is currently Iimted to a single
objective for sinplicity of design and inplementation. A possible
future extension is to allow nultiple objectives in rapid node for
greater efficiency.

2.5.5. Negotiation Procedures

A negotiation initiator opens a transport connection to a counterpart
ASA using the address, protocol, and port obtained during discovery.
It then sends a negotiation request (using M REQ NEG to the
counterpart, including a specific negotiation objective. It may
request the negotiation counterpart to nmake a specific configuration
Alternatively, it may request a certain sinulation or forecast result
by sending a dry-run configuration. The details, including the
distinction between a dry run and a live configuration change, will
be defined separately for each type of negotiation objective. Any
state associated with a dry-run operation, such as tenporarily
reserving a resource for subsequent use in a live run, is entirely a
matter for the designer of the ASA concerned.

Each negoti ation session as a whole is subject to a timeout (default
GRASP_DEF _TI MEQUT mi | | iseconds, Section 2.6), initialized when the
request is sent (see Section 2.8.6). |If no reply nessage of any kind
is received within the tineout, the negotiation request MAY be
repeated with a newy generated Session ID (Section 2.7). An
exponential backoff SHOULD be used for subsequent repetitions. The
details of the backoff algorithmw || depend on the use case for the
obj ecti ve concer ned.

If the counterpart can imedi ately apply the requested configuration,
it will give an imredi ate positive (O _ACCEPT) answer using the

Negoti ati on End (M _END) message. This will end the negotiation phase
imediately. OQherwise, it will negotiate (using M NEGOTI ATE). It
will reply with a proposed alternative configuration that it can
apply (typically, a configuration that uses fewer resources than
requested by the negotiation initiator). This will start a

bi directional negotiation using the Negotiate (M NEGOTI ATE) nessage
to reach a conpromn se between the two ASAs.

The negoti ation procedure is ended when one of the negotiation peers
sends a Negotiation End (M END) nessage, which contains an Accept
(O_ACCEPT) or Decline (ODECLINE) option and does not need a response
fromthe negotiation peer. Negotiation nay also end in failure
(equivalent to a decline) if a tineout is exceeded or a loop count is
exceeded. When the procedure ends for whatever reason, the transport
connection SHOULD be closed. A transport session failure is treated
as a negotiation failure.

A negotiation procedure concerns one objective and one counterpart.
Both the initiator and the counterpart nmay take part in sinultaneous
negotiations with various other ASAs or in sinultaneous negotiations
about different objectives. Thus, GRASP is expected to be used in a
mul tithreaded node or its |ogical equivalent. Certain negotiation
obj ectives may have restrictions on nmultithreading, for exanple to
avoi d over-allocating resources.

Sone configuration actions, for exanple, wavelength switching in
optical networks, mght take considerable tine to execute. The ASA
concerned needs to allow for this by design, but GRASP does allow for
a peer to insert latency in a negotiation process if necessary
(Section 2.8.9, MWAIT).



2.5.5.1. Rapid Mde (Discovery/Negotiation Linkage)

A Di scovery nessage MAY include a Negotiation hjective option. In
this case, it is as if the initiator sent the sequence M D SCOVERY

i medi ately followed by M REQ NEG This has inplications for the
construction of the GRASP core, as it nust carefully pass the
contents of the Negotiation Objective option to the ASA so that it
may eval uate the objective directly. When a Negotiation Objective
option is present, the ASA replies with an M NEGOTI ATE nessage (or
MEND with O ACCEPT if it is immediately satisfied with the proposal)
rather than with an M RESPONSE. However, if the recipient node does
not support rapid node, discovery will continue normally.

It is possible that a Discovery Response will arrive froma responder
that does not support rapid node before such a Negotiation nessage
arrives. In this case, rapid node will not occur.

This rapid node could reduce the interactions between nodes so that a
hi gher efficiency could be achieved. However, a network in which
sonme nodes support rapid node and others do not will have conpl ex

ti m ng-dependent behaviors. Therefore, the rapid negotiation
function SHOULD be di sabl ed by default.

2.5.6. Synchronization and Fl oodi ng Procedures
2.5.6.1. Unicast Synchronization

A synchroni zation initiator opens a transport connection to a
counterpart ASA using the address, protocol, and port obtained during
di scovery. It then sends a Request Synchronizati on nmessage

(M REQ SYN, Section 2.8.6) to the counterpart, including a specific
synchroni zati on objective. The counterpart responds with a
Synchroni zati on nessage (M SYNCH, Section 2.8.10) containing the
current value of the requested synchronization objective. No further
messages are needed, and the transport connection SHOULD be cl osed.

A transport session failure is treated as a synchronization failure.

If no reply nmessage of any kind is received within a given tineout
(default GRASP_DEF TIMEQUT milliseconds, Section 2.6), the
synchroni zati on request MAY be repeated with a newy generated
Session ID (Section 2.7). An exponential backoff SHOULD be used for
subsequent repetitions. The details of the backoff algorithmwll
depend on the use case for the objective concerned.

2.5.6.2. Flooding

In the case just described, the nmessage exchange is unicast and
concerns only one synchronization objective. For |arge groups of
nodes requiring the same data, synchronization flooding is avail able.
For this, a flooding initiator MAY send an unsolicited Fl ood
Synchroni zati on nessage (Section 2.8.11) containing one or nore
Synchroni zati on Objective option(s), if and only if the specification
of those objectives permits it. This is sent as a nulticast nessage
to the ALL_GRASP_NEI GHBORS nul ticast address (Section 2.6).

Receiving flood nmulticasts is a function of the GRASP core, as in the
case of discovery multicasts (Section 2.5.4.3).

To ensure that flooding does not result in a |oop, the originator of
the Fl ood Synchroni zati on nessage MJUST set the | oop count in the
objectives to a suitable value (the default is GRASP_DEF_LOOPCT)

Al so, a suitable nechanismis needed to avoi d excessive multicast
traffic. This mechani sm MUST be defined as part of the specification
of the synchroni zati on objective(s) concerned. It mght be a sinple
rate limt or a nmore conpl ex nmechani smsuch as the Trickle algorithm
[ RFC6206] .



A CRASP device with multiple link-layer interfaces (typically a
router) MJST support synchroni zation flooding on all GRASP
interfaces. |If it receives a nulticast Flood Synchronization nessage
on a given interface, it MJST relay it by reissuing a Flood
Synchroni zati on nmessage as a link-1ocal multicast on its other GRASP
interfaces. The relayed nessage MJST have the sane Session ID as the
i ncom ng nessage and MJST be tagged with the I P address of its
original initiator.

Li nk-1 ayer flooding is supported by GRASP by setting the | oop count
to 1 and sending with a |link-local source address. Floods with Iink-
| ocal source addresses and a | oop count other than 1 are invalid, and
such nessages MUST be di scarded.

The rel aying device MJUST decrenent the | oop count within the first
obj ective and MUST NOT relay the Flood Synchronization nessage if the
result is zero. Also, it MUSTIlimt the total rate at which it

rel ays Fl ood Synchroni zati on nmessages to a reasonabl e value, in order
to mtigate possible denial-of-service attacks. For exanple, the
rate limt could be set to a small nmultiple of the observed rate of
fl ood nessages during normal operation. The relaying device MJST
cache the Session ID value and initiator address of each rel ayed

Fl ood Synchroni zati on nmessage for a time not |less than tw ce
GRASP_DEF _TI MEQUT mi | liseconds. To prevent loops, it MJST NOT rel ay
a Flood Synchroni zati on nessage that carries a given cached Session
ID and initiator address nore than once. These precautions avoid
synchroni zation | oops and nmtigate potential overl oad.

Note that this nechanismis unreliable in the case of sleeping nodes,
or new nodes that join the network, or nodes that rejoin the network
after a fault. An ASA that initiates a fl ood SHOULD repeat the fl ood
at a suitable frequency, which MJST be consistent with the
recomrendations in [ RFC8085] for |ow data-volune nulticast. The ASA
SHOULD al so act as a synchroni zation responder for the objective(s)
concerned. Thus nodes that require an objective subject to flooding
can either wait for the next flood or request unicast synchronization
for that objective.

The nul ticast nessages for synchronization flooding are subject to
the security rules in Section 2.5.1. In practice, this means that
they MJUST NOT be transmitted and MJST be ignored on receipt unless
there is an operational ACP or equivalent strong security in place.
However, because of the security weakness of |ink-local multicast
(Section 3), synchronization objectives that are fl ooded SHOULD NOT
contain unencrypted private informati on and SHOULD be validated by
the recipi ent ASA

2.5.6.3. Rapid Mde (Discovery/ Synchronization Linkage)

A Di scovery nessage MAY include a Synchronizati on Objective option

In this case, the Di scovery nessage al so acts as a Request
Synchroni zati on nmessage to indicate to the discovery responder that
it could directly reply to the discovery initiator with a
Synchroni zati on message (Section 2.8.10) with synchronization data
for rapid processing, if the discovery target supports the
correspondi ng synchroni zation objective. The design inplications are
simlar to those discussed in Section 2.5.5.1

It is possible that a Discovery Response will arrive froma responder
that does not support rapid node before such a Synchronization
message arrives. In this case, rapid node will not occur

This rapid nmode coul d reduce the interactions between nodes so that a
hi gher efficiency could be achi eved. However, a network in which
some nodes support rapid node and others do not will have conpl ex



ti m ng- dependent behaviors. Therefore, the rapid synchronization
function SHOULD be configured off by default and MAY be configured on
or off by Intent.

.6. GCGRASP Constants

ALL_GRASP_NEI GHBCRS
A link-local scope nulticast address used by a GRASP-enabl ed
device to di scover GRASP-enabl ed nei ghbor (i.e., on-1ink) devices.
Al'l devices that support GRASP are nenbers of this multicast

gr oup.
* |Pv6 nulticast address: ff02::13
* | Pv4d nulticast address: 224.0.0.119

GRASP_LI STEN _PORT (7017)
A wel | -known UDP user port that every GRASP-enabl ed network device
MJUST listen to for link-local multicasts when UDP is used for
M DI SCOVERY or M FLOOD nessages in the GRASP instance. This user
port MAY also be used to |isten for TCP or UDP unicast nessages in
a sinple inplenentati on of GRASP (Section 2.5.3).

GRASP_DEF_TI MEQUT (60000 milliseconds)
The default tineout used to deternmine that an operation has failed
to conplete.

GRASP_DEF_LOOPCT ( 6)
The default | oop count used to determi ne that a negotiation has
failed to conplete and to avoid | oopi ng nmessages.

GRASP_DEF_MAX_SI ZE (2048)
The default maxi mum nmessage size in bytes.

.7. Session ldentifier (Session |ID)

This is an up to 32-bit opaque val ue used to distinguish multiple
sessi ons between the same two devices. A new Session |D MJST be
generated by the initiator for every new D scovery, Flood
Synchroni zation, or Request nessage. Al responses and foll ow up
messages in the same di scovery, synchronization, or negotiation
procedure MJST carry the same Session ID

The Session |ID SHOULD have a very lowcollision rate locally. It
MUST be generated by a pseudorandom nunber generator (PRNG using a

|l ocally generated seed that is unlikely to be used by any other
device in the same network. The PRNG SHOULD be cryptographically
strong [ RFC4086]. When allocating a new Session I D, GRASP MJST check
that the value is not already in use and SHOULD check that it has not
been used recently by consulting a cache of current and recent
sessions. In the unlikely event of a clash, GRASP MJST generate a
new val ue

However, there is a finite probability that two nodes m ght generate
the sane Session ID value. For that reason, when a Session IDis
conmmuni cated via GRASP, the receiving node MIUST tag it with the
initiator’s I P address to allow di sanbiguation. 1In the highly
unlikely event of two peers opening sessions with the same Session ID
value, this tag will allow the two sessions to be distinguished.

Mul ticast GRASP nessages and their responses, which nay be rel ayed
between links, therefore include a field that carries the initiator’s
gl obal | P address.

There is a highly unlikely race condition in which two peers start
si mul t aneous negotiation sessions with each other using the same
Session I D value. Depending on various inplenmentation choices, this



m ght lead to the two sessions being confused. See Section 2.8.6 for
details of how to avoid this.

2.8. CRASP Messages
2.8.1. Message Overview

This section defines the GRASP nessage format and nessage types.
Message types not |isted here are reserved for future use.

The nessages currently defined are:
Di scovery and Di scovery Response (M DI SCOVERY, M RESPONSE)

Request Negoti ation, Negotiation, ConfirmWiting, and Negoti ation
End (M REQ NEG M NEGOTI ATE, MWAIT, M END).

Request Synchroni zation, Synchronization, and Fl ood
Synchroni zati on (M REQ SYN, M SYNCH, M FLOCD).

No Operation and Invalid (M NOOP, M.INVALID).
2.8.2. CRASP Message For mat

GRASP nessages share an identical header format and a variable format
area for options. GRASP nessage headers and options are transnmitted
in Concise Binary Object Representation (CBOR) [RFC8949]. In this
specification, they are described using Concise Data Definition
Language (CDDL) [RFC8610]. Fragmentary CDDL is used to describe each
itemin this section. A conplete and normative CDDL specification of
GRASP is given in Section 4, including constants such as nessage
types.

Every GRASP nessage, except the No Operation nessage, carries a
Session ID (Section 2.7). Options are then presented serially.

In fragmentary CDDL, every GRASP nessage follows the pattern
grasp-nessage = (nessage .w thin nmessage-structure) / noop- nessage

message-structure = [ MESSAGE_TYPE, session-id, ?initiator,
*grasp-option]

MESSAGE_TYPE = 0..255
session-id = 0..4294967295 ; up to 32 bits
grasp-option = any

The MESSAGE TYPE indicates the type of the nessage and thus defines
the expected options. Any options received that are not consistent
with the MESSAGE TYPE SHOULD be silently discarded.

The No Operation (noop) nessage is described in Section 2.8.13.
The vari ous MESSACE TYPE val ues are defined in Section 4.

Al'l other nmessage el enents are described below and fornally defined
in Section 4.

I f an unrecogni zed MESSAGE _TYPE is received in a unicast nessage, an
Invalid nessage (Section 2.8.12) MAY be returned. Oherw se, the
message MAY be | ogged and MJST be discarded. |[f an unrecognized
MESSAGE TYPE is received in a nmulticast nmessage, it MAY be | ogged and
MUST be silently discarded.

2.8.3. Message Size



GRASP nodes MUST be able to receive unicast nessages of at |east
GRASP_DEF MAX SI ZE bytes. GRASP nodes MJST NOT send uni cast nessages
| onger than GRASP_DEF MAX S| ZE bytes unless a |onger size is
explicitly allowed for the objective concerned. For exanple, GRASP
negotiation itself could be used to agree on a | onger nessage size.

The nessage parser used by GRASP shoul d be configured to know about
the GRASP_DEF MAX SIZE, or any | arger negotiated nessage size, so
that it may defend agai nst overly | ong nessages.

The maxi mum size of multicast nessages (M. DI SCOVERY and M _FLOOD)
depends on the link-layer technol ogy or the link-adaptation layer in
use.

2.8.4. Discovery Message
In fragmentary CDDL, a Di scovery nessage follows the pattern
di scovery-message = [ M DI SCOVERY, session-id, initiator, objective]

A discovery initiator sends a D scovery nessage to initiate a
di scovery process for a particular objective option

The discovery initiator sends all Discovery nessages via UDP to port
GRASP_LI STEN_PORT at the link-local ALL_GRASP_NEI GHBORS mul ti cast
address on each link-layer interface in use by GRASP. It then
listens for unicast TCP responses on a given port and stores the

di scovery results, including responding di scovery objectives and
correspondi ng uni cast |ocators.

The listening port used for TCP MUST be the same port as used for
sendi ng the Discovery UDP nulticast, on a given interface. 1In an

i mpl ementation with a single GRASP instance in a node, this MAY be
GRASP_LI STEN PORT. To support multiple instances in the sane node,
the GRASP di scovery mechanismin each instance needs to find, for
each interface, a dynanmic port that it can bind to for both sending
UDP |ink-local nmulticast and listening for TCP before initiating any
di scovery.

The 'initiator’ field in the nmessage is a globally unique |IP address
of the initiator for the sol e purpose of disanbiguating the Session
IDin other nodes. |If for sone reason the initiator does not have a
globally unique IP address, it MJST use a link-local address that is
highly likely to be unique for this purpose, for exanple, using

[ RFC7217]. Determination of a node’'s globally unique |IP address is
i npl ement ati on dependent.

A Di scovery nmessage MJST include exactly one of the foll ow ng:

* A Discovery njective option (Section 2.10.1). |Its |oop count
MUST be set to a suitable value to prevent discovery | oops
(default value is GRASP_DEF LOOPCT). |If the discovery initiator
requires only on-link responses, the | oop count MJST be set to 1.

* A Negotiation Objective option (Section 2.10.1). This is used
both for the purpose of discovery and to indicate to the discovery
target that it MAY directly reply to the discovery initiator with
a Negotiation nessage for rapid processing, if it could act as the
correspondi ng negotiation counterpart. The sender of such a
Di scovery nessage MJUST initialize a negotiation tinmer and | oop
count in the same way as a Request Negotiati on nessage
(Section 2.8.6).

* A Synchronization Cbjective option (Section 2.10.1). This is used
both for the purpose of discovery and to indicate to the discovery
target that it MAY directly reply to the discovery initiator with



a Synchroni zati on nmessage for rapid processing, if it could act as
the correspondi ng synchroni zati on counterpart. |Its |oop count
MUST be set to a suitable value to prevent discovery | oops
(default value is GRASP_DEF_LOCPCT).

As nentioned in Section 2.5.4.2, a Discovery nessage MAY be sent
uni cast to a peer node, which SHOULD then proceed exactly as if the
message had been nmulticast.

2.8.5. Discovery Response Message

In fragmentary CDDL, a Di scovery Response nessage foll ows the
pattern:

response- nessage = [ M RESPONSE, session-id, initiator, ttl,
(+l ocator-option // divert-option), ?objective]

ttl = 0..4294967295 ; in mlliseconds

A node that receives a Discovery nessage SHOULD send a Di scovery
Response nessage if and only if it can respond to the discovery.

It MJUST contain the same Session ID and initiator as the Di scovery
nessage

It MJUST contain a tine-to-live (ttl) for the validity of the
response, given as a positive integer value in mlliseconds. Zero
inplies a value significantly greater than GRASP_DEF TI MEQUT
mlliseconds (Section 2.6). A suggested value is ten tinmes that
anount .

It MAY include a copy of the discovery objective fromthe
Di scovery nessage.

It is sent to the sender of the Discovery nessage via TCP at the port
used to send the Di scovery message (as explained in Section 2.8.4).
In the case of a relayed Di scovery nessage, the Discovery Response is
thus sent to the relay, not the original initiator

In all cases, the transport session SHOULD be cl osed after sending
the Discovery Response. A transport session failure is treated as no
response.

If the respondi ng node supports the discovery objective of the

di scovery, it MJUST include at |east one kind of |ocator option
(Section 2.9.5) to indicate its own location. A sequence of multiple
ki nds of locator options (e.g., |IP address option and FQDN option) is
al so valid.

If the respondi ng node itself does not support the discovery

obj ective, but it knows the | ocator of the discovery objective, then
it SHOULD respond to the Discovery nessage with a Divert option
(Section 2.9.2) enbedding a | ocator option or a comnbination of

mul tiple kinds of |ocator options that indicate the | ocator(s) of the
di scovery objective.

More details on the processing of Discovery Responses are given in
Section 2.5. 4.

2.8.6. Request Messages

In fragnentary CDDL, Request Negotiation and Request Synchroni zation
nmessages follow the patterns:

request-negoti ati on-nessage = [ M REQ NEG session-id, objective]



request -synchroni zati on- nessage = [ M REQ SYN, session-id, objective]

A negotiation or synchronization requesting node sends the
appropri ate Request nmessage to the unicast address of the negotiation
or synchroni zati on counterpart, using the appropriate protocol and
port nunbers (selected fromthe discovery result). |If the discovery
result is an FQDN, it will be resolved first.

A Request nmessage MJST include the rel evant objective option. In the
case of Request Negotiation, the objective option MJST include the
requested val ue.

VWhen an initiator sends a Request Negotiation nmessage, it MJST
initialize a negotiation timer for the new negotiation thread. The
default is GRASP DEF TIMEQUT milliseconds. Unless this tineout is
nmodi fied by a ConfirmWiting nessage (Section 2.8.9), the initiator
wi Il consider that the negotiation has failed when the tinmer expires.

Simlarly, when an initiator sends a Request Synchronization, it
SHOULD initialize a synchronization tiner. The default is
GRASP_DEF _TI MEQUT m | liseconds. The initiator will consider that
synchroni zation has failed if there is no response before the timer
expires.

VWhen an initiator sends a Request nessage, it MJST initialize the

| oop count of the objective option with a value defined in the
specification of the option or, if no such value is specified, with
GRASP_DEF_L OOPCT

If a node receives a Request message for an objective for which no
ASA is currently listening, it MJST inmediately close the rel evant
socket to indicate this to the initiator. This is to avoid
unnecessary tinmeouts if, for exanple, an ASA exits prenmaturely but
the GRASP core is listening on its behal f.

To avoid the highly unlikely race condition in which two nodes

si mul t aneously request sessions with each other using the sane
Session ID (Section 2.7), a node MJST verify that the received
Session IDis not already locally active when it receives a Request
message. I n case of a clash, it MJST discard the Request nessage, in
whi ch case the initiator will detect a tineout.

.8.7. Negotiation Message

In fragnmentary CDDL, a Negotiation nessage follows the pattern
negoti ati on- nessage = [ M NEGOTI ATE, session-id, objective]

A negotiation counterpart sends a Negotiation message in response to

a Request Negotiation nessage, a Negotiation nessage, or a Discovery

nmessage in rapid node. A negotiation process MAY include nultiple

st eps.

The Negoti ati on message MUST include the rel evant Negoti ati on

hj ective option, with its value updated according to progress in the

negotiati on. The sender MUST decrenent the | oop count by 1. If the

| oop count becones zero, the nessage MJUST NOT be sent. In this case,

the negotiation session has failed and will tinme out.

.8.8. Negotiation End Message

In fragnmentary CDDL, a Negotiation End nessage follows the pattern
end- nessage = [ M END, session-id, accept-option / decline-option]

A negotiation counterpart sends a Negotiation End nessage to cl ose



the negotiation. It MJST contain either an Accept option or a
Decline option, defined in Section 2.9.3 and Section 2.9.4. It could
be sent either by the requesting node or the respondi ng node.

2.8.9. ConfirmWiiting Message
In fragmentary CDDL, a Confirm Waiting nessage follows the pattern

wai t-nmessage = [MWAIT, session-id, waiting-tine]
wai ting-time = 0..4294967295 ; in nmilliseconds

A respondi ng node sends a Confirm Witing nessage to ask the
requesting node to wait for a further negotiation response. It mght
be that the |ocal process needs nore tinme or that the negotiation
depends on another triggered negotiation. This nessage MUST NOT

i nclude any other options. Wen received, the waiting time val ue
overwites and restarts the current negotiation timer

(Section 2.8.6).

The respondi ng node SHOULD send a Negotiation, Negotiation End, or
anot her Confirm Waiting nessage before the negotiation tinmer expires.
If not, when the initiator’s tiner expires, the initiator MJST treat
the negotiation procedure as fail ed.

2.8.10. Synchronizati on Message
In fragnentary CDDL, a Synchronization nessage follows the pattern
synch- nessage = [ M_.SYNCH, session-id, objective]

A node that receives a Request Synchronization, or a Discovery
message in rapid node, sends back a unicast Synchroni zati on nessage
with the synchroni zation data, in the formof a GRASP option for the
speci fic synchroni zation objective present in the Request
Synchr oni zat i on.

2.8.11. Flood Synchronization Message

In fragnmentary CDDL, a Fl ood Synchroni zati on nmessage foll ows the
pattern:

fl ood- nessage = [ M FLOOD, session-id, initiator, ttl,
+[ obj ective, (locator-option / [])]]

ttl = 0..4294967295 ; in mlliseconds

A node MAY initiate flooding by sending an unsolicited Fl ood
Synchroni zati on message with synchroni zation data. This MAY be sent
to port CGRASP_LI STEN PORT at the link-1ocal ALL_GRASP_NEI GHBORS
mul ti cast address, in accordance with the rules in Section 2.5.6.

The initiator address is provided, as described for Discovery
messages (Section 2.8.4), only to di sanbiguate the Session ID

The nessage MJST contain a tinme-to-live (ttl) for the validity of
the contents, given as a positive integer value in mlliseconds.
There is no default; zero indicates an indefinite lifetine.

The synchroni zation data are in the formof GRASP option(s) for
speci fic synchroni zation objective(s). The |oop count(s) MIST be
set to a suitable value to prevent flood | oops (default value is
GRASP_DEF_LQOOPCT) .

Each objective option MAY be foll owed by a | ocator option
(Section 2.9.5) associated with the flooded objective. Inits
absence, an enpty option MJST be included to indicate a nul



| ocat or.

A node that receives a Flood Synchronization nessage MJUST cache the
recei ved objectives for use by local ASAs. Each cached objective
MJUST be tagged with the | ocator option sent with it, or with a null
tag if an enpty locator option was sent. |If a subsequent Fl ood
Synchroni zati on nmessage carries an objective with the sane nane and
the sane tag, the correspondi ng cached copy of the objective MIST be
overwitten. |If a subsequent Flood Synchronization nessage carrying
an objective with same name arrives with a different tag, a new
cached entry MJST be created.

Note: the purpose of this nechanismis to allow the recipient of

fl ooded val ues to distinguish between different senders of the sane
obj ective, and if necessary comunicate with them using the | ocator,
protocol, and port included in the locator option. Many objectives
will not need this nechanism so they will be flooded with a null

| ocat or.

Cached entries MJST be ignored or deleted after their lifetine
expires.

2.8.12. Invalid Message
In fragmentary CDDL, an Invalid message follows the pattern:
i nval i d-nmessage = [ MI NVALI D, session-id, ?any]

Thi s message MAY be sent by an inplementation in response to an

i ncom ng uni cast nessage that it considers invalid. The Session ID
val ue MJST be copied fromthe incom ng nmessage. The content SHOULD
be diagnostic information such as a partial copy of the invalid
message up to the maxi num nmessage size. An MINVALID nessage MAY be
silently ignored by a recipient. However, it could be used in
support of extensibility, since it indicates that the renpte node
does not support a new or obsol ete nessage or option.

An M I NVALI D nessage MUST NOT be sent in response to an M| NVALID
nessage.

2.8.13. No Operation Message

In fragnmentary CDDL, a No Operation nessage follows the pattern:
noop- message = [ M_NOOP]

Thi s message MAY be sent by an inplementation that for practical
reasons needs to initialize a socket. It MJST be silently ignored by
a recipient.

2.9. CRASP Options
This section defines the GRASP options for the negotiation and
synchroni zati on protocol signaling. Additional options may be
defined in the future.

2.9.1. Format of GRASP Options
GRASP options SHOULD be CBOR arrays that MJST start with an unsigned
integer identifying the specific option type carried in this option.
These option types are formally defined in Section 4.

GRASP options may be defined to include encapsul ated GRASP opti ons.

2.9.2. Divert Option



The Divert option is used to redirect a GRASP request to anot her
node, which may be nore appropriate for the intended negotiation or
synchroni zation. It may redirect to an entity that is known as a
speci fic negotiation or synchronization counterpart (on-link or off-
link) or a default gateway. The Divert option MJST only be

encapsul ated in Discovery Response nessages. |If found el sewhere, it
SHOULD be silently ignored.

A discovery initiator MAY ignore a Divert option if it only requires
direct Discovery Responses.

In fragmentary CDDL, the Divert option follows the pattern
divert-option = [ O DI VERT, +l ocator-option]

The enbedded | ocator option(s) (Section 2.9.5) point to diverted
destination target(s) in response to a Discovery message.

2.9.3. Accept Option

The Accept option is used to indicate to the negotiation counterpart
that the proposed negotiation content is accepted.

The Accept option MJST only be encapsul ated in Negotiation End
messages. |If found el sewhere, it SHOULD be silently ignored.

In fragnentary CDDL, the Accept option follows the pattern
accept-opti on = [ O_ACCEPT]
2.9.4. Decline Option

The Decline option is used to indicate to the negotiati on counterpart
the proposed negotiation content is declined and to end the
negoti ati on process.

The Decline option MIST only be encapsul ated in Negotiation End
messages. |If found el sewhere, it SHOULD be silently ignored.

In fragnentary CDDL, the Decline option follows the pattern

decl i ne-option = [ O DECLI NE, ?reason]
reason = text ; optional UTF-8 error nessage

Note: there might be scenari os where an ASA wants to decline the
proposed val ue and restart the negotiation process. |In this case, it
is an inplenentati on choice whether to send a Decline option or to
continue with a Negotiation nmessage, with an objective option that
contains a null value or one that contains a new value that m ght
achi eve convergence

2.9.5. Locator Options

These | ocator options are used to present reachability information
for an ASA, a device, or an interface. They are Locator |Pv6 Address
option, Locator |Pv4 Address option, Locator FQDN option, and Locator
URI option

Since ASAs will normally run as independent user programns, |ocator
options need to indicate the network-layer |ocator plus the transport
protocol and port nunber for reaching the target. For this reason,
the | ocator options for |IP addresses and FQDNs include this
information explicitly. In the case of the Locator URl option, this
informati on can be encoded in the URI itself.

Note: It is assuned that all locators used in |locator options are in



scope throughout the GRASP domain. As stated in Section 2.2, GRASP
is not intended to work across disjoint addressing or nam ng real ns.

2.9.5.1. Locator |IPv6 Address Option

In fragmentary CDDL, the Locator |Pv6 Address option follows the
pattern:

i pv6-1 ocator-option = [O I Pv6_LOCATOR, i pv6-address,
transport-proto, port-nunber]
i pv6-address = bytes .size 16

transport-proto = | PPROTO TCP / | PPROTO_UDP

| PPROTO_TCP = 6
| PPROTO_UDP = 17
port-nunber = 0..65535

The content of this option is a binary |IPv6 address followed by the
prot ocol nunber and port nunber to be used.

Note 1: The IPv6 address MJUST nornal |y have gl obal scope. However,
during initialization, a link-local address MAY be used for specific
obj ectives only (Section 2.5.2). |In this case, the corresponding

Di scovery Response message MJST be sent via the interface to which
the link-1ocal address applies.

Note 2: A link-local 1Pv6 address MJUST NOT be used when this option
is included in a Divert option

Note 3: The | PPROTO val ues are taken fromthe existing | ANA Protoco
Nunbers registry in order to specify TCP or UDP. |If GRASP requires
future values that are not in that registry, a newregistry for

val ues outside the range 0..255 will be needed.

2.9.5.2. Locator |IPv4 Address Option

In fragmentary CDDL, the Locator |Pv4 Address option follows the
pattern:

i pv4-1locator-option = [O_| Pv4_LOCATOR, i pv4-address,
transport-proto, port-nunber]
i pv4- address = bytes .size 4

The content of this option is a binary |IPv4 address followed by the
protocol nunber and port nunber to be used.

Note: If an operator has internal network address translation for
I Pv4, this option MIUST NOT be used within the Divert option

2.9.5.3. Locator FQDN Option
In fragnentary CDDL, the Locator FQDN option follows the pattern

fgdn-1ocator-option = [ O FQDN_LOCATOR, text,
transport-proto, port-nunber]

The content of this option is the FQDN of the target followed by the
protocol nunber and port nunber to be used.

Note 1: Any FQDN that might not be valid throughout the network in
question, such as a Multicast DNS name [RFC6762], MJUST NOT be used
when this option is used within the Divert option

Note 2: Normal GRASP operations are not expected to use this option
It is intended for special purposes such as di scovering externa
servi ces.



2.9.5.4. Locator URI Option
In fragmentary CDDL, the Locator URI option follows the pattern

uri-locator-option = [O URI _LOCATOR, text,
transport-proto / null, port-nunmber / null]

The content of this option is the URI of the target followed by the
prot ocol nunber and port nunmber to be used (or by null values if not
required) [RFC3986].

Note 1: Any URI which mght not be valid throughout the network in
question, such as one based on a Multicast DNS nane [ RFC6762], MJUST
NOT be used when this option is used within the Divert option

Note 2: Normal GRASP operations are not expected to use this option
It is intended for special purposes such as di scovering externa
services. Therefore, its use is not further described in this
speci fication.

2.10. (Objective Options
2.10.1. Format of Objective Options

An objective option is used to identify objectives for the purposes
of discovery, negotiation, or synchronization. Al objectives MJST
be in the followi ng format, described in fragmentary CDDL

obj ective = [objective-nane, objective-fl ags,
| oop-count, ?objective-val ue]

obj ecti ve-name = text
obj ective-val ue = any
| oop-count = 0..255

Al'l objectives are identified by a unique nane that is a UTF-8 string
[ RFC3629], to be conpared byte by byte.

The nanes of generic objectives MJST NOT include a colon (":") and
MUST be registered with | ANA (Section 5).

The nanes of privately defined objectives MIST include at |east one
colon (":"). The string preceding the last colon in the name MJST be
globally unique and in some way identify the entity or person
defining the objective. The follow ng three nethods MAY be used to
create such a globally unique string:

1. The unique string is a decimal nunber representing a registered
32-bit Private Enterprise Nunber (PEN) [RFC5612] that uniquely
identifies the enterprise defining the objective.

2. The unique string is a FQDN that uniquely identifies the entity
or person defining the objective.

3. The unique string is an email|l address that uniquely identifies
the entity or person defining the objective.

GRASP treats the objective name as an opaque string. For exanple,
"EX1", "32473: EX1", "exanple.com EX1", "exanple.org: EX1", and
"user @xanpl e. org: EX1" are five different objectives.

The 'objective-flags' field is described in Section 2.10. 2.

The 'l oop-count’ field is used for terninating negotiation as
described in Section 2.8.7. It is also used for term nating



di scovery as described in Section 2.5.4 and for term nating flooding
as described in Section 2.5.6.2. It is placed in the objective
rather than in the CGRASP nessage fornat because, as far as the ASAis
concerned, it is a property of the objective itself.

The ' objective-value’ field expresses the actual value of a

negoti ati on or synchroni zation objective. |Its format is defined in
the specification of the objective and may be a sinple value or a
data structure of any kind, as long as it can be represented in CBOR
It is optional only in a Discovery or Discovery Response nessage.

2.10.2. (Objective Flags

An objective may be relevant for discovery only, for discovery and
negoti ation, or for discovery and synchroni zation. This is expressed
in the objective by logical flag bits:

objective-flags = uint .bits objective-flag
obj ective-flag = &

FDSC 0 ; valid for discovery

F NEG 1 ; valid for negotiation
F_SYNCH 2 ; valid for synchronization
F_NEG DRY: 3 ; negotiation is a dry run

)

These bits are independent and nmay be conbi ned appropriately, e.g.,
(F_DISC and F_SYNCH) or (F_ DI SC and F NEG or (F_DI SC and F_NEG and
F_NEG DRY).

Note that for a given negotiation session, an objective nust be used
either for negotiation or for dry-run negotiation. Mxing the two
nodes in a single negotiation is not possible.

2.10.3. Ceneral Considerations for Objective Options

As nentioned above, objective options MJST be assigned a uni que nane.
As long as privately defined objective options obey the rul es above,
this docunment does not restrict their choice of nane, but the entity
or person concerned SHOULD publish the names in use.

Nanmes are expressed as UTF-8 strings for convenience in designing

obj ective options for |ocalized use. For generic usage, nanes
expressed in the ASCII subset of UTF-8 are RECOMVENDED. Designers

pl anning to use non-ASCI| nanes are strongly advised to consult

[ RFC8264] or its successor to understand the conplexities involved.

Si nce CRASP conpares nanes byte by byte, all issues of Unicode
profiling and canonicalization MJST be specified in the design of the
obj ective option.

Al'l objective options MJIST respect the CBOR patterns defined above as
"obj ective" and MJST replace the "any’ field with a valid CBOR data
definition for the relevant use case and application

An obj ective option that contains no additional fields beyond its
"l oop-count’ can only be a discovery objective and MJUST only be used
in Discovery and Di scovery Response nmessages.

The Negotiation Cbjective options contain negotiation objectives,

whi ch vary according to different functions and/or services. They
MJST be carried by D scovery, Request Negotiation, or Negotiation
messages only. The negotiation initiator MIST set the initial ’'|oop-
count’ to a value specified in the specification of the objective or,
if no such value is specified, to GRASP_DEF LOOPCT

For nost scenarios, there should be initial values in the negotiation
requests. Consequently, the Negotiation Objective options MIST



al ways be conpletely presented in a Request Negotiati on nessage, or
in a Discovery nessage in rapid node. |If there is no initial value,
the "value’ field SHOULD be set to the 'null’ val ue defined by CBOR

Synchroni zati on Obj ective options are simlar, but MJIST be carried by
Di scovery, Discovery Response, Request Synchronization, or Flood
Synchroni zati on nmessages only. They include "value’ fields only in
Synchroni zation or Flood Synchronizati on nessages.

The design of an objective interacts in various ways with the design
of the ASAs that will use it. ASA design considerations are
di scussed i n [ ASA- GUl DELI NES] .

2.10.4. Organizing of Ohjective Options

Generi c objective options MJIST be specified in docunents available to
the public and SHOULD be designed to use either the negotiation or
the synchroni zati on mechani sm descri bed above.

As noted earlier, one negotiation objective is handl ed by each GRASP
negotiation thread. Therefore, a negotiation objective, which is
based on a specific function or action, SHOULD be organi zed as a
single GRASP option. It is NOT RECOMMENDED to organize nmultiple
negoti ati on objectives into a single option nor to split a single
function or action into nultiple negotiation objectives.

It is inportant to understand that GRASP negotiation does not support
transactional integrity. |If transactional integrity is needed for a
specific objective, this nust be ensured by the ASA. For exanple, an
ASA might need to ensure that it only participates in one negotiation
thread at the sane tine. Such an ASA would need to stop |istening
for incomng negotiation requests before generating an out goi ng
negoti ati on request.

A synchroni zati on objective SHOULD be organi zed as a single GRASP
opti on.

Sone objectives will support nore than one operational npbde. An
exanple is a negotiation objective with both a dry-run node (where
the negotiation is to deternine whether the other end can, in fact,
make the requested change wi thout problens) and a |ive node, as
explained in Section 2.5.5. The senmantics of such nodes wll be
defined in the specification of the objectives. These objectives
SHOULD i nclude flags indicating the applicable node(s).

An issue requiring particular attention is that GRASP itself is not a
transactionally safe protocol. Any state associated with a dry-run
operation, such as tenporarily reserving a resource for subsequent
use in alive run, is entirely a matter for the designer of the ASA
concer ned.

As indicated in Section 2.1, an objective' s value nmay include

mul tiple paraneters. Paranmeters night be categorized into two

cl asses: the obligatory ones presented as fixed fields and the
optional ones presented in some other form of data structure enbedded
in CBOR The format might be inherited froman existing nmanagenent
or configuration protocol, with the objective option acting as a
carrier for that format. The data structure m ght be defined in a
formal |anguage, but that is a matter for the specifications of

i ndi vi dual objectives. There are many candi dates, according to the
context, such as ABNF, RBNF, XM. Schema, YANG etc. GRASP itself is
agnostic on these questions. The only restriction is that the format
can be mapped into CBOR

It is NOT RECOWENDED to nix paraneters that have significantly
different response-time characteristics in a single objective.



Separate objectives are nore suitable for such a scenario.

Al'l objectives MJST support GRASP discovery. However, as nentioned
in Section 2.3, it is acceptable for an ASA to use an alternative
met hod of discovery.

Normal Iy, a GRASP objective will refer to specific technica
paraneters as explained in Section 2.1. However, it is acceptable to
define an abstract objective for the purpose of nanaging or
coordinating ASAs. It is also acceptable to define a special-purpose
obj ective for purposes such as trust bootstrapping or formation of
the ACP.

To guarantee convergence, a |linmted nunber of rounds or a tinmeout is
needed for each negotiation objective. Therefore, the definition of
each negotiation objective SHOULD clearly specify this, for exanple,
a default 1 oop count and tineout, so that the negotiation can al ways
be terminated properly. If not, the GRASP defaults will apply.

There nust be a well-defined procedure for concluding that a

negoti ati on cannot succeed, and if so, decidi ng what happens next
(e.g., deadlock resolution, tie-breaking, or reversion to best-effort
service). This MJST be specified for individual negotiation

obj ecti ves.

2.10.5. Experinental and Exanple Ohjective Options

The nanes "EX0" through "EX9" have been reserved for experinental
options. Miltiple names have been assi gned because a single
experinment may use nultiple options sinultaneously. These
experinental options are highly likely to have different neani ngs
when used for different experinments. Therefore, they SHOULD NOT be
used wi thout an explicit human deci sion and MJUST NOT be used in
unnmanaged networ ks such as home networks.

These names are al so RECOMVENDED for use in docunentation exanples.
3. Security Considerations

A successful attack on negoti ati on-enabl ed nodes woul d be extrenely
harnful , as such nodes m ght end up with a conpletely undesirable
configuration that would al so adversely affect their peers. GRASP
nodes and nessages therefore require full protection. As explained
in Section 2.5.1, GRASP MUST run within a secure environment such as
the ACP [ RFC8994], except for the constrained instances described in
Section 2.5. 2.

Aut hent i cati on
A cryptographically authenticated identity for each device is
needed in an Autonom ¢ Network. It is not safe to assune that a
| arge network is physically secured against interference or that
all personnel are trustworthy. Each autonom ¢ node MJUST be
capable of proving its identity and authenticating its nmessages.
GRASP relies on a separate, external certificate-based security
mechani smto support authentication, data integrity protection,
and anti-replay protection.

Si nce CGRASP nust be deployed in an existing secure environnent,
the protocol itself specifies nothing concerning the trust anchor
and certification authority. For exanple, in the ACP [ RFC8994],
all nodes can trust each other and the ASAs installed in them

If GRASP is used tenporarily without an external security
mechani sm for exanple, during system bootstrap (Section 2.5.1),
the Session ID (Section 2.7) will act as a nonce to provide
limted protection against the injecting of responses by third



parties. A full analysis of the secure bootstrap process is in
[ RFC8995] .

Aut hori zation and rol es

Pr

GRASP is agnostic about the roles and capabilities of individua
ASAs and about which objectives a particular ASA is authorized to
support. An inplenmentation m ght support precautions such as
allowing only one ASA in a given node to nodify a given objective,
but this may not be appropriate in all cases. For exanple, it

m ght be operationally useful to allow an old and a new versi on of
the same ASA to run simultaneously during an overlap peri od.

These questions are out of scope for the present specification

vacy and confidentiality

GRASP is intended for network-nmanagenent purposes involving
network el enents, not end hosts. Therefore, no persona
information is expected to be involved in the signaling protocol,
so there should be no direct inpact on personal privacy.
Nevert hel ess, applications that do convey personal information
cannot be excluded. Also, traffic flow paths, VPNs, etc., could
be negotiated, which could be of interest for traffic analysis.
QOperators generally want to conceal details of their network
topol ogy and traffic density fromoutsiders. Therefore, since

i nsider attacks cannot be excluded in a | arge network, the
security nechani smfor the protocol MJST provi de nmessage
confidentiality. This is why Section 2.5.1 requires either an ACP
or an alternative security nechani sm

Li nk-1ocal multicast security

GRASP has no reasonable alternative to using link-local nulticast
for Discovery or Flood Synchronizati on nessages, and these
nmessages are sent in the clear and with no authentication. They
are only sent on interfaces within the Autonom c Network (see
Section 2.1 and Section 2.5.1). They are, however, available to
on-1ink eavesdroppers and could be forged by on-link attackers.
In the case of discovery, the Discovery Responses are unicast and
will therefore be protected (Section 2.5.1), and an untrusted
forger will not be able to receive responses. |In the case of

fl ood synchroni zation, an on-link eavesdropper will be able to
receive the fl ooded objectives, but there is no response nessage
to consider. Sone precautions for Flood Synchronization nmessages
are suggested in Section 2.5.6.2.

DoS attack protection

GRASP di scovery partly relies on insecure link-1ocal multicast.
Since routers participating in GRASP sonetines relay Discovery
messages fromone link to another, this could be a vector for

deni al -of -service attacks. Sone mtigations are specified in
Section 2.5.4. However, nalicious code installed inside the ACP
coul d al ways | aunch DoS attacks consisting of either spurious

Di scovery nessages or spurious Discovery Responses. It is
important that firewalls prevent any GRASP nessages from entering
the domain from an unknown source.

Security during bootstrap and di scovery

A node cannot trust CGRASP traffic from other nodes until the
security environment (such as the ACP) has identified the trust
anchor and can authenticate traffic by validating certificates for
other nodes. Also, until it has successfully enrolled [ RFC8995],
a node cannot assune that other nodes are able to authenticate its
own traffic. Therefore, GRASP di scovery during the bootstrap
phase for a new device will inevitably be insecure. Secure
synchroni zati on and negotiation will be inpossible unti

enrollnment is conplete. Further details are given in

Section 2.5.2.



Security of discovered |ocators
When GRASP di scovery returns an | P address, it MJST be that of a
node within the secure environnent (Section 2.5.1). |If it returns
an FQDN or a URI, the ASA that receives it MJST NOT assune that
the target of the locator is within the secure environnent.

CDDL Speci fication of GRASP

<CODE BEG NS> file "grasp.cddl”
grasp-nessage = (nessage .w thin nmessage-structure) / noop- nessage

message-structure = [ MESSAGE_TYPE, session-id, ?initiator,
*grasp-option]

MESSAGE_TYPE = 0..255
session-id = 0..4294967295 ; up to 32 bits
grasp-option = any

message /= di scovery-nmessage
di scovery-nessage = [ M DI SCOVERY, session-id, initiator, objective]

message /= response-nessage ; response to Discovery
response-nessage = [ M RESPONSE, session-id, initiator, ttl,
(+l ocator-option // divert-option), ?objective]

message /= synch-nessage ; response to Synchroni zati on request
synch-nessage = [ M.SYNCH, session-id, objective]

message /= fl ood- nessage
fl ood- nessage = [ M FLOOD, session-id, initiator, ttl,
+[ obj ective, (locator-option / [])]]

nmessage /= request-negotiati on- nessage
request-negoti ati on-nessage = [ M REQ NEG session-id, objective]

message /= request-synchroni zati on- nessage
request -synchroni zati on- message = [ M REQ SYN, session-id, objective]

message /= negoti ati on- nessage
negoti ati on-nessage = [ M NEGOTI ATE, session-id, objective]

message /= end- nessage
end- nessage = [ M LEND, session-id, accept-option / decline-option]

nmessage /= wait-nessage
wai t-nmessage = [MWAIT, session-id, waiting-timne]

message /= invalid-nmessage
i nval i d-message = [ M.I NVALI D, session-id, ?any]

noop- message = [ M_NOOP]
divert-option = [O_DI VERT, +l ocator-option]
accept-opti on = [ O_ACCEPT]

decl i ne-option = [ O DECLI NE, ?reason]
reason = text ; optional UTF-8 error nessage

waiting-time = 0..4294967295 ; in mlliseconds
ttl = 0..4294967295 ; in mlliseconds

| ocator-option /=[O | Pv4_LOCATOR, ipv4-address,
transport-proto, port-nunber]
i pv4-address = bytes .size 4



| ocator-option /=[O | Pv6_LOCATOR, ipv6-address,
transport-proto, port-nunber]
i pv6- address = bytes .size 16

| ocator-option /=[O FQDN_LOCATOR, text, transport-proto,
port - nunber]

| ocator-option /= [O URI _LOCATOR, text,
transport-proto / null, port-nunmber / null]

transport-proto = | PPROTO TCP / | PPROTO_UDP

| PPROTO TCP = 6

| PPROTO_UDP = 17

port-nunber = 0..65535

initiator = ipv4-address / ipv6-address

objective-flags = uint .bits objective-flag

obj ective-flag = &
FDSC 0 ; valid for discovery
F NEG 1 ; valid for negotiation
F_SYNCH 2 ; valid for synchronization
F NEG DRY: 3 ; negotiation is a dry run
)

obj ective = [objective-nane, objective-flags,
| oop-count, <?objective-val ue]

obj ective-nane = text ; see section "Format of Objective Options"
obj ecti ve-val ue = any

| oop-count = 0..255

; Constants for nmessage types and option types

M NOOP = 0
M DI SCOVERY = 1
M_RESPONSE = 2
M REQ NEG =
M_REQ SYN =
M_NEGOTI ATE
MEND = 6
MWIT =7
M _SYNCH =
M_FLOOD =
M_I NVALI D

I »w

8
9
= 99
O DI VERT 100

O_ACCEPT = 101
O DECLI NE = 102

O | Pv6_LOCATOR = 103
O_| Pv4_LOCATOR = 104
O_FQDN_LOCATOR = 105

O_URI _LOCATOR = 106
<CODE ENDS>

| ANA Consi der ati ons

Thi s docunent defines the GeneRic Autonom c Signaling Protoco
(GRASP) .

Section 2.6 explains the following link-local nulticast addresses
that | ANA has assigned for use by GRASP.



Assigned in the "Link-Local

the "I Pv6 Miulticast Address Space Registry":

Address(es): ff02::13
Description: ALL_GRASP_NEI GHBORS
Ref erence: RFC 8990

Assigned in the "Local

Net wor k Cont r ol

Bl ock (224.0.0.0 -

Scope Multicast Addresses"” subregistry of

224.0.0. 255

(224.0.0/24))" subregistry of the "IPv4 Milticast Address Space

Regi stry":

Address(es): 224.0.0.119
Description: ALL_GRASP_NEI GHBORS
Ref erence: RFC 8990

Section 2.6 explains the foll owi ng User

Port (GRASP_LI STEN PORT),

whi ch | ANA has assigned for use by GRASP for both UDP and TCP:

Servi ce Name: grasp
Port Number: 7017
Transport Protocol:
Descri ption

Assi ghee:

Cont act :

Ref erence: RFC 8990

udp, tcp

GeneRi ¢ Aut onomi c Signaling Protocol
| ESG <i esg@etf.org>
| ETF Chair <chair@etf.org>

The | ANA has created the "GeneRi ¢ Autonom ¢ Signaling Protocol

(GRASP) Paraneters" registry,
"GRASP Messages and Options" and "CGRASP (bjective Nanes".

whi ch includes two subregistries:

The val ues in the "GRASP Messages and Options" subregistry are nanes
Future val ues MJST be assigned using

paired with deci nal

the Standards Action policy defined by [ RFC8126].
val ues are assigned by this docunent:

initial

i nt egers.

[ e oo )
| Value | Message/ Option |
+o———ooo4 o=+
| O | M_NOCP |
+------- I I +
| 1 | M DI SCOVERY |
+------- R +
| 2 | M RESPONSE |
+------- I I +
| 3 | M REQ NEG |
+------- I I +
| 4 | M REQ SYN |
+------- R +
| 5 | M _NEGOTI ATE |
+------- I I +
| 6 | M_END |
+------- I I +
| 7 | MWAIT |
+------- R +
| 8 | M_SYNCH |
+------- I I +
| 9 | M_FLOOD |
+------- I I +
| 99 | M.INVALID |
+------- R +
| 100 | O.DI VERT |
+------- I I +
| 101 | O _ACCEPT |
+------- I I +
| 102 | O DECLINE |

The foll ow ng



| 103 | O.IPv6_LOCATCR |

- oo e e oo +
| 104 | O.Pv4_LOCATCR |
e o e +
| 105 | O _FQDN _LOCATOR |
Fommm e Fommm e +
| 106 | O URI _LOCATOR |
- oo e e e oo +

Table 1: Initia
Val ues of the "GRASP
Messages and Opti ons”
Subregistry

The values in the "GRASP bjective Nanes" subregistry are UTF-8
strings that MJUST NOT include a colon (":"), according to
Section 2.10.1. Future values MJST be assigned using the

Speci fication Required policy defined by [ RFC8126].

To assist expert review of a new objective, the specification should
include a precise description of the format of the new objective,
with sufficient explanation of its semantics to all ow i ndependent

i npl ementations. See Section 2.10.3 for nore details. |[If the new
objective is simlar in name or purpose to a previously registered
obj ective, the specification should explain why a new objective is
justified.

The following initial values are assigned by this docunent:

[ el oo ]
| Objective Name | Reference

+o——ooooo-—oooo———4 - ————=—=—+
| EX0 | RFC 8990 |
I I I +
| EX1 | RFC 8990 |
R R +
| EX2 | RFC 8990 |
I I F-- - - - +
| EX3 | RFC 8990 |
I I I +
| EX4 | RFC 8990 |
R R +
| EX5 | RFC 8990 |
I I F-- - - - +
| EX6 | RFC 8990 |
I I I +
| EX7 | RFC 8990 |
R R +
| EX8 | RFC 8990 |
I I F-- - - - +
| EX9 | RFC 8990 |
I I I +

Table 2: Initial Values of
the "GRASP (bj ective
Nanmes" Subregistry
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Appendi x A. Exanpl e Message Formats

For readers unfamliar with CBOR, this appendi x shows a nunber of
exanpl e GRASP nessages conforming to the CDDL syntax given in
Section 4. Each nessage is shown three times in the follow ng
formats:

1. CBOR diagnostic notation.

2. Simlar, but showi ng the names of the constants. (Details of the
flag bit encoding are omitted.)

3. Hexadecimal version of the CBOR wire format
Long lines are split for display purposes only.
A.1. Discovery Exanple

The initiator (2001:db8:f000: baaa: 28cc: dc4c: 9703: 6781) multicasts a
D scovery nessage | ooking for objective EXI:

[1, 13948744, h’20010db8f 000baaa28ccdc4c97036781', ["EX1", 5, 2, 0]]
[ M_DI SCOVERY, 13948744, h’20010db8f 000baaa28ccdc4c97036781" ,

["EX1", F_SYNCH bits, 2, 0]]
h' 84011a00d4d7485020010db8f 000baaa28ccdc4c970367818463455831050200

A peer (2001: 0db8: f000: baaa: f 000: baaa: f 000: baaa) responds with a
| ocator:

[2, 13948744, h’20010db8f 000baaa28ccdc4c97036781', 60000,
[ 103, h’20010db8f 000baaaf 000baaaf 000baaa’, 6, 49443]]
[ M_.RESPONSE, 13948744, h’20010db8f 000baaa28ccdc4c97036781', 60000,
[O I Pv6_LOCATOR, h’20010db8f 000baaaf 000baaaf 000baaa’,
| PPROTO TCP, 49443]]
h’' 85021a00d4d7485020010db8f 000baaa28ccdc4c9703678119ea6084186750
20010db8f 000baaaf 000baaaf 000baaa0619¢123

A. 2. Flood Exanple

The initiator nulticasts a Fl ood Synchroni zati on nessage. The single
objective has a null locator. There is no response:

[9, 3504974, h’20010db8f 000baaa28ccdc4c97036781', 10000,
[["EX1", 5, 2, ["Exanmple 1 value=", 100]]1,[] 1 1
[ M_.FLOOD, 3504974, h’'20010db8f 000baaa28ccdc4c97036781', 10000,
["EX1", F_SYNCH bits, 2, ["Exanple 1 value=", 100]1,[] 1 I
h' 85091a00357b4e5020010db8f 000baaa28ccdc4c97036781192710
828463455831050282704578616d706c6520312076616c75653d186480

A. 3. Synchroni zation Exampl e

Fol | owi ng successful discovery of objective EX2, the initiator
uni casts a Request Synchronization nessage:

[4, 4038926, ["EX2", 5, 5, 0]]

[ M.REQ SYN, 4038926, ["EX2", F_SYNCH bits, 5, 0]]
h’ 83041a003dal0e8463455832050500

The peer responds with a val ue:

[8, 4038926, ["EX2", 5, 5, ["Exanple 2 value=", 200]]]



[ M SYNCH, 4038926, ["EX2", F_SYNCH bits, 5, ["Exanple 2 value=", 200]]]
h’ 83081a003da10e8463455832050582704578616d706¢6520322076616¢75653d18¢8

A. 4. Sinple Negotiation Exanple

Fol | owi ng successful discovery of objective EX3, the initiator
uni casts a Request Negotiation message:

[3, 802813, ["EX3", 3, 6, ["NzD', 47]]]
[ M REQ NEG 802813, ["EX3", F _NEG bits, 6, ["NzD', 47]]]
h’ 83031a000c3f f d8463455833030682634e5a44182f ’

The peer responds with i medi ate acceptance. Note that no objective
i s needed because the initiator’'s request was accepted w t hout
change:

[6, 802813, [101]]

[MEND , 802813, [ O ACCEPT]]
h’ 83061a000c3f f d811865

A.5. Conplete Negotiation Exanpl e
Again the initiator unicasts a Request Negotiation message:
[3, 13767778, ["EX3", 3, 6, ["NzD', 410]]]

[ M REQ NEG 13767778, ["EX3", F_NEG bits, 6, ["NzD', 410]]]
h’ 83031a00d214628463455833030682634€5a4419019a

The responder starts to negotiate (naking an offer):
[5, 13767778, ["EX3", 3, 6, ["NzD', 80]]]

[ M_NEGOTI ATE, 13767778, ["EX3", F_NEG bits, 6, ["NzD', 80]]]
h’ 83051a00d214628463455833030682634e5a441850’

The initiator continues to negotiate (reducing its request, and note
that the | oop count is decrenented):

[5, 13767778, ["EX3", 3, 5, ["NzD', 307]]]
[ M_NEGOTI ATE, 13767778, ["EX3", F_NEG bits, 5, ["NzD', 307]]]
h’ 83051a00d214628463455833030582634e5a44190133’

The responder asks for nore tine:

[7, 13767778, 34965]
[MWAIT, 13767778, 34965]
h’ 83071a00d21462198895

The responder continues to negotiate (increasing its offer):

[5, 13767778, ["EX3", 3, 4, ["NzD', 120]1]]

[ M_NEGOTI ATE, 13767778, ["EX3", F_NEG bits, 4, ["NzD', 120]]]
h' 83051a00d214628463455833030482634e5a441878

The initiator continues to negotiate (reducing its request):

[5, 13767778, ["EX3", 3, 3, ["NzD', 246]]]

[ M_NEGOTI ATE, 13767778, ["EX3", F_NEG bits, 3, ["NzD', 246]]]
h' 83051a00d214628463455833030382634e5a4418f 6°

The responder refuses to negotiate further:

[6, 13767778, [102, "Insufficient funds"]]

[MEND , 13767778, [O DECLINE, "lnsufficient funds"]]

h' 83061a00d2146282186672496e73756666696369656e742066756e6473

This negotiation has failed. |If either side had sent [ MEND



13767778, [O_ACCEPT]] it would have succeeded, converging on the
obj ective value in the preceding M NEGOTI ATE. Note that apart from
the initial MREQ NEG the process is symetrical

Appendi x B. Requirement Analysis of Discovery, Synchronization, and
Negoti ati on

Thi s section discusses the requirenents for di scovery, negotiation,
and synchroni zation capabilities. The primary user of the protoco

is an Autonom c Service Agent (ASA), so the requirenents are mainly
expressed as the features needed by an ASA. A single physical device
m ght contain several ASAs, and a single ASA m ght nanage severa
techni cal objectives. |If a technical objective is managed by severa
ASAs, any necessary coordination is outside the scope of GRASP.
Furthernore, requirenments for ASAs thensel ves, such as the processing
of Intent [RFC7575], are out of scope for the present docunent.

B.1. Requirenents for Discovery

D1. ASAs may be designed to nanage any type of configurable device
or software, as required in Appendix B.2. A basic requirenent
is therefore that the protocol can represent and di scover any
ki nd of technical objective (as defined in Section 2.1) anopng
arbitrary subsets of participating nodes.

In an Autonom ¢ Network, we nust assunme that when a device
starts up, it has no infornmation about any peer devices, the
network structure, or the specific role it nust play. The
ASA(s) inside the device are in the same situation. In some
cases, when a new application session starts within a devi ce,
the device or ASA may again |lack information about rel evant
peers. For exanple, it might be necessary to set up resources
on multiple other devices, coordinated and natched to each
other so that there is no wasted resource. Security settings
m ght al so need updating to allow for the new device or user
The rel evant peers may be different for different technica

obj ectives. Therefore discovery needs to be repeated as often
as necessary to find peers capable of acting as counterparts
for each objective that a discovery initiator needs to handle.
Fromthis background we derive the next three requirenents:

D2. When an ASA first starts up, it may have no know edge of the
specific network to which it is attached. Therefore the
di scovery process nust be able to support any network scenari o,
assuning only that the device concerned is bootstrapped from
factory condition.

b3. When an ASA starts up, it nmust require no configured |ocation
i nformati on about any peers in order to discover them

D4. If an ASA supports nultiple technical objectives, relevant
peers may be different for different discovery objectives, so
di scovery needs to be performed separately to find counterparts
for each objective. Thus, there nmust be a nmechani sm by which
an ASA can separately discover peer ASAs for each of the
techni cal objectives that it needs to nmanage, whenever
necessary.

D5. Fol | owi ng di scovery, an ASA will normally perform negotiation
or synchronization for the correspondi ng objectives. The
design should allow for this by conveniently |inking discovery
to negotiation and synchroni zation. It may provide an optiona
mechani smto conbi ne di scovery and negoti ati on/synchroni zati on
in a single protocol exchange.

D6. Sone objectives may only be significant on the | ocal |ink, but



others may be significant across the routed network and require
of f-1ink operations. Thus, the relevant peers mnight be

i medi at e nei ghbors on the sane layer 2 link, or they nmight be
nmore distant and only accessible via layer 3. The nechani sm
must therefore provide both on-link and off-1ink discovery of
ASAs supporting specific technical objectives.

D7. The di scovery process should be flexible enough to allow for
speci al cases, such as the foll ow ng:

* During initialization, a device nust be able to establish
mutual trust with autononi c nodes el sewhere in the network
and participate in an authenticati on mechanism Although
this will inevitably start with a discovery action, it is a
speci al case precisely because trust is not yet established.
This topic is the subject of [RFC8995]. We require that
once trust has been established for a device, all ASAs
wWithin the device inherit the device's credentials and are
al so trusted. This does not preclude the device having
mul tiple credentials.

*  Depending on the type of network involved, discovery of
other central functions m ght be needed, such as the Network
Operations Center (NOC) [RFC8368]. The protocol nust be
capabl e of supporting such discovery during initialization,
as well as discovery during ongoi ng operation.

D8. The di scovery process nust not generate excessive traffic and
nmust take account of sl eeping nodes.

D9. There nust be a mechanismfor handling stale discovery results.
B.2. Requirenents for Synchronization and Negotiation Capability

Aut ononi ¢ Networks need to be able to manage nmany different types of
paraneters and consi der many di nensi ons, such as |atency, |oad,
unused or limted resources, conflicting resource requests, security
settings, power saving, |load balancing, etc. Status information and
resource netrics need to be shared between nodes for dynanic

adj ustnent of resources and for nonitoring purposes. Wile this

m ght be achi eved by existing protocols when they are avail able, the
new protocol needs to be able to support parameter exchange,

i ncludi ng nutual synchronization, even when no negotiation as such is
required. |In general, these paraneters do not apply to all
participating nodes, but only to a subset.

SN1. A basic requirenment for the protocol is therefore the ability
to represent, discover, synchronize, and negotiate al nbst any
ki nd of network paraneter anong sel ected subsets of
partici pating nodes.

SN2. Negotiation is an iterative request/response process that nust
be guaranteed to term nate (with success or failure). Wile
ti e-breaking rules nust be defined specifically for each use
case, the protocol should have some general mechanisns in
support of |oop and deadl ock prevention, such as hop-count
limts or timeouts.

SN3. Synchroni zati on nust be possible for groups of nodes ranging
fromsmall to very large.

SN4. To avoid "reinventing the wheel", the protocol should be able
to encapsul ate the data formats used by existing configuration
protocol s (such as Network Configuration Protocol (NETCONF) and
YANG) in cases where that is convenient



SN5.

SNG.

SN7.

SN8.

Human intervention in complex situations is costly and error
prone. Therefore, synchronization or negotiation of paraneters
wi t hout human intervention is desirable whenever the

coordi nation of nultiple devices can inprove overall network
performance. It follows that the protocol’s resource

requi renents must be small enough to fit in any device that
woul d ot herwi se need human intervention. The issue of running
in constrained nodes is discussed in [ RFC8993].

Human intervention in large networks is often replaced by use
of a top-down network nanagenment system (NMS). It therefore
follows that the protocol, as part of the Autonom c Networking
Infrastructure, should be capable of running in any device that
woul d ot herwi se be nanaged by an NMB, and that it can coexi st
with an NMS and with protocols such as SNVWP and NETCONF.

Speci fic autononic features are expected to be inplenmented by
i ndi vi dual ASAs, but the protocol must be general enough to
all ow them Some exanpl es foll ow

* Dependencies and conflicts: In order to decide upon a
configuration for a given device, the device may need
informati on from neighbors. This can be established through
the negoti ati on procedure, or through synchronization if
that is sufficient. However, a given itemin a neighbor may
depend on other information fromits own nei ghbors, which
may need anot her negotiation or synchronization procedure to
obtain or decide. Therefore, there are potentia
dependenci es and conflicts anong negotiation or
synchroni zati on procedures. Resolving dependenci es and
conflicts is a matter for the individual ASAs involved. To
allow this, there need to be clear boundaries and
convergence nechani sns for negotiations. Also sone
mechani sns are needed to avoid | oop dependenci es or
uncontrolled gromh in a tree of dependencies. It is the
ASA designer’s responsibility to avoid or detect | ooping
dependenci es or excessive grow h of dependency trees. The
protocol’s role is limted to bilateral signaling between
ASAs and the avoi dance of |oops during bilateral signaling.

* Recovery fromfaults and identification of faulty devices
shoul d be as automatic as possible. The protocol’s role is
limted to discovery, synchronization, and negotiation
These processes can occur at any tine, and an ASA may need
to repeat any of these steps when the ASA detects an event
such as a negotiation counterpart failing.

* Since a major goal is to mninize human intervention, it is
necessary that the network can in effect "think ahead"
before changing its paraneters. One aspect of this is an
ASA that relies on a know edge base to predict network
behavior. This is out of scope for the signaling protocol
However, another aspect is forecasting the effect of a
change by a "dry run" negotiation before actually installing
the change. Signaling a dry run is therefore a desirable
feature of the protocol

Not e t hat nanagenent |ogging, nonitoring, alerts, and tools for
intervention are required. However, these can only be features
of individual ASAs, not of the protocol itself. Another
docunent [ RFC8368] discusses how such agents may be linked into
conventional Operations, Adm nistration, and Mi ntenance (OAM
systens via an Autonom c Control Plane [ RFC8994].

The protocol will be able to deal with a wide variety of
techni cal objectives, covering any type of network paraneter.



B. 3.

T1.

T2.

T3.

T4.

T5.

T6.

T7.

T8.

T9.

Therefore the protocol will need a flexible and easily
extensible format for describing objectives. At a |later stage,
it may be desirable to adopt an explicit infornation nodel.

One consideration is whether to adopt an existing information
nmodel or to design a new one.

Speci fic Techni cal Requirements

It should be convenient for ASA designers to define new
techni cal objectives and for programrers to express them

wi t hout excessive inmpact on runtine efficiency and footprint.
In particular, it should be convenient for ASAs to be

i mpl ement ed i ndependently of each other as user-space prograns
rat her than as kernel code, where such a programm ng nodel is
possi ble. The classes of device in which the protocol night
run is discussed in [ RFC8993].

The protocol should be easily extensible in case the initially
defined discovery, synchronization, and negotiati on nmechani snms
prove to be insufficient.

To be a generic platform the protocol payload format shoul d be
i ndependent of the transport protocol or IP version. In
particular, it should be able to run over |1Pv6 or |Pv4.

However, some functions, such as multicasting on a link, mght
need to be I P version dependent. By default, |Pv6 should be
preferred.

The protocol nust be able to access off-link counterparts via
rout abl e addresses, i.e., must not be restricted to link-Ioca
operati on.

It must al so be possible for an external discovery nmechanismto
be used, if appropriate for a given technical objective. In

ot her words, CGRASP discovery nmust not be a prerequisite for
GRASP negotiation or synchronization

The protocol nust be capabl e of distinguishing nultiple
si mul t aneous operations with one or nore peers, especially when
wait states occur.

Intent: Although the distribution of Intent is out of scope for
this document, the protocol nust not by design exclude its use
for Intent distribution.

Managenent nmonitoring, alerts, and intervention: Devices should
be able to report to a nobnitoring system Some events nust be
abl e to generate operator alerts, and sone provision for
energency intervention nmust be possible (e.g., to freeze
synchroni zati on or negotiation in a msbhehaving device). These
features m ght not use the signaling protocol itself, but its
desi gn shoul d not exclude such use.

Because this protocol may directly cause changes to device
configurations and have significant inpacts on a running
network, all protocol exchanges need to be fully secured

agai nst forged nmessages and man-in-the-niddl e attacks, and
secured as nuch as reasonably possi bl e agai nst deni al - of -
service attacks. There nust also be an encryption nmechanismto
resi st unwanted nonitoring. However, it is not required that
the protocol itself provides these security features; it may
depend on an existing secure environnent.

Appendi x C. Capability Analysis of Current Protocols

Thi s appendi x di scusses various existing protocols with properties



related to the requirenments described in Appendix B. The purpose is
to eval uate whether any existing protocol, or a sinple conbination of
exi sting protocols, can neet those requirenents.

Nurer ous protocol s include some formof discovery, but these all
appear to be very specific in their applicability. Service Location
Prot ocol (SLP) [ RFC2608] provides service discovery for managed
networks, but it requires configuration of its own servers. DNS-
Based Service Discovery (DNS-SD) [RFC6763] conbined with Milticast
DNS (nDNS) [ RFC6762] provides service discovery for small networks
with a single link layer. [RFC7558] ains to extend this to |arger
aut ononous networks, but this is not yet standardi zed. However, both
SLP and DNS-SD appear to target primarily application-I|layer services,
not the layer 2 and 3 objectives relevant to basic network
configuration. Both SLP and DNS-SD are text-based protocols.

Si npl e Net work Management Protocol (SNWP) [RFC3416] uses a comrand/
response nodel not well suited for peer negotiation. NETCONF

[ RFC6241] uses an RPC nodel that does all ow positive or negative
responses fromthe target system but this is still not adequate for
negoti ati on.

There are various existing protocols that have el enentary negotiation
abilities, such as Dynam c Host Configuration Protocol for |IPv6
(DHCPv6) [ RFCB415], Nei ghbor Discovery (ND) [RFC4861], Port Control
Protocol (PCP) [RFC6887], Renote Authentication Dial-l1n User Service
(RADI US) [ RFC2865], Dianeter [RFC6733], etc. Mst of themare
configurati on or nanagenent protocols. However, they either provide
only a sinple request/response nodel in a naster/slave context or
very limted negotiation abilities.

There are sone signaling protocols with an el enent of negotiation

For exanple, Resource ReSerVation Protocol (RSVP) [RFC2205] was
designed for negotiating quality-of-service paraneters along the path
of a unicast or multicast flow RSVP is a very specialized protoco
aimed at end-to-end flows. A nore generic design is General Internet
Signalling Transport (Qd ST) [RFC5971]; however, it tries to solve
many problens, naking it conplex, and is also ained at per-flow
signaling across nany hops rather than at device-to-device signaling.
However, we cannot conpl etely exclude extended RSVP or G ST as a
synchroni zati on and negoti ati on protocol. They do not appear to be
directly usable for peer discovery.

RESTCONF [ RFC8040] is a protocol intended to convey NETCONF

i nformati on expressed in the YANG | anguage via HTTP, including the
ability to transit HTM. internmediaries. Wiile this is a powerful
approach in the context of centralized configuration of a conpl ex
network, it is not well adapted to efficient interactive negotiation
bet ween peer devices, especially sinple ones that m ght not include
YANG processi ng al ready.

The Distributed Node Consensus Protocol (DNCP) [RFC7787] is defined
as a generic formof a state synchronization protocol, with a
proposed usage profile being the Home Networking Control Protoco
(HNCP) [RFC7788] for configuring Homenet routers. A specific
application of DNCP for Autonom c Networking was proposed in [ ADNCP]
According to [ RFC7787]:

| DNCP is designed to provide a way for each participating node to
| publish a set of TLV (Type-Length-Value) tuples (at nost 64 KB)

| and to provide a shared and comon vi ew about the data

| published...

I

| DNCP is nost suitable for data that changes only infrequently..

I
I

If constant rapid state changes are needed, the preferable choice



| is to use an additional point-to-point channel..
Speci fic features of DNCP incl ude:
* Every participating node has a uni que node identifier

* DNCP nessages are encoded as a sequence of TLV objects and sent
over unicast UDP or TCP, with or w thout (D) TLS security.

* Milticast is used only for discovery of DNCP nei ghbors when | ower
security is acceptable.

* Synchroni zation of state is maintained by a flooding process using
the Trickle algorithm There is no bilateral synchronization or
negoti ati on capability.

* The HNCP profile of DNCP is designed to operate between directly
connect ed nei ghbors on a shared |link using UDP and |ink-local |Pv6
addr esses.

DNCP does not neet the needs of a general negotiation protoco

because it is designed specifically for flooding synchronization
Also, inits HNCP profile, it is linmted to |link-local nmessages and
to I Pv6. However, at the minimum it is a very interesting test case
for this style of interaction between devices w thout needing a
central authority, and it is a proven nethod of network-w de state
synchroni zati on by fl oodi ng.

The Server Cache Synchroni zation Protocol (SCSP) [RFC2334] al so
describes a nethod for cache synchronization and cache replication
anong a group of nodes.

A proposal was nmade sonme years ago for an | P based Generic Control
Protocol (IGCP) [IGCP]. This was ained at information exchange and
negoti ati on but not directly at peer discovery. However, it has many
points in commn with the present work.

None of the above sol utions appears to conpletely neet the needs of
generic discovery, state synchronization, and negotiation in a single
solution. Many of the protocols assume that they are working in a
traditional top-down or north-south scenario, rather than a fluid
peer-to-peer scenario. Mst of themare specialized in one way or
another. As a result, we have not identified a conbination of
existing protocols that neets the requirenments in Appendix B. Al so,
we have not identified a path by which one of the existing protocols
could be extended to neet the requirenents.
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