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DHCPv6 Prefix Del egating Relay Requirenents
Abstract

Thi s docunent describes operational problens that are known to occur
when using DHCPv6 relays with prefix delegation. These problens can
prevent successful delegation and result in routing failures. To
address these problens, this docunment provides necessary functiona
requirenents for operating DHCPv6 relays with prefix del egation

It is recomended that any network operator using DHCPv6 prefix
del egation with relays ensure that these requirenents are foll owed on
t heir networks.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
https://ww. rfc-editor.org/info/rfc8987
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I ntroduction

For Internet service providers that offer native | Pv6 access with
prefix delegation to their customers, a comon depl oynent
architecture is to have a DHCPv6 rel ay agent function located in the
| SP's Layer 3 customer edge device and a separate, centralized DHCPv6
server infrastructure. |[RFC8415] describes the functionality of a
DHCPv6 rel ay, and Section 19.1.3 of [RFC8415] mentions this

depl oynent scenario, but it does not provide details for all of the
functional requirements that the relay needs to fulfill to operate
determnistically in this depl oyment scenario.

A DHCPv6 relay agent for prefix delegation is a function commonly
i mpl emented in routing devices, but inplenentations vary in their
functionality and client/server interworking. This can result in
operational problens such as messages not being forwarded by the
relay or unreachability of the del egated prefixes. This docunent
provides a set of requirenents for devices inplenmenting a rel ay
function for use with prefix del egation

The nechanisns for a relay to inject routes (including aggregated
ones) on its network-facing interface based on prefixes | earned from
a server via DHCP prefix del egati on (DHCP-PD) are out of scope of the
docunent .

Mul ti-hop DHCPv6 relaying is not affected. The requirenents in this
docunent are solely applicable to the DHCP rel ay agent co-Ilocated
with the first-hop router to which the DHCPv6 client requesting the
prefix is connected, so no changes to any subsequent relays in the
pat h are needed.

Ter mi nol ogy
1. Genera

Thi s docunent uses the term nol ogy defined in [ RFC8415]. However,
when defining the functional elenents for prefix del egation,
[ RFC8415], Section 4.2 defines the term"del egating router" as:

| The router that acts as a DHCP server and responds to requests for
| del egated prefixes.

Thi s docunent is concerned with deploynent scenarios in which the
DHCPv6 relay and DHCPv6 server functions are separated, so the term
"del egating router"” is not used. Instead, a newtermis introduced
to describe the relaying function



Del egating rel ay:
A del egating relay acts as an internedi ate device, forwarding
DHCPv6 nmessages containing | A PD and | APREFI X options between the
client and server. The delegating relay does not inplenment a
DHCPv6 server function. The delegating relay is also responsible
for routing traffic for the del egated prefixes.

Where the term"relay"” is used on its own within this docunent, it
shoul d be understood to be a delegating relay unless specifically
stated ot herw se.

I n Cabl eLabs DCCSI S environments, the Cable Mbdem Term nati on System
(CMrs) woul d be considered a delegating relay with respect to
Customer Prem ses Devices (CPEs) ([DOCSIS 3.1], Section 5.2.7.2). A
Br oadband Network Gateway (BNG in a DSL-based access network nmay be
a delegating relay if it does not inplenment a | ocal DHCPv6 server
function ([ TR-092], Section 4.10).

[ RFC8415] defines the "DHCP server" (or "server") as:

| A node that responds to requests fromclients. |t may or may not

| be on the sane link as the client(s). Depending on its

| capabilities, if it supports prefix delegation it may also feature
| the functionality of a delegating router

Thi s docunent serves the depl oynent cases where a DHCPv6 server is
not |ocated on the same link as the client (necessitating the

del egating relay). The server supports prefix delegation and is
capabl e of leasing prefixes to clients, but it is not responsible for
other functions required of a delegating router, such as managi ng
routes for the del egated prefixes.

The term "requesting router" has previously been used to describe the
DHCP client requesting prefixes for use. This docunment adopts the
term nol ogy of [RFC8415] and uses "DHCP client" or "client"

i nterchangeably for this el enent.

. 2. Topol ogy

The foll owi ng di agram shows the depl oynent topology relevant to this
docurnent .
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Figure 1: Topol ogy Overview

The client requests prefixes via the downlink interface of the

del egating relay. The resulting prefixes will be used for addressing
the client network. The delegating relay is responsible for
forwardi ng DHCP nessages, including prefix delegation requests and
responses between the client and server. Messages are forwarded from
the delegating relay to the server using nulticast or unicast via the
operator uplink interface.



The del egating relay provides the operator’s Layer 3 edge towards the
client and is responsible for routing traffic to and fromclients
connected to the client network using addresses fromthe del egated
prefi xes.

2.3. Requirements Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Problens bserved with Existing Del egating Relay |nplenentations

The foll owi ng sections of the docunent describe problens that have
been observed with del egating relay inplenentations in comrercially
avai |l abl e devi ces.

3.1. DHCP Messages Not Being Forwarded by the Del egati ng Rel ay

Del egating rel ay inplenmentations have been observed not to forward
messages between the client and server. This generally occurs if a
client sends a message that is unexpected by the del egating relay.

For exanple, the delegating relay already has an active PD | ease
entry for an existing client on a port. A newclient is connected to
this port and sends a Solicit nmessage. The delegating relay then
drops the Solicit nmessages until either it receives a DHCP Rel ease
message fromthe original client or the existing | ease tines out.
Thi s causes a particul ar problemwhen a client device needs to be
repl aced due to a failure.

In addition to droppi ng nessages, in sone cases, the delegating relay
will generate error nessages and send themto the client, e.g.
"NoBi ndi ng" nessages being sent in the event that the del egating
rel ay does not have an active del egated prefix |ease.

3.2. Delegating Relay Loss of State on Reboot

For proper routing of client traffic, the delegating relay requires a
corresponding routing table entry for each active prefix delegated to
a connected client. A delegating relay that does not store this
state persistently across reboots will not be able to forward traffic
to the client’s delegated | eases until the state is reestablished

t hrough new DHCP nessages

3.3. Miltiple Delegated Prefixes for a Single Cient

DHCPv6 [ RFC38415] allows a client to include nore than one instance of
OPTION IA PD in nessages in order to request multiple prefix

del egations by the server. |If configured for this, the server
supplies one (or nore) instance of OPTION_| APREFI X for each received
i nstance of OPTION_I A PD, each containing information for a different
del egat ed prefi x.

In sone delegating relay inplenentations, only a single del egated
prefix per DHCP Unique ldentifier (DUD) is supported. In those
cases, only one IPv6 route for one of the del egated prefixes is
installed, nmeaning that other prefixes delegated to a client are
unr eachabl e.

3.4. Dropping Messages from Devices with Duplicate MAC Addresses and
DUl Ds

It is an operational reality that client devices with duplicate Media
Access Control (MAC) addresses and/or DU Ds exist and have been



depl oyed. In sonme networks, the operational costs of |ocating and
swappi hg out such devices are prohibitive.

Del egating rel ays have been observed to restrict forwarding client
messages originating fromone client DUDto a single interface. In
this case, if the same client DU D appears froma second client on
another interface while there is already an active | ease, nessages
originating fromthe second client are dropped, causing the second
client to be unable to obtain a prefix del egation

It should be noted that in some access networks, the MAC address and/
or DU D are used as part of device identification and authentication

I'n such networks, enforcing uniqueness of the MAC address and/or DU D
is a necessary function and is not considered a probl em

3.5. Forwarding Loops between Cient and Rel ay

If the client |oses information about an active prefix |ease it has
been del egated while the | ease entry and associated route are stil
active in the delegating relay, then the relay will forward traffic
tothe client. The client will return this traffic to the rel ay,
which is the client’'s default gateway (learned via a Router
Advertisenent (RA)). The loop will continue until either the client
is successfully reprovisioned via DHCP or the | ease ages out in the
rel ay.

Requirenents for Del egating Rel ays

To resolve the problens described in Section 3 and to preenpt other
undesi rabl e behavior, the followi ng section of the document describes
a set of functional requirenents for the del egating rel ay.

In addition, relay inplementers are rem nded that [RFC8415] nakes it
clear that relays MJST forward packets that either contain nessage
codes it may not understand (Section 19 of [RFC8415]) or options that
it does not understand (Section 16 of [RFC8415]).

.1. General Requirenents

G 1. The delegating relay MJST forward nessages bidirectionally
between the client and server without changing the contents of
t he message.

G 2: The relay MJUST allow for multiple prefixes to be del egated for
the sane client A PD. These del egations may have different
lifetines.

G 3: The relay MIUST allow for multiple prefixes (with or wthout
separate | A PDs) to be delegated to a single client connected
to a single interface, identified by its DHCPv6 Cient
Identifier (DU D).

G 4: A delegating relay nay have one or nore interfaces on which it
acts as a relay, as well as one or nore interfaces on which it
does not (for exanple, in an ISP, it mght act as a relay on
al | sout hbound interfaces but not on the northbound
interfaces). The relay SHOULD all ow the sane client identifier
(DUID) to have active del egated prefix | eases on nore than one
interface sinultaneously unless client DU D uni queness is
necessary for the functioning or security of the network. This
is to allowclient devices with duplicate DU Ds to function on
separ at e broadcast domains

G 5: The maxi mum nunber of sinultaneous prefixes del egated to a
single client MUST be configurable.



G 6:

G7:

G 8:

G 9:

4. 2.

R-1:

The relay MJST inplement a nechanismto limt the maxi mum
nunber of active prefix del egations on a single port for al
client identifiers and A PDs. This value MJST be

confi gurabl e.

It is RECOVWENDED t hat del egating relays support at |east 8
active del egated | eases per client device and use this as the
default limt.

The del egating relay MJST update the lease lifetimes based on
the client’s reply nessages it forwards to the client and only
expire the del egated prefixes when the valid lifetine has

el apsed.

On receipt of a Release nessage fromthe client, the del egating
relay MJUST expire the active | eases for each of the A PDs in
t he message.

Rout i ng Requirenents

The relay MJUST nmaintain a local routing table that is

dynani cally updated with | eases and the associ ated next hops as
they are delegated to clients. Wen a delegated prefix is

rel eased or expires, the associated route MJST be renoved from
the relay’s routing table.

The del egating relay’s routing entry MJST use the sane prefix
Il ength for the del egated prefix as given in the | A PD

The relay MJST provide a nechanismto dynam cally update
ingress filters permtting ingress traffic sourced fromclient
del egat ed | eases and bl ocki ng packets frominvalid source
prefixes. This is to inplenment anti-spoofing as described in
[BCP38]. The delegating relay’s ingress filter entry MJST use
the same prefix length for the del egated prefix as given in the
| A_PD.

The relay MAY provide a nechanismto dynam cally advertise

del egated |l eases into a routing protocol as they are | earned.

If such a nechanismis inplenented, when a del egated | ease is
rel eased or expires, the del egated route MJUST be wi thdrawn from
the routing protocol. The nechani sm by which the routes are
inserted and deleted is out of the scope of this docunent.

To prevent routing |oops, the relay SHOULD i npl enent a
configurable policy to drop potential |ooping packets received
on any DHCP-PD client-facing interfaces.

The policy SHOULD be configurable on a per-client or per-
destination basis.

Loopi ng packets are those with a destination address in a
prefix delegated to a client connected to that interface, as
fol | ows:

* For point-to-point |inks, when the packet’'s ingress and
egress interfaces nmatch.

* For multi-access links, when the packet’'s ingress and egress
interface match, and the source |ink-layer and next-hop
i nk-1ayer addresses match

An | CWPv6 Type 1, Code 6 (Destination Unreachable, reject route
to destination) error nmessage MAY be sent as per [RFC4443],
Section 3.1. The ICWP policy SHOULD be confi gurable.



4. 3.

4. 4.

Service Continuity Requirements

S-1: To preserve active client prefix del egations across rel ay
restarts, the relay SHOULD i npl enrent at | east one of the
fol | owi ng:

* I nplement DHCPv6 Bul k Leasequery as defined in [ RFC5460].

* Store active prefix delegations in persistent storage so
they can be reread after the reboot.

S-2: If aclient’s next-hop link-1ocal address becomes unreachabl e
(e.g., due to a link-down event on the rel evant physica
interface), routes for the client’s del egated prefixes MJST be
retained by the delegating relay unless they are rel eased or
renoved due to expiring DHCP timers. This is to reestablish
routing for the delegated prefix if the client next hop becones
reachabl e wi thout the del egated prefixes needing to be
rel ear ned

S-3: The relay SHOULD i npl enent DHCPv6 Active Leasequery as defined
in [ RFC7653] to keep the local |ease database in sync with the
DHCPv6 server.

Oper ational Requirenents

O 1. The relay SHOULD i npl enent an interface allow ng the operator
to view the active del egated prefixes. This SHOULD provi de
i nformati on about the del egated | ease and client details such
as the client identifier, next-hop address, connected
interface, and remaining lifetines.

O 2: The relay SHOULD provide a nethod for the operator to clear
active bindings for an individual |ease, client, or al
bi ndi ngs on a port.

O 3: To facilitate troubl eshooting of operational problens between
the delegating relay and other elenents, it is RECOMVENDED t hat
a tinme synchroni zation protocol be used by the del egating
rel ays and DHCP servers.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

Thi s docunent does not add any new security considerations beyond
those nentioned in Section 4 of [RFC8213] and Section 22 of
[ RFC8415] .

If the delegating relay inplenments [BCP38] filtering, then the
filtering rules will need to be dynamically updated as del egated
prefixes are | eased.

[ RFC8213] describes a nethod for securing traffic between the relay
agent and server by sendi ng DHCP nessages over an |Psec tunnel. It
i s RECOWENDED t hat this be inplenented by the del egating rel ay.

Failure to inplenent requirement G 6 may have specific security
i mplications, such as a resource depletion attack on the rel ay.

The operational requirenents in Section 4.4 nmay introduce additiona
security considerations. It is RECOWENDED that the operationa
security practices described in [ RFC4778] be inpl ement ed.
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