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I nt roducti on

Segnent Routing [ RFC8402] | everages the source routing paradigm An
i ngress node steers a packet through an ordered list of instructions,
call ed "segnments". Each one of these instructions represents a
function to be called at a specific location in the network. A
function is locally defined on the node where it is executed and may
range fromsimply nmoving forward in the segnent list to any conpl ex
user - defi ned behavior. Network Programm ng conbi nes Segnent Routing
functions, both sinple and conplex, to achieve a networking objective
that goes beyond nere packet routing.

Thi s docunent defines the SRv6 Network Progranmm ng concept and



specifies the main Segnent Routing behaviors to enable the creation
of interoperable overlays with underlay optim zation

[ SRV6- NET- PGW | LLUST] illustrates the concepts defined in this
docunent .

Fam liarity with the Segment Routing Header [ RFC8754] is expected.
Ter mi nol ogy

The following terns used within this docunent are defined in

[ RFC8402]: Segment Routing (SR), SR Domain, Segnent ID (SID), SRv6,
SRv6 SID, SR Policy, Prefix-SID, and Adj-SID.

The following terns used within this docunent are defined in

[ RFC8754]: Segnment Routing Header (SRH), SR source node, transit
node, SR Segnent Endpoi nt Node, Reduced SRH, Segnments Left, and Last
Entry.

The following terns are used in this docunent as defined bel ow

FIB: Forwarding Inforrmation Base. A FIB lookup is a |ookup in the
forwardi ng tabl e.

SA:  Source Address

DA: Destination Address

L3: Layer 3

L2: Layer 2

MAC. Medi a Access Control

EVPN:  Et hernet VPN

ESI: Ethernet Segnent Identifier

Per-CE VPN | abel: A single |abel for each attachnent circuit that is
shared by all routes with the sane "outgoing attachnment circuit”
(Section 4.3.2 of [RFC4364])

Per-VRF VPN | abel: A single |abel for the entire VPN Routing and
Forwarding (VRF) table that is shared by all routes fromthat VRF
(Section 4.3.2 of [RFC4364])

SL: The Segments Left field of the SRH

SRv6 SID function: The function part of the SIDis an opaque
identification of a |ocal behavior bound to the SID. It is
formally defined in Section 3.1 of this docunent.

SRv6 Endpoi nt behavior: A packet processing behavi or executed at an
SRv6 Segment Endpoi nt Node. Section 4 of this docunment defines
SRv6 Endpoi nt behaviors related to traffic-engineering and overl ay
use cases. O her behaviors (e.g., service progranmi ng) are
outside the scope of this docunent.

An SR Policy is resolved to a SIDIist. A SIDIlist is represented as

<Sl1l, S2, S3> where Sl is the first SIDto visit, S2 is the second SID

to visit, and S3 is the last SIDto visit along the SR path.

(SA, DA) (S3, S2, S1; SL) represents an | Pv6 packet with:

* Source Address (SA), Destination Address (DA), and next header
(SRH) .



* SRHwith SIDIist <S1, S2, S3> with Segnents Left = SL.

Note the difference between the <> and () synbols: <S1, S2, S3>
represents a SIDIlist where S1 is the first SID and S3 is the |ast
SIDto traverse. (S3, S2, Sl; SL) represents the sane SID |i st
but encoded in the SRH format where the rightnost SID in the SRH
is the first SID and the leftnost SIDin the SRHis the |last SID
When referring to an SR Policy in a high-level use case, it is
sinpler to use the <S1, S2, S3> notation. Wen referring to an
illustration of the detail ed packet behavior, the (S3, S2, S1; SL)
notation i s nore convenient.

* The payl oad of the packet is omtted.
2.1. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. SRv6 SID

[ RFC8402] defines an SRv6 Segnent ldentifier as an | Pv6 address
explicitly associated with the segnent.

When an SRv6 SIDis in the Destination Address field of an | Pv6
header of a packet, it is routed through transit nodes in an |Pv6
network as an | Pv6 address.

Its processing is defined in Section 4.3 of [ RFC8754] and reproduced
here as a rem nder

Wthout constraining the details of an inplenentation, the SR
segnment endpoi nt node creates Forwardi ng I nformati on Base (FI B)
entries for its local SIDs.

I
|
|
| When an SRv6-capabl e node receives an | Pv6 packet, it perforns a
| longest-prefix-match | ookup on the packet’s destination address.
| This I ookup can return any of the foll ow ng:

| * AFIBentry that represents a locally instantiated SRv6 SID

I

I

I

I

I

|

I

* A FIBentry that represents a |local interface, not locally
instantiated as an SRv6 SID

* A FIBentry that represents a nonlocal route
* No Match

Section 4 of this docunent defines a new set of SRv6 SID behaviors in
addition to that defined in Section 4.3.1 of [RFC8754].

3. 1. S| D For mat

Thi s docunent defines an SRv6 SID as consisting of LOC. FUNCT: ARG
where a locator (LOC) is encoded in the L nost significant bits of
the SID, followed by F bits of function (FUNCT) and A bits of
argunents (ARG . L, the locator length, is flexible, and an operator
is free to use the locator length of their choice. F and A may be
any value as long as L+F+A <= 128. Wen L+F+A is less than 128, then
the remaining bits of the SID MJST be zero.

A locator may be represented as B:N where Bis the SRv6 SID bl ock
(IPve prefix allocated for SRv6 SIDs by the operator) and Nis the



identifier of the parent node instantiating the SID

When the LOC part of the SRv6 SIDs is routable, it |eads to the node,
which instantiates the SID

The FUNCT is an opaque identification of a |ocal behavior bound to
the SID.

The term"function" refers to the bit string in the SRv6 SID. The
term "behavior"” identifies the behavior bound to the SID. Some
behaviors are defined in Section 4 of this docunent.

An SRv6 Endpoi nt behavior may require additional information for its
processing (e.g., related to the flow or service). This information
may be encoded in the ARG bits of the SID

In such a case, the semantics and format of the ARG bits are defined
as part of the SRv6 Endpoi nt behavi or specification

The ARG val ue of a routed SID SHOULD renmi n constant anong packets in
a given flow Varying ARG val ues anong packets in a flow may result
in different ECVP hashi ng and cause reordering.

3.2. SID A location within an SR Donai n

Locators are assigned consistent with IPv6 infrastructure allocation
For exanple, a network operator may:

* Assign block B::/48 to the SR domain

* Assign a unique B:N::/64 block to each SRv6-enabl ed node in the
domai n

As an exanpl e, one nobile service provider has commercially depl oyed
SRv6 across nore than 1000 commercial routers and 1800 whitebox
routers. All these devices are enabled for SRv6 and adverti se SRv6
SIDs. The provider historically deployed | Pv6 and assi gned
infrastructure addresses fromthe Unique Local Address (ULA) space

[ RFC4193]. They specifically allocated three /48 prefixes (Country
X, Country Y, Country Z) to support their SRv6 infrastructure. From
those /48 prefixes, each router was assigned a /64 prefix fromwhich
all SIDs of that router are all ocated.

In another exanple, a large nobile and fixed-line service provider
has commercially deployed SRv6 in their country-w de network. This
provider is assigned a /20 prefix by a Regional Internet Registry
(RIR). They sub-allocated a few /48 prefixes to their infrastructure
to deploy SRv6. Each router is assigned a /64 prefix fromwhich al
SIDs of that router are all ocated.

| Pv6 address consunption in both these exanples is mninal,
representing |l ess than one billionth and one mllionth of the
avai | abl e address space, respectively.

A service provider receiving the current mninumallocation of a /32
prefix froman RIR may assign a /48 prefix to their infrastructure
depl oyi ng SRv6 and subsequently allocate /64 prefixes for SIDs at
each SRv6 node. The /48 assignment is one sixty-five thousandth
(1/2n~16) of the usable |IPv6 address space avail abl e for assignnent by
the provider.

When an operator instantiates a SID at a node, they specify a SID
val ue B: N: FUNCT and the behavi or bound to the SID using one of the
SRv6 Endpoi nt Behavi or codepoints of the registry defined in this

docunent (see Table 6).



3. 3.

The node advertises the SID, B:N FUNCT, in the control plane (see
Section 8) together with the SRv6 Endpoi nt Behavi or codepoi nt
i dentifying the behavior of the SID

An SR source node cannot infer the behavior by exam nation of the
FUNCT val ue of a SID

Therefore, the SRv6 Endpoi nt Behavi or codepoint is advertised al ong
with the SIDin the control plane.

An SR source node uses the SRv6 Endpoi nt Behavi or codepoint to nap
the received SID (B:N:. FUNCT) to a behavi or.

An SR source node selects a desired behavior at an advertisi ng node
by selecting the SID (B:N. FUNCT) advertised with the desired
behavi or.

As an exanpl e:

* A network operator nay assign an SRv6 SID bl ock 2001: db8: bbbb: : /48
fromtheir in-house operation block for their SRv6 infrastructure.

* A network operator may assign an SRv6 Locator 2001: db8: bbbb: 3::/64
to one particular router, for exanple Router 3, in their SR
Domai n.

* At Router 3, within the |ocator 2001: db8: bbbb: 3::/64, the network
operator or the router performs dynam c assignnent for

- Function 0x0100 associated with the behavi or End. X (Endpoi nt
with L3 cross-connect) between router 3 and its connected
nei ghbor router (e.g., Router 4). This function is encoded as
a 16-bit value and has no argunents (F=16, A=0).

This SIDis advertised in the control plane as
2001: db8: bbbb: 3: 100:: with an SRv6 Endpoi nt Behavi or codepoi nt
val ue of 5.

- Function 0x0101 associated with the behavi or End. X (Endpoi nt
with L3 cross-connect) between router 3 and its connected
nei ghbor router (e.g., Router 2). This function is encoded as
a 16-bit value and has no argunents (F=16, A=0).

This SIDis advertised in the control plane as
2001: db8: bbbb: 3: 101:: with an SRv6 Endpoi nt Behavi or codepoi nt
val ue of 5.

These exanpl es do not preclude any other |Pv6 addressing allocation
schene.

SI D Reachability

Most often, the node N would advertise |Pv6 prefix(es) matching the
LCC parts covering its SIDs or shorter-mask prefix. The distribution
of these advertisenments and cal cul ati on of their reachability are
specific to the routing protocol and are outside of the scope of this
docunent .

An SRv6 SIDis said to be routed if its SID belongs to an I Pv6 prefix
advertised via a routing protocol. An SRv6 SID that does not fulfill
this condition is non-routed.

Let's provide a classic illustration

Node N is configured explicitly with two SIDs: 2001: db8: b: 1: 100:: and
2001: db8: b: 2: 101::



The network | earns about a path to 2001:db8:b:1::/64 via the IGP
hence, a packet destined to 2001: db8: b: 1:100:: would be routed up to
N. The network does not |earn about a path to 2001: db8:b:2::/64 via
the I GP; hence, a packet destined to 2001:db8: b:2:101:: would not be
routed up to N

A packet coul d be steered through a non-routed SID 2001: db8: b: 2: 101:
by using a SIDIlist <...,2001: db8: b: 1: 100: :, 2001: db8: b: 2: 101::,...>
where the non-routed SID is preceded by a routed SID to the sane
node. A packet could also be steered to a node instantiating a non-
routed SID by preceding it inthe SIDIlist with an Adj-SID to that
node. Routed and non-routed SRv6 SIDs are the SRv6 instantiation of
gl obal and | ocal segnments, respectively [ RFC8402].

SR Endpoi nt Behavi ors

The following is a set of well-known behaviors that can be associ ated
with a SID

o e e o s o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| End | Endpoi nt |
I I I
| | The SRv6 instantiation of a Prefix-SID |
| | [RFC8402] |
o e e e e oo oo e e e e e e e e e e e e e e e e e e e e oo +
| End. X | Endpoint with L3 cross-connect |
I I I
| | The SRv6 instantiation of an Adj-SID |
| | [RFC8402] |
o e e e o oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| End. T | Endpoint with specific |IPv6 table | ookup |
o e e o s o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| End. DX6 | Endpoint with decapsul ation and | Pv6 cross-

| | connect |
I I I
| | e.g., IPv6-L3VPN (equivalent to per-CE VPN |
| | I'abel) |
o e e o s o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| End. DX4 | Endpoint with decapsul ation and | Pv4 cross-

| | connect |
I I I
| | e.g., IPv4-L3VPN (equivalent to per-CE VPN |
| | I'abel) |
o e e o s o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| End. DT6 | Endpoint with decapsul ati on and specific |
| | 1Pv6 table | ookup |
I I I
| | e.g., IPv6-L3VPN (equival ent to per-VRF VPN |
| | I'abel) |
o e e o s o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| End.DT4 | Endpoint with decapsul ation and specific |
| | 1Pv4 table | ookup |
I I I
| | e.g., IPv4-L3VPN (equival ent to per-VRF VPN |
| | I'abel) |
o e e o s o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| End. DT46 | Endpoint with decapsul ation and specific IP

| | table I ookup |
I I I
| | e.g., IP-L3VPN (equivalent to per-VRF VPN |
| | I'abel) |
o e e o s o m m e e e e e e e e e e e e e e e e e ee e eeeao o +

End. DX2 Endpoi nt with decapsul ati on and L2 cross-

I I
| connect |
I I



Endpoi nt with decapsul ati on and VLAN L2
tabl e | ookup

e.g., EVPN Flexible Cross-connect use case

| End. DT2U | Endpoint with decapsul ati on and uni cast NMAC |
| | L2 table | ookup |
I I I
| | e.g., EVPN Bridging Unicast use case |
o e e e e oo oo et +
End. DT2M Endpoint with decapsul ation and L2 table
fl oodi ng

e.g., EVPN Bridging Broadcast, Unknown
Uni cast, and Multicast (BUM use case with
Et hernet Segrment ldentifier (ESI) filtering

| Endpoint bound to an SRv6 Policy with |
| encapsul ation |
I I
I I

SRv6 instantiation of a Binding SID
| End. B6. Encaps. Red | End. B6. Encaps with reduced SRH |

| | SRv6 instantiation of a Binding SID |

| End.BM | Endpoint bound to an SR-MPLS Policy |
I I I
| | SRv6 instantiation of an SR-MPLS Bi ndi ng |
| | SID |
S IS +
Tabl e 1. Endpoi nt Behaviors
The list is not exhaustive. |In practice, any behavior can be

attached to a local SID;, for exanple, a node N can bind a SIDto a

| ocal Virtual Machine (VM or container that can apply any conpl ex
processi ng on the packet, provided there is an SRv6 Endpoi nt Behavi or
codepoint allocated for the processing.

VWhen an SRv6-capabl e node (N) receives an | Pv6 packet whose
destination address matches a FIB entry that represents a locally
instantiated SRv6 SID (S), the I Pv6 header chain is processed as
defined in Section 4 of [RFC8200]. For SRv6 SIDs associated with an
Endpoi nt behavi or defined in this document, the SRH and Upper-Layer
header are processed as defined in the foll owi ng subsections.

The pseudocode descri bing these behaviors details |ocal processing at
a node. An inplenentation of the pseudocode is conpliant as |ong as
the externally observable wire protocol is as described by the
pseudocode.

Section 4.16 defines flavors of some of these behaviors.

Section 10.2 of this docunent defines the I ANA registry used to

mai ntain all these behaviors as well as future ones defined in other
docunent s.

.1.  End: Endpoint

The Endpoi nt behavior ("End" for short) is the nost basic behavior
It is the instantiation of a Prefix-SID [ RFC3402].

When N receives a packet whose IPv6 DAis S and Sis a local End SID



N does the foll ow ng:

S01. When an SRH i s processed {

S02. If (Segnments Left == 0) {

S03. St op processing the SRH, and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header.

S04. }

S05. If (I1Pv6 Hop Limt <= 1) {

S06. Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop linit exceeded in transit),

i nterrupt packet processing, and discard the packet.

S07. }
S08. max LE = (Hdr Ext Len / 2) - 1
S09. If ((Last Entry > nmax_LE) or (Segnents Left > Last Entry+1)) {
S10. Send an | CWMP Paraneter Problemto the Source Address

with Code O (Erroneous header field encountered)

and Pointer set to the Segnments Left field,

i nterrupt packet processing, and discard the packet.
S11. }

S12. Decrement |Pv6 Hop Limt by 1

S13. Decrement Segments Left by 1

S14. Update | Pv6 DA with Segnent List[Segnents Left]

S15. Submit the packet to the egress | Pv6 FIB | ookup for
transmi ssion to the new destination

S16. }

Not e:

The End behavi or operates on the sane FIB table (i.e.,
identified by VRF or L3 relay ID) associated to the packet.
Hence, the FIB | ookup on line S15 is done in the sane FIB table
as the ingress interface.

.1.1. Upper-Layer Header

When processing the Upper-Layer header of a packet matching a FIB
entry locally instantiated as an End SID, N does the foll ow ng:

S01. If (Upper-Layer header type is allowed by | ocal configuration) {
S02. Proceed to process the Upper-Layer header
S03. } Else {
S04. Send an | CWP Paraneter Problemto the Source Address
with Code 4 (SR Upper-1|ayer Header Error)
and Pointer set to the offset of the Upper-Layer header,
i nterrupt packet processing, and discard the packet.
S05 }

Al'l owi ng the processing of specific Upper-Layer header types is
useful for Operations, Adm nistration, and Maintenance (OAM. As an
exanpl e, an operator mght pernit pinging of SIDs. To do this, they
may enabl e |l ocal configuration to allow Upper-Layer header type 58
(1 CVPV6) .

It is RECOVWENDED that an inplenentation of |ocal configuration only
al | ows Upper-Layer header processing of types that do not result in
t he packet being forwarded (e.g., |CWPV6).

.2. End. X L3 Cross-Connect

The "Endpoint with L3 cross-connect"” behavior ("End. X" for short) is
a variant of the End behavi or.

It is the SRv6 instantiation of an Adj-SID [ RFC8402], and its main
use is for traffic-engineering policies.



Any SID instance of this behavior is associated with a set, J, of one
or nore L3 adjacenci es.

When N receives a packet destined to S and Sis a local End. X SID
the line S15 fromthe End processing is replaced by the foll ow ng:

S15. Subnmit the packet to the IPv6 nodule for transm ssion
to the new destination via a nenber of J

Not e:

|

| S15. If the set J contains several L3 adjacencies, then one

| element of the set is selected based on a hash of the packet’s
| header (see Section 7).

If a node N has 30 outgoing interfaces to 30 neighbors, usually the
operator would explicitly instantiate 30 End. X SIDs at N. one per L3
adj acency to a neighbor. Potentially, nore End. X could be explicitly
defined (groups of L3 adjacencies to the sane nei ghbor or to

di fferent nei ghbors).

Note that if N has an outgoing interface bundle | to a nei ghbor Q
made of 10 nmenber links, N might allocate up to 11 End. X | ocal SIDs:
one for the bundle itself and then up to one for each L2 nmenber I|ink
The flows steered using the End. X SID corresponding to the bundle
itself get |oad-bal anced across the nenber |inks via hashing while
the flows steered using the End. X SID corresponding to a nenber |ink
get steered over that specific nmenber Iink al one.

When the End. X behavior is associated with a BGP Next-Hop, it is the
SRv6 instantiation of the BGP peering segnents [ RFC8402].

When processing the Upper-Layer header of a packet matching a FIB
entry locally instantiated as an End. X SID, process the packet as per
Section 4.1.1.

4.3. End.T: Specific IPv6 Tabl e Lookup

The "Endpoint with specific |Pv6 table | ookup" behavior ("End.T" for
short) is a variant of the End behavi or

The End. T behavior is used for multi-table operation in the core.
For this reason, an instance of the End. T behavior is associated with
an | Pv6 FIB table T.

When N receives a packet destined to S and Sis a local End. T SID
the line S15 fromthe End processing is replaced by the foll ow ng:

S15. 1. Set the packet’s associated FIB table to T
S15. 2. Subnit the packet to the egress |Pv6 FIB | ookup for
transm ssion to the new destination

When processing the Upper-Layer header of a packet matching a FIB
entry locally instantiated as an End. T SID, process the packet as per
Section 4.1.1.

4.4. End. DX6: Decapsul ation and | Pv6 Cross- Connect

The "Endpoi nt with decapsul ation and | Pv6 cross-connect” behavi or
("End. DX6" for short) is a variant of the End. X behavi or

One of the applications of the End. DX6 behavior is the L3VPNv6 use
case where a FIB lookup in a specific tenant table at the egress

Provi der Edge (PE) is not required. This is equivalent to the per-CE
VPN | abel in MPLS [ RFC4364].



4.

5

The End.DX6 SID MJUST be the | ast segnent in an SR Policy, and it is
associated with one or nore L3 | Pv6 adjacencies J.

When N receives a packet destined to S and Sis a |local End.DX6 Sl D
N does the foll ow ng:

S01. When an SRH i s processed {

S02. If (Segnments Left = 0) {

S03. Send an | CMP Paraneter Problemto the Source Address
with Code O (Erroneous header field encountered)
and Pointer set to the Segnments Left field,
i nterrupt packet processing, and discard the packet.

S04. }
S05. Proceed to process the next header in the packet
S06. }

When processing the Upper-Layer header of a packet matching a FIB
entry locally instantiated as an End. DX6 SID, N does the follow ng:

S01. If (Upper-Layer header type == 41(1Pv6) ) {

S02. Renove the outer | Pv6 header with all its extension headers
S03. Forward t he exposed | Pv6 packet to the L3 adjacency J
S04. } Else {
S05. Process as per Section 4.1.1
S06. }
Not e:

|

| SO01. "41" refers to "I Pv6 encapsul ation" as defined in the | ANA
| "Assigned Internet Protocol Numbers" registry.
I

I

I

I

S03. If the End.DX6 SID is bound to an array of L3
adj acenci es, then one entry of the array is sel ected based on
the hash of the packet’'s header (see Section 7).

End. DX4: Decapsul ati on and | Pv4 Cross- Connect

The "Endpoi nt with decapsul ation and | Pv4 cross-connect” behavi or
("End. DX4" for short) is a variant of the End. X behavior.

One of the applications of the End. DX4 behavior is the L3VPNv4 use
case where a FIB lookup in a specific tenant table at the egress PE
is not required. This is equivalent to the per-CE VPN | abel in MPLS
[ RFC4364] .

The End.DX4 SID MJUST be the | ast segnment in an SR Policy, and it is
associated with one or nore L3 | Pv4 adjacencies J.

When N receives a packet destined to S and Sis a |ocal End.DX4 SID
N does the foll ow ng:

S01. When an SRH i s processed {

S02. If (Segments Left 1= 0) {

S03. Send an | CVP Paraneter Problemto the Source Address
with Code 0 (Erroneous header field encountered)
and Pointer set to the Segnents Left field,
i nterrupt packet processing, and discard the packet.

S04. }
S05. Proceed to process the next header in the packet
S06. }

When processing the Upper-Layer header of a packet matching a FIB
entry locally instantiated as an End. DX4 SID, N does the follow ng:

S01. If (Upper-Layer header type == 4(1Pv4) ) {



S02. Renpve the outer | Pv6 header with all its extension headers

S03. Forward t he exposed | Pv4 packet to the L3 adjacency J
S04. } Else {
S05. Process as per Section 4.1.1
S06. }
Not e:

S01. "4" refers to "IPv4 encapsul ation" as defined in the | ANA
"Assigned Internet Protocol Nunbers" registry.

S03. If the End.DX4 SID is bound to an array of L3
adj acenci es, then one entry of the array is sel ected based on
the hash of the packet’'s header (see Section 7).

4.6. End.DT6: Decapsul ation and Specific | Pv6 Tabl e Lookup

The "Endpoint with decapsul ation and specific |IPv6 table |ookup”
behavi or ("End. DT6" for short) is a variant of the End. T behavior

One of the applications of the End. DT6 behavior is the L3VPNv6 use
case where a FIB lookup in a specific tenant table at the egress PE
is required. This is equivalent to the per-VRF VPN | abel in MPLS

[ RFC4364] .

Note that an End. DT6 nay be defined for the main IPv6 table, in which
case an End. DT6 supports the equival ent of an |IPv6-in-1Pv6
decapsul ation (w thout VPN tenant inplication).

The End.DT6 SID MIUST be the | ast segnment in an SR Policy, and a SID
instance is associated with an IPv6 FIB table T.

When N receives a packet destined to S and Sis a |ocal End.DT6 SID
N does the follow ng:

S01. When an SRH is processed {

S02. If (Segnments Left 1= 0) {

S03. Send an | CWP Paraneter Problemto the Source Address
with Code O (Erroneous header field encountered)
and Pointer set to the Segnents Left field,
i nterrupt packet processing, and discard the packet.

S04. }
S05. Proceed to process the next header in the packet
S06. }

When processing the Upper-Layer header of a packet matching a FIB
entry locally instantiated as an End. DT6 SID, N does the follow ng:

S01. If (Upper-Layer header type == 41(1Pv6) ) {

S02. Renove the outer I Pv6 header with all its extension headers
S03. Set the packet’s associated FIB table to T
S04. Subnit the packet to the egress |Pv6 FIB | ookup for

transm ssion to the new destination
S05. } Else {
S06. Process as per Section 4.1.1
S07. '}

4.7. End.DT4: Decapsul ation and Specific | Pv4 Tabl e Lookup

The "Endpoint with decapsul ation and specific |IPv4 table |ookup”
behavi or ("End. DT4" for short) is a variant of the End. T behavior

One of the applications of the End. DT4 behavior is the L3VPNv4 use
case where a FIB lookup in a specific tenant table at the egress PE
is required. This is equivalent to the per-VRF VPN | abel in MPLS

[ RFC4364] .



Note that an End. DT4 nay be defined for the main IPv4 table, in which
case an End. DT4 supports the equivalent of an |IPv4-in-1Pv6
decapsul ation (w thout VPN tenant inplication).

The End.DT4 SID MIST be the | ast segment in an SR Policy, and a SID
instance is associated with an IPv4 FIB table T.

When N receives a packet destined to S and Sis a |ocal End.DT4 SID
N does the follow ng:

S01. When an SRH i s processed {
S02. If (Segnments Left 1= 0) {
S03. Send an | CWP Paraneter Problemto the Source Address
with Code 0 (Erroneous header field encountered)
and Pointer set to the Segnents Left field,
i nterrupt packet processing, and discard the packet.
S04.
S05. Proceed to process the next header in the packet
S06. }

When processing the Upper-Layer header of a packet matching a FIB
entry locally instantiated as an End. DT4 SID, N does the follow ng:

S01. If (Upper-Layer header type == 4(1Pv4) ) {

S02. Renove the outer I Pv6 header with all its extension headers
S03. Set the packet’s associated FIB table to T
S04. Subnit the packet to the egress |Pv4 FIB | ookup for

transm ssion to the new destination
S05. } Else {
S06. Process as per Section 4.1.1
S07. '}

4.8. End.DT46: Decapsul ation and Specific | P Tabl e Lookup

The "Endpoint with decapsul ation and specific |IP table |ookup”
behavi or ("End. DT46" for short) is a variant of the End. DI4 and
End. DT6 behavi or.

One of the applications of the End. DT46 behavior is the L3VPN use
case where a FIB lookup in a specific IP tenant table at the egress
PE is required. This is equivalent to the single per-VRF VPN | abel
(for IPv4 and IPv6) in MPLS [ RFC4364].

Note that an End. DT46 nay be defined for the main IP table, in which
case an End. DT46 supports the equivalent of an | P-in-IPv6
decapsul ation (w thout VPN tenant inplication).

The End. DT46 SID MJUST be the |last segnent in an SR Policy, and a SID
instance is associated with an IPv4 FIB table T4 and an | Pv6 FIB
tabl e T6.

When N receives a packet destined to S and Sis a local End. DT46 SID,
N does the foll ow ng:

S01. When an SRH i s processed {

S02. If (Segnments Left = 0) {

S03. Send an | CWMP Paraneter Problemto the Source Address
with Code O (Erroneous header field encountered)
and Pointer set to the Segnments Left field,
i nterrupt packet processing, and discard the packet.

S04. }
S05. Proceed to process the next header in the packet
S06. }

When processing the Upper-Layer header of a packet matching a FIB



entry locally instantiated as an End. DT46 SID, N does the foll ow ng:

S01. If (Upper-Layer header type == 4(I1Pv4) ) {

S02. Renove the outer | Pv6 header with all its extension headers
S03. Set the packet’s associated FIB table to T4
S04. Submit the packet to the egress |Pv4 FIB | ookup for

transm ssion to the new destination
S05. } Else if (Upper-Layer header type == 41(1Pv6) ) {

S06. Renove the outer | Pv6 header with all its extension headers
S07. Set the packet’s associated FIB table to T6
S08. Submit the packet to the egress |Pv6 FIB | ookup for

transm ssion to the new destination
S09. } Else {
S10. Process as per Section 4.1.1
Si1. }

4.9. End.DX2: Decapsul ation and L2 Cross-Connect

The "Endpoint wi th decapsul ation and L2 cross-connect” behavi or
("End. DX2" for short) is a variant of the Endpoint behavior

One of the applications of the End. DX2 behavior is the L2VPN
[ RFC4664] / EVPN Virtual Private Wre Service (VPWS) [RFC7432]
[ RFC8214] use case.

The End. DX2 SID MJUST be the | ast segnent in an SR Policy, and it is
associated with one outgoing interface |

When N receives a packet destined to S and Sis a |local End.DX2 SlID
N does the foll ow ng:

S01. When an SRH i s processed {

S02. If (Segnents Left = 0) {

S03. Send an | CWMP Paraneter Problemto the Source Address
with Code O (Erroneous header field encountered)
and Pointer set to the Segments Left field,
i nterrupt packet processing, and discard the packet.

S04. }
S05. Proceed to process the next header in the packet
S06. }

When processing the Upper-Layer header of a packet matching a FIB
entry locally instantiated as an End. DX2 SID, N does the follow ng:

S01. If (Upper-Layer header type == 143(Ethernet) ) {

S02. Renmove the outer | Pv6 header with all its extension headers
S03. Forward the Ethernet frane to the O F |
S04. } Else {
S05. Process as per Section 4.1.1
S06. }
Not e:

I

| SO1. | ANA has all ocated val ue "143" for "Ethernet"

| [l EEE. 802. 3_2018] in the "Assigned Internet Protocol Nunbers"”
| registry (see Section 10.1).
I

I

I

I

S03. An End. DX2 behavi or could be custom zed to expect a
specific | EEE header (e.g., VLAN tag) and rewite the egress
| EEE header before forwarding on the outgoing interface.

Note that an End.DX2 SID may al so be associated with a bundl e of
outgoing interfaces.

4.10. End. DX2V: Decapsul ati on and VLAN L2 Tabl e Lookup



The "Endpoint with decapsul ation and VLAN L2 tabl e | ookup” behavi or
("End. DX2V" for short) is a variant of the End. DX2 behavi or

One of the applications of the End. DX2V behavior is the EVPN Fl exi bl e
Cross-connect use case. The End. DX2V behavior is used to performa

| ookup of the Ethernet frame VLANs in a particular L2 table. Any SID
i nstance of this behavior is associated with an L2 table T.

When N receives a packet whose IPv6 DAis S and Sis a |ocal End. DX2
SID, the processing is identical to the End. DX2 behavi or except for
the Upper-Layer header processing, which is nodified as follows:

S03. Look up the exposed VLANs in L2 table T, and forward
via the matched table entry.

Not e:
S03. An End. DX2V behavi or coul d be custonized to expect a

specific VLAN format and rewite the egress VLAN header before
forwardi ng on the outgoing interface.

4.11. End. DT2U:. Decapsul ati on and Uni cast MAC L2 Tabl e Lookup

The "Endpoi nt with decapsul ation and uni cast MAC L2 table | ookup"
behavi or ("End. DT2U' for short) is a variant of the End behavi or

One of the applications of the End. DT2U behavior is the EVPN Bri dgi ng
Uni cast [RFC7432]. Any SID instance of the End. DT2U behavior is
associated with an L2 table T.

VWhen N receives a packet whose IPv6 DAis S and Sis a |ocal End.DT2U
SID, the processing is identical to the End. DX2 behavi or except for
t he Upper-Layer header processing, which is as foll ows:

S01. If (Upper-Layer header type == 143(Ethernet) ) {

S02. Renmove the outer I Pv6 header with all its extension headers
S03. Learn the exposed MAC Source Address in L2 table T
S04. Look up the exposed MAC Destination Address in L2 table T
S05. If (matched entry in T) {
S06. Forward via the matched table T entry
S07. } Else {
S08. Forward via all L2 OFs intable T
S09. }
S10. } Else {
S11. Process as per Section 4.1.1
S12. }
Not e:

S01. | ANA has allocated value "143" for "Ethernet" in the
"Assigned I nternet Protocol Nunbers" registry (see
Section 10.1).

S03. I n EVPN [RFC7432], the learning of the exposed MAC Source
Address is done via the control plane. 1In L2VPN Virtua

Private LAN Service (VPLS) [RFC4761] [RFCA762], reachability is
obt ai ned by standard |l earning bridge functions in the data

pl ane.

4.12. End.DI2M Decapsul ati on and L2 Tabl e Fl oodi ng

The "Endpoint with decapsul ation and L2 table floodi ng" behavior
("End. DT2M' for short) is a variant of the End. DT2U behavi or

Two of the applications of the End. DT2M behavi or are the EVPN
Bri dgi ng of Broadcast, Unknown Unicast, and Miulticast (BUM traffic



with Ethernet Segment ldentifier (ESI) filtering [RFC7432] and the
EVPN Et hernet-Tree (E-Tree) [RFC8317] use cases.

Any SID instance of this behavior is associated with an L2 table T.
The behavi or al so takes an argunent: "Arg.FE2". This argunent
provides a |l ocal mapping to ESI for split-horizon filtering of the
received traffic to exclude a specific OF (or set of OFs) fromL2
table T flooding. The allocation of the argunent values is local to
the SR Segnment Endpoint Node instantiating this behavior, and the
signaling of the argunment to other nodes for the EVPN functionality
occurs via the control plane.

VWhen N receives a packet whose IPv6 DAis S and Sis a |ocal End. DT2M
SID, the processing is identical to the End. DX2 behavi or except for
t he Upper-Layer header processing, which is as foll ows:

S01. If (Upper-Layer header type == 143(Ethernet) ) {

S02. Renmove the outer I Pv6 header with all its extension headers
S03. Learn the exposed MAC Source Address in L2 table T
S04. Forward via all L2 OFs excluding those associated with the

identifier Arg.FE2
S05. } Else {
S06. Process as per Section 4.1.1
S07. }

Not e:

SO01. | ANA has allocated value "143" for "Ethernet" in the
"Assigned I nternet Protocol Nunbers" registry (see
Section 10.1).

I
I
I
I
I
| S03. In EVPN [RFC7432], the learning of the exposed MAC Source
| Address is done via the control plane. |n L2VPN VPLS [ RFC4761]
| [RFCA762], reachability is obtained by standard | earning bridge
| functions in the data pl ane.

4.13. End. B6. Encaps: Endpoint Bound to an SRv6 Policy with

Encapsul ati on

This is a variation of the End behavi or.

One of its applications is to express scal able traffic-engi neering
policies across multiple domains. It is one of the SRv6
instantiations of a Binding SID [RFC8402].

Any SID instance of this behavior is associated with an SR Policy B
and a source address A

VWhen N receives a packet whose IPv6 DAis S and Sis a l|loca
End. B6. Encaps SID, N does the follow ng:

S01. When an SRH i s processed {

S02. If (Segrments Left == 0) {

S03. Stop processing the SRH, and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header

S04. }

S05. If (I1Pv6 Hop Limit <= 1) {

S06. Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop linmt exceeded in transit),

i nterrupt packet processing, and discard the packet.

S07. }

S08. max LE = (Hdr Ext Len / 2) - 1

S09. If ((Last Entry > nmax_LE) or (Segnents Left > Last Entry+1)) {
S10. Send an | CVMP Paraneter Problemto the Source Address

with Code O (Erroneous header field encountered)



and Pointer set to the Segnents Left field,
i nterrupt packet processing, and discard the packet.
S11. }
S12. Decrement |Pv6 Hop Limt by 1
S13. Decrement Segments Left by 1
S14. Update | Pv6 DA with Segnent List[Segnents Left]
S15. Push a new | Pv6 header with its own SRH containing B
S16. Set the outer IPv6 SAto A
S17. Set the outer IPv6 DA to the first SID of B
S18. Set the outer Payload Length, Traffic d ass, Flow Label,
Hop Linmit, and Next Header fields
S19. Submit the packet to the egress |Pv6 FIB | ookup for
transm ssion to the new destination
S20. }

Not e:

|

| S15. The SRH MAY be omitted when the SRv6 Policy B only

| contains one SID and there is no need to use any flag, tag, or
| TLV.

I

| S18. The Payload Length, Traffic Cass, Hop Limit, and Next

I

I

Header fields are set as per [RFC2473]. The Flow Label is
comput ed as per [RFC6437].

When processing the Upper-Layer header of a packet matching a FIB
entry locally instantiated as an End. B6. Encaps SI D, process the
packet as per Section 4.1.1.

4.14. End. B6. Encaps. Red: End. B6. Encaps with Reduced SRH
This is an optim zation of the End. B6. Encaps behavi or

End. B6. Encaps. Red reduces the size of the SRH by one SID by excl udi ng
the first SIDin the SRH of the new | Pv6 header. Thus, the first
segnment is only placed in the I Pv6 Destination Address of the new

| Pv6 header, and the packet is forwarded according to it.

The SRH Last Entry field is set as defined in Section 4.1.1 of
[ RFC8754] .

The SRH MAY be omitted when the SRv6 Policy only contains one SID and
there is no need to use any flag, tag, or TLV.

4.15. End.BM Endpoint Bound to an SR-MPLS Policy

The "Endpoint bound to an SR-MPLS Policy" behavior ("End.BM for
short) is a variant of the End behavior.

The End. BM behavior is required to express scalable traffic-

engi neering policies across multiple donai ns where sone donai ns
support the MPLS instantiation of Segnment Routing. This is an SRv6
instantiation of an SR-MPLS Bi nding SI D [ RFC8402] .

Any SID instance of this behavior is associated with an SR-MPLS
Pol i cy B.

When N receives a packet whose IPv6 DAis S and Sis a |ocal End. BM
SID, N does the follow ng:

S01. When an SRH i s processed {

S02. If (Segnments Left == 0) {

S03. St op processing the SRH, and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header

S04. }



S05. If (IPv6 Hop Limt <= 1) {

S06. Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop limt exceeded in transit),
i nterrupt packet processing, and discard the packet.

S07. }
S08. max_LE = (Hdr Ext Len / 2) - 1
S09. If ((Last Entry > max_LE) or (Segnents Left > Last Entry+1)) {
S10. Send an | CWP Paraneter Problemto the Source Address

with Code 0 (Erroneous header field encountered)

and Pointer set to the Segnents Left field,

i nterrupt packet processing, and discard the packet.
S11. }

S12. Decrenent I Pv6 Hop Limt by 1

S13. Decrenent Segnents Left by 1

S14. Update | Pv6 DA with Segnent List[Segnents Left]

S15. Push the MPLS | abel stack for B

S16. Submit the packet to the MPLS engine for transm ssion
S17. '}

When processing the Upper-Layer header of a packet matching a FIB
entry locally instantiated as an End. BM SI D, process the packet as
per Section 4.1.1.

4. 16. Fl avors

The Penulti mate Segnent Pop (PSP) of the SRH, Utimte Segnent Pop
(USP) of the SRH, and U timate Segnment Decapsul ation (USD) flavors
are variants of the End, End. X, and End. T behaviors. The End, End. X
and End. T behavi ors can support these flavors either individually or
i n conbi nations.

4.16.1. PSP: Penultinmte Segnment Pop of the SRH
4.16.1.1. Cuidelines

SR Segnent Endpoi nt Nodes advertise the SIDs instantiated on themvia
control -plane protocols as described in Section 8. Different
behavior IDs are allocated for flavored and unfl avored SIDs (see
Tabl e 6).

An SR Segment Endpoi nt Node that offers both PSP- and non- PSP-
fl avored behavi or advertises themas two different Sl Ds.

The SR Segnent Endpoi nt Node only advertises the PSP flavor if the
operator enables this capability at the node.

The PSP operation is deterministically controlled by the SR source
node.

A PSP-flavored SID is used by the SR source node when it needs to
instruct the penultinmte SR Segnent Endpoint Node listed in the SRH
to remove the SRH fromthe | Pv6 header.

4.16.1. 2. Definition

SR Segrent Endpoi nt Nodes receive the | Pv6 packet with the
Destination Address field of the |IPv6 header equal to its SID
addr ess.

A penultimate SR Segnment Endpoint Node is one that, as part of the
SID processing, copies the last SID fromthe SRHinto the | Pv6
Destination Address and decrenents the Segnents Left val ue from one
to zero.

The PSP operation only takes place at a penultimte SR Segnent



Endpoi nt Node and does not happen at any transit node. Wen a SID of
PSP flavor is processed at a non-penultinmate SR Segnment Endpoi nt
Node, the PSP behavior is not perforned as described in the
pseudocode bel ow since Segnments Left would not be zero.

The SRH processing of the End, End. X, and End. T behaviors are

nmodi fied: after the instruction "S14. Update |IPv6 DA with Segnent
Li st[ Segnents Left]" is executed, the follow ng instructions nust be
executed as wel |:

S14. 1. If (Segnents Left == 0) {
S14. 2. Update the Next Header field in the precedi ng header to
the Next Header value fromthe SRH
S14. 3. Decrease the | Pv6 header Payl oad Length by
8*(Hdr Ext Len+1)
S14. 4. Renove the SRH fromthe | Pv6 extension header chain
S14. 5. }

The usage of PSP does not increase the MIU of the |IPv6 packet and
hence does not have any inpact on the Path MU (PMIU) di scovery
mechani sm

As a reninder, Section 5 of [RFC8754] defines the SR Depl oynent Mbddel
within the SR Domain [ RFC8402]. Wthin this framework, the

Aut henti cati on Header (AH) is not used to secure the SRH as descri bed
in Section 7.5 of [RFC8754]. Hence, the discussion of applicability
of PSP along with AH usage is beyond the scope of this docunent.

In the context of this specification, the End, End. X, and End. T
behaviors with PSP do not contravene Section 4 of [RFC8200] because
the destinati on address of the incom ng packet is the address of the
node executing the behavi or

4.16.1. 3. Use Case

One use case for the PSP functionality is streamining the operation
of an egress border router.

ot o o oo +
I I
+- +-+ +- -+ +- -+ +- -+ +- +-+
| i PE+-------- >+R24- - - - - - - - >+R3+-------- >+R44-------- >+ePE|
| R1j +- -+ +- -+ +- -+ | RS |
+- -t H----- + +----- + +----- + +----- + - +-+
| | 1 Pv6 | | 1 Pv6 | | 1 Pv6 | | 1 Pv6 | |
| | DA=R3]| | DA=R3]| | DA=R5| | DA=R5| |
| +----- + +----- + +----- + +----- + |
| | SRH| | SRH | | 1P | [ 1P
| | SL=1 | | SL=1 | oo - + - + |
| | RS | | RS | I
| +--mna + +--mna + |
| | IP ] | 1P | I
| +----- + +----- + |
I I
T +
Figure 1. PSP Use Case Topol ogy
In the above illustration, for a packet sent fromthe ingress

provi der edge (i PE) to the egress provider edge (ePE), node R3 is an
intermedi ate traffic-engineering waypoint and is the penultimate
segnment endpoint router; this node copies the |ast segnent fromthe
SRH into the I Pv6 Destinati on Address and decrenents Segnents Left to
0. The Software-Defined Networking (SDN) controller knows that no
other node after R3 needs to inspect the SRH, and it instructs R3 to
renove the exhausted SRH fromthe packet by using a PSP-flavored Sl D



The benefits for the egress PE are straightforward:

* As part of the decapsul ati on process, the egress PEis required to
parse and renove fewer bytes fromthe packet.

* |f a |lookup on an upper-|layer |IP header is required (e.g., per-VRF
VPN), the header is nore likely to be within the nmenory accessible
to the | ookup engine in the forwarding ASIC (Application-Specific
Integrated Circuit).

4.16.2. USP: Utimte Segment Pop of the SRH

The SRH processing of the End, End. X, and End. T behaviors are
nodi fi ed; the instructions S02-S04 are substituted by the foll ow ng

ones:

S02. If (Segments Left == 0) {

S03. 1. Update the Next Header field in the precedi ng header to
the Next Header val ue of the SRH

S03. 2. Decrease the | Pv6 header Payl oad Length by
8*(Hdr Ext Len+l)

S03. 3. Renmove the SRH fromthe | Pv6 extensi on header chain

S03. 4. Proceed to process the next header in the packet

S04. }

One of the applications of the USP flavor is when a packet with an
SRH is destined to an application on hosts with smartN Cs (" Snart
Network Interface Cards") inplenenting SRv6. The USP flavor is used
to renove the consuned SRH from the extension header chain before
sendi ng the packet to the host.

4.16.3. USD: U tinmte Segnent Decapsul ation

The Upper-Layer header processing of the End, End. X, and End. T
behaviors are nodified as foll ows:

End:

S01. If (Upper-Layer header type == 41(1Pv6) ) {

S02. Renove the outer | Pv6 header with all its extension headers
S03. Submit the packet to the egress |Pv6 FIB | ookup for

transm ssion to the new destination
S04. } Else if (Upper-Layer header type == 4(1Pv4) ) {

S05. Renove the outer | Pv6 header with all its extension headers
S06. Subnit the packet to the egress |Pv4 FIB | ookup for
transm ssion to the new destination
S07. Else {
S08. Process as per Section 4.1.1
S09. }
End. T:
S01. If (Upper-Layer header type == 41(1Pv6) ) {
S02. Renmove the outer |IPv6 header with all its extension headers
S03. Set the packet’s associated FIB table to T
S04. Subnit the packet to the egress |Pv6 FIB | ookup for

transm ssion to the new destination
S05. } Else if (Upper-Layer header type == 4(1Pv4) ) {

S06. Renmove the outer | Pv6 header with all its extension headers
S07. Set the packet’s associated FIB table to T
S08. Subnmit the packet to the egress |Pv4 FIB | ookup for
transm ssion to the new destination
S09. Else {
S10. Process as per Section 4.1.1

s11. }



End. X:

S01. If (Upper-Layer header type == 41(1Pv6) |
Upper - Layer header type == 4(1Pv4) ) {

S02. Renove the outer | Pv6 header with all its extension headers
S03. Forward t he exposed | P packet to the L3 adjacency J

S04. } Else {

S05. Process as per Section 4.1.1

S06. }

One of the applications of the USD flavor is the case of a Topol ogy
I ndependent Loop-Free Alternate (TI-LFA) in P routers with

encapsul ation. The USD flavor allows the |ast SR Segnent Endpoi nt
Node in the repair path list to decapsulate the | Pv6 header added at
the TI-LFA Point of Local Repair and forward the inner packet.

5. SR Policy Headend Behavi ors

This section describes a set of SRv6 Policy Headend [ RFC8402]

behavi ors.
oo g +
| H. Encaps | SR Headend wi th Encapsul ation in an SR Policy
| H Encaps.Red | H Encaps with Reduced Encapsulation )
| HEncaps.L2 | H Encaps Appiied to Received L2 Frams ]
| H Encaps. L2, Red | H Encaps. Red Applied to Received L2 Frames |
o e e e oo o m m m e e e e e e e e e e e e e e e e e e e eee——— oo +

Table 2: SR Policy Headend Behavi ors

This list is not exhaustive, and future documents may define
addi ti onal behavi ors.

5.1. H Encaps: SR Headend with Encapsul ation in an SR Policy

Node N receives two packets P1=(A, B2) and P2=(A B2) (B3, B2, Bl
SL=1). B2 is neither a |local address nor SID of N

Node N is configured with an IPv6 address T (e.g., assigned to its
| oopback) .

N steers the transit packets P1 and P2 into an SRv6 Policy with a
Source Address T and a segnent list <S1, S2, S3>

The H. Encaps encapsul ati on behavior is defined as foll ows:

S01. Push an | Pv6 header with its own SRH

S02. Set outer IPv6 SA =T and outer IPv6 DA to the first SID
in the segnent |ist

S03. Set outer Payl oad Length, Traffic Cass, Hop Limt, and
Fl ow Label fields

S04. Set the outer Next Header val ue

S05. Decrenent inner IPv6 Hop Limit or I1Pv4 TTL

S06. Subnit the packet to the IPv6 nodule for transm ssion to S1

| Note:
| S03: As described in [ RFC2473] and [ RFC6437].
After the H Encaps behavior, P1l’ and P2’ respectively |ook like:

* (T, S1) (S3, S2, S1; SL=2) (A, B2)



* (T, S1) (S3, S2, S1; SL=2) (A B2) (B3, B2, Bl; SL=1)

The recei ved packet is encapsul ated unnodified (with the exception of
the IPv4 TTL or IPv6 Hop Linit that is decrenmented as described in
[ RFC2473]).

The H. Encaps behavior is valid for any kind of L3 traffic. This
behavi or is comonly used for L3VPN with I Pv4 and | Pv6 depl oynents.
It may be al so used for TI-LFA [SR-TI-LFA] at the Point of Loca
Repai r.

The push of the SRH MAY be omtted when the SRv6 Policy only contains
one segnment and there is no need to use any flag, tag, or TLV.

5.2. H Encaps. Red: H Encaps with Reduced Encapsul ation

The H. Encaps. Red behavior is an optim zation of the H Encaps
behavi or.

H. Encaps. Red reduces the length of the SRH by excluding the first SID
in the SRH of the pushed | Pv6 header. The first SIDis only placed
in the Destination Address field of the pushed | Pv6 header

After the H Encaps.Red behavior, P1’ and P2’ respectively | ook |ike:
* (T, S1) (S8, S2; SL=2) (A B2)
* (T, S1) (S8, S2; SL=2) (A B2) (B3, B2, Bl; SL=1)

The push of the SRH MAY be omtted when the SRv6 Policy only contains
one segnment and there is no need to use any flag, tag, or TLV.

5.3. H Encaps.L2: H Encaps Applied to Received L2 Franes

The H. Encaps. L2 behavi or encapsul ates a recei ved Ethernet

[1 EEE. 802. 3_2018] frane and its attached VLAN header, if present, in
an | Pv6 packet with an SRH. The Ethernet frane becones the payl oad
of the new | Pv6 packet.

The Next Header field of the SRH MJST be set to 143.

The push of the SRH MAY be omtted when the SRv6 Policy only contains
one segnment and there is no need to use any flag, tag, or TLV.

The encapsul ati ng node MJST renove the preanble (if any) and frane
check sequence (FCS) fromthe Ethernet frame upon encapsul ation, and
the decapsul ati ng node MJST regenerate, as required, the preanble and
FCS before forwarding the Ethernet frane.

5.4. H Encaps.L2.Red: H. Encaps.Red Applied to Received L2 Franes

The H. Encaps.L2. Red behavior is an optimzation of the H Encaps.L2
behavi or.

H. Encaps. L2. Red reduces the length of the SRH by excluding the first
SIDin the SRH of the pushed | Pv6 header. The first SIDis only
pl aced in the Destination Address field of the pushed | Pv6 header

The push of the SRH MAY be omtted when the SRv6 Policy only contains
one segment and there is no need to use any flag, tag, or TLV.

6. Counters

A node supporting this docunent SHOULD i nplenment a pair of traffic
counters (one for packets and one for bytes) per local SID entry, for



traffic that matched that SID and was processed successfully (i.e.,
packets that generate |CVMP Error Messages or are dropped are not
counted). The retrieval of these counters from M B, NETCONF/ YANG, or
any other data structure is outside the scope of this docunent.

Fl ow- Based Hash Conput ati on

When a fl ow based selection within a set needs to be perforned, the

| Pv6 Source Address, the | Pv6 Destination Address, and the | Pv6 Fl ow
Label of the outer |Pv6 header MJUST be included in the fl ow based
hash.

This may occur in any of the follow ng scenari os:

* A FIB lookup is perfornmed and multiple ECMP paths exist to the
updat ed destinati on address.

* End. X, End.DX4, or End.DX6 is bound to an array of adjacencies.

* The packet is steered in an SR Policy whose sel ected path has
multiple SID lists.

Additionally, any transit router in an SRv6 domain includes the outer
flow label inits ECVMP flow based hash [ RFC6437].

Control Pl ane

In an SDN environnment, one expects the controller to explicitly
provi sion the SIDs and/or discover themas part of a service

di scovery function. Applications residing on top of the controller
could then discover the required Sl Ds and combine themto forma

di stributed network program

The concept of "SRv6 Network Progranmi ng" refers to the capability of
an application to encode any conpl ex programas a set of individua
functions distributed through the network. Some functions relate to
underl ay SLA, others to overlay/tenant, and others to conpl ex
applications residing in VMs and contai ners.

Wil e not necessary for an SDN control plane, the renmainder of this
section provides a high-level illustrative overview of how control -
pl ane protocols may be involved with SRv6. Their specification is
out side the scope of this docunent.

I GP

The End, End. T, and End. X SI Ds express topol ogi cal behaviors and
hence are expected to be signaled in the I GP together with the
flavors PSP, USP, and USD. The |IGP should al so advertise the Maxi num
SID Depth (MSD) capability of the node for each type of SRv6
operation -- in particular, the SR source (e.g., H Encaps),

i nternmedi ate endpoint (e.g., End and End. X), and final endpoint

(e.g., End.DX4 and End. DT6) behaviors. These capabilities are
factored in by an SR source node (or a controller) during the SR
Pol i cy conputati on.

The presence of SIDs in the | GP does not inply any routing senmantics
to the addresses represented by these SIDs. The routing reachability
to an I Pv6 address is solely governed by the non-SIDrelated | GP
prefix reachability information that includes |ocators. Routing is
nei t her governed nor influenced in any way by a SID advertisenent in
the | GP.

These SIDs provide inportant topol ogi cal behaviors for the I1GP to
build Fast Reroute (FRR) sol utions based on TlI-LFA [ SR-TI-LFA] and
for TE processes relying on an | GP topol ogy database to build SR



Pol i ci es.
8.2. BGP-LS

BGP- LS provides the functionality for topol ogy di scovery that

i ncludes the SRv6 capabilities of the nodes, their |ocators, and
locally instantiated SIDs. This enables controllers or applications
to build an inter-donmain topol ogy that can be used for conputation of
SR Policies using the SRv6 Sl Ds.

8.3. BGP | P/ VPN EVPN

The End. DX4, End. DX6, End.DT4, End.DT6, End.DT46, End. DX2, End. DX2V,
End. DT2U, and End. DT2M SI Ds can be signaled in BGP

In sone scenarios, an egress PE advertising a VPN route might wish to
abstract the specific behavior bound to the SID fromthe ingress PE
and other routers in the network. In such case, the SID may be
advertised using the Opaque SRv6 Endpoi nt Behavi or codepoi nt defined
in Table 6. The details of such control-plane signaling nmechani sns
are out of the scope of this docunent.

8.4. Sunmmary

The foll owi ng table sunmarizes which SID behaviors may be signaled in
whi ch control -pl ane protocol

[ oo el oo oo e s
| | 1GP | BGP-LS | BGP | P/ VPN EVPN |
B s s s sl ool oo ool sl
| End (PSP, USP, USD) | X | X | |
I i +----- I I I +
| End.X (PSP, USP, USD) | X | X | |
I I +----- L I i I +
| End. T (PSP, USP, USD) | X | X | |
I I +----- I L I I I +
| End. DX6 | X | X | X |
I i +----- I I I +
| End. DX4 | X | X | X |
I I +----- L I i I +
| End.DT6 | X | X | X |
I I +----- I L I I I +
| End.DT4 | X | X | X |
I i +----- I I I +
| End. DT46 | X | X | X |
I I +----- L I i I +
| End. DX2 | | X ] X |
I I +----- I L I I I +
| End. DX2V | | X X |
I i +----- I I I +
| End. DT2U | | X X |
I I +----- L I i I +
| End.DT2M | | X X |
I I +----- I L I I I +
| End. B6. Encaps | | X | |
I i +----- I I I +
| End. B6. Encaps. Red | | X | |
I I +----- L I i I +
| End. B6. BM | | X |
I I +----- I L I I I +

Table 3: SRv6 Locally Instantiated SIDs Signaling

The foll owing table sunmarizes which SR Policy Headend capabilities
may be signaled in which control-plane protocol



B ooty ety e ety
| | 1GP| BGP-LS | BGP | P/ VPN EVPN |
[ sy Cep——j—" b p—p——_— sl p—p——_————(——————r———
| H. Encaps | X | X | |
I i IR +----- I I i IR +
| H. Encaps. Red | X ] X | |
I e I T +----- +---- - - - I e I T +
| H Encaps. L2 | | X | |
I +----- F-------- I +
| H Encaps.L2. Red | | X | |
I i IR +----- I I i IR +

Table 4: SRv6 Policy Headend Behavi ors Signaling

The previous table describes generic capabilities. |t does not
describe specific instantiated SR Polici es.

For exanple, a BGP-LS advertisenent of H. Encaps behavi or woul d
describe the capability of node N to perform H Encaps behavi or
Specifically, it would describe how nany SIDs coul d be pushed by N
wi t hout significant perfornmance degradation.

As a reminder, an SR Policy is always assigned a Binding SID

[ RFC8402]. Binding SIDs are al so advertised in BGP-LS as shown in
Table 3. Hence, Table 4 only focuses on the generic capabilities
related to H. Encaps.

Security Considerations

The security considerations for Segnent Routing are discussed in

[ RFC8402]. Section 5 of [RFC8754] describes the SR Depl oynent Model
and the requirenments for securing the SR Donain. The security

consi derations of [RFC8754] al so cover topics such as attack vectors
and their mitigation mechani sms that also apply the behaviors
introduced in this docunent. Together, they describe the required
security nechani sns that allow establishnent of an SR domai n of
trust. Having such a well-defined trust boundary is necessary in
order to operate SRv6-based services for internal traffic while
preventing any external traffic fromaccessing or exploiting the
SRv6- based services. Care and rigor in |Pve address allocation for
use for SRv6 SID allocations and network infrastructure addresses, as
distinct fromI|Pv6 addresses allocated for end users and systens (as
illustrated in Section 5.1 of [RFC8754]), can provide the clear

di stinction between internal and external address space that is
required to maintain the integrity and security of the SRv6 Donain.
Additionally, [RFC8754] defines a Hashed Message Authentication Code
(HMAC) TLV permitting SR Segnent Endpoint Nodes in the SR domain to
verify that the SRH applied to a packet was sel ected by an authorized
party and to ensure that the segnment list is not nodified after
generation, regardl ess of the nunber of segnents in the segnment |ist.
When enabl ed by | ocal configuration, HVAC processing occurs at the
begi nning of SRH processing as defined in Section 2.1.2.1 of

[ RFC8754] .

Thi s docunent introduces SRv6 Endpoint and SR Policy Headend

behavi ors for inplenentati on on SRv6-capabl e nodes in the network.
The definition of the SR Policy Headend should be consistent with the
speci fic behavi or used and any | ocal configuration (as specified in
Section 4.1.1). As such, this docunment does not introduce any new
security considerations.

The SI D behaviors specified in this docunent have the sane HVAC TLV
handling and nutability properties with regard to the Flags, Tag, and
Segnent List field as the SID behavior specified in [ RFC8754].
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| ANA Consi derati ons
1. Ethernet Next Header Type

| ANA has all ocated "Ethernet" (value 143) in the "Assigned |nternet
Prot ocol Numbers" registry (see <https://ww.iana. org/assi gnnents/
protocol - nunbers/>). Value 143 in the Next Header field of an |Pv6
header or any extension header indicates that the payload is an

Et hernet frame [|EEE. 802.3_2018].

2. SRv6 Endpoi nt Behaviors Registry

| ANA has created a new top-level registry called "Segnment Routing”
(see <https://ww.iana. org/ assi gnnents/segnent-routing/>). This
registry serves as a top-level registry for all Segnent Routing
subregistries.

Additionally, I ANA has created a new subregistry called "SRv6
Endpoi nt Behavi ors" under the top-level "Segnent Routing"” registry.
This subregistry maintains 16-bit identifiers for the SRv6 Endpoi nt
behaviors. This registry is established to provide consistency for
control -plane protocols that need to refer to these behaviors. These
val ues are not encoded in the function bits within a SID

2.1. Registration Procedures
The range of the registry is 0-65535 (0x0000-OxFFFF). The table

bel ow contains the all ocation ranges and registration policies
[ RFC8126] for each

[ ool e sy oo ooty e pees e o
| Range | Range (Hex) | Regi stration | Not e |
| | | Pr ocedur es | |
| O | 0x0000 | Reserved | Not to be
| | | | allocated
S T o e e e e e e oo R +
| 1-32767 | 0x0001- Ox7FFF | Fi rst Cone | |
| | | First Served | |
S o o m e e e e i oo Fom e oo +
| 32768-34815 | 0x8000- OX87FF | Private Use | |
o m e e e oo - o m e e e oo - St N +
| 34816- 65534 | 0x8800- OXFFFE | Reserved | |
S S o e e e e e e e e oo oo S +
| 65535 | OXFFFF | Reserved | Opaque |
S o o m e e e e i oo Fom e oo +
Table 5: Registration Procedures
2.2. Initial Registrations
The initial registrations for the subregistry are as foll ows:
| Val ue | Hex | Endpoi nt Behavi or | Reference
[ s el e s s sty e ety e pe et —j——r o}
| O | 0x0000 | Reserved | |
S o o m e e e e i oo Fom e oo +
| 1 | 0x0001 | End | RFC 8986 |
o m e e e oo - o m e e e oo - St N +
| 2 | 0x0002 | End with PSP | RFC 8986 |
S S o e e e e e e e e oo oo S +
| 3 | 0x0003 | End with USP | RFC 8986 |
S o o m e e e e i oo Fom e oo +
| 4 | 0x0004 | End with PSP & USP | RFC 8986 |
o m e e e oo - o m e e e oo - St N +



0x0005

usD

& USD
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11.

11.

37 | 0x0025 | End. T with PSP & USD | RFC 8986 |
------------- TS L T g
38 | 0x0026 | End. T with USP & USD | RFC 8986 |
------------- g
39 | 0x0027 | End. T with PSP, USP | RFC 8986 |

| | & USD | |
------------- TS L T
40- 32766 | 0x0028-0x7FFE | Unassi gned | |
------------- e
32767 | OX7FFF | The SID defined in | RFC 8986, |

| | RFC 8754 | RFC 8754 |
------------- T
32768- 34815 | 0x8000- 0x87FF | Reserved for Private | RFC 8986 |

I I Use I I
------------- e
34816- 65534 | 0x8800- OXFFFE | Reserved | RFC 8986 |
------------- e
65535 | OxFFFF | Opaque | RFC 8986 |
------------- TS L T

Table 6: Initial Registrations
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