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Abst r act

Thi s docunent presents the RACK-TLP | oss detection algorithmfor TCP
RACK- TLP uses per-segnent transmt timestanps and sel ective

acknow edgments (SACKs) and has two parts. Recent Acknow edgnent
(RACK) starts fast recovery quickly using tine-based inferences
derived from acknow edgnent (ACK) feedback, and Tail Loss Probe (TLP)
| everages RACK and sends a probe packet to trigger ACK feedback to
avoid retransmi ssion timeout (RTO events. Conpared to the widely
used duplicate acknow edgnent (DupAck) threshold approach, RACK-TLP
detects | osses nmore efficiently when there are application-limted
flights of data, |ost retransm ssions, or data packet reordering
events. It is intended to be an alternative to the DupAck threshold
appr oach.
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1. Introduction

Thi s docunent presents RACK-TLP, a TCP | oss detection algorithmthat
i mproves upon the widely inplenented duplicate acknow edgnent
(DupAck) counting approach described in [ RFC5681] and [ RFC6675]; it
is RECOMWENDED as an alternative to that earlier approach. RACK-TLP
has two parts. Recent Acknow edgment (RACK) detects | osses quickly
usi ng time-based inferences derived from ACK feedback. Tail Loss
Probe (TLP) triggers ACK feedback by quickly sending a probe segnent
to avoid retransm ssion tineout (RTO events.

1.1. Background

In traditional TCP | oss recovery algorithms [ RFC5681] [ RFC6675], a
sender starts fast recovery when the nunber of DupAcks received
reaches a threshold (DupThresh) that defaults to 3 (this approach is
referred to as "DupAck counting"” in the rest of the docunent). The
sender al so hal ves the congestion wi ndow during the recovery. The
rati onal e behind the partial w ndow reduction is that congestion does
not seem severe since ACK clocking is still maintained. The time

el apsed in fast recovery can be just one round trip, e.g., if the
sender uses SACK-based recovery [RFC6675] and t he nunber of | ost
segnents is small.

If fast recovery is not triggered or is triggered but fails to repair
all the losses, then the sender resorts to RTO recovery. The RTO
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timer interval is conservatively the snmoothed RTT (SRTT) plus four
times the RTT variation, and is | ower bounded to 1 second [ RFC6298].
Upon RTO tinmer expiration, the sender retransmts the first

unacknow edged segnment and resets the congestion windowto the |oss
wi ndow val ue (by default, 1 full-sized segnent [RFC5681]). The
rational e behind the congestion wi ndow reset is that an entire flight
of data and the ACK clock were lost, so this deserves a cautious
response. The sender then retransmts the rest of the data foll ow ng
the slow start algorithm[RFC5681]. The tine elapsed in RTO recovery
is one RTO interval plus the nunber of round trips needed to repair
all the | osses.

2. Mot i vati on

Fast recovery is the preferred formof |oss recovery because it can
potentially recover all losses in the tinmescale of a single round
trip, with only a fractional congestion w ndow reduction. RTO
recovery and congestion wi ndow reset should ideally be the |ast
resort and should ideally be used only when the entire flight is

| ost. However, in addition to losing an entire flight of data, the
foll owi ng situations can unnecessarily resort to RTO recovery with
traditional TCP | oss recovery algorithms [RFC5681] [ RFC6675]:

1. Packet drops for short flows or at the end of an application data
flight. Wen the sender is limted by the application (e.qg.,
structured request/response traffic), segnments lost at the end of
the application data transfer often can only be recovered by RTO
Consi der an exanpl e where only the last segnent in a flight of
100 segnments is lost. Lacking any DupAck, the sender RTO
expires, reduces the congestion windowto 1, and raises the
congestion windowto just 2 after the loss repair is
acknow edged. In contrast, any single segnent |oss occurring
between the first and the 97th segnent would result in fast
recovery, which would only cut the wi ndow in half

2. Lost retransm ssions. Heavy congestion or traffic policers can
cause retransm ssions to be lost. Lost retransm ssions cause a
resort to RTO recovery since DupAck counting does not detect the
|l oss of the retransm ssions. Then the slow start after RTO
recovery coul d cause burst |osses again, which severely degrades
performance [ PCLI CER16] .

3. Packet reordering. |In this document, "reordering” refers to the
events where segnents are delivered at the TCP receiver in a
chronol ogical order different fromtheir chronol ogica
transm ssion order. Link-layer protocols (e.g., 802.11 bl ock
ACK), link bonding, or routers’ internal |oad balancing (e.qg.,
ECMP) can deliver TCP segnments out of order. The degree of such
reordering is usually within the order of the path round-trip
time. |If the reordering degree is beyond DupThresh, DupAck
counting can cause a spurious fast recovery and unnecessary
congesti on wi ndow reduction. To mtigate the issue, Non-
Congesti on Robustness (NCR) for TCP [ RFC4653] increases the
DupThresh fromthe current fixed value of three duplicate ACKs
[ RFC5681] to approxi mate a congestion wi ndow of data having |eft
t he network

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

RACK- TLP Hi gh-Level Design
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RACK- TLP al | ows senders to recover |osses nore effectively in al
three scenarios described in the previous section. There are two
design principles behind RACK-TLP. The first principle is to detect

| osses via ACK events as nuch as possible, to repair |osses at round-
trip timescales. The second principle is to gently probe the network
to solicit additional ACK feedback, to avoid RTO expiration and
subsequent congestion wi ndow reset. At a high level, the two
principles are inplenented in RACK and TLP, respectively.

1. RACK: Tine-Based Loss | nferences from ACKs

The rationale behind RACK is that if a segnment is delivered out of
order, then the segnents sent chronol ogically before that were either
| ost or reordered. This concept is not fundanmentally different from
those described in [ RFC5681], [RFC6675], or [FACK]. RACK s key

i nnovation is using per-segnment transm ssion timestanps and w dely
depl oyed SACK [ RFC2018] options to conduct time-based inferences
instead of inferring | osses by counting ACKs or SACKed sequences.

Ti me- based i nferences are nore robust than DupAck counting approaches
because they do not depend on flight size and thus are effective for
application-limted traffic.

Conceptual Iy, RACK keeps a virtual timer for every data segnent sent
(including retransm ssions). Each tinmer expires dynamcally based on
the |l atest RTT neasurenments plus an additional delay budget to
acconmodat e potential packet reordering (called the "reordering

wi ndow'). When a segnent’s tinmer expires, RACK marks the
correspondi ng segnent as |ost for retransm ssion

Inreality, as an algorithm RACK does not arma timer for every
segnent sent because it’'s not necessary. Instead, the sender records
the nobst recent transm ssion tinme of every data segnment sent,

i ncluding retransmni ssions. For each ACK received, the sender
calculates the | atest RTT neasurenent (if eligible) and adjusts the
expiration time of every segment sent but not yet delivered. If a
segnment has expired, RACK marks it as |ost.

Since the tine-based | ogic of RACK applies equally to retransm ssions
and original transm ssions, it can detect lost retransnissions as
well. |If a segnent has been retransmitted but its nost recent
(re)transm ssion timestanp has expired, then, after a reordering

wi ndow, it’s marked as | ost.

2. TLP: Sending One Segnent to Probe Losses Quickly with RACK

RACK infers | osses from ACK feedback; however, in sone cases, ACKs
are sparse, particularly when the inflight is small or when the

| osses are high. 1In sone challenging cases, the last few segnments in
a flight are lost. Wth the operations described in [ RFC5681] or

[ RFC6675], the sender’s RTO woul d expire and reset the congestion

wi ndow when, in reality, nost of the flight has been delivered.

Consi der an exanpl e where a sender with a | arge congesti on w ndow
transmts 100 new data segnents after an application wite and only
the last three segnents are lost. Wthout RACK-TLP, the RTO expires,
the sender retransmits the first unacknow edged segnent, and the
congestion wi ndow sl ow starts from1l. After all the retransnits are
acknow edged, the congestion windowis increased to 4. The total
delivery time for this application transfer is three RTTs plus one
RTO, a steep cost given that only a tiny fraction of the flight was
lost. |If instead the |osses had occurred three segnents sooner in
the flight, then fast recovery would have recovered all |osses within
one round trip and woul d have avoi ded resetting the congestion

wi ndow.



Fast recovery would be preferable in such scenarios; TLP is designed
to trigger the feedback RACK needed to enable that. After the |ast
(100t h) segnment was originally sent, TLP sends the next avail abl e
(new) segnent or retransnmits the |ast (highest-sequenced) segnent in
two round trips to probe the network, hence the nane "Tail Loss
Probe". The successful delivery of the probe would solicit an ACK
RACK uses this ACK to detect that the 98th and 99th segnents were

| ost, trigger fast recovery, and retransmt both successfully. The
total recovery tinme is four RTTs, and the congestion windowis only
partially reduced instead of being fully reset. If the probe was

al so lost, then the sender would i nvoke RTO recovery, resetting the
congesti on wi ndow.

3.3. RACK-TLP: Reordering Resilience with a Tinme Threshold
3.3.1. Reordering Design Rationale

Upon receiving an ACK indicating a SACKed segment, a sender cannot
tell inmediately whether that was a result of reordering or loss. It
can only distinguish between the two in hindsight if the mssing
sequence ranges are filled in later without retransnission. Thus, a
| oss detection algorithmneeds to budget sone wait tinme -- a
reordering window -- to try to di sanbi guate packet reordering from
packet | oss.

The reordering wi ndow in the DupAck counting approach is inplicitly
defined as the elapsed tine to receive DupThresh SACKed segnents or
dupl i cate acknow edgnments. This approach is effective if the network
reordering degree (in sequence distance) is smaller than DupThresh
and at | east DupThresh segnents after the loss is acknow edged. For
cases where the reordering degree is |larger than the default
DupThresh of 3 packets, one alternative is to dynanically adapt
DupThresh based on the FlightSize (e.g., the sender adjusts the
DupThresh to half of the FlightSize). However, this does not work
well with the followi ng two types of reordering:

1. Application-limted flights where the | ast non-full-sized segnent
is delivered first and then the remaining full-sized segnments in
the flight are delivered in order. This reordering pattern can
occur when segnents traverse parallel forwarding paths. In such
scenarios, the degree of reordering in packet distance is one
segnment less than the flight size.

2. A flight of segnments that are delivered partially out of order.
One cause for this pattern is wireless |ink-layer retransm ssions
with an inadequate reordering buffer at the receiver. |In such
scenarios, the wirel ess sender sends the data packets in order
initially, but sonme are |lost and then recovered by link-Iayer
retransm ssions; the wireless receiver delivers the TCP data
packets in the order they are received due to the inadequate
reordering buffer. The randomwireless transm ssion errors in
such scenarios cause the reordering degree, expressed in packet
di stance, to have highly variable values up to the flight size.

In the above two cases, the degree of reordering in packet distance
is highly variable. This nmakes the DupAck counting approach

i neffective, including dynam c adaptation variants as in [ RFC4653].
Instead, the degree of reordering in time difference in such cases is
usually within a single round-trip time. This is because the packets
either traverse disjoint paths with siml|ar propagation delays or are
repaired quickly by the | ocal access technol ogy. Hence, using a tine
threshold i nstead of a packet threshold strikes a niddle ground,

all owi ng a bounded degree of reordering resilience while stil

all owing fast recovery. This is the rationale behind the RACK-TLP
reordering resilience design



Speci fically, RACK-TLP introduces a new dynanic reordering w ndow
paraneter in tine units, and the sender considers a data segnment S
lost if both of these conditions are net:

1. Another data segnment sent later than S has been delivered.

2. S has not been delivered after the estimated round-trip tine plus
the reordering w ndow.

Note that condition (1) inplies at |least one round trip of tinme has
el apsed since S has been sent.

3.3.2. Reordering Wndow Adaptati on

The RACK reordering wi ndow adapts to the nmeasured duration of
reordering events within reasonabl e and specific bounds to

di sincentivize excessive reordering. Mre specifically, the sender
sets the reordering wi ndow as foll ows:

1. The reordering wi ndow SHOULD be set to zero if no reordering has
been observed on the connection so far, and either (a) three
segnment s have been SACKed since the |last recovery or (b) the
sender is already in fast or RTO recovery. Oherw se, the
reordering wi ndow SHOULD start froma small fraction of the
round-trip time or zero if no round-trip time estimate is
avai | abl e.

2. The RACK reordering wi ndow SHOULD adaptively increase (using the
algorithmin "Step 4: Update RACK reordering wi ndow' below) if
the sender receives a Duplicate Sel ective Acknow edgnent ( DSACK)
option [ RFC2883]. Receiving a DSACK suggests the sender made a
spurious retransm ssion, which may have been due to the
reordering w ndow being too snall.

3. The RACK reordering wi ndow MJST be bounded, and this bound SHOULD
be SRTT.

Rules 2 and 3 are required to adapt to reordering caused by dynanics
such as the prolonged |ink-layer |oss recovery epi sodes descri bed
earlier. Each increase in the reordering wi ndow requires a new round
trip where the sender receives a DSACK; thus, depending on the extent
of reordering, it may take nultiple round trips to fully adapt.

For short flows, the low initial reordering wi ndow hel ps recover

| osses quickly, at the risk of spurious retransnissions. The
rationale is that spurious retransm ssions for short flows are not
expected to produce excessive additional network traffic. For |ong
flows, the design tolerates reordering within a round trip. This
handl es reordering in small timescales (reordering within the round-
trip time of the shortest path).

However, the fact that the initial reordering windowis |ow and the
reordering w ndow s adaptive growmh is bounded nmeans that there will
continue to be a cost to reordering that disincentivizes excessive
reordering.

3.4. An Exanple of RACK-TLP in Action: Fast Recovery

The following exanple in Figure 1 illustrates the RACK-TLP al gorithm

in action:
Event TCP DATA SENDER TCP DATA RECEI VER
1. Send PO, P1, P2, P3 >

[P1, P2, P3 dropped by networKk]



2. <-- Recei ve PO, ACK PO

3a. 2RTTs after (2), TLP timer fires
3b. TLP: retransnits P3 -->

4. <-- Recei ve P3, SACK P3

5a. Receive SACK for P3
5b. RACK: marks Pl, P2 | ost
5c. Retransmt Pl1, P2 -->
[P1 retransm ssion dropped by networKk]

6. <-- Recei ve P2, SACK P2 & P3
7a. RACK: marks P1 retransm ssion | ost

7b. Retransmt P1 -->

8. <-- Recei ve P1, ACK P3

Figure 1: RACK-TLP Protocol Exanple

Figure 1 illustrates a sender sending four segnments (PO, Pl, P2, P3)
and losing the last three segments. After two round trips, TLP sends
a |l oss probe, retransmitting the | ast segment, P3, to solicit SACK

f eedback and restore the ACK clock (Event 3). The delivery of P3
enables RACK to infer (Event 5b) that P1 and P2 were likely |ost
because they were sent before P3. The sender then retransnmits Pl and
P2. Unfortunately, the retransmission of Pl is |ost again. However,
the delivery of the retransnission of P2 allows RACK to infer that
the retransmi ssion of P1 was |likely lost (Event 7a); hence, Pl should
be retransmitted (Event 7b). Note that [RFC5681] mandates a
principle that loss in two successive wi ndows of data or the | oss of
a retransnission nust be taken as two indications of congestion and
therefore results in two separate congestion control reactions.

.5.  An Exampl e of RACK-TLP in Action: RTO

In addition to enhancing fast recovery, RACK inproves the accuracy of
RTO recovery by reducing spurious retransm ssions.

Wt hout RACK, upon RTO tinmer expiration, the sender marks all the
unacknowl edged segnents as lost. This approach can |ead to spurious
retransm ssions. For exanple, consider a sinple case where one
segnment was sent with an RTO of 1 second and then the application
wites nore data, causing a second and third segnent to be sent right
before the RTO of the first segnent expires. Suppose none of the
segnments were lost. Wthout RACK, if there is a spurious RTO then
the sender marks all three segments as lost and retransmts the first
segnent. |If the ACK for the original copy of the first segnent
arrives right after the spurious RTO retransm ssion, then the sender
continues slow start and spuriously retransnits the second and third
segnents since it (erroneously) presuned they are |ost.

Wth RACK, upon RTO tinmer expiration, the only segnent automatically
marked as lost is the first segment (since it was sent an RTO ago);
for all the other segnents, RACK only nmarks the segnent as lost if at
| east one round trip has el apsed since the segnent was transmnitted.
Consi der the previous exanple scenario, but this tine with RACK
Wth RACK, when the RTO expires, the sender only marks the first
segment as lost and retransmts that segnent. The other two very
recently sent segnents are not marked as | ost because they were sent
| ess than one round trip ago and there were no ACKs providing

evi dence that they were lost. Upon receiving the ACK for the RTO
retransm ssion, the RACK sender would not yet retransmit the second
or third segnent, but rather would re-armthe RTO timer and wait for
a new RTO interval to el apse before marking the second or third



segnment as | ost.
3.6. Design Summary

To summari ze, RACK-TLP ains to adapt to small tine-varying degrees of
reordering, quickly recover nost |osses within one to two round
trips, and avoid costly RTO recoveries. 1In the presence of
reordering, the adaptation algorithmcan inpose sonetines needl ess
del ays when it waits to disanbiguate |oss fromreordering, but the
penalty for waiting is bounded to one round trip, and such delays are
confined to flows | ong enough to have observed reordering.

4. Requirenents

The reader is expected to be famliar with the definitions given in
the TCP congestion control [RFC5681], selective acknow edgnent

[ RFC2018], and | oss recovery [RFC6675] RFCs. RACK-TLP has the

foll owi ng requirements

1. The connection MJST use sel ective acknow edgnent (SACK) options
[ RFC2018], and the sender MUST keep SACK scoreboard information
on a per-connection basis ("SACK scoreboard" has the sanme nmeani ng
here as in [RFC6675], Section 3).

2. For each data segment sent, the sender MJIST store its nost recent
transmission tinme with a timestanp whose granularity is finer
than 1/4 of the minimum RTT of the connection. At the tine of
witing, mcrosecond resolution is suitable for intra-data center
traffic, and mllisecond granularity or finer is suitable for the
Internet. Note that RACK-TLP can be inplenented with TSO (TCP
Segnment ati on O fl oad) support by having multiple segnents in a
TSO aggregate share the sane tinestanp.

3. RACK DSACK-based reordering wi ndow adaptati on i s RECOMWENDED but
is not required.

4. TLP requires RACK
5. Definitions

The reader is expected to be familiar with the variabl es SND. UNA,
SND. NXT, SEG ACK, and SEG SEQ in [ RFC793]; Sender Maxi num Segnent
Size (SM5S) and FlightSize in [ RFC5681]; DupThresh in [ RFC6675]; and
RTO and SRTT in [RFC6298]. A RACK-TLP inplenentation uses severa
new terns and needs to store new per-segnment and per-connection
state, described bel ow

5.1. Terns
These terns are used to explain the variables and al gorithnms bel ow
RACK. segnent
Anong all the segnents that have been either selectively or
curmul ati vely acknow edged, the term "RACK segnent"” denotes the
segnment that was sent nost recently (including retransm ssions).
RACK. ack_ts
Denotes the tinme when the full sequence range of RACK segnent was
sel ectively or cunul atively acknow edged.
5.2. Per-Segment Vari abl es

These vari ables indicate the status of the nbst recent transm ssion
of a data segnent:

Segment . | ost



True if the npbst recent (re)transm ssion of the segnent has been
mar ked as | ost and needs to be retransmitted. False otherw se.

Segnent . retransnitted
True if the segment has ever been retransnmitted. Fal se otherwi se.

Segment . xmit_ts
The tinme of the last transm ssion of a data segment, including
retransm ssions, if any, with a clock granularity specified in the
"Requi rements" section. A maximum value INFIN TE TS indicates an
invalid tinestanp that represents that the segnent is not
currently in flight.

Segnent . end_seq
The next sequence nunber after the |ast sequence nunber of the
data segnent.

. 3. Per - Connecti on Vari abl es

RACK. xmit _ts
The | atest transm ssion tinmestanp of RACK segnent.

RACK. end_seq
The Segment.end_seq of RACK. segment.

RACK. segs_sacked
Returns the total nunber of segnents selectively acknow edged in
the SACK scoreboard.

RACK. f ack
The hi ghest selectively or cumnul atively acknow edged sequence
(i.e., forward acknow edgnent).

RACK. mi n_RTT
The estimated m ninumround-trip time (RTT) of the connection

RACK. rtt
The RTT of the npbst recently delivered segment on the connection
(either cunul atively acknow edged or sel ectively acknow edged)
that was not marked as invalid as a possible spurious
retransm ssion.

RACK. r eor deri ng_seen
I ndi cat es whet her the sender has detected data segnment reordering
event (s).

RACK. reo_wnd
A reordering wi ndow conputed in the unit of time used for
recordi ng segnment transmission tines. It is used to defer the
monent at which RACK nmarks a segnment as | ost.

RACK. dsack_r ound
Indicates if a DSACK option has been received in the | atest round
trip.

RACK. reo_wnd_nul t
The nultiplier applied to adjust RACK reo_wnd.

RACK. reo_wnd_per si st
The nunber of |oss recoveries before resetting RACK reo_wnd.

TLP.is_retrans
A bool ean indicating whether there is an unacknow edged TLP
retransm ssion.

TLP. end_seq



5.

6.

6.

6.

The val ue of SND.NXT at the tine of sending a TLP probe.

TLP. max_ack_del ay:
The sender’s budget for the maxi nrum del ayed ACK interval.

4, Per - Connection Tiners

RACK reordering tiner
Atimer that allows RACK to wait for reordering to resolve in
order to try to disanbiguate reordering fromloss when sone
segnents are marked as SACKed.

TLP PTO
A timer event indicating that an ACK is overdue and the sender
should transmt a TLP segnent to solicit SACK or ACK feedback.

These timers augnment the existing timers maintained by a sender,
including the RTO tiner [RFC6298]. A RACK-TLP sender arns one of
these three tinmers -- RACK reordering timer, TLP PTO tiner, or RTO
timer -- when it has unacknow edged segnents in flight. The

i npl ementation can sinplify nanaging all three tiners by nultiplexing
a single timer anong themwi th an additional variable to indicate the
event to invoke upon the next tinmer expiration.

RACK Al gorithm Detail s
1. Upon Transnmitting a Data Segnent

Upon transmitting a new segnment or retransnitting an old segnent,
record the time in Segrment.xmt_ts and set Segnent.lost to FALSE
Upon retransmitting a segment, set Segment.retransmtted to TRUE

RACK transmt _new dat a( Segnent):
Segnent.xmit_ts = Now()
Segment . | ost = FALSE

RACK retransm t_dat a( Segnment ) :
Segnent.retransmtted = TRUE
Segnent. xmit_ts = Now()
Segnent . | ost = FALSE

2.  Upon Receiving an ACK
Step 1: Update RACK m n_RTT.

Use the RTT nmeasurenments obtained via [ RFC6298] or [RFC7323] to
update the estimated nmininmum RTT in RACK nmin_RTT. The sender SHOULD
track a windowed min-filtered estimte of recent RTT neasurenents
that can adapt when migrating to significantly |onger paths rather
than tracking a sinple global mnimumof all RTT neasurenents.

Step 2: Update the state for the nbst recently sent segnment that has
been del i vered.

In this step, RACK updates the state that tracks the nost recently
sent segnment that has been delivered: RACK segnment. RACK naintains
its latest transmission tinmestanp in RACK. xmit _ts and its highest
sequence nunber in RACK end_seq. These two variables are used in
|ater steps to estimate if some segnents not yet delivered were
likely lost. Gven the information provided in an ACK, each segnent
curmul atively ACKed or SACKed is nmarked as delivered in the
scoreboard. Because an ACK can al so acknow edge retransnitted data
segnents and because retransm ssions can be spurious, the sender
needs to take care to avoid spurious inferences. For exanple, if the
sender were to use timing information froma spurious retransm ssion,
the RACK.rtt could be vastly underesti mated.



To avoid spurious inferences, ignore a segnent as invalid if any of
its sequence range has been retransmitted before and if either of two
conditions is true:

1. The Tinestanp Echo Reply field (TSecr) of the ACK s tinestanp
option [RFC7323], if available, indicates the ACK was not
acknow edgi ng the last retransm ssion of the segnent.

2. The segnment was last retransmitted |l ess than RACK. nin_rtt ago.

The second check is a heuristic when the TCP Ti mestanp option i s not
avail abl e or when the round-trip tine is less than the TCP Ti nestanp
clock granularity.

Anmong all the segments newl y ACKed or SACKed by this ACK that pass
the checks above, update the RACK rtt to be the RTT sanple cal cul ated
using this ACK. Furthernore, record the nost recent Segment.xmit _ts
in RACK. xmit_ts if it is ahead of RACK. xmit_ts. |If Segment.xmit_ts
equals RACK. xmt ts (e.g., due to clock granularity limts), then
conpare Segnent.end_seq and RACK. end seq to break the tie when

deci di ng whether to update the RACK segnent’s associ ated state.

Step 2 may be summari zed in pseudocode as:

RACK sent after(tl, seql, t2, seq2):
If tl > t2:
Return true
Else if t1 == t2 AND seql > seq2:
Return true
El se:
Return fal se

RACK updat e():
For each Segment newl y acknow edged, cunul atively or selectively,
in ascendi ng order of Segnent.xmit_ts:
rtt = Now() - Segnent.xmt_ts
If Segnent.retransmtted is TRUE
If ACK ts option.echo reply < Segnent.xnmit _ts:
Cont i nue
If rtt < RACK min_rtt:
Conti nue

RACK. rtt = rtt

If RACK sent after(Segnent.xmt _ts, Segnent.end_seq
RACK. xmit _ts, RACK end_seq):
Segment . xmit_ts

Segnent . end_seq

RACK. xmit _ts
RACK. end_seq

Step 3: Detect data segnment reordering.

To detect reordering, the sender |ooks for original data segments

bei ng delivered out of order. To detect such cases, the sender
tracks the hi ghest sequence selectively or cunul atively acknow edged
in the RACK fack variable. ".fack" stands for the nost "Forward ACK"
(this termis adopted from[FACK]). |If a never-retransmtted segnent
that's bel ow RACK. fack is (selectively or cumul atively) acknow edged,
it has been delivered out of order. The sender sets

RACK. reordering_seen to TRUE if such a segnent is identified.

RACK det ect _reordering():
For each Segment newl y acknow edged, cunul atively or selectively,
i n ascendi ng order of Segnent.end_seq:
I f Segnment.end seq > RACK. fack:
RACK. f ack = Segnent. end_seq
Else if Segment.end_seq < RACK fack AND



Segnent.retransmtted i s FALSE
RACK. reor deri ng_seen = TRUE

Step 4: Update the RACK reordering w ndow.

The RACK reordering wi ndow, RACK.reo_wnd, serves as an adaptive

al | owance for settling time before marking a segnent as lost. This
step docunents a detailed algorithmthat follows the principles
outlined in the "Reordering Wndow Adapt ati on" section

If no reordering has been observed based on the previous step, then
one way the sender can enter fast recovery is when the number of
SACKed segnents mat ches or exceeds DupThresh (simlar to [ RFC6675]).
Furt hernore, when no reordering has been observed, the RACK reo_wnd
is set to O both upon entering and during fast recovery or RTO
recovery.

O herwise, if some reordering has been observed, then RACK does not
trigger fast recovery based on DupThresh

Whet her or not reordering has been observed, RACK uses the reordering
wi ndow t o assess whether any segnents can be narked as lost. As a
consequence, the sender also enters fast recovery when there are any
nunber of SACKed segnents, as |long as the reorder w ndow has passed
for sonme non- SACKed segnents.

When the reordering windowis not set to O, it starts with a
conservative RACK reo_wnd of RACK min_RTT/4. This value was chosen
because Linux TCP used the sanme factor in its inplenentation to del ay
Early Retransnmit [RFC5827] to reduce spurious |oss detections in the
presence of reordering, and experience showed this worked reasonably
wel | [ DMCGL1] .

However, the reordering detection in the previous step, Step 3, has a
sel f-reinforcing drawback when the reordering windowis too small to
cope with the actual reordering. Wen that happens, RACK could
spuriously mark reordered segnents as | ost, causing themto be
retransmitted. |In turn, the retransm ssions can prevent the
necessary conditions for Step 3 to detect reordering since this
mechani smrequires ACKs or SACKs only for segnents that have never
been retransmtted. |In some cases, such scenarios can persist,
causing RACK to continue to spuriously mark segments as | ost w thout
realizing the reordering windowis too small.

To avoid the issue above, RACK dynanically adapts to hi gher degrees
of reordering using DSACK options fromthe receiver. Receiving an
ACK with a DSACK option indicates a possible spurious retransnission,
suggesting that RACK. reo_wnd may be too small. The RACK. reo_wnd
increases linearly for every round trip in which the sender receives
some DSACK option so that after N round trips in which a DSACK i s
recei ved, the RACK reo_wnd beconmes (N+1) * min RTT / 4, with an
upper - bound of SRTT.

If the reordering is tenporary, then a | arge adapted reordering

wi ndow woul d unnecessarily delay |oss recovery later. Therefore,
RACK persists using the inflated RACK. reo_wnd for up to 16 | oss
recoveries, after which it resets RACK.reo_ wnd to its starting val ue,
mn RTT / 4. The downside of resetting the reordering wi ndow is the
risk of triggering spurious fast recovery episodes if the reordering
remai ns high. The rationale for this approach is to bound such
spurious recoveries to approximtely once every 16 recoveries (less
than 7% .

To track the linear scaling factor for the adaptive reordering
wi ndow, RACK uses the variable RACK. reo_wnd_rmult, which is
initialized to 1 and adapts with the observed reordering.



The foll owi ng pseudocode inpl enents the above al gorithm for updating
the RACK reordering w ndow.

RACK update_reo_wnd():

[ * DSACK-based reordering wi ndow adaptation */
I f RACK. dsack_round is not None AND
SND. UNA >= RACK. dsack_round:
RACK. dsack_round = None
/* Grow the reordering wi ndow per round that sees DSACK.
Reset the wi ndow after 16 DSACK-free recoveries */
I f RACK. dsack_round is None AND
any DSACK option is present on | atest received ACK
RACK. dsack_round = SND. NXT
RACK.reo_wnd nult += 1
RACK. reo_wnd_persist = 16
Else if exiting Fast or RTO recovery:
RACK. reo_wnd_persist -=1
I f RACK. reo_wnd_persist <= 0:
RACK.reo_wnd nult =1

I f RACK.reordering_seen is FALSE:
If in Fast or RTO recovery:
Return O
El se if RACK segs_sacked >= DupThresh:
Return O
Return m n(RACK.reo_ wnd_mult * RACK. min_RTT / 4, SRIT)

Step 5: Detect |osses.

For each segment that has not been SACKed, RACK considers that
segnent lost if another segnent that was sent |ater has been
delivered and the reordering wi ndow has passed. RACK considers the
reordering wi ndow to have passed if the RACK segnment was sent a
sufficient time after the segment in question, if a sufficient time
has el apsed since the RACK segnent was S/ ACKed, or some comnbination
of the two. More precisely, RACK marks a segnent as |lost if:

RACK. xmit _ts >= Segnment.xmit _ts
AND
RACK. xmit_ts - Segnent.xmt_ts + (now - RACK. ack_ts) >= RACK. reo_wnd

Solving this second condition for "now', the nonment at which a
segnent is marked as |ost, vyields:

now >= Segnent.xmit_ts + RACK reo_wnd + (RACK ack_ts - RACK. xmit_ts)

Then (RACK ack_ts - RACK. xmit_ts) is the round-trip time of the npst
recently (re)transmtted segnent that’'s been delivered. Wen
segnents are delivered in order, the nost recently (re)transnitted
segnent that's been delivered is also the nost recently delivered,
hence, RACK. rtt == RACK.ack_ts - RACK xmit_ts. But if segments were
reordered, then the segnent delivered nost recently was sent before
the nmost recently (re)transmtted segnent. Hence, RACK. rtt >

(RACK. ack_ts - RACK xmt _ts).

Since RACK. RTT >= (RACK ack ts - RACK xmit _ts), the previous equation
reduces to saying that the sender can declare a segnent |ost when:

now >= Segnent.xmt_ts + RACK reo_wnd + RACK. rtt

In turn, that is equivalent to stating that a RACK sender should
decl are a segnent | ost when:

Segment.xmt_ts + RACK. rtt + RACK.reo_wnd - now <= 0



Note that if the value on the left-hand side is positive, it
represents the remaining wait tinme before the segnent is deened | ost.
But this risks a tinmeout (RTO if no nore ACKs cone back (e.g., due
to |l osses or application-linmited transm ssions) to trigger the
marking. For timely |l oss detection, it is RECOMVENDED that the
sender install a reordering tiner. This tiner expires at the
earliest nonent when RACK woul d conclude that all the unacknow edged
segnents within the reordering w ndow were | ost.

The foll owi ng pseudocode inplenents the al gorithm above. Wen an ACK
is received or the RACK reordering timer expires, call

RACK detect | oss_and_armtimer(). The algorithm breaks tinestanp
ties by using the TCP sequence space since high-speed networks often
have nmultiple segnents with identical tinestanps.

RACK det ect | oss():
timeout = 0
RACK. reo_wnd = RACK update_reo_wnd()
For each segnment, Segnent, not acknow edged yet:
If RACK sent after(RACK. xmit_ts, RACK end_seq,
Segnent. xmt _ts, Segnent.end_seq):
remai ning = Segnent.xmt _ts + RACK rtt +
RACK. reo_wnd - Now()
If remaining <= O:
Segnent . | ost = TRUE
Segnent.xmt_ts = INFINITE TS
El se:
ti meout = max(renai ni ng, tineout)
Return ti nmeout

RACK detect loss _and _armtiner():
ti meout = RACK detect | oss()
If tinmeout '=0
Armthe RACK tinmer to call
RACK detect _loss_and_armtimer() after tinmeout

As an optim zation, an inplenentation can choose to check only
segnents that have been sent before RACK. xmit _ts. This can be nore
efficient than scanning the entire SACK scoreboard, especially when
there are many segments in flight. The inplenentation can use a
separate doubly linked list ordered by Segment.xmt _ts, insert a
segnent at the tail of the list when it is (re)transmtted, and
renove a segnent fromthe list when it is delivered or nmarked as

lost. In Linux TCP, this optimzation inproved CPU usage by orders
of magni tude during sone fast recovery epi sodes on hi gh-speed WAN
net wor ks.

6.3. Upon RTO Expiration

Upon RTO timer expiration, RACK marks the first outstandi ng segnent
as lost (since it was sent an RTO ago); for all the other segnents,
RACK only marks the segnent as lost if the tinme el apsed since the
segment was transnmitted is at |east the sumof the recent RTT and the
reordering w ndow.

RACK mark | osses_on RTQ():
For each segnent, Segnment, not acknow edged yet:
I f SEG SEQ == SND. UNA OR
Segnent.xmit_ts + RACK. rtt + RACK reo_wnd - Now() <= O:
Segment . | ost = TRUE

7. TLP AlgorithmDetails

7.1. Initializing State



Reset TLP.is_retrans and TLP.end_seq when initiating a connection,
fast recovery, or RTO recovery.

TLP_init():
TLP. end_seq = None
TLP.is retrans = fal se

7.2. Scheduling a Loss Probe

The sender schedules a | oss probe tineout (PTO to transnmit a segnent
during the normal transm ssion process. The sender SHOULD start or
restart a loss probe PTOtimer after transmitting new data (that was
not itself a | oss probe) or upon receiving an ACK that cunul atively
acknow edges new data unless it is already in fast recovery, RTO
recovery, or segnents have been SACKed (i.e., RACK segs_sacked is not
zero). These conditions are excluded because they are addressed by
simlar mechanisms, like Limted Transnit [RFC3042], the RACK
reordering timer, and Forward RTO Recovery (F-RTO [ RFC5682].

The sender cal culates the PTO interval by taking into account a
nunber of factors.

First, the default PTO interval is 2*SRTT. By that tine, it is
prudent to declare that an ACK i s overdue since under nornal
circunstances, i.e., no |losses, an ACK typically arrives in one SRITT.
Choosing the PTOto be exactly an SRTT woul d ri sk causing spurious
probes given that network and end-host delay variance can cause an
ACK to be del ayed beyond the SRTT. Hence, the PTO is conservatively
chosen to be the next integral multiple of SRTT.

Second, when there is no SRIT estimate avail able, the PTO SHOULD be 1
second. This conservative val ue corresponds to the RTO val ue when no
SRTT is avail able, per [RFC6298].

Third, when the FlightSize is one segnent, the sender MAY inflate the
PTO by TLP. max_ack_delay to accompdate a potentially del ayed

acknow edgment and reduce the risk of spurious retransnm ssions. The
actual value of TLP.max_ack _delay is inplenentation specific.

Finally, if the time at which an RTO would fire (here denoted as
"TCP_RTO expiration()") is sooner than the conputed time for the PTQ
then the sender schedules a TLP to be sent at that RTO tine.

Sunmari zi ng these considerations in pseudocode form a sender SHOULD
use the following logic to select the duration of a PTG

TLP _cal c_PTQ():
If SRTT is avail abl e:
PTO = 2 * SRTT
If FlightSize is one segnent:
PTO += TLP. max_ack_del ay
El se:
PTO = 1 sec

If Now() + PTO > TCP_RTO expiration():
PTO = TCP_RTO expiration() - Now()

7.3. Sending a Loss Probe upon PTO Expiration

When the PTO timer expires, the sender MJST check whet her both of the
followi ng conditions are met before sending a | oss probe:

1. First, there is no other previous |loss probe still in flight.
This ensures that, at any given tinme, the sender has at npbst one
addi tional packet in flight beyond the congestion wi ndow linit.
This invariant is maintained using the state variable



TLP. end_seq, which indicates the | atest unacknow edged TLP | oss
probe’s endi ng sequence. It is reset when the | oss probe has
been acknow edged or is deened lost or irrelevant.

2. Second, the sender has obtained an RTT neasurenent since the |ast
| oss probe transmi ssion or the start of the connection, whichever
was later. This condition ensures that | oss probe
retransm ssions do not prevent taking the RTT sanpl es necessary
to adapt SRTT to an increase in path RTT.

If either one of these two conditions is not met, then the sender
MUST skip sending a | oss probe and MJST proceed to re-armthe RTO
timer, as specified at the end of this section

If both conditions are nmet, then the sender SHOULD transmt a
previously unsent data segnment, if one exists and the receive w ndow
all ows, and increnent the FlightSize accordingly. Note that the

Fl i ght Si ze coul d be one packet greater than the congestion w ndow
tenmporarily until the next ACK arrives.

If such an unsent segnent is not avail able, then the sender SHOULD
retransnmit the highest-sequence segnent sent so far and set
TLP.is_retrans to true. This segnment is chosen to deal with the
retransm ssion anmbiguity problemin TCP. Suppose a sender sends N
segnents and then retransnits the |ast segnment (segnent N) as a | oss
probe, after which the sender receives a SACK for segment N. As |ong
as the sender waits for the RACK reordering wi ndow to expire, it
doesn’t matter if that SACK was for the original transm ssion of
segment N or the TLP retransmi ssion; in either case, the arrival of
the SACK for segnent N provides evidence that the N1 segnents
precedi ng segment N were likely |ost.

In a case where there is only one original outstandi ng segnment of
data (N=1), the sanme logic (trivially) applies: an ACK for a single
out standi ng segnment tells the sender that the N-1=0 segnents
precedi ng that segment were lost. Furthernore, whether there are N>1
or N=1 outstanding segnents, there is a question about whether the
original |ast segnent or its TLP retransm ssion were |ost; the sender
estimates whether there was such a | oss using TLP recovery detection
(see bel ow).

The sender MUST follow the RACK transm ssion procedures in the "Upon
Transmitting a Data Segment” section upon sending either a

retransm ssion or a new data |l oss probe. This is critical for
detecting | osses using the ACK for the | oss probe.

After attenpting to send a | oss probe, regardl ess of whether a | oss
probe was sent, the sender MJST re-armthe RTO tiner, not the PTO
timer, if the FlightSize is not zero. This ensures RTO recovery
remains the last resort if TLP fails. The follow ng pseudocode
sunmmari zes the operations.

TLP_send_probe():

If TLP.end_seq is None and
Sender has taken a new RTT sanple since |ast probe or
the start of connection
TLP.is_retrans = fal se
Segrment = send buffer segnent starting at SND. NXT
If Segment exists and fits the peer receive window limt:
/[* Transmt the | owest-sequence unsent Segnent */
Transmt Segnent
RACK transm t _dat a( Segnent)
TLP. end_seq = SND. NXT
I ncrease FlightSize by Segnent |ength
El se:



/* Retransmit the highest-sequence Segment sent */
Segnent = send buffer segnent ending at SND. NXT
Transmit Segnent

RACK retransmt_dat a( Segnent)

TLP. end_seq = SND. NXT

TLP.is retrans = true

If FlightSize is not zero:
Rearm RTO tinmer to fire at timeout = now + RTO

7.4. Detecting Losses Using the ACK of the Loss Probe

VWhen there is packet loss in a flight ending with a | oss probe, the
feedback solicited by a | oss probe will reveal one of two scenari os,
dependi ng on the pattern of | osses.

7.4.1. General Case: Detecting Packet Losses Using RACK

If the | oss probe and the ACK that acknow edges the probe are
del i vered successfully, RACK-TLP uses this ACK -- just as it would
with any other ACK -- to detect if any segnents sent prior to the
probe were dropped. RACK would typically infer that any

unacknow edged data segnents sent before the | oss probe were |ost,
since they were sent sufficiently far in the past (where at |east one
PTO has el apsed, plus one round trip for the | oss probe to be ACKed).
More specifically, RACK detect |oss() (Step 5) would mark those
earlier segnents as lost. Then the sender would trigger a fast
recovery to recover those | osses.

7.4.2. Special Case: Detecting a Single Loss Repaired by the Loss Probe

If the TLP retransm ssion repairs all the lost in-flight sequence
ranges (i.e., only the last segnent in the flight was lost), the ACK
for the | oss probe appears to be a regular cunul ative ACK, which
woul d not normally trigger the congestion control response to this
packet |oss event. The follow ng TLP recovery detection nechani sm
exam nes ACKs to detect this special case to make congestion contro
respond properly [ RFC5681].

After a TLP retransnission, the sender checks for this special case
of a single loss that is recovered by the loss probe itself. To
acconplish this, the sender checks for a duplicate ACK or DSACK

i ndicating that both the original segment and TLP retransni ssion
arrived at the receiver, which means there was no loss. |If the TLP
sender does not receive such an indication, then it MJST assune that
the original data segnent, the TLP retransmi ssion, or a correspondi ng
ACK was | ost for congestion control purposes.

If the TLP retransm ssion is spurious, a receiver that uses DSACK
woul d return an ACK that covers TLP.end _seq with a DSACK option (Case
1). If the receiver does not support DSACK, it would return a DupAck
wi t hout any SACK option (Case 2). |If the sender receives an ACK

mat chi ng either case, then the sender estimates that the receiver
recei ved both the original data segment and the TLP probe

retransm ssion. The sender considers the TLP epi sode to be done and
records that fact by setting TLP.end_seq to None.

Upon receiving an ACK that covers sone sequence nunber after

TLP. end_seq, the sender should have received any ACKs for the
ori gi nal segnment and TLP probe retransm ssion segnent. At that tine,
if the TLP.end_seq is still set and thus indicates that the TLP probe
retransm ssi on remai ns unacknow edged, then the sender shoul d presune
that at |east one of its data segnents was | ost. The sender then
SHOULD i nvoke a congestion control response equivalent to a fast
recovery.
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More precisely, on each ACK, the sender executes the foll ow ng:

TLP_process_ack( ACK)
If TLP.end_seq is not None AND ACK s ack. nunber >= TLP. end_seq:
If not TLP.is_retrans:
TLP. end_seq = None [* TLP of new data delivered */
Else if ACK has a DSACK option matching TLP. end_seq:
TLP. end_seq = None /* Case 1, above */
Else If ACK s ack. nunber > TLP.end_seq:
TLP. end_seq = None /* Repaired the single |loss */
(I nvoke congestion control to react to
the |1 oss event the probe has repaired)
Else If ACK is a DupAck wi thout any SACK option:
TLP. end_seq = None /* Case 2, above */

Managi ng RACK- TLP Ti ners

The RACK reordering tiner, the TLP PTO timer, the RTO, and Zero

W ndow Probe (ZWP) tiner [RFC793] are nmutually exclusive and are used
in different scenarios. Wen armng a RACK reordering timer or TLP
PTO tinmer, the sender SHOULD cancel any other pending tinmers. An

i npl ementation is expected to have one timer with an additional state
vari abl e indicating the type of the timer.

Di scussi on
1. Advantages and D sadvant ages

The bi ggest advantage of RACK-TLP is that every data segnent, whether
it is an original data transmi ssion or a retransm ssion, can be used
to detect |osses of the segnents sent chronologically prior to it.
Thi s enabl es RACK-TLP to use fast recovery in cases with application-
limted flights of data, |ost retransnissions, or data segnent
reordering events. Consider the foll owi ng exanpl es:

1. Packet drops at the end of an application data flight: Consider a
sender that transmits an application-limted flight of three data
segnents (P1, P2, P3), and Pl and P3 are | ost. Suppose the
transm ssion of each segnent is at |east RACK.reo_wnd after the
transm ssion of the previous segnent. RACK will mark Pl as | ost
when the SACK of P2 is received, and this will trigger the
retransm ssion of P1 as RL. Wen Rl is cumul atively
acknow edged, RACK will mark P3 as lost, and the sender wll
retransmt P3 as R3. This exanple illustrates how RACK is able
to repair certain drops at the tail of a transaction w thout an
RTO recovery. Notice that neither the conventional duplicate ACK
threshol d [ RFC5681], nor the loss recovery algorithm|[RFC6675],
nor the Forward Acknow edgment [FACK] al gorithm can detect such
| osses because of the required segnment or sequence count.

2. Lost retransmission: Consider a flight of three data segnents
(P1, P2, P3) that are sent; P1 and P2 are dropped. Suppose the
transm ssion of each segment is at |east RACK reo_wnd after the
transm ssion of the previous segnent. When P3 is SACKed, RACK
will mark P1 and P2 as lost, and they will be retransmtted as Rl
and R2. Suppose Rl is lost again but R2 is SACKed; RACK will
mark R1 as lost and trigger retransm ssion again. Again, neither
the conventional three-duplicate ACK threshold approach, nor the
| oss recovery algorithm][RFC6675], nor the Forward Acknow edgnent
[ FACK] al gorithm can detect such |losses. And such a |ost
retransm ssi on can happen when TCP is being rate-limted,
particularly by token bucket policers with a |arge bucket depth
and lowrate limt; in such cases, retransnmi ssions are often | ost
repeat edly because standard congestion control requires multiple
round trips to reduce the rate below the policed rate.



3. Packet reordering: Consider a sinple reordering event where a
flight of segnents are sent as (P1, P2, P3). Pl and P2 carry a
full payl oad of Maxi mum Sender Size (MSS) octets, but P3 has only
a l-octet payload. Suppose the sender has detected reordering
previously and thus RACK. reo_wnd is min_RTT/4. Now P3 is
reordered and delivered first, before P1L and P2. As long as P1
and P2 are delivered within min_RTT/4, RACK will not consider P1
and P2 lost. But if Pl and P2 are delivered outside the
reordering wi ndow, then RACK will still spuriously mark Pl and P2
as | ost.

The exampl es above show that RACK-TLP is particularly useful when the
sender is limted by the application, which can happen with
interactive or request/response traffic. Simlarly, RACK still works
when the sender is limted by the receive wi ndow, which can happen
with applications that use the receive window to throttle the sender.

RACK- TLP works nore efficiently with TCP Segnentation O fload (TSO
compared to DupAck counting. RACK always marks the entire TSO
aggregate as | ost because the segnments in the sane TSO aggregate have
the sane transnission tinestanp. By contrast, the algorithnms based
on sequence counting (e.g., [RFC6675], [RFC5681]) may nmark only a
subset of segnments in the TSO aggregate as lost, forcing the stack to
perform expensi ve fragmentation of the TSO aggregate or to

sel ectively tag individual segnents as lost in the scoreboard.

The main drawback of RACK-TLP is the additional state required
conmpared to DupAck counting. RACK requires the sender to record the
transm ssion time of each segnent sent at a clock granularity that is
finer than 1/4 of the mninum RTT of the connection. TCP

i npl ementations that already record this for RTT estimation do not
require any new per-packet state. But inplenmentations that are not
yet recordi ng segnent transm ssion tines will need to add per-packet
internal state (expected to be either 4 or 8 octets per segnent or
TSO aggregate) to track transmission tinmes. |In contrast, the |oss
det ecti on approach described in [ RFC6675] does not require any per-
packet state beyond the SACK scoreboard; this is particularly useful
on ultra-low RTT networks where the RTT may be | ess than the sender
TCP clock granularity (e.g., inside data centers). Another

di sadvantage is that the reordering tiner nmay expire prematurely
(l'ike any other retransnission tiner) and cause hi gher spurious
retransm ssions, especially if DSACK i s not support ed.

.2. Relationships with Oher Loss Recovery Al gorithns

The primary notivation of RACK-TLP is to provide a genera
alternative to some of the standard | oss recovery al gorithns

[ RFC5681] [ RFC6675] [ RFC5827] [RFC4653]. In particular, the SACK

| oss recovery algorithmfor TCP [ RFC6675] is not designed to handle
| ost retransm ssions, so its NextSeg() does not work for |ost
retransm ssions, and it does not specify the correspondi ng required
addi ti onal congestion response. Therefore, the algorithm[RFC6675]
MUST NOT be used with RACK-TLP; instead, a nodified recovery
algorithmthat carefully addresses such a case is needed.

The Early Retransnit mechani sm [ RFC5827] and NCR for TCP [ RFC4653]
dynani cal |y adjust the duplicate ACK threshold based on the current
or previous flight sizes. RACK-TLP takes a different approach by
using a tinme-based reordering wi ndow. RACK-TLP can be seen as an
extended Early Retransmt [RFC5827] without a FlightSize linmt but
with an additional reordering window. [FACK] considers an origina
segnent to be |ost when its sequence range is sufficiently far bel ow
the hi ghest SACKed sequence. |n sonme sense, RACK-TLP can be seen as
a generalized formof FACK that operates in tine space instead of
sequence space, enabling it to better handl e reordering, application-
limted traffic, and | ost retransm ssions.



RACK-TLP is conpatible with the standard RTO [ RFC6298], RTO Restart
[ RFC7765], F-RTO [RFC5682], and Eifel algorithms [RFC3522]. This is
because RACK-TLP only detects |oss by using ACK events. It neither
changes the RTO timer cal cul ation nor detects spurious RTGs. RACK-
TLP slightly changes the behavior of [RFC6298] by preceding the RTO
with a TLP and reducing potential spurious retransm ssions after RTO

9.3. Interaction with Congestion Contro

RACK- TLP intentionally decouples | oss detection from congestion
control. RACK-TLP only detects |osses; it does not nodify the
congestion control algorithm[RFC5681] [RFC6937]. A segnent marked
as | ost by RACK-TLP MJST NOT be retransmitted until congestion
control deens this appropriate. As nentioned in the paragraph
following Figure 1 (Section 3.4, Paragraph 3), [RFC5681] mandates a
principle that loss in tw successive windows of data or the |oss of
a retransm ssion nust be taken as two indications of congestion and
therefore trigger two separate reactions. The Proportional Rate
Reduction (PRR) al gorithm [ RFC6937] is RECOMVENDED for the specific
congestion control actions taken upon the | osses detected by RACK-
TLP. In the absence of PRR [ RFC6937], when RACK-TLP detects a | ost
retransm ssion, the congestion control MJUST trigger an additiona
congesti on response per the aforenentioned principle in [ RFC5681].
If multiple original transm ssions or retransm ssions were lost in a
wi ndow, the congestion control specified in [RFC5681] only reacts
once per wi ndow. The congestion control inplenenter is advised to
carefully consider this subtle situation introduced by RACK-TLP

The only exception -- the only way in which RACK-TLP nodul ates the
congestion control algorithm-- is that one outstanding | oss probe
can be sent even if the congestion windowis fully used. However,
this tenporary overcommt is accounted for and credited in the in-
flight data tracked for congestion control, so that congestion
control will erase the overcommit upon the next ACK

I f packet |osses happen after reordering has been observed, RACK-TLP
may take longer to detect | osses than the pure DupAck counting
approach. In this case, TCP may continue to increase the congestion
wi ndow upon receiving ACKs during this tine, naking the sender nore
aggr essi ve.

The foll owi ng sinple exanpl e conmpares how RACK- TLP and non- RACK- TLP

| oss detection interact with congestion control: suppose a sender has
a congestion w ndow (cwnd) of 20 segnments on a SACK-enabl ed
connection. It sends 10 data segnents, and all of themare |ost.

Wt hout RACK-TLP, the sender would tine out, reset cwnd to 1, and
retransmt the first segnment. It would take four round trips (1 + 2
+ 4 + 3 =10) to retransmt all the 10 | ost segnents using sl ow
start. The recovery latency would be RTO + 4*RTT, with an ending
cwnd of 4 segnments due to congestion wi ndow validation

Wth RACK-TLP, a sender would send the TLP after 2*RTT and get a
DupAck, enabling RACK to detect the |osses and trigger fast recovery.
If the sender inplenments Proportional Rate Reduction [RFC6937], it
woul d slow start to retransmt the renmaining 9 | ost segnents since
the nunber of segments in flight (0) is lower than the slow start
threshold (10). The slow start would again take four round trips (1
+ 2+ 4+ 3 =10) toretransnmt all the lost segnments. The recovery
| atency would be 2*RTT + 4*RTT, with an ending cwnd set to the slow
start threshold of 10 segnents.

The difference in recovery |latency (RTO + 4*RTT vs 6*RTT) can be
significant if the RTT is nuch smaller than the mi nimum RTO (1 second
in [RFC6298]) or if the RTT is large. The forner case can happen in
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| ocal area networks, data center networks, or content distribution
networks with deep deploynents. The latter case can happen in
devel opi ng regions with highly congested and/or high-Iatency

net wor ks.

4. TLP Recovery Detection with Del ayed ACKs

Del ayed or stretched ACKs conplicate the detection of repairs done by
TLP since, with such ACKs, the sender takes a longer tinme to receive
fewer ACKs than would nornmally be expected. To mitigate this
complication, before sending a TLP | oss probe retransm ssion, the
sender should attenpt to wait |ong enough that the receiver has sent
any del ayed ACKs that it is wthholding. The sender al gorithm
descri bed above features such a delay in the form of

TLP. max_ack_delay. Furthernore, if the receiver supports DSACK
then, in the case of a delayed ACK, the sender’'s TLP recovery

det ecti on mechani sm (see above) can use the DSACK information to
infer that the original and TLP retransni ssion both arrived at the
receiver.

If there is ACK | oss or a delayed ACK without a DSACK, then this
algorithmis conservative because the sender will reduce the
congesti on wi ndow when, in fact, there was no packet loss. In
practice, this is acceptable and potentially even desirable: if there
is reverse path congestion, then reducing the congestion wi ndow can
be prudent.

5. RACK-TLP for Qther Transport Protocols

RACK- TLP can be inplenented in other transport protocols (e.g.,
[QU CGLR). The [SPROUT] |oss detection algorithmwas al so

i ndependent |y designed to use a 10 ns reordering wi ndow to inprove
its loss detection sinmilar to RACK

Security Considerations

RACK- TLP al gorithm behavi or is based on informati on conveyed i n SACK
options, so it has security considerations simlar to those described
in the Security Considerations section of [RFC6675].

Additionally, RACK-TLP has a |ower risk profile than the | oss
recovery algorithm][RFC6675] because it is not vulnerable to ACK-
splitting attacks [SCWA99]: for an MSS-sized segnent sent, the
receiver or the attacker m ght send MSS ACKs that selectively or
cumul atively acknow edge one additional byte per ACK. This would not

fool RACK. In such a scenario, RACK xmit _ts would not advance
because all the sequence ranges within the segnent were transmtted
at the sane tine and thus carry the same transm ssion tinestanp. In

ot her words, SACKing only one byte of a segnent or SACKi ng the
segnent in entirety have the sane effect with RACK
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