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Abst ract

Thi s docunent specifies new Internet Key Exchange Protocol Version 2
(IKEv2) notification status types to better manage | Pv4 and | Pv6
coexi stence by allowi ng the responder to signal to the initiator

whi ch address families are all owed.

Thi s docunent updates RFC 7296.
Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8983
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(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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I ntroduction

As described in [ RFC7849], if the subscription data or network
configuration allows only one |IP address famly (1Pv4 or |1Pv6), the
cellular host nust not request a second PDP-Context (Section 3.2 of

[ RFC6459]) to the same Access Point Nanme (APN) for the other IP
address famly (AF). The Third Generation Partnership Project (3GPP)
network infornms the cellular host about allowed Packet Data Protoco
(PDP) types by neans of Session Managenent (SM cause codes. In
particular, the follow ng cause codes can be returned:

cause #50 "PDP type IPv4 only allowed": This cause code is used by
the network to indicate that only PDP type IPv4 is allowed for the
requested Public Data Network (PDN) connectivity.

cause #51 "PDP type IPv6 only allowed": This cause code is used by
the network to indicate that only PDP type IPv6 is allowed for the
requested PDN connectivity.

cause #52 "single address bearers only allowed": This cause code is
used by the network to indicate that the requested PDN
connectivity is accepted with the restriction that only single IP
versi on bearers are all owed.

If the requested | Pv4v6 PDP-Context is not supported by the network
but IPv4 and | Pv6 PDP types are allowed, then the cellular host will
be configured with an | Pv4 address or an | Pv6 prefix by the network.
It must initiate another PDP-Context activation of the other address
famly in addition to the one already activated for a given APN. The
purpose of initiating a second PDP-Context is to achi eve dual -stack
connectivity (that is, IPv4 and | Pv6 connectivity) by means of two
PDP- Cont ext s.

When the User Equi pnent (UE) attaches to the 3GPP network using a
non- 3GPP access network (e.g., Wreless Local Area Network (W.AN)),
there are no equivalent | KEv2 capabilities [RFC7296] notification
codes for the 3GPP network to informthe UE why an I P address famly
is not assigned or whether that UE should retry with another address
fam|ly.

Thi s docunent fills that void by introducing new | KEv2 notification
status types for the sake of determnistic UE behaviors (Section 4).

These notification status types are not specific to 3GPP
architectures but can be used in other deploynment contexts. Cellular
networks are provided as an illustration exanple.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent nakes use of the ternms defined in [ RFC7296]. In
particul ar, readers should be famliar with "initiator" and
"responder"” terms used in that docunent.

Why Not | NTERNAL_ADDRESS FAI LURE?

The foll owi ng address assignnent failures may be encountered when an
initiator requests assignnent of | P addresses/prefixes:

* An initiator asks for |Pvx, but |Pvx address assignment is not



supported by the responder

* An initiator requests both IPv4 and | Pv6 addresses, but only |Pv4
address assignnent is supported by the responder

* An initiator requests both IPv4 and | Pv6 addresses, but only |IPv6
prefix assignment is supported by the responder

* An initiator asks for both IPv4 and | Pv6 addresses, but only one
address fanmily can be assigned by the responder for policy
reasons.

Section 3.15.4 of [RFC7296] defines a generic notification error type
(I NTERNAL_ADDRESS FAILURE) that is related to a failure to handle an
address assi gnnent request. The responder sends

| NTERNAL_ADDRESS _FAI LURE only if no addresses can be assigned. This
behavi or does not explicitly allow an initiator to determ ne why a

gi ven address family is not assigned, nor whether it should try using
anot her address famly. | NTERNAL ADDRESS FAILURE is a catch-al

error type when an address-related issue is encountered by an | KEv2
responder.

| NTERNAL_ADDRESS_FAI LURE does not provide sufficient hints to the
I KEv2 initiator to adjust its behavior.

| P6_ALLONED and | P4_ALLOMED Status Types

| P6_ALLONED and | P4_ALLOWED notification status types (see Section 7)
are defined to informthe initiator about the responder’s address
fam |y assignnent support capabilities and to report to the initiator
the reason why an address assignnent failed. These notification
status types are used by the initiator to adjust its behavior
accordingly (Section 5).

No data is associated with these notifications
Update to RFC 7296

If the initiator is dual stack (i.e., supports both IPv4 and | Pv6),

it MJUST include configuration attributes for both address famlies in
its configuration request (absent explicit policy/configuration
otherwi se). More details about IPv4 and |1 Pv6 configuration
attributes are provided in Section 3.15 of [RFC7296]. These
attributes are used to infer the requested/ assigned AFs listed in
Tabl e 1.

The responder MUST include the | P6_ALLONED and/or | P4_ALLOAED
notification status type in a response to an address assi gnnent
request as indicated in Table 1.

F =t -4 —————————————+{—————————————————————+
| Requested | Supported | Assigned | Returned |
| AF(S) | AF(S) | AF(S) | Notification Status

| (Initiator) | (Responder) | (Responder) | Type(s) (Responder) |
B oo st e oo
| 1Pva | 1Pv6 | None | 1 P6_ALLOWED |
L i I L i I i I I +
| 1Pv4 | 1Pva | 1Pva | | P4_ALLOWED |
I i i I I i I I R +
| 1Pva | 1Pv4 and | 1Pva | 1 P4_ALLOVED, |
| | 1Pv6 | | 1 P6_ALLOWED |
i i F-- - - - - - i i T i +
| 1Pv6 | 1Pv6 | 1Pv6 | 1 P6_ALLOWED |
I I I Feom e e e e e e e - - +
| 1Pv6 | 1Pv4 | None | | P4_ALLOWED |
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| 1Pv6 | 1Pv4 and | 1Pv6 | 1P4_ALLONED, |

| | 1Pv6 | | 1 P6_ALLONED |
oo oo oo o e e +
| 1Pv4 and | 1Pva | 1Pva | 1 PA_ALLONED |
| 1Pv6 I I I I
Fommm e Fommm e Fommm e Fomm e +
| 1Pv4 and | 1Pv6 | 1Pv6 | 1 P6_ALLONED |
| 1Pv6 I I I I
oo oo oo oo +
| 1Pv4 and | 1Pv4 and | 1Pv4 and | 1 P4_ALLOWED, |
| 1Pv6 | 1Pv6 | 1Pv6 | 1 P6_ALLONED |
Fommm e Fommm e Fommm e Fomm e +
| 1Pv4 and | 1Pv4 or IPv6 | |Pv4 or | | P4_ALLOWED, |
| 1Pv6 | (policy | 1PV6 | 1 P6_ALLONED |
I | based) I I I
oo oo e e oo o e e e e +

Table 1: Returned Notification Status Types

If the initiator only receives one single | P4_ALLONED or |P6_ ALLOAED
notification fromthe responder, the initiator MJST NOT send a
subsequent request for an alternate address fam |y not supported by
the responder.

If a dual-stack initiator requests only an I Pv6 prefix (or an |Pv4
address) but only receives an | P4_ALLONED (or |P6_ ALLOWNED)
notification status type fromthe responder, the initiator MJST send
a request for I Pv4 address(es) (or IPv6 prefix(es)).

If a dual-stack initiator requests both an I Pv6 prefix and an | Pv4
address but receives an IPv6 prefix (or an I Pv4 address) only with
both 1P4_ALLONED and | P6_ALLOWNED notification status types fromthe
responder, the initiator MAY send a request for the other AF (i.e.,
| Pv4 address (or IPv6e prefix)). In such case, the initiator MJST
create a new | KE Security Association (SA) and request anot her
address famly using the new | KE SA.

For other address-related error cases that have not been covered by
the aforenmentioned notification status types, the responder/initiator
MUST foll ow the procedure defined in Section 3.15.4 of [RFC7296].

Security Consi derations

Since the I Pv4/1Pv6 capabilities of a node are readily determn ned
fromthe traffic it generates, this docunent does not introduce any
new security considerations conpared to the ones described in

[ RFC7296], which continue to apply.

I ANA Consi derati ons
| ANA has updated the "I KEv2 Notify Message Types - Status Types"

registry (available at <https://ww.iana. org/assi gnments/
i kev2-paraneters/>) with the follow ng status types:

B et s sty et
| Value | NOTIFY MESSAGES - STATUS TYPES | Reference |
F =4 - ——————————{———————————+
| 16439 | | P4_ALLOWED | RFC 8983 |
+----- - B T I I I N ] I +
| 16440 | 1P6_ALLONED | RFC 8983 |
+------- B i i F--- - - - +

Table 2: Updates to "IKEv2 Notify Message Types -
Status Types" Registry
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