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The Registration Data Access Protocol (RDAP) does not include
capabilities to request partial responses. Servers will only return
full responses that include all of the information that a client is
authorized to receive. A partial response capability that linmts the
anount of information returned, especially in the case of search
queries, could bring benefits to both clients and servers. This
docunent describes an RDAP query extension that allows clients to
specify their preference for obtaining a partial response.
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1. Introduction

The use of partial responses in RESTful APl [REST] design is very
common. The rationale is quite sinple: instead of returning objects
in APl responses with all data fields, only a subset of the fields in
each result object is returned. The benefit is obvious: |ess data
transferred over the network neans | ess bandw dth usage, faster
server responses, less CPU tinme spent both on the server and the
client, and | ess nenory usage on the client.

Currently, RDAP does not provide a client with any way to request a
partial response. Servers can only provide the client with a ful
response [ RFC7483]. Servers cannot |limt the anmount of information
returned in a response based on a client’s preferences, and this
creates inefficiencies.

The protocol described in this specification extends RDAP search
capabilities to enable partial responses through the provisioning of
predefined sets of fields that clients can subnmit to an RDAP service
by adding a new query paranmeter. The service is inplenented using
the Hypertext Transfer Protocol (HTTP) [RFC7230] and the conventions
described in [ RFC7480] .

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. RDAP Path Segnent Specification

The path segnent defined in this section is an OPTI ONAL extensi on of
search path segments defined in [ RFC7482]. This docunent defines an
RDAP query paraneter, "fieldSet", whose value is a non-enpty string
identifying a server-defined set of fields returned in place of the
full response. The field sets supported by a server are usually
described in out-of-band documents (e.g., RDAP profile) together with
ot her features. Moreover, this docunent defines in Section 2.1 an

i n-band mechani sm by means of which servers can provide clients with
basic information about the supported field sets.

The following is an exanple of an RDAP query including the "fieldSet"
paraneter:

htt ps: // exanpl e. conl r dap/ domai ns?name=exanpl e*. com&f i el dSet =af i el dset

This solution can be inplenented by RDAP providers with | ess effort
than field selection and is easily requested by clients. The
considerations that have led to this solution are described in nore
detail in Appendix A

2.1. Subsetting Metadata

Accordi ng to nost advanced principles in REST design, collectively
known as "Hypernedi a as the Engi ne of Application State" (HATEOAS)
[ HATEOAS], a client entering a REST application through an initial
URI shoul d use server-provided |inks to dynam cally discover



avai l abl e actions and access the resources it needs. 1In this way,
the client is not required to have prior know edge of the service
nor, consequently, to hard-code the URIs of different resources.

This allows the server to make URI changes as the APl evol ves wi t hout
breaking clients. Definitively, a REST service should be as self-
descriptive as possible.

Therefore, servers inplenenting the query parameter described in this
specificati on SHOULD provide additional information in their
responses about the available field sets. Such information is
collected in a new JSON data structure named "subsetting_mnetadata"
containing the follow ng properties:

"currentFieldSet": "String" (REQU RED)
either the value of the "fiel dSet" paraneter as specified in the
query string, or the field set applied by default.

"avail abl eFi el dSets": "Avail abl eFi el dSet[]" (OPTI ONAL)
an array of objects, with each el ement describing an avail able
field set. The Avail abl eFi el dSet obj ect includes the follow ng
nenbers:

"name": "String" (REQU RED)
the field set nane.

"default": "Bool ean" (REQUI RED)
i ndi cator of whether the field set is applied by default. An
RDAP server MJUST define only one default field set.

"description": "String" (OPTIONAL)
a human-readabl e description of the field set.

"links": "Link[]" (OPTI ONAL)
an array of links as described in [ RFC8288] containing the
query string that applies the field set (see Section 2.1.2).

2.1.1. RDAP Conf or mance

Servers returning the "subsetting_netadata" section in their
responses MJST include "subsetting"” in the rdapConfornmance array.

2.1.2. Representing Subsetting Links

An RDAP server MAY use the "links" array of the "subsetting netadata"
el ement to provide ready-nade references [ RFC8288] to the avail able
field sets (Figure 1). The target URI in each link is the reference
to an alternative to the current view of results identified by the
context URI.

The "value", "rel", and "href" JSON val ues MJST be specified. Al
ot her JSON val ues are OPTI ONAL.

{

"rdapConf or mance": [
"rdap_| evel _0",
"subsetting"”

1.

"subsetting_netadata": {

"currentFieldSet": "afieldset",

"avai l abl eFi el dSets": [
{
"nanme": "anot herfieldset",
"description": "Contains sone fields",
"default": fal se,
"l'inks": [
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"val ue": "https://exanpl e.conlrdap/ domai ns?name=exanpl e*. com
&f i el dSet =afi el dset "

"rel": "alternate",

"href": "https://exanpl e. conl rdap/ domai ns?nanme=exanpl e*. com
&f i el dSet =anot herfi el dset",

"title": "Result Subset Link",

"type": "application/rdap+j son”

"domai nSear chResul ts": [

]
}

Figure 1. Exanple of a "subsetting netadata" |nstance
Deal ing wi th Rel ati onshi ps

Representati on of second-level objects within a field set produces
addi tional considerations. Since the representation of the topnost
returned objects will vary according to the field set in use, the
response may contain no relationships (e.g., for an abbreviated field
set) or may contain associated objects as in a normal RDAP query
response. Each field set can indicate the format of the additiona
objects to be returned, in the same manner that the format of the
topnost objects is controlled by the field set.

Basic Field Sets

This section defines three basic field sets that servers MAY
inmplement to facilitate their interaction with clients:

"id": The server provides only the key field; "handle" for entities,
and "l dhNane" for domains and nanmeservers. |f a returned domain
or naneserver is an Internationalized Domain Narme (1 DN) [ RFC5890],
then the "uni codeNane" field MJUST additionally be included in the
response. This field set could be used when the client wants to
obtain a collection of object identifiers (Figure 2).

"brief": The field set contains the fields that can be included in a
"short" response. This field set could be used when the client is
asking for a subset of the full response that provides only basic
know edge of each object.

"full": The field set contains all of the information the server can
provide for a particular object.

The "objectd assNane" field is inplicitly included in each of the
above field sets. RDAP providers SHOULD include a "links" field
indicating the "self" link relationship. RDAP providers MAY al so add
any property providing service information.

Fields included in the "brief" and "full" field set responses MJST
take into account the user’'s access and authori zation | evels.

"rdapConf or mance": |

"rdap_| evel 0",
"subsetting"”

1.
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;dbnainSearchResuIt§H [

{
"obj ect Cl assNane": "donmain",
"l dhNane": "exanpl el. cont,
"l'inks": [
"val ue": "https://exanple.confrdap/domai n/ exanpl el. coni,
"rel": "self",
"href": "https://exanpl e.conirdap/ donai n/ exanpl el. cont',
"type": "application/rdap+json"
}
]
}1
L, .
"obj ect Cl assNane": "domain",
"l dhNane": "exanpl e2. cont',
"l'inks": [
{ .
"val ue": "https://exanple.confrdap/domai n/ exanpl e2. coni,
"rel": "self",
"href": "https://exanpl e.conirdap/ donai n/ exanpl e2. cont',
"type": "application/rdap+json”
]

Figure 2: Exanpl e of RDAP Response According to the "id" Field Set
Negative Answers

Each request including an enpty or unsupported "fieldSet" val ue MJST
produce an HTTP 400 (Bad Request) response code. Optionally, the
response MAY include additional information regarding the supported
field sets in the HTTP entity body (Figure 3).

{
"errorCode": 400,
"title": "Field set 'unknownfieldset’ is not valid",
"description": [
"Supported field sets are: 'afieldset’, 'anotherfieldset’."
]
}

Figure 3: Exanple of RDAP Error Response Due to an Invalid Field
Set Included in the Request

| ANA Consi der ati ons

| ANA has registered the follow ng value in the "RDAP Extensions"
registry

Extension identifier: subsetting

Regi stry operator: Any

Publ i shed specification: RFC 8982

Contact: |ETF <iesg@etf.org>

I ntended usage: This extension describes a best practice for partia
response provi sioning.

Security Considerations

A search query typically requires nore server resources (such as



8.

8.

menory, CPU cycles, and network bandw dth) when conpared to a | ookup
query. This increases the risk of server resource exhaustion and
subsequent denial of service. This risk can be mtigated by
supporting the return of partial responses conbi ned with other
strategies (e.g., restricting search functionality, limting the rate
of search requests, and truncating and paging results).

Support for partial responses gives RDAP operators the ability to

i npl ement data access control policies based on the HITP

aut henti cati on mechani snms described in [ RFC7481]. RDAP operators can
vary the information returned in RDAP responses based on a client’s
access and authorization levels. For exanple:

* the list of fields for each set can differ based on the client’s
access and aut hori zation | evels;

* the set of available field sets could be restricted based on the
client’s access and authorization | evel s.

Servers can also define different result limts according to the
available field sets, so a nore flexible truncation strategy can be

i mpl emented. The new query paraneter presented in this docunent
provi des RDAP operators with a way to inplenment a server that reduces
i nefficiency risks.
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endi x A. Approaches to Partial Response |nplenmentation

Looking at the inplenentation experiences of partial responses
of fered by data providers on the web, two approaches are observed:

* the client explicitly describes the data fields to be returned;

* the client describes a name identifying a server-defined set of
data fields.

The fornmer is nore flexible than the latter because clients can
specify all the data fields they need. However, it has sone
dr awbacks:

* Fields have to be declared according to a given syntax. This is a
sinple task when the data structure of the object is flat, but it
is much nore difficult when the object has a tree structure |ike
that of a JSON object. The presence of arrays and deep nested
obj ects conplicate both the syntax definition of the query and,
consequently, the processing required on the server side.

* (Cients need to recognize the returned data structure to avoid
cases when the requested fields are invalid.

* The request of some fields might not match the client’s access and
aut hori zation levels. dients mght request unauthorized fields,
and servers have to define a strategy for respondi ng such as
al ways returning an error response or returning a response that
i gnores the unauthorized fields.

Speci fic |ssues Rai sed by RDAP

In addition to those |isted above, RDAP responses raise sone specific
i ssues:

* Relevant entity object information is included in a jCard, but
such information cannot be easily sel ected because it is split
into the itens of a jagged array.

* RDAP responses contain sonme properties providing service
information (e.g., rdapConformance, |inks, notices, renarks,
etc.), which are not normally selected but are just as inportant.
They coul d be returned anyway but, in this case, the server would



provi de unrequested dat a.

It is possible to address these issues. For exanple, the Catnap
Query Language [CQL] is a conprehensive expression | anguage that can
be used to customize the JSON response of a RESTful web service.
Application of CQL to RDAP responses would explicitly identify the
output fields that would be acceptable when a few fields are
requested but it would becone very conplicated when processing a

| arger nunber of fields. 1In the following, two CQL expressions for a
domai n search query are shown (Figure 4). 1In the first, only
obj ect O assNane and | dhNane are requested. |In the second, the fields

of a possible WHO S-1i ke response are |isted.

htt ps://exanpl e. coni rdap/ donai ns?nane=exanpl e*. com
&f i el ds=donmi nSear chResul t s(obj ect O assNane, | dhNane)

htt ps:// exanpl e. coni rdap/ domai ns?nanme=exanpl e*. com
&f i el ds=domai nSear chResul t s( obj ect C assNane, | dhNarme,
uni codeNarne,
st at us,
event s(event Acti on, event Dat e) ,
entities(objectd assNane, handl e, rol es),
naneser ver s(obj ect G assNane, | dhNane) )

Figure 4: Exanples of CQL Expressions for a Domain Search Query

The field set approach seens to facilitate RDAP interoperability.
Servers can define basic field sets that, if known to clients, can
increase the probability of obtaining a valid response. The usage of
field sets nakes the query string | ess conplex. Moreover, the
definition of predefined sets of fields nakes it easier to establish
result limts.

Finally, considering that there is no real need for RDAP users to
have the maximum flexibility in defining all the possible sets of

|l ogically connected fields (e.g., users interested in domains usually
need to know the status, the creation date, and the expiry date of
each domain), the field set approach is preferred.
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