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Abst r act

The Desi gn Expectations vs. Deploynment Reality in Protoco

Devel opment Workshop was convened by the Internet Architecture Board
(I'AB) in June 2019. This report summarizes the workshop’s
significant points of discussion and identifies topics that may
warrant further consideration.

Note that this docunment is a report on the proceedi ngs of the

wor kshop. The views and positions docunented in this report are
those of the workshop participants and do not necessarily reflect |AB
vi ews and positions.
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provide for pernmanent record. It represents the consensus of the
Internet Architecture Board (1 AB). Documents approved for
publication by the | AB are not candi dates for any |evel of Internet
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I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://wwv. rfc-editor.org/info/rfc8980
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I ntroduction

The Internet Architecture Board (1 AB) hol ds occasi onal wor kshops
designed to consider long-termissues and strategies for the
Internet, and to suggest future directions for the Internet
architecture. This long-term planning function of the ABis

conpl enentary to the ongoi ng engineering efforts performed by working
groups of the Internet Engineering Task Force (I|ETF).

The Desi gn Expectations vs. Deploynment Reality in Protoco

Devel opment Workshop was convened by the I AB in June 2019. This
report summarizes the workshop’s significant points of discussion and
identifies topics that may warrant further consideration

The background for the workshop was that during the devel opnment and
early el aboration phase for a nunber of protocols, there was a
presunpti on of specific deploynent nodels. Actual deploynents have,
however, often run contrary to these early expectations when
econom es of scale, Distributed Denial-of-Service (DDoS) attack
resilience, market consolidation, or other factors have conme into
play. These factors can result in the deployed reality being highly
concentrated

This is a serious issue for the Internet, as concentrated,
centralized depl oynent nodels present risks to user choice, privacy,
and future protocol evolution.

On occasion, the differences fromthe origi nal expectations were
al most i medi ate, but they al so occur after significant time has
passed since the protocol’s initial devel opnent.

Sone exanpl es are given bel ow.

* Email standards, which presunmed many providers running in a
| argely uncoordinated fashi on but have seen both significant
mar ket consol i dation and a need for coordination to defend agai nst
spam and other attacks. The coordination and centralized defense
mechani sns scal e better for large entities; these have fuel ed
addi ti onal consolidation.

* The Domai n Nane System (DNS), which presuned deep hierarchies but
has often been deployed in large, flat zones, leading to the
naneservers for those zones beconing critical infrastructure
Future devel opnents in DNS may see concentration through the use
of globally avail abl e common resol ver services, which evol ve
rapidly and can offer better security. Paradoxically,
concentration of these queries into a few services creates new
security and privacy concerns.

* The Web, which is built on a fundanentally decentralized design
but is now often delivered with the aid of Content Delivery
Net works (CDNs). Their services provide scaling, distribution,
and prevention of denial of service in ways that new entrants and



smal | er systens operators would find difficult to replicate.
While truly small services and truly |arge services may each
operate using only their own infrastructure, many others are |eft
with the only practical choice being the use of a globally
avai | abl e conmerci al service

Sim | ar devel opnents may happen with future technol ogi es and
services. For instance, the growi ng use of Machi ne Learning
technol ogy presents chall enges for distributing effective

i npl ementation of a service throughout a pool of many different
provi ders.

In [ RFC5218], the | AB tackl ed what nmade for a successful protocol
In [ RFC8170], the | AB described how to handl e protocol transitions.
The purpose of this workshop was to explore cases where the initia
system desi gn assunptions turned out to be wong, |ooking for
patterns in what caused those assunptions to fail (e.g.,
concentration due to DDoS resilience) and in how those failures

i mpact the security, privacy, and manageability of the resulting
depl oynent s.

Wil e the eventual goals might include proposing common renediations
for specific cases of confounded protocol expectations, this workshop
and thus this report focused on identifying patterns.

The workshop call for papers invited the submi ssion of position
papers that woul d:

* Describe specific cases where systenms assunptions during protoco
devel opment were confounded by | ater depl oynent conditions.

* Survey a set of cases to identify common factors in these
conf ounded expectati ons.

* Explore renediations that foster user privacy, security, and
provi der diversity in the face of these changes.

A total of 21 position papers were received and are listed in
Section 3. On site or renote were 30 participants; they are listed
in Appendi x A

Wor kshop Agenda

After opening and discussion of goals for the workshop, the
di scussi on focused on five main topics:

* Past experiences. Wat have we | earned?

* Principles. What forces apply to deploynent? What principles to
take into account in design?

* Centralized depl oyment nodels. The good and the bad of
centralization. Can centralization be avoided? How?

* Security. Are we addressing the right threats? Wat should we
prepare ourselves for?

* Future. Wat can we do? Should we get better at predicting, or
shoul d we do different things?

Posi ti on Papers

The foll owi ng position papers were subnitted to the workshop by the
followi ng people (listed in al phabetical order):

* Jari Arkko. "Changes in the Internet Threat Model" [Arkko2019]
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Vittorio Bertola. "How the Internet Was Wn and Were It CGot Us"
[ Bert ol a2019]

Carsten Bormann and Jan-Frederik Ri eckers. "WFi authentication:
Sone depl oynent observations from eduroam' [ Bormann2019]

St phane Bortzmeyer. "Encouragi ng better depl oynents”
[ Bort znmeyer 2019]

Brian Carpenter and Bing Liu. "Linited Domains and I nternet
Pr ot ocol s" [ Car pent er 2019]

Alissa Cooper. "Don't Forget the Access Network" [ Cooper2019]

Stephen Farrell. "W’'re gonna need a bigger threat nodel"
[Farrel | 2019]

Phillip Hallam Baker. "The Devil is in the Deploynment”
[ Hal | anBaker 2019]

Ted Hardie. "Instant Messagi ng and Presence: A Cautionary Tal e"
[ Har di €2019]

Paul Hoffrman. "Realities in DNSSEC Depl oynent” [ Hof fman2019]

Christian Huitema. "Concentration is a business npdel "
[ Hui t ema2019]

Geoff Huston. "The Border Gateway Protocol, 25 years on"
[ Hust on2019]

Dirk Kutscher. "Great Expectations: Protocol Design and
Soci oeconomi ¢ Realities" [Kutscher2019]

Julien M sonneuve. "DNS, side effects and concentration"
[ Mai sonneuve2019]

John Mattsson. "Consolidation, Privacy, Jurisdiction, and the
Health of the Internet" [Mattsson2019]

Mritz Mler. "Rolling Forward: An Qutl ook on Future Root

Rol I overs” [Mil | er2019]

Jrg t. "Protocol Design Assunptions and PEPs" [(Qt2019]
Lucas Pardue. "Sone challenges with IP nulticast depl oynment"

[ Par due2019]

JimReid. "Were/ Wiy has DNS gone wong?" [Reid2019]
Mohit Sethi and Tuomas Aura. "loT Security and the role of
Manuf acturers: A Story of Unrealistic Design Expectations”
[ Set hi 2019]

Andrew Sul livan. "Three kinds of concentration in open protocols”
[ Sul l'i van2019]

These papers are available fromthe | AB website [CFP] [POS].

Di scussi ons

Past Experiences

The wor kshop investigated depl oynent cases fromcertificate
authorities for web connections (WebPKI) to DNS Security (DNSSEC),
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fromthe Border Gateway Protocol (BGP) to Network Address Transl ators
(NATs), from DNS resolvers to CDNs, and fromlInternet of Things (10T
systens to instant nessagi ng and social nedia applications.

In many cases, (1) there was a surprise in how technol ogy was

depl oyed, (2) there was a lack of sufficient adoption, or (3) the
busi ness nodel s associated with chosen technol ogi es were not in favor
of broader interoperability.

In general, the protocol designers cannot affect market forces but
must work within them But there are often conpeting technica
approaches or features that are tailored for a particul ar depl oynent
pattern. In sone cases, it is possible to choose whether to support,
for instance, a clear need for an established business, a feature
desi gned to support collaboration anong smaller players, or sone kind
of disruption through a nore specul ative new feature or technol ogy.
Lessons | earned include the foll ow ng:

* Feedback fromthose who deploy often cones too |ate.

* Building blocks get repurposed in unexpected ways.

* User comunities come in too |ate.

* The Web is getting nore centralized, and counteracting this trend

is difficult. 1t is not necessarily clear what technical path
|l eads to distributed markets and decentralized architectures, for
i nst ance.

* There are also many forces that nake it easier to pursue
centralized nodels than other nodels. For instance, deploynent is
often easier in a centralized nodel. And various business and
regul atory processes work best within a snmall, well-defined set of
entities that can interact with each other. This can lead to, for
instance, regulators preferring a situation with a small nunber of
entities that they can talk to, rather than a diverse set of
provi ders.

* It is inportant but hard to determ ne how useful new protocols
are.

* It is difficult for the | ETF community to interact with other
communities, e.g., specific business sectors that need new
technol ogy (such as aviation or healthcare) or regul ators.

2. Principles

Several underlying principles can be observed in the exanpl e cases
that were discussed. Deploynent failures tend to be associated with
cases where interdependenci es nake progress difficult and there's no
maj or advantage for early deploynent. Despite persistent problens in
the currently used technol ogy, it becomes difficult for the ecosystem
to switch to better technol ogy. For instance, there are a number of
areas where the Internet routing protocol BGP [ RFC4271] is | acking,
but there has been only limted success in deploying significant

i mprovenents -- for instance, in the area of security.

Anot her principle appears to be first-nover advantage. Severa

equal ly interesting technol ogies have fared in very different ways,
dependi ng on whether there was an earlier systemthat provided nost
of the benefits of the new system Again, despite potential problens
in an al ready-depl oyed technol ogy, it beconmes difficult to depl oy

i nprovenents due to a |lack of immediate incentives and due to the
conmpeting and al ready-depl oyed alternative that is proceeding forward
in the ecosystem For instance, WbPKI is very wi dely depl oyed and



used, but DNSSEC [ RFC4033] is not. |Is this because of the earlier
commer ci al adoption of WebPKI, the nore conpl ex interdependencies
bet ween systens that w shed to depl oy DNSSEC, or sone other reason?

The definition of "success" in [RFC5218] appears to be part of the
problem The only way to control deploynments up front is to prevent
wi | d success, but wild successes are actually what we want. And it
seens very difficult to predict these successes.

The wor kshop al so di scussed the extent to which protocol work even
shoul d be controlled by the |ETF, or the IESG It seens unproductive
to attenpt to constrain deploynment nodels, as one can only offer
possibilities but not force anyone to use a particular possibility.

The workshop al so di scussed different types of deploynent patterns on
the Internet:

* Delivering functionality over the Internet as a web service. The
Internet is an open and standardi zed system but the service on
top may be cl osed, essentially running two conponents of the sane
service provider’s software agai nst each other over the browser
and Internet infrastructure. Several |arge application systens
have grown in the Internet in this manner, enconpassing |arge
anounts of functionality and a large fraction of Internet users.
This makes it easier for web applications to grow by thensel ves
wi thout cross-fertilization or interoperability.

* Delivering concentrated network services that offer the standard
capabilities of the Internet. Exanples in this category include
the provisioning of some mail services, DNS resolution, and so on

The second case is nore interesting for an Internet architecture

di scussion. There can, however, be different underlying situations
even in that case. The service my be sinply a concentrated way to
provide a commodity service. The market should find a natura
equilibriumfor such situations. This may be fine, particularly
where the service does not provide any new underlying advantage to
whoever is providing it (in the formof user data that can be
commercialized, for instance, or as training data for an inportant
Machi ne Learni ng service).

Secondly, the service may be an extension beyond standard protocols,
| eading to some questions about how well standards and user
expectations match. But those questions could be addressed by better
or newer standards. Thirdly, and potentially nost disturbingly, the
service may be provided in this concentrated manner due to business
patterns that make it easier for particular entities to deploy such
servi ces.

The group al so di scussed nonocul tures, and their negative effect on
the Internet and its stability and resistance to various probl ens and
att acks.

Regul ation may affect the Internet businesses as well. Regulation
can exist in multiple fornms, based on econonic rationale (e.g.,
conpetition law) or other factors. For instance, user privacy is a
common regul atory topic.

4.3. Centralized Depl oynent Mbdel s

Many of the participants have struggled with these trends and their
effect on desirable characteristics of Internet systens, such as
distributed, end-to-end architecture or privacy. Yet, there are many
busi ness and technical drivers causing the Internet architecture to
becone further and further centralized.



Sonme observations that were made

* \When standardi zi ng new technol ogy, the parties involved in the
effort may think they agree on what the goals are but in reality
are often surprised in the end. For instance, with DNS (queries)
over HITPS (DoH) [ RFC8484], there were very different aspirations,
some around inprovenents in confidentiality of the queries, some
around operational and | atency inprovenents to DNS operations, and
sone about shifting business and depl oynent nodels. The ful
pi cture was not clear before the work was conpl et ed.

* In DNS, DboS is a practical reality, and only a handful of
provi ders can handle the traffic |load in these attacks.

The hopeful side of this issue is that there are sone potential
answers:

* DDoS defenses do not have to cone through large entities, as
| ayered defenses and federation also help simlarly.

* Surveillance state data capture can be fought with data object
encryption and by not storing all of the data in one place.

* Wb tracking can be conbatted by browsers choosing to avoid
techni ques that are sensitive to tracking. Conpetition in the
browser nmarket may help drive sonme of these changes

* (Open interfaces hel p guard agai nst the bundling of services in one
large entity; as long as there are open, well-defined interfaces
to specific functions, these functions can al so be perfornmed by
ot her parties.

* Commercial surveillance does not seemto be curbed by current
means. But there are still possibilities, such as stronger
regul ati on, data mnininization, or browsers acting on behal f of
users. There are hopeful signs that at |east some browsers are
becom ng nore aggressive in this regard. But nore is needed.

One coment nmade in the workshop was that the Internet conmunity
needs to curb the architectural trend of centralization. Another
comrent was that discussing this in the abstract is not as useful as
more concrete, practical actions. For instance, one might inmagine
di fferent DoH deployments with widely different inplications for
privacy or tolerance of failures. Getting to the specifics of how a
particul ar service can be nmade better is inportant.

4.4. Security

This part of the discussion focused on whether in the current state
of the Internet we actually need a new threat nodel.

Many of the security concerns regardi ng comruni cati ons have been
addressed in the past few years, with increasing encryption.
However, issues with trusting endpoints on the other side of the
communi cati on have not been addressed and are becom ng nore urgent
with the advent of centralized service architectures.

Further effort may be needed to minimze centralization, as having
only a few places to tap increases the likelihood of surveillance.

There may be a need to update [RFC3552] and [ RFC7258].
The participants in the workshop agreed that a new threat nodel is

needed and that non-comruni cations-security issues need to be
handl ed.



O her security discussions were focused on |oT systens, algorithm
agility issues, experiences fromdifficult security upgrades such as
DNSSEC key roll overs, and routing security.

The participants cautioned against relying too much on device

manuf acturers for security, and being clear on security nodels and
assunptions. Security is often poorly understood, and the
assunpti ons about who the system defends agai nst and who it does not
are not clear.

4.5. Future

5

5.

The workshop turned into a discussion of what actions we can take:
* Docunenting our experiences?
* Providing advice (to the IETF or to others)?

* Waiting for the catastrophe that will make people agree to
changes? The participants of course did not wish for this.

* Wrk at the | ETF?
* Techni cal sol utions/choices?

The best way for the IETF to do things is through standards;
convi nci ng peopl e through other requests is difficult. The |ETF
needs to:

* Pick pieces that it is responsible for.

* Be reactive for the rest, be available as an expert in other
di scussi ons, provide Internet technol ogy know edge where needed,
etc.

One key question is what other parties need to be involved in any

di scussions. Platformdevel opers (nobile platforms, cloud systens,
etc.) are one such group. Specific technology or business groups
(such as emmil provider or certificate authority foruns) are another

The wor kshop al so di scussed specific technol ogy issues -- for

i nstance, around |oT systems. One observation in those systens is
that there is no single nodel for applications; they vary. There are
a lot of different constraints in different systens and different
control points. What is perhaps nobst needed today is user contro
and transparency (for instance, via Manufacturer Usage Descriptions
(MJUDs) [ RFC8520]). Another issue is managenent, particularly for
devi ces that could be operational for decades. Gven the diversity
of 10T systens, it may al so make nore sense to build support systens
for broader solutions than for specific solutions or specific

pr ot ocol s.

There are al so many security issues. Wile sonme of themare trivial
(such as default passwords), one should also | ook forward and be
prepared to have solutions for, say, trust nanagenent for long time
scal es, or be able to provide data mninmization to cut down on the
potential for |eakages. And the difficulty of establishing peer-to-
peer security strengthens the need for a central point, which may

al so be harnful froma long-term privacy perspective

Concl usi ons
1. Summary of Discussions

The workshop met in the sunny Finnish countrysi de and nmade the
unsur pri sing observation that technol ogi es sonmeti nes get deployed in



surprising ways. But the consequences of depl oynent choices can have
an inpact on security, privacy, centralized vs. distributed nodels,
conpetition, and surveillance. As the |ETF conmunity cares deeply
about these aspects, it is worthwhile to spend tinme on the analysis
of these choi ces.

The prime factor driving deployments is perceived needs; expecting
peopl e to recogni ze obvious virtues and therefore deploy themis not
likely to work.

And the ecosystemis conplex, including, for instance, many parties:
di fferent business roles, users, regulators, and so on, and
perceptions of needs and the ability to act depend hi ghly on what
party one tal ks to.

Wi | e t he workshop di scussed actions and advice, there is a critica
question of who these are targeted towards. There is a need to
construct a map of what parties need to perform what actions.

The workshop al so nade sone technical observations. One issue is
that the workshop identified a set of hard issues that affect

depl oynent and for which we have no good sol utions. These issues

i nclude, for instance, dealing with DDoS attacks and how to handl e
spam Simlarly, a lack of good solutions for mcropaynments is one
factor behind a |ot of the Internet econony being based on
advertisenents.

One recent trend is that technology is noving up the stack, e.g., in
the areas of services, transport protocol functionality, security,
nam ng, and so on. This inpacts how easy or hard changes are and who
is able to performthem

It was also noted that interoperability continues to be inportant,
and we need to explore what new interfaces need standardization --
this will enable different depl oynent nodel s and conpetition. The
prime factor driving deploynments is actual needs; we cannot force
anything on others but can provide solutions for those that need
them Needs and actions may fall to different parties.

The wor kshop al so consi dered the bal anci ng of user non-invol venent
and transparency, as well as choice, relevant threats such as
communi cating with malicious endpoints, the role and willingness of
browsers in increasing the ability to defend users’ privacy, and
concerns around centralized control or data storage points.

The workshop al so di scussed specific issues around routing, DoS
attacks, 10T systens, the role of device manufacturers, the DNS, and
regul atory reactions and their possible consequences.

5.2. Actions
The prime conclusion fromthe workshop was that the topics we
di scussed were not conpleted in the workshop. Mich nore work is
needed. The best way for the I ETF to nake an inpact is through
standards. The | ETF should focus on the parts that it is responsible
for and be avail able as an expert on other discussions.

5.2.1. Potential Architecture Actions and Qutputs

The docurent s/ outputs and actions described in the following itens
were deened relevant by the participants.

* Devel op and docunent a nodern threat nodel

* Continue discussion of consolidation/centralization issues.
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* Document architectural principles, e.g., (re)application of the
end-to-end principle.

The first receiver of these thoughts is the | ETF and protoco
conmunity, but combined with some evangelizing and validation
el sewhere

2.2. Oher Potential Actions

* Pursuit of specific IETF topics, e.g., working on taking into
account reputation systens in | ETF work, working to ensure that
certificate scoping can be appropriately Iimted, building end-to-
end encryption tools for applications, etc.

* Ceneral deploynent experiences/advice, and docunenting depl oynent
assunptions possibly already in W5 charters.

* Areport will be produced fromthe workshop (this RFC).
3. Oher Publications

The workshop results have al so been reported at [l SPCol unm] by GCeoff
Hust on.

4, Feedback

Feedback regardi ng the workshop i s appreciated and can be sent to the
program conmittee, the 1 AB, or the architecture-discuss list.

Security Considerations

Proposal s di scussed at the workshop woul d have significantly
different security inpacts, and each workshop paper shoul d be read
for its own security considerations.
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