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Abst ract

Thi s docunent defines the Subscriber and Performance Policy
Identifier Context Headers. These Variabl e-Length Context Headers
can be carried in the Network Service Header (NSH) and are used to

i nform Service Functions (SFs) of subscriber- and performance-rel ated
informati on for the sake of policy enforcenment and appropriate
Servi ce Function Chaining (SFC) operations. The structure of each
Cont ext Header and their use and processi ng by NSH aware nodes are
descri bed.
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I nt roduction

Thi s docunent di scusses how to inform Service Functions (SFs)

[ RFC7665] about subscriber and service policy information when
required for the sake of policy enforcenment within a single

adm nistrative domain. In particular, subscriber-related informtion
may be required to enforce subscriber-specific SFC-based traffic
policies. However, the information carried in packets may not be
sufficient to unanbiguously identify a subscriber. This docunent
fills this void by specifying a new Network Service Header (NSH)

[ RFC8300] Context Header to convey and di ssem nate such information
within the boundaries of a single admnistrative domain. As

di scussed in Section 3, the use of obfuscated and non-persi stent
identifiers is recomended.

Al so, traffic steering by neans of SFC nay be driven, for exanple, by
Quality of Service (QS) considerations. Typically, QS information
may serve as an input for the conputation, establishment, and

sel ection of the Service Function Path (SFP). Furthernore, the
dynami ¢ structuring of Service Function Chains and their subsequent
SFPs may be conditioned by QS requirenents that will affect the
identification, |location, and sequencing of SF instances. Hence, the
need arises to provide downstream SFs with a performance policy
identifier in order for themto appropriately neet the QS
requirenents. This docunment al so specifies a new NSH Cont ext Header
(Section 4) to convey such policy identifiers.

The context information defined in this document can be applicable in
the context of nobile networks (particularly in the 3GPP-defined
(S)G interface) [CASE-MBILITY]. Typically, because of the

wi despread use of private |Pv4 addresses in those networks, if the
SFs to be invoked are | ocated after a NAT function, the
identification based on the internal |Pv4 address is not possible
once the NAT has been crossed. NAT functionality can reside in a

di stinct node. For a 4G 3GPP network, that node can be the Packet
Data Network (PDN) Gateway (PGW as specified in [TS23401]. For a 5G
3GPP network, it can be the User Plane Function (UPF) facing the
external Data Network (DN) [TS23501]. As such, a nechanismto pass
the internal information past the NAT boundary may optim ze packet
traversal within an SFC enabl ed nmobil e network domain. Furthernore,
some SFs that are not enabled on the PGW UPF may require a subscriber
identifier to properly operate (see, for exanple, those listed in

[ RFC8371]). It is outside the scope of this docunent to include a
conprehensive |ist of deploynments that nmay nake use of the Context
Headers defined in the document.

Since subscriber identifiers are distinct fromthose used to identify
a performance policy and given that multiple policies may be
associated with a single subscriber within a Service Function Chain,
these identifiers are carried in distinct Context Headers rather than
being multiplexed in one single Context Header. This approach avoids
a requirenent for additional internal structure in the Context
Headers to specify whether an identifier refers to a subscriber or to
a policy.

Thi s docunent does not mmke any assunptions about the structure of
subscriber or performance policy identifiers; each such identifier is
treated as an opaque value. The semantics and validation of these
identifiers are policies |local to each SFC-enabl ed domain. This
docunent focuses on the data plane behavior. Control plane



consi derations are out of the scope.

Thi s docunent adheres to the SFC data plane architecture defined in
[ RFC7665]. This document assunes the reader is fanmiliar with
[ RFC8300] .

Thi s docunent assumes the NSH is used exclusively within a single

adm ni strative domain. This docunent follows the reconmendations in
[ RFC8300] for handling the Context Headers at both ingress and egress
SFC boundary nodes (i.e., to strip the entire NSH, including Context
Headers). Revealing any subscriber-related information to parties
out si de the SFC-enabl ed domain is avoi ded by design. Accordingly,
the scope for privacy breaches and user tracking is limted to within
t he SFC-enabl ed domain where the NSH is used. It is assuned that
appropriate nechanisns to nonitor and audit an SFC-enabl ed domain to
detect m sbehavior and to deter misuse are in place.

MIU consi derations are di scussed in Section 5.

Conventi ons and Ter m nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
The reader should be fanmiliar with the terns defined in [ RFC7665] .
"SFC Control Element" refers to a logical entity that instructs one
or nmore SFC data plane functional elenments on how to process packets
wi t hin an SFC-enabl ed donmi n.

Subscriber ldentifier NSH Vari abl e-Length Context Header

Subscriber ldentifier is defined as an optional Variabl e-Length NSH
Cont ext Header. Its structure is shown in Figure 1.
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Figure 1: Subscriber ldentifier Variable-Length Context Header

The fields are described as foll ows:

Met adata Cl ass: MJST be set to 0x0 [ RFC8300].

Type: O0x00 (see Section 6).

U bit: Unassigned bit (see Section 2.5.1 of [RFC8300]).

Length: Indicates the length of the Subscriber ldentifier, in bytes
(see Section 2.5.1 of [RFC8300]).

Subscriber ldentifier: Carries an opaque local identifier that is
assigned to a subscriber by a network operator.

Wil e this docunent does not specify an internal structure for
these identifiers, it also does not provide any cryptographic
protection for them any internal structure to the identifier



val ues chosen will thus be visible on the wire if no secure
transport encapsulation is used. Accordingly, in alignment with
Section 8.2.2 of [RFC8300], identifier values SHOULD be

obf uscat ed.

The Subscriber ldentifier Context Header is used by SFs to enforce
per-subscriber policies (e.g., resource quota, custom zed filtering
profile, accounting). To that aim network operators may rely on
identifiers that are generated fromthose used in | egacy depl oynents
(e.g., Section 3.3 of [CASE-MOBILITY]). Aternatively, network
operators may use identifiers that are associated with custoni zed
policy profiles that are preconfigured on SFs using an out - of - band
mechani sm  Such a mechani sm can be used to rotate the identifiers,
thus allowing for better unlinkability (Section 3.2 of [RFC6973]).
Such alternative nethods may be suboptimal (e.g., scalability issues
i nduced by nmi ntaining and processing finer granular profiles) or

i nadequate for providing some per-subscriber policies. The
assessnent of whether a nmethod for defining a subscriber identifier
provides the required functionality and whether it is conpatible with
the capabilities of the SFs at the intended performance |level is
depl oynent specific.

The classifier and NSH aware SFs MAY inject a Subscriber ldentifier
Cont ext Header as a function of a local policy. This local policy
shoul d indicate the SFP(s) for which the Subscriber ldentifier
Context Header will be added. 1In order to prevent interoperability

i ssues, the type and format of the identifiers to be injected in a
Subscriber ldentifier Context Header should be configured to nodes
authorized to inject and consune such headers. For exanple, a node
can be instructed to insert such data followi ng a type/set schene
(e.g., node X should inject subscriber IDtype Y). Oher schenes may
be envi saged.

Failures to inject such headers should be logged locally, while a
notification alarmnmay be sent to a Control Elenent. The details of
sending notification alarns (i.e., the paraneters affecting the
transm ssion of the notification alarns) mght depend on the nature
of the information in the Context Header. Paraneters for sending

al arns, such as frequency, thresholds, and content of the alarm
shoul d be confi gurable.

The default behavior of intermediary NSH aware nodes is to preserve
Subscriber ldentifier Context Headers (i.e., the information can be
passed to next-hop NSH aware nodes), but local policy nay require an
i ntermedi ary NSH aware node to strip a Subscriber Identifier Context
Header after processing it.

NSH- awar e SFs MJST i gnore Context Headers carrying unknown subscri ber
identifiers.

Local policies at NSH aware SFs may require running additiona

val i dation checks on the content of these Context Headers (e.g.,
accepting only sone | engths or types). These policies may al so

i ndi cate the behavior to be followed by an NSH-aware SF if the

val idation checks fail (e.g., renoving the Context Header fromthe
packet). These additional validation checks are depl oynent specific.
If validation checks fail on a Subscriber ldentifier Context Header,
an NSH aware SF MUST ignore that Context Header. The event shoul d be
| ogged locally, while a notification alarmmy be sent to a Contro
Element if the NSH-aware SF is instructed to do so. For exanple, an
SF will discard Subscriber Identifier Context Headers conveying
identifiers in all formats that are different fromthe one the SF is
instructed to expect.

Mul tipl e Subscriber Identifier Context Headers MAY be present in the
NSH, each carrying a distinct opaque value but all pointing to the



same subscriber. This may be required, e.g., by policy enforcenent
mechani sns in a nobile network where some SFs rely on | P addresses as
subscriber identifiers, while others use non-IP-specific identifiers
such as those listed in [RFC8371] and Section 3.3.2 of

[ CASE-MOBI LI TY]. Wen nultiple Subscriber Identifier Context Headers
are present and an SF is instructed to strip the Subscri ber
Identifier Context Header, that SF MJST renove all Subscri ber

I dentifier Context Headers.

Performance Policy ldentifier NSH Vari abl e-Lengt h Context Headers

Dedi cat ed service-specific performance identifiers are defined to
differentiate between services that require specific treatment in
order to exhibit a perfornmance characterized by, e.g., ultra-|ow

| atency (ULL) or ultra-high reliability (UHR). Qher policies can be
consi dered when instantiating a Service Function Chain within an SFC
enabl ed domai n. They are conveyed in the Performance Policy
Identifier Context Header

The Performance Policy ldentifier Context Header is inserted in an
NSH packet so that downstream NSH aware nodes can nake use of the
performance information for proper selection of suitably distributed
SFC paths, SF instances, or applicable policy at SFs. Note that the
use of the performance policy identifier is not helpful if the path
computation is centralized and a strict SFP is presented as |oca
policy to SF Forwarders (SFFs).

The Performance Policy ldentifier Context Header allows for the

di stributed enforcement of a per-service policy such as requiring an
SFP to only include specific SF instances (e.g., SFs located within
the sane Data Center (DC) or those that are exposing the shortest
delay froman SFF). Details of this process are inplenmentation
specific. For illustration purposes, an SFF may retrieve the details
of usabl e SFs based upon the correspondi ng performance policy
identifier. Typical criteria for instantiating specific SFs include
| ocation, performance, or proxinmity considerations. For the
particul ar case of UHR services, the standby operation of backup
capacity or the presence of SFs deployed in multiple instances may be
request ed.

In an environnent characterized by frequent changes of |ink and path
behavi or (for exanple, due to variable | oad or availability caused by
propagati on conditions on a wireless link), the SFP may have to be
adapt ed dynami cally by on-the-nbve SFC path and SF instance

sel ecti on.

Performance Policy Identifier is defined as an optional Variabl e-
Length Context Header. Its structure is shown in Figure 2

The default behavior of internediary NSH aware nodes is to preserve
such Context Headers (i.e., the information can be passed to next-hop
NSH- awar e nodes), but local policy may require an internedi ary NSH
aware node to strip one Context Header after processing it.

Mul tiple Performance Policy Identifier Context Headers MAY be present
in the NSH, each carrying an opaque value for a distinct policy that
needs to be enforced for a flow. Supplying conflicting policies my
conplicate the SFP conmputation and SF instance | ocation

Corresponding rules to detect conflicting policies my be provided as
a local policy to the NSH aware nodes. Wen such conflict is
detected by an NSH aware node, the default behavior of the node is to
di scard the packet and send a notification alarmto a Contro

El emrent .

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S
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Figure 2: Performance Policy ldentifier Variable-Length Context
Header

The fields are described as foll ows:

Met adata Cl ass: MJIST be set to O0x0 [ RFC8300].

Type: O0x01 (see Section 6).

Ubit: Unassigned bit (see Section 2.5.1 of [RFC8300]).

Length: Indicates the |length of the Performance Policy ldentifier,
in bytes (see Section 2.5.1 of [RFC8300]).

Performance Policy lIdentifier: Represents an opaque val ue pointing
to a specific performance policy to be enforced. The structure
and semantics of this field are depl oynent specific.

MIU Consi der ati ons

As discussed in Section 5.6 of [RFC7665], the SFC architecture
prescribes that additional information be added to packets to:

* ldentify SFPs. This is typically the NSH Base Header (Section 2.2
of [RFCB300]) and Service Path Header (Section 2.3 of [RFC8300]).

* Carry netadata such those defined in Sections 3 and 4.

* Steer the traffic along the SFPs: This is realized by means of
transport encapsul ation

This added information i ncreases the size of the packet to be carried
al ong an SFP

Aligned with Section 5 of [RFC3300], it is RECOMMENDED for network
operators to increase the underlying MIU so that NSH traffic is
forwarded within an SFC-enabl ed domain without fragnentation. The
avai | abl e underlying MU shoul d be taken into account by network
operators when providing SFs with the required Context Headers to be
injected per SFP and the size of the data to be carried in these
Cont ext Headers.

If the underlying MIU cannot be increased to accombdate the NSH
over head, network operators may rely upon a transport encapsul ation
protocol with the required fragnmentation handling. The inpact of
activating such feature on SFFs shoul d be carefully assessed by
networ k operators (Section 5.6 of [RFC7665]).

When dealing with MIU i ssues, network operators should consider the
limtations of various transport encapsul ati ons such as those
di scussed in [| NTAREA- TUNNELS] .

| ANA Consi der ati ons

I ANA has assigned the follow ng types fromthe "NSH | ETF- Assi gned
Optional Variabl e-Length Metadata Types" subregistry (0x0000 | ETF
Base NSH MD Cl ass) available at: <https://ww.iana. org/assi gnnments/
nsh>.
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B ool ooty e et
| Value | Description | Reference

=4 - ——————————————+d———————————+
| Ox00 | Subscriber ldentifier | [RFC8979] |
+----- - R T i I I +
| Ox01 | Performance Policy ldentifier | [RFC8979] |
+------- I T T i F--- - - - +

Table 1: NSH | ETF- Assi gned Optional Vari abl e-
Length Metadata Types Additions

Security Consi derations

Data plane SFC-rel ated security considerations, including privacy,
are discussed in Section 6 of [RFC7665] and Section 8 of [RFC8300].
In particular, Section 8.2.2 of [RFC8300] states that attached
metadata (i.e., Context Headers) should be limted to that necessary
for correct operation of the SFP. Section 8.2.2 of [RFC3300]

i ndi cates that netadata considerations that operators can take into
account when using NSH are discussed in [ RFC8165].

As specified in [ RFC8300], neans to prevent |eaking privacy-related

i nformati on outside an SFC-enabl ed dormain are natively supported by
the NSH given that the last SFF of an SFP will systematically remove
the NSH (and therefore the identifiers defined in this specification)
before forwardi ng a packet exiting the SFP

Nodes that are involved in an SFC-enabl ed domain are assuned to be
trusted (Section 1.1 of [RFC8300]). Discussion of means to check
that only authorized nodes are traversed when a packet is crossing an
SFC- enabl ed domain is out of scope of this docunent.

Bot h Subscriber Ildentifier and Performance Policy Identifier Context
Headers carry opaque data. |In particular, the Subscriber ldentifier
Cont ext Header is locally assigned by a network provider and can be
generated from sone of the information that is already conveyed in

the original packets froma host (e.g., internal |IP address) or other
information that is collected fromvarious sources within an SFC
enabl ed donmain (e.g., line identifier). The structure of the

identifiers conveyed in these Context Headers is communicated only to
entitled NSH aware nodes. Neverthel ess, sone structures may be
easily inferred fromthe headers if trivial structures are used
(e.g., IP addresses). As persistent identifiers facilitate tracking
over time, the use of indirect and non-persistent identification is

t hus RECOMVENDED.

Moreover, the presence of nultiple Subscriber Identifier Context
Headers in the same NSH al |l ows a m sbehaving node fromw thin the
SFC- enabl ed domain to bind these identifiers to the sane subscri ber
This can be used to track that subscriber nore effectively. The use
of non-persistent (e.g., regularly random zed) identifiers as well as
the removal of the Subscriber ldentifier Context Headers fromthe NSH
by the | ast SF naki ng use of such headers soften this issue (see
"data m nimzation" discussed in Section 3 of [RFC8165]). Such
behavior is especially strongly reconmended in case no encryption is
enabl ed.

A mi sbehavi ng node fromwi thin the SFC enabl ed domain may alter the
content of Subscriber Identifier and Perfornmance Policy Identifier
Cont ext Headers, which may |lead to service disruption. Such an
attack is not unique to the Context Headers defined in this docunent;
measur es discussed in Section 8 of [RFC8300] are to be followed. A
mechanismfor NSH integrity is specified in [ NSH I NTEGRI TY].

If no secure transport encapsul ation is enabled, the use of trivial
subscriber identifier structures, together with the presence of
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8.

8.

specific SFs in a Service Function Chain, may reveal sensitive
information to every on-path device. Also, operational staff in
teans nanagi ng these devices could gain access to such user privacy-
af fecting data. Such disclosure can be a violation of |ega

requi renents because such information should be available to very few
net wor k operator personnel. Furthernore, access to subscriber data
usual Iy requires specific access privilege levels. To maintain that
protection, an SF keepi ng operational |ogs should not |og the content
of Subscriber and Performance Policy Identifier Context Headers

unl ess the SF actually uses the content of these headers for its
operation. As discussed in Section 8.2.2 of [RFC38300], subscriber-
identifying informati on shoul d be obfuscated, and, if an operator
deens cryptographic integrity protection is needed, security features
in the transport encapsul ation protocol (such as |IPsec) nust be used.
A mechani smfor encrypting sensitive NSH data is specified in

[ NSH- I NTEGRI TY]. Thi s nechani sm can be consi dered by network
operators when enhanced SF-to-SF security protection of NSH netadata
is required (e.g., to protect against conproni sed SFFs).

Sone events are logged locally with notification alerts sent by NSH
aware nodes to a Control Elenment. These events SHOULD be rate
limted.
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