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Abst r act

Thi s docunent describes a protocol and new DNS Resource Record that
provi des a cryptographi c nessage di gest over DNS zone data at rest.
The ZONEMD Resource Record conveys the digest data in the zone
itself. Wen used in conbination with DNSSEC, ZONEMD al | ows
recipients to verify the zone contents for data integrity and origin
authenticity. This provides assurance that received zone data

mat ches published data, regardl ess of how the zone data has been
transmtted and received. Wen used w thout DNSSEC, ZONEMD functions
as a checksum guardi ng only agai nst uni ntentional changes.

ZONEMD does not repl ace DNSSEC. DNSSEC protects individual RRsets
(DNS data with fine granularity), whereas ZONEMD protects a zone's
data as a whol e, whether consuned by authoritative nane servers,
recursive name servers, or any other applications.

As specified herein, ZONEMD is inpractical for |arge, dynam c zones
due to the time and resources required for digest calculation
However, the ZONEMD record is extensible so that new di gest schenes
may be added in the future to support |arge, dynam c zones.
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In the DNS, a zone is the collection of authoritative resource
records (RRs) sharing a common origin ([ RFC8499]). Zones are often
stored as files in the so-called "master file format" ([ RFCL034]).
Zones are generally distributed anong nane servers using the zone
transfer (AXFR) ([ RFC5936]) and increnental zone transfer (1XFR)

([ RFC1995]) protocols. They can also be distributed outside of the
DNS with any file transfer protocol such as FTP, HTTP, and rsync, or
even as enmil attachments. Currently, there is no standard way to
conmput e a hash or nessage digest for a stand-al one zone

Thi s docunent specifies an RR type that provides a cryptographic
message digest of the data in a zone. It allows a receiver of the
zone to verify the zone's integrity and authenticity when used in
conbi nation with DNSSEC. The digest RRis a part of the zone itself,
allowi ng verification of the zone, no matter howit is transnitted.
The digest uses the wire format of zone data in a canonical ordering.
Thus, it is independent of presentation format such as whitespace,
capitalization, and conments.

This specification is OPTIONAL to inplenent by both publishers and
consuners of zone data.

1.1. Mot i vati on

The primary notivation for this protocol enhancenent is the desire to
verify the data integrity and origin authenticity of a stand-al one
zone, regardless of howit is transmtted. A consumer of zone data
should be able to verify that it is as published by the zone
oper at or.

Not e, however, that integrity and authenticity can only be assured
when the zone is signed. DNSSEC provides three strong security
guarantees relevant to this protocol

1. whether or not to expect DNSSEC records in the zone,
2. whether or not to expect a ZONEMD record in a signed zone, and

3. whether or not the ZONENMD record has been altered since it was
si gned.

A secondary notivation is to provide the equival ent of a checksum
all owing a zone recipient to check for unintended changes and
operational errors such as accidental truncation

1.2. Alternative Approaches

One approach to preventing data tampering and corruption is to secure
the distribution channel. The DNS has a nunber of features that are
al ready used for channel security. Perhaps the nost widely used is
DNS transaction signatures (TSI Gs) ([RFC8945]). A TSI G uses shared
secret keys and a nessage digest to protect individual query and
response nessages. It is generally used to authenticate and validate
UPDATE ([ RFC2136]), AXFR ([ RFC5936]), and | XFR ([ RFC1995]) nmessages.

DNS Request and Transaction Signhatures (SIG0)) ([RFC2931]) is

anot her protocol extension that authenticates individual DNS
transactions. Wereas SIG records normally cover specific RR types,
SIG0) is used to sign an entire DNS nessage. Unlike TSIG SIJ0)
uses public key cryptography rather than shared secrets.

The Transport Layer Security protocol suite al so provides channe
security. The DPRIVE Wirking Goup is in the process of specifying
DNS Zone Transfer-over-TLS ([ DPRI VE- XFR- OVER-TLS]). One can al so
easily imagine the distribution of zones over HITPS-enabl ed web



servers as well as DNS-over-HITPS ([ RFC8484])

Unfortunately, the protections provided by these channel security
techniques are (in practice) epheneral and are not retained after the
data transfer is conplete. They ensure that the client receives the
data fromthe expected server and that the data sent by the server is
not nodified during transm ssion. However, they do not guarantee
that the server transmts the data as originally published and do not
provide any nethods to verify data that is read after transmssion is
compl ete. For exanple, a name server |oading saved zone data upon
restart cannot guarantee that the on-di sk data has not been nodifi ed.
Such nodification could be the result of an accidental corruption of
the file or perhaps an inconplete saving of the file

([ DI SK- FULL- FAILURE] ). For these reasons, it is preferable to
protect the integrity of the data itself.

Way not sinmply rely on DNSSEC, which provides certain data security
guarantees? For zones that are signed, a recipient could validate
all of the signed RRsets. Additionally, denial-of-existence records
prove that RRsets have not been added or renoved. However,

del egati ons (non-apex NS records) are not signed by DNSSEC and
neither are any glue records. ZONEMD protects the integrity of

del egation, glue, and other records that are not otherw se covered by
DNSSEC. Furthernore, zones that enploy NSEC3 with Opt-Qut

([ RFC5155]) are susceptible to the renmoval or addition of nanmes

bet ween the signed nodes. Whereas DNSSEC primarily protects
consuners of DNS response nessages, this protocol protects consuners
of zones.

There are existing tools and protocols that provide data security,
such as OpenPGP ([ RFC4880]) and S/M ME ([ RFC8551]). In fact, the
internic.net site publishes Pretty Good Privacy (PGP) signatures

al ongsi de the root zone and other files avail able there. However,
this is a detached signature with no strong association to the
correspondi ng zone file other than its tinmestanp. Attached
signatures are of course possible, but these necessarily change the
format of the file being distributed; a zone signed with OpenPGP or
S/IM ME no | onger |ooks Iike a DNS zone and could not directly be

| oaded into a nane server. Once |oaded, the signature data is |ost,
so it cannot be further propagated.

It seems the desire for data security in DNS zones was envi sioned as
far back as 1997. [RFC2065] is an obsol eted specification of the
first generation DNSSEC Security Extensions. |t describes a zone
transfer signature, identified as the AXFR SIG which is sinmilar to
the techni que proposed by this docunment. That is, it proposes
ordering all (signed) RRsets in a zone, hashing their contents, and
then signing the zone hash. The AXFR SIG is described only for use
during zone transfers. It did not postulate the need to validate
zone data distributed outside of the DNS. Furthernore, its
successor, [RFC2535], onmits the AXFR SIG while at the sane tine
introducing an I XFR SIG (Note: RFC 2535 was obsol eted by [ RFC4033],
[ RFC4034], and [ RFC4035].)

1.3. Design Overview

Thi s docunent specifies a new Resource Record type to convey a
message di gest of the content of a zone. The digest is calculated at
the time of zone publication. |If the zone is signed with DNSSEC, any
modi fi cations of the digest can be detected. The procedures for

di gest cal cul ati on and DNSSEC signing are simlar. Both require data

to be processed in a well-defined order and format. It may be
possi bl e to perform DNSSEC si gning and di gest calculation in
paral | el

The zone digest is designed to be used on zones that have infrequent
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updates. As specified herein, the digest is recal cul ated over the
entire zone content each tine the zone is updated. This

speci ficati on does not provide an efficient nmechani smfor updating
the digest on incremental updates of zone data. It is, however,
extensible so that future schenes nay be defined to support efficient
i ncrement al di gest updates.

It is expected that verification of a zone digest will be inplenented
in name server software. That is, a name server can verify the zone
data it was given and refuse to serve a zone that fails verification
For signed zones, the nane server needs a trust anchor to perform
DNSSEC val i dati on. For signed non-root zones, the name server may
need to send queries to validate a chain of trust. D gest
verification could al so be perfornmed externally.

4. Use Cases
4. 1. Root Zone

The root zone ([InterNIC]) is one of the nobst widely distributed DNS
zones on the Internet, served by nore than 1000 separate instances

([ ROOT- SERVERS] ) at the time of this witing. Additionally, many
organi zations configure their own name servers to serve the root zone
locally. Reasons for doing so include privacy and reduced access
time. |[RFC8806] describes one way to do this. As the root zone
spreads beyond its traditional deploynent boundaries, the
verification of the conpl eteness of the zone contents becones nore

i mportant.

4.2. Providers, Secondaries, and Anycast

Since its very early days, the devel opers of the DNS recogni zed the

i nportance of secondary name servers and service diversity. However,
nmodern DNS service has conpl ex provisioning that includes multiple
third-party providers ([ RFC8901]) and hundreds of anycast instances
([RFC3258]). Instead of a sinple primary-to-secondary zone
distribution system today it is possible to have multiple |evels,
multiple parties, and nmultiple protocols involved in the distribution
of zone data. This conplexity introduces new places for problens to
arise. The zone digest protects the integrity of data that flows

t hrough such systens.

4.3. Response Policy Zones

A Response Policy Zone (RPZ) is "a nmechanismto introduce a

custom zed policy in Domain Nane System servers, so that recursive
resolvers return possibly nodified results"” ([RPZ]). The policy
information is carried inside specially constructed DNS zones. A
nunber of conpani es provide RPZ feeds, which are consuned by name
server and firewall products. Wile RPZs can be signed with DNSSEC
the data is not queried directly and woul d not be subject to DNSSEC
val i dati on.

4.4. Centralized Zone Data Service

| CANN operates the Centralized Zone Data Service ([CZDS]), which is a
repository of top-level domain zone files. Users that have been
granted access are then able to downl oad zone data. Adding a zone
digest to these would provide CZDS users with assurances that the
data has not been nodified between origination and retrieval. Note
that ZONEMD coul d be added to zone data supplied to CZDS wi t hout
requiring it to be present in the zone data served by producti on nane
servers, since the digest is inherently attached to the specific copy
of the zone.

4.5. Ceneral Purpose Conparison Check



Since the zone digest cal cul ation does not depend on presentation
format, it could be used to conpare multiple copies of a zone
received fromdifferent sources, or copies generated by different
processes. In this case, it serves as a checksum and can be usefu
even for unsigned zones.

1.5. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

The ternms Private Use, Reserved, Unassigned, and Specification
Required are to be interpreted as defined in [ RFC8126].

2. The ZONEMD Resource Record

Thi s section describes the ZONEMD Resource Record, including its
fields, wire format, and presentation format. The Type value for the
ZONEMD RR is 63. The ZONEMD RR is class independent. The RDATA of
the resource record consists of four fields: Serial, Scheme, Hash

Al gorithm and Digest.

2.1. Non-apex ZONEMD Records

Thi s document specifies ZONEMD RRs | ocated at the zone apex. Non-
apex ZONEMD RRs are not forbidden, but have no meaning in this
specification. Non-apex ZONEMD RRs MJUST NOT be used for
verification.

During digest calculation, non-apex ZONEMD RRs are treated as
ordinary RRs. They are digested as is, and the RRis not replaced by
a pl acehol der RR

Unl ess explicitly stated ot herw se, "ZONEMD' al ways refers to apex
records throughout this docunent.

2.2. ZONENMD RDATA Wre Format
The ZONEMD RDATA wire format i s encoded as foll ows:

1111111111222222222233
01234567890123456789012345678901
R et e s i o e s i i
| Seri al |
B i s T T i i o S o T Ji I
| Scheme | Hash Al gorithm | |
i i i S I S S |
| Di gest |
/ /
/ /
B i s T T i i o S o T Ji I

2.2.1. The Serial Field

The Serial field is a 32-bit unsigned integer in network byte order
It is the serial number fromthe zone’'s SOA record ([ RFC1035],
Section 3.3.13) for which the zone digest was generat ed.

It is included here to clearly bind the ZONEMD RR to a particul ar
version of the zone's content. Wthout the serial nunber, a stand-
al one ZONEMD di gest has no obvi ous association to any particul ar

i nstance of a zone.
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2.2. The Schene Field

The Schene field is an 8-bit unsigned integer that identifies the
met hods by which data is collated and presented as input to the
hashi ng functi on.

Herein, SIMPLE, with Schenme value 1, is the only standardi zed Schene
defined for ZONEMD records and it MJST be supported by

i npl ementations. The "ZONEMD Schenes" registry is further described
in Section 5.

Schenme val ues 240-254 are allocated for Private Use.
2.3. The Hash AlgorithmField

The Hash Algorithmfield is an 8-bit unsigned integer that identifies
the cryptographi c hash algorithmused to construct the digest.

Herein, SHA384 ([ RFC6234]), with Hash Algorithmvalue 1, is the only
st andardi zed Hash Al gorithm defined for ZONEMD records that MJST be
supported by inplenmentations. Wen SHA384 is used, the size of the
Digest field is 48 octets. The result of the SHA384 di gest al gorithm
MUST NOT be truncated, and the entire 48-octet digest is published in
the ZONEMD record.

SHA512 ([ RFC6234]), with Hash Algorithmvalue 2, is also defined for
ZONEMD records and SHOULD be supported by inplenentations. Wen
SHA512 is used, the size of the Digest field is 64 octets. The
result of the SHA512 di gest algorithm MJUST NOT be truncated, and the
entire 64-octet digest is published in the ZONEMD record.

Hash Al gorithm val ues 240-254 are allocated for Private Use.

The "ZONEMD Hash Al gorithns" registry is further described in
Section 5.

2.2.4. The Digest Field

2

The Digest field is a variable-l1ength sequence of octets containing
the output of the hash algorithm The length of the Digest field is
determ ned by deducting the fixed size of the Serial, Scheme, and
Hash Al gorithmfields fromthe RDATA size in the ZONEMD RR header.

The Digest field MUST NOT be shorter than 12 octets. Digests for the
SHA384 and SHA512 hash al gorithns specified herein are never
truncated. Digests for future hash algorithnms MAY be truncated but
MUST NOT be truncated to a length that results in less than 96 bits
(12 octets) of equival ent strength.

Section 3 describes how to calculate the digest for a zone.

Section 4 describes how to use the digest to verify the contents of a
zone.
3. ZONEND Presentation Fornmat

The presentation format of the RDATA portion is as foll ows:

* The Serial field is represented as an unsi gned deci mal integer

* The Schene field is represented as an unsigned deci mal integer

* The Hash Algorithmfield is represented as an unsi gned deci nal
i nt eger.

* The Digest is represented as a sequence of case-insensitive
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hexadeci mal digits. Witespace is allowed wthin the hexadeci ma
text.

4. ZONEMD Exanpl e

5

1.

2

The foll owi ng exanpl e shows a ZONEMD RR in presentation format:

exanpl e.com 86400 I N ZONEMD 2018031500 1 1 (
FEBE3D4CE2EC2FFA4BA99D46CD69D6D29711E55217057BEE
7TEB1A7B641A47BA7FED2DD5B97 AE499FAFA4F22C6BD647DE )

I ncluding ZONEMD RRs in a Zone

The zone operator chooses an appropriate hash al gorithm and schene
and includes the cal cul ated zone digest in the apex ZONEMD RRset.
The zone operator MAY choose any of the defined hash al gorithns and
schenes, including the Private Use code points.

The ZONEMD RRset MAY contain multiple records to support algorithm
agility ([BCP201]). Wien multiple ZONEMD RRs are present, each MJST
specify a unique Schenme and Hash Algorithmtuple. It is RECOVMENDED
that a zone include only one ZONEMD RR, unless the zone operator is
in the process of transitioning to a new schenme or hash al gorithm

Cal cul ati ng the Di gest

The al gorithm described in this section is designed for the comon
case of offline DNSSEC signing. Slight deviations may be pernitted
or necessary in other situations, such as with unsigned zones or
online DNSSEC signing. Inplenmentations that deviate fromthe
described al gorithmare advised to ensure that it produces ZONEND
RRs, signatures, and denial -of -exi stence records that are identica
to the ones generated by this procedure.

Add ZONENMD Pl acehol der

In preparation for calculating the zone digest(s), any existing
ZONEMD records (and covering RRSIGs) at the zone apex are first
del et ed.

Prior to calculation of the digest, and prior to signing with DNSSEC
one or nore placehol der ZONEMD records are added to the zone apex.
Thi s ensures that denial -of -exi stence (NSEC, NSEC3) records are
created correctly if the zone is signed with DNSSEC. |f placehol ders
were not added prior to signing, the later addition of ZONEMD records
woul d al so require updating the Type Bit Maps field of any apex NSEC
NSEC3 RRs, which then invalidates the cal cul ated di gest val ue.

VWhen multiple ZONEMD RRs are published in the zone, e.g., during an
algorithmrollover, each MJST specify a uni que Scheme and Hash
Al gorithm tuple.

It is RECOWENDED that the TTL of the ZONEMD record match the TTL of
the Start of Authority (SOQA). However, the TTL of the ZONEMD record
may be safely ignored during verification in all cases.

In the placehol der record, the Serial field is set to the current SOA
Serial. The Schene field is set to the value for the chosen
collation schene. The Hash Algorithmfield is set to the value for
the chosen hash algorithm Since apex ZONEMD records are excl uded
fromdigest calculation, the value of the Di gest field does not

matter at this point in the process.

Optionally, Sign the Zone

Fol I owi ng the addition of placehol der records, the zone may be signed
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with DNSSEC. When the digest calculation is conplete, and the ZONENMD
record is updated, the signature(s) for the ZONEMD RRset MUST be
recal cul ated and updated as well. Therefore, the signer is not
required to calculate a signature over the placehol der record at this
step in the process, but it is harmess to do so.

Schene- Speci fi c Processing

Herein, only the SIMPLE collation schene is defined. Additiona
schenes may be defined in future updates to this docunent.

1. The SIMPLE Schene

For the SI MPLE schenme, the digest is calculated over the zone as a
whole. This neans that a change to a single RRin the zone requires
iterating over all RRs in the zone to recal culate the digest. SIMLE
is a good choice for zones that are small and/or stable, but it is
probably not good for zones that are |arge and/or dynam c.

Cal cul ati on of a zone digest requires RRs to be processed in a
consistent format and ordering. This specification uses DNSSEC s
canoni cal on-the-wire RR format (without name conpression) and
ordering as specified in Sections 6.1, 6.2, and 6.3 of [RFC4034] with
the additional provision that RRsets having the sane owner nane MJST
be nunerically ordered, in ascending order, by their numeric RR TYPE

3.3.1.1. SIMPLE Schene I ncl usion/Excl usi on Rul es

When iterating over records in the zone, the follow ng inclusion/
excl usion rul es apply:

* Al records in the zone, including glue records, MJST be included
unl ess excluded by a subsequent rule.

* Qccluded data ([ RFC5936], Section 3.5) MJUST be incl uded.

* |f there are duplicate RRs with equal owner, class, type, and
RDATA, only one instance is included ([ RFC4034], Section 6.3) and
the duplicates MJST be onitted.

* The pl acehol der apex ZONEMD RR(s) MUST NOT be incl uded.

* |f the zone is signed, DNSSEC RRs MJUST be included, except:

*  The RRSI G covering the apex ZONEMD RRset MJST NOT be incl uded

because the RRSIG will be updated after all digests have been
cal cul at ed

3.3.1.2. SIMPLE Schene Di gest Cal cul ation

3.

4.

A zone digest using the SIMPLE schene is cal cul ated by concatenating
all RRs in the zone, in the format and order described in

Section 3.3.1 subject to the inclusion/exclusion rules described in
Section 3.3.1.1, and then applying the chosen hash al gorithm

digest = hash( RR(1) | RR(2) | RR(3) | ... )
where "|" denotes concatenation
Updat e ZONEMD RR

The cal cul ated zone digest is inserted into the placehol der ZONENVD
RR.  Repeat for each digest if nmultiple digests are to be published.

If the zone is signed with DNSSEC, the RRSI G record(s) covering the
ZONEMD RRset MUST then be added or updated. Because the ZONEMD



pl acehol der was added prior to signing, the zone will already have
the appropriate denial -of -exi stence (NSEC, NSEC3) records.

Some DNSSEC i npl enentations (especially "online signing") mght
update the SOA serial nunmber whenever a new signature is nmade. To
preserve the cal cul ated digest, generation of a ZONEMD si gnature MJST
NOT al so result in a change to the SOA serial nunmber. The ZONEMD RR
and the matching SOA MJUST be published at the sane tine.

Verifying Zone Di gest

The recipient of a zone that has a ZONEMD RR verifies the zone by
cal culating the digest as foll ows:

| Note: If rmultiple ZONEMD RRs are present in the zone, e.g.,

| during an algorithmrollover, a match using any one of the

| recipient’s supported Schenmes and Hash Algorithnms is sufficient
| to verify the zone. The verifier MAY ignore a ZONEMD RRif its
| Schenme and Hash Al gorithmviolates |ocal policy.

1. The verifier MJST first determ ne whether or not to expect DNSSEC
records in the zone. By exanining locally configured trust
anchors and, if necessary, querying for and validating Del egation
Signer (DS) RRs in the parent zone, the verifier knows whether or
not the zone to be verified should include DNSSEC keys and
signatures. For zones where signhatures are not expected, or if
DNSSEC val idation is not perforned, digest verification continues
at step 4 bel ow.

2. For zones where signatures are expected, the existence of the
apex ZONEMD record MUST be validated. |f the DNSSEC data proves
the ZONEMD RRset does not exist, digest verification cannot
occur. |f the DNSSEC data proves the ZONEMD does exist, but is
not found in the zone, digest verification MJST NOT be consi dered
successf ul

3. For zones where signatures are expected, the SOA and ZONEMD
RRsets MJUST have valid signatures, chaining up to a trust anchor
I f DNSSEC val idation of the SOA or ZONEMD RRsets fails, digest
verification MJUST NOT be consi dered successful

4. Wen nultiple ZONEMD RRs are present, each MJST specify a unique
Schene and Hash Algorithmtuple. |If the ZONEMD RRset contains
nmore than one RR with the sane Schenme and Hash Al gorithm digest
verification for those ZONEMD RRs MUST NOT be consi dered
successf ul

5. Loop over all apex ZONEMD RRs and performthe foll ow ng steps:

a. The SOA Serial field MIST exactly match the ZONEMD Seri a
field. |If the fields do not match, digest verification MJST
NOT be consi dered successful with this ZONEMD RR

b. The Schene field MJST be checked. |If the verifier does not
support the given schene, verification MJST NOT be consi dered
successful with this ZONEMD RR

c. The Hash Algorithmfield MIST be checked. |If the verifier
does not support the given hash al gorithm verification MJST
NOT be consi dered successful with this ZONEMD RR

d. The Digest field size MIUST be checked. |If the size of the
given Digest field is smaller than 12 octets, or if the size
is not equal to the size expected for the correspondi ng Hash
Al gorithm verification MJST NOT be considered successful
with this ZONEMD RR



e. The zone digest is conputed over the zone data as descri bed
in Section 3.3 using the Schene and Hash Al gorithmfor the
current ZONEMD RR

f. The computed digest is conpared to the received digest. |If
the two digest values match, verification is considered
successful. Oherw se, verification MJST NOT be consi dered

successful for this ZONEMD RR.

Each time zone verification is perfornmed, the verifier SHOULD report

the status as either successful or unsuccessful. Wen unsuccessful,
the verifier SHOULD report the reason(s) that verification did not
succeed.

5. | ANA Consi derati ons
5.1. ZONEMD RRtype

Thi s docunent defines a new DNS RR type, ZONEMD, whose val ue 63 has
been all ocated by I ANA fromthe "Resource Record (RR) TYPEs"
subregi stry of the "Donmain Nanme System (DNS) Paranmeters" registry:

Type: ZONEMD

Val ue: 63

Meani ng: Message Di gest Over Zone Data
Ref erence: [ RFC8976]

5.2. ZONEMD Schene

| ANA has created a new subregistry in the "Domain Nane System ( DNS)
Par anet ers" registry as foll ows:

Regi stry Name: ZONEMD Schenes
Regi stration Procedure: Specification Required
Ref erence: [ RFCB976]

B Rl s el gl el
| Val ue | Description | Mienonic | Reference |
F oo s s sy e =3
| O | Reserved | | [ RFC8976] |
I I T R i R +
| 1 | Sinple ZONEMD collation | SIMPLE | [RFC8976] |
+---- - - - T i I S F--- - - F-- - - - +
| 2-239 | Unassi gned | | |
R I i T R I +
| 240-254 | Private Use | NA | [RFC8976] |
I I T R i R +
| 255 | Reserved | | [ RFC8976] |
+---- - - - T i I S F--- - - F-- - - - +

Table 1. ZONEMD Schenme Registry
5.3. ZONEMD Hash Al gorithns

| ANA has created a new subregistry in the "Domain Nane System ( DNS)
Par anet ers" registry as foll ows:

Regi stry Name: ZONEMD Hash Al gorithns

Regi stration Procedure: Specification Required
Ref erence: [RFCB976]

Reserved | | [RFC8976] |
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| 1 | SHA-384 | SHA384 | [RFC8976]

S TRy . Focmmnaaann S +
| 2 | SHA-512 | SHA512 | [RFC8976]

T I T S IR +
| 3-239 | Unassigned | | |
S R S TS R +
| 240-254 | Private Use | N A | [RFC8976]

S TRy . Focmmnaaann S +
| 255 | Reserved | | [RFC8976] |
T I T S IR +

Tabl e 2: ZONEMD Hash Al gorithnms Registry

Security Considerations

.1. Using Zone Digest without DNSSEC

Users of ZONEMD with unsigned zones are advised that it provides no
real protection against attacks. Wile zone digests can be used in
the absence of DNSSEC, this only provides protection against

acci dental zone corruption such as transm ssion errors and
truncation. Wien used in this manner, it effectively serves only as
a checksum For zones not signed with DNSSEC, an attacker can make
any zone nodifications appear to be valid by reconputing the D gest
field of a ZONEMD RR

2. Attacks against the Zone D gest

An attacker, whose goal is to nmodify zone content before it is used
by the victim may consider a nunber of different approaches.

The attacker mght performa downgrade attack to an unsigned zone.
This is why Section 4 tal ks about determ ning whether or not to
expect DNSSEC signatures for the zone in step 1.

The attacker m ght performa downgrade attack by renmoving one or nore
ZONEMD records. Such a renoval is detectable only w th DNSSEC
validation and is why Section 4 tal ks about checki ng deni al - of -

exi stence proofs in step 2 and signature validation in step 3.

The attacker might alter the Scheme, Hash Algorithm or Digest fields
of the ZONEMD record. Such nodifications are detectable only with
DNSSEC val i dati on

As stated in [BCP201], cryptographic al gorithns age and becone weaker
as cryptanal ysis techniques and conputing resources inprove with
time. Inplementors and publishers of zone digests should anticipate
the need for algorithmagility on |long tinmescal es.

6.3. Use of Multiple ZONEMD Hash Al gorithns

6

When a zone publishes nmultiple ZONEMD RRs, the overall security is
only as good as the weakest hash algorithmin use. For this reason,
Section 2 recommends only publishing nmultiple ZONEMD RRs when
transitioning to a new schenme or hash algorithm Once the transition
is complete, the old schene or hash al gorithm should be renoved from
the ZONEMD RRset .

4. DNSSEC Ti m ng Consi derations

As with all DNSSEC signatures, the ability to performsignature
validation of a ZONEMD record is linmited in time. |If the DS
record(s) or trust anchors for the zone to be verified are no | onger
avai l abl e, the recipient cannot validate the ZONEMD RRset. This
coul d happen even if the ZONEMD signhature is still current (not



expired), since the zone’s DS record(s) may have been w t hdrawn
following a Key Signing Key (KSK) rollover

For zones where it may be inportant to validate a ZONEMD RRset
through its entire signature validity period, the zone operator
shoul d ensure that KSK rollover timng takes this into consideration

6.5. Attacks Utilizing ZONEVD Queri es

Nothing in this specification prevents clients from naking, and
servers fromrespondi ng to, ZONEMD queries. Servers SHOULD NOT
cal cul ate zone digests dynam cally (for each query) as this can be
used as a CPU resource exhaustion attack

ZONEMD responses could be used in a distributed denial -of -service
anplification attack. The ZONEMD RR is noderately sized, nuch |like
the DS RR A single ZONEMD RR contri butes approxinmately 65 to 95
octets to a DNS response for digest types defined herein. Oher RR
types, such as DNS Public Key (DNSKEY), can result in |arger
anplification effects

6.6. Resilience and Fragility

ZONEMD i s used to detect inconplete or corrupted zone data prior to
its use, thereby increasing resilience by not using corrupt data, but
al so introduces sone denial-of-service fragility by nmaki ng good data
in a zone unavailable if sonme other data is nissing or corrupt.
Publ i shers and consuners of zones containi ng ZONEMD records shoul d be
aware of these trade-offs. Wile the intention is to secure the zone
data, m sconfigurations or inplenmentation bugs are generally

i ndi stinguishable fromintentional tanpering and could lead to
service failures when verification is perforned automatically.

Zone publishers may want to depl oy ZONEMD gradual |y perhaps by
utilizing one of the Private Use hash al gorithm code points listed in
Section 5.3. Simlarly, recipients may want to initially configure
verification failures only as a warning, and later as an error after
gai ni ng experience and confidence with the feature.

7. Performance Consi derations

This section is provided to make zone publishers aware of the
performance requirenments and inplications of including ZONEVMD RRs in
a zone.

7.1. SIMPLE SHA384

As nentioned previously, the SIMPLE schene may be inpractical for use
in zones that are either large or highly dynamc. Zone publishers
shoul d carefully consider the use of ZONEMD i n such zones since it

m ght cause consuners of zone data (e.g., secondary nane servers) to
expend resources on digest calculation. For such use cases, it is
recomrended that ZONEMD only be used when digest calculation time is
significantly | ess than propagation tinmes and update intervals.

The authors’ inplenentation (Appendix B.1) includes an option to
record and report CPU usage of its operation. The software was used
to generate digests for nore than 800 Top-Level Donmain (TLD) zones
avail able from[CzZDS]. The table bel ow sunmarizes the results for
the SI MPLE scherme and SHA384 hash al gorithm grouped by zone si ze.
The Rate colum is the mean anmount of tine per RRto calculate the
di gest, running on comodity hardware in early 2020.

[ oo s )
| Zone Size (RRs) | Rate (nsec/RR) |
[ ool s s 1)



| 10 - 99 | 0.00683 |

o e e e e m oo oo S +
| 100 - 999 | 0. 00551 |
o e e e e oo s o a o +
| 1000 - 9999 | 0. 00505 |
Tt oo o - +
| 10000 - 99999 | 0. 00602 |
o e e e e m oo oo S +
| 100000 - 999999 | 0. 00845 |
o e e e e oo s o a o +
| 1000000 - 9999999 | 0. 0108 |
Tt oo o - +
| 10000000 - 99999999 | 0.0148 |
o e e e e m oo oo S +
Table 3

For exanple, based on the above table, it takes approximtely 0.13
seconds to calculate a SI MPLE SHA384 digest for a zone with 22,000
RRs, and about 2.5 seconds for a zone with 300, 000 RRs.

These benchmarks attenpt to ermulate a worst-case scenario and take
into account the time required to canonicalize the zone for
processing. Each of the 800+ zones were neasured three times and
then averaged, with a different random sorting of the input data
prior to each neasurenent.

8. Privacy Considerations

Thi s specification has no inpact on user privacy.
9. References
9.1. Normative References

[ RFC1034] Mockapetris, P., "Domain names - concepts and facilities",
STD 13, RFC 1034, DO 10.17487/ RFC1034, Novenber 1987,
<https://ww.rfc-editor.org/info/rfcl034>.

[ RFC1035] Mbckapetris, P., "Donmin names - inplenmentation and
speci fication", STD 13, RFC 1035, DA 10.17487/RFC1035,
Novenber 1987, <https://ww. rfc-editor.org/info/rfcl035>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

[ RFC4034] Arends, R, Austein, R, Larson, M, Massey, D., and S.
Rose, "Resource Records for the DNS Security Extensions",
RFC 4034, DO 10. 17487/ RFC4034, WMarch 2005,
<https://www. rfc-editor.org/info/rfc4034>.

[ RFC6234] Eastlake 3rd, D. and T. Hansen, "US Secure Hash Al gorithns
(SHA and SHA-based HVAC and HKDF)", RFC 6234,
DO 10.17487/ RFC6234, May 2011,
<https://www. rfc-editor.org/info/rfc6234>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.
9.2. Informative References

[ BCP201] Housl ey, R, "Quidelines for Cryptographic A gorithm
Agility and Sel ecti ng Mandat ory-to-Inpl ement Al gorithns",



[ CZDS]

[ DI SK- FULL-

[ DNS- TOOLS]

BCP 201, RFC 7696, Novenber 2015.
<https://ww.rfc-editor.org/info/bcp201>

Internet Corporation for Assigned Nanes and Numbers
(ICANN), "Centralized Zone Data Service", COctober 2018,
<https://czds.icann.org/>.

FAI LURE]

DENI C, "Background of the Partial Failure of the Nane
Service for .de Domains", My 2010,

<https://web. archi ve. or g/ web/ 20100618032705/

htt ps://ww. deni c. de/ en/ deni c-i n-di al ogue/ news/ 2733. ht m >.

"DNS tools for zone signature (file, pkcsll-hsn) and
val idation, and zone digest (ZONEMD)", commit 489de21,
Decenber 2020, <https://github.com niclabs/dns-tool s>.

[ DPRI VE- XFR- OVER- TLS]

[I nterN C

[ LDNS- ZONE-

[ RFC1995]

[ RFC2065]

[ RFC2136]

[ RFC2535]

[ RFC2931]

[ RFC3258]

[ RFC4033]

[ RFC4035]

Toorop, W, Dickinson, S., Sahib, S., Aras, P., and A
Manki n, "DNS Zone Transfer-over-TLS", Wrk in Progress,
Internet-Draft, draft-ietf-dprive-xfr-over-tls-05, 20
January 2021, <https://tools.ietf.org/htm/draft-ietf-
dprive-xfr-over-tls-05>.

InterNIC, "Index of ftp://rs.internic.net/", May 2018,
<ftp://ftp.internic.net/domain/>.

Dl GEST]

"I mpl enent ati on of Message Digests for DNS Zones using the
ldns library", commt 71cOcdl, January 2021,
<https://github. con verisign/ldns-zone-di gest >.

Ohta, M, "Incremental Zone Transfer in DNS', RFC 1995,
DO 10. 17487/ RFC1995, August 1996,
<https://www.rfc-editor.org/info/rfcl995>.

East| ake 3rd, D. and C. Kaufnman, "Domain Nanme System
Security Extensions", RFC 2065, DO 10.17487/ RFC2065,
January 1997, <https://ww.rfc-editor.org/info/rfc2065>.

Vixie, P., Ed., Thonson, S., Rekhter, Y., and J. Bound,
"Dynam c Updates in the Domai n Name System (DNS UPDATE) ",
RFC 2136, DO 10. 17487/ RFC2136, April 1997,

<https://www. rfc-editor.org/info/rfc2136>.

East| ake 3rd, D., "Domain Nane System Security
Ext ensi ons", RFC 2535, DO 10.17487/ RFC2535, March 1999,
<https://ww.rfc-editor.org/info/rfc2535>.

East| ake 3rd, D., "DNS Request and Transaction Signatures
( SIg0)s )", RFC 2931, DO 10.17487/ RFC2931, Septenber
2000, <https://www rfc-editor.org/info/rfc2931>.

Hardie, T., "Distributing Authoritative Name Servers via
Shared Uni cast Addresses", RFC 3258, DO 10. 17487/ RFC3258,
April 2002, <https://www. rfc-editor.org/info/rfc3258>.

Arends, R, Austein, R, Larson, M, Missey, D., and S
Rose, "DNS Security Introduction and Requirenents”,
RFC 4033, DA 10.17487/ RFC4033, March 2005,
<https://www. rfc-editor.org/info/rfc4033>.

Arends, R, Austein, R, Larson, M, Missey, D., and S.
Rose, "Protocol Mdifications for the DNS Security



Ext ensi ons", RFC 4035, DO 10.17487/ RFC4035, March 2005,
<https://ww.rfc-editor.org/info/rfc4035>.

[ RFC4880] Callas, J., Donnerhacke, L., Finney, H, Shaw, D., and R
Thayer, "OpenPGP Message Format", RFC 4880,
DA 10.17487/ RFC4880, Novenber 2007,
<https://www.rfc-editor.org/info/rfc4880>.

[ RFC5155] Laurie, B., Sisson, G, Arends, R, and D. Blacka, "DNS
Security (DNSSEC) Hashed Aut henticated Denial of
Exi stence", RFC 5155, DA 10.17487/ RFC5155, March 2008,
<https://www.rfc-editor.org/info/rfc5155>.

[ RFC5936] Lewis, E. and A Hoenes, Ed., "DNS Zone Transfer Protocol
(AXFR)", RFC 5936, DA 10.17487/ RFC5936, June 2010,
<https://www. rfc-editor.org/info/rfc5936>.

[ RFC8126] Cotton, M, Leiba, B., and T. Narten, "Quidelines for
Witing an | ANA Considerations Section in RFCs", BCP 26,
RFC 8126, DO 10.17487/ RFC8126, June 2017,
<https://www. rfc-editor.org/info/rfc8126>.

[ RFC8484] Hoffman, P. and P. McManus, "DNS Queries over HITPS
(DoH) ", RFC 8484, DO 10.17487/ RFC8484, Cctober 2018,
<https://www.rfc-editor.org/info/rfc8484>.

[ RFC8499] Hoffman, P., Sullivan, A, and K Fujiwara, "DNS
Ter mi nol ogy", BCP 219, RFC 8499, DO 10.17487/ RFC8499,
January 2019, <https://ww.rfc-editor.org/info/rfc8499>.

[ RFC8551] Schaad, J., Ransdell, B., and S. Turner, "Secure/
Mul ti purpose Internet Mail Extensions (S/M M) Version 4.0
Message Specification", RFC 8551, DO 10.17487/ RFC8551,
April 2019, <https://www.rfc-editor.org/info/rfc8551>.

[ RFC8806] Kumari, W and P. Hoffrman, "Running a Root Server Local to
a Resolver", RFC 8806, DO 10.17487/RFC8806, June 2020,
<https://ww.rfc-editor.org/info/rfc8806>.

[ RFC8901] Huque, S., Aras, P., Dickinson, J., Vcelak, J., and D
Bl acka, "Milti-Signer DNSSEC Mddel s", RFC 8901,
DO 10. 17487/ RFC8901, Septenber 2020,
<https://www.rfc-editor.org/info/rfc8901>.

[ RFC8945] Dupont, F., Mrris, S., Vixie, P., Eastlake 3rd, D.,
Gudnundsson, O., and B. Wl lington, "Secret Key
Transaction Authentication for DNS (TSIG ", STD 93,
RFC 8945, DO 10. 17487/ RFC8945, Novenber 2020,
<https://www.rfc-editor.org/info/rfc8945>.

[ ROOT- SERVERS]
Root Server Operators, "root-servers.org", July 2018,
<https://wwv root-servers.org/>.

[ RPZ] W ki pedi a, "Response policy zone", My 2020,
<https://en.w ki pedi a. org/w
i ndex. php?titl e=Response_policy_zone&ol di d=960043728>.

[ ZONE- DI GEST- HACKATHQON]
"Prototype inplementation of ZONEMD for the | ETF 102
hackat hon", commt 76ad7a7, August 2019,
<https://github. conf shane-kerr/ZoneDi gest Hackat hon>.

[ ZONE- DI GEST- TESTS]
| ETF, "RFC 8976 ZONEMD Test Cases", January 2021,
<https://trac.ietf.org/trac/dnsop/w ki/



RFC8976ZONEMDTest Cases>
Appendi x A,  Exanpl e Zones with Digests

Thi s appendi x contai ns exanpl e zones with accurate ZONEMD records.
These can be used to verify an inplementation of the zone digest
protocol. Additional and nore extensive test cases can be found via
the ZONEMD Tests Wki ([ ZONE- DI GEST- TESTS]) nmmi ntained by the | ETF
DNSOP Wér ki ng Group.

A. 1. Sinple EXAMPLE Zone

Here, the EXAMPLE zone contains an SOA record, NS and gl ue records,
and a ZONEMD record.

exanmpl e. 86400 IN SOA nsl admin 2018031900 (
1800 900 604800 86400 )
86400 IN NS nsl
86400 IN NS ns2
86400 IN ZONEMD 2018031900 1 1 (
€68090d90a7aed71

6bc459f 9340e3d7c
1370d4d24b7e2f c3

alddc0b9a87153b9
a9713b3c9aebcc27
777f 98b8e730044c )
nsil 3600 IN A 203.0.113. 63
ns2 3600 IN  AAAA 2001: db8:: 63

A. 2. Conpl ex EXAMPLE Zone

Here, the EXAMPLE zone contains duplicate RRs, an occluded RR
uppercase nanes, a wildcard, a nmulti-record RRset, a non-apex ZONEMD
RR, and one out-of-zone RR

exanpl e. 86400 IN SOA nsl admin 2018031900 (
1800 900 604800 86400 )
86400 IN NS nsi
86400 IN NS ns2
86400 IN ZONEMD 2018031900 1 1 (
a3b69bad980a3504

elcffcbOf d6397f9
3848071c93151f 55
2ae2f 6b1711d4bd2

d8b39808226d7b9d
b71e34b72077f 8fe )
nsil 3600 IN A 203.0.113.63
NS2 3600 IN  AAAA 2001: db8: : 63
occl uded. sub 7200 IN TXT "1’ moccluded but must be di gested”
sub 7200 IN NS nsil
duplicate 300 IN TXT "l must be digested just once"
duplicate 300 IN TXT "I must be digested just once"
foo. test. 555 IN TXT "out - of - zone data nust be excl uded"
UPPERCASE 3600 IN TXT "canoni cal i ze uppercase owner nanes"
* 777 IN PTR dont - f or get - about - wi | dcar ds
mai | 3600 IN M 20 MAI L1
mai | 3600 IN M 10 Muil 2. Exanpl e.
sortme 3600 IN  AAAA 2001: db8::5: 61
sortnme 3600 I'N  AAAA 2001: db8:: 3: 62
sortne 3600 IN AAAA 2001: db8: : 4: 63
sort e 3600 IN  AAAA 2001: db8:: 1: 65
sortme 3600 IN  AAAA 2001: db8::2: 64
non- apex 900 IN ZONEMD 2018031900 1 1 (

616c6¢6f 77656420
6275742069676e6f
7265642e20616c¢c6¢C



A 3.

A 4.

6f 77656420627574
2069676e6f 726564
2e20616c6¢c6f 7765 )

EXAMPLE Zone with Miultiple Digests

Here, the EXAMPLE zone contains multiple ZONEMD records. It has both
SHA384 and SHA512 digests using the SI MPLE schenme. It al so includes
ZONEMD records with Schenme and Hash Al gorithmvalues in the private
range (240-254). These additional private-range di gests are not
verifiable.
exanpl e. 86400 | SQA nsl admin 2018031900 (
1800 900 604800 86400 )
NS nsl. exanpl e.
NS ns2. exanpl e.
ZONEMD 2018031900 1 1 (
62e6¢f 51b02e54b9
b5f 967d547ce4313
6792901f 9f 88e637
493daaf 401c92c27
9dd10f Oedblc56f 8
080211f 8480ee306 )
exanpl e. 86400 IN ZONEMD 2018031900 1 2 (
08cfalll5c7b948c
4163a901270395ea
226a930cd2cbcf 2f
a9ab5ebeb85f 37c8a
4e114d884e66f 176
eab121cb02db7d65
2e0cc4827e7a3204
f 166b47e5613f d27 )
exanpl e. 86400 |IN ZONEMD 2018031900 1 240 (
e2d523f 654b9422a
96c5a8f 44607bbee )
exanpl e. 86400 IN ZONEMD 2018031900 241 1 (
€1846540e33a9%e41
89792d18d5d131f 6
05f c283e )
203.0.113.63
XT "This exanple has multiple digests"
AAAA 2001: db8: : 63

exanpl e. 86400
exanmpl e. 86400
exampl e. 86400

z2zZzZz zZ

nsl. exanple. 3600 I'N
ns2. exanple. 86400 IN
NS2. EXAMPLE. 3600 I'N

=4 >

The URI. ARPA Zone

The foll owi ng sanple zone is the URI.ARPA zone retrieved 2021-01-21.
Note this sanple zone has been re-signed with unpublished keys, so
that the added ZONEMD RR al so has a signature.

uri. arpa. 3600 I'N SQA sns.dns.icann.org. (
noc. dns.i cann.org. 2018100702 10800 3600 1209600 3600 )
uri. arpa. 3600 I'N RRSIG SOA 8 2 3600 (

20210217232440 20210120232440 37444 uri . ar pa.

Gz Qw-QzwWLDJr 13REPGVNPEChj D1D2XI X0i e1DnWHpgaEWLE/ dhs3l CN3+B
nHd4Kx 3t f f TRgi yq65HXR6f e @Bv7VmAI fj yXUYB1DZur 1eP5q0Ms2ygCB3
byoeMyCNsFS10KZ2LdzNBRpy3oace8xM1SpmHG yr sgg+WHKCT1dY= )

uri. arpa. 86400 I'N NS a.i ana-servers. net.
uri. arpa. 86400 I'N NS b.iana-servers. net.
uri. arpa. 86400 I'N NS c.iana-servers. net.
uri. arpa. 86400 I'N NS ns2. | acni c. net.
uri. arpa. 86400 I'N NS sec3. apni c. net .
uri.arpa 86400 I'N RRSIG NS 8 2 86400 (

20210217232440 20210120232440 37444 uri . ar pa.

M+l ei 21 cewGaM kPl r hMBFpUAHXFk CHTVpeyr j xj EONeNgKt HZor 5e4V4
gJBOzNqo8go/ gJpW FBm+T5Hn3asaBzVst FI Yky38/ CBUeRLPKqLhTTHAR
YU Fr exr 5f M SUAVOgOQPSBf H3xBqg/ BgScc TdRb9cl D+HE7dj pgr LS4= )



uri. arpa. 600 I'N MX 10 pechora.i cann. org.

uri.arpa. 600 I'N RRSIG MX 8 2 600 (
20210217232440 20210120232440 37444 uri . ar pa.
kQAJQ vmv6A5hqYBK8h6Z13ESY69gnos XwKl 6WWEQ9I 8RFet f r xr 24ecdnY
dOl pnDt gNNSoHk YRSCQoB+C4+zuJsoy AAz Co9uoWWN 97/ 2xeChf 3PTCOne
Q@GChi 6hul 9By 7OR76 XYnmGhdWK8PBI 60RUnZ1gus!| FBf Bi zwPqzuphs= )

uri.arpa. 3600 I'N DNSKEY 256 3 8 (
AWEAAbMKUFuLeVDUOM Mz YOTDY bTREj Lf | o7wQ 6i el Jhql t Ezgj NzmAJf
9k GmvDrre x U7kbt hMEhBNBZNN84znmty RSCMzuSt WelL 7xngqUl E3swL8kLO
vdzZvc75XnnpHr k3ndTyEb6eZM7s| h2C63Ch6K8VR5Vki ZAKEGI0uZI T3Nj
sF )

uri.arpa. 3600 I'N DNSKEY 257 3 8 (
AWEAAdk TaVkZt ZuRn7/ CobBUFXxMryt Tst +bCuOr 9w+r EwXD7 GoDsOpl MM
enr ZzoAvmv 1f xw2MGs6Ri 6y PKf NULcFOSt 91 8i 6BVBLI +SKTY6XXe DUQp
SEnSaxohHeRPMJFzpysfj xI Np/ L2r & Z7yPrx Y/ XRi FPSQOnmyqwGla9r 06
ZWI CHVB UDHKWY/ E+zxPFq/ | 7Cf Pbr r zbUot BX726Vh3Sar | | be8c GUB2UF
NaTRgwBO TWDBPRDSER3wW2Dzbr yONhbE!l Tr 7vVF haGAe OGugAUXwW XEg6Cr
NkmI XJ2F1Rzr 9VWHUz hp7uVWwhAbmI REG | 2dEy PAbUAY G BghFaqgl knve= )

uri.arpa. 3600 I'N DNSKEY 257 3 8 (
AWEAAenQaBoFDmy RT+/ H5SoNbnDTr 5SFNRNDEUN0J pj / ELkzeUr TWANpQM
Zel MC8I 0kz185t EvOnRvn80OvV39B17Q dr vvKA h2H geDRCLol haoj f n2
QWODSt j F/ WAHpxJOTEGCI uvhqYEU37yoJscGAPpPVPzNvnL1HhYTaaolVR
YWQ maM J+bf Hg+YX1N6M 8MnR | KBi f 1FW bCKvsn6dnuGGEL90CWYUFJ 3
Dwof XuhgPyZMzPc88YkJj SEMbM#AW el bOwWC+i vx 7321 0w r XJnOci Q5
OgoeWDi 08dl IJm\Q TWQAUP+q/ ZHFEFHPI r P3gvh5ntVS48elLX71Bq7c= )

uri.arpa. 3600 I'N RRSI G DNSKEY 8 2 3600 (
20210217232440 20210120232440 12670 uri . ar pa.
DBE2gk KAoxJCf z47KKxzol mN/ OAKAr hl VHE7 Ty Twy ODdRP044V5R+v L6t h
Uxl QLCJi 2Rw0j wAXy mx5Y3(@B73pCEl | H+4bJol T4dnoBnPXf YWA7Cl vwoU
PKHRPOi gKHnCVW eBYDTU3gf Lc MTbRANEWPDNOGKI L1M 71 TaC2l oabo79
| p3M MR8I 3Vx/ xZ4ZKKPHt Ln3xUuJd!l uPNanqJr ED2gTs| L2xWZ1t gj sSA J
v7InJo2HI8XVRB5zBt 001 aJ20Bl qcj dcQ 0VI yoMBuOy 1pDaHQR2BJI 7322
gNVHBPIOHSI UPI Cal DNUCW8eUcWsDI Uk+s9u3GN1uTqwMes YB/ r A==

uri. arpa. 3600 I'N RRSI G  DNSKEY 8 2 3600 (
20210217232440 20210120232440 30577 uri . ar pa.
Kx6HMPAUl kGc1UZ7SERXt  Paj OF4i WvkwDj 7MEGLXxbQFB1KoJi Eb/ ei W)
gmsWdl hMDv 8y hgauej RLy IJxwxz 8HDRVAx Ce HWWRGF VBBK4XGYwk ej Vz OHz
ol Ar VAUVRbr 2JKi gc TOoy FN+uu52cNB7hRYu7dH5y 1hl c6UbOnzRpM Gxc
gV KQ+ ARbl qGEpegdEOVVAIWTPWE yY65P2ur ghvnRg50k/ j zwAdVk4 X
Gshi i b7Q gq0sRVI 2ZI zj 4r FgY/ qs SCBSEXEhMb2VuSkoJN of VzYoqgpxEe
GnANKI T7Tx2xJL1BWJIxyc7E8W 2QSgCcc+r YL6I kHDt JCHy 7TaQ== )

uri.arpa. 3600 I'N ZONEMD 2018100702 1 1 (
0dbc3c4dbf d75777¢12cal9c¢337854b1577799901307¢c482e9d91d5d15
€d934d16319d98e30c4201cf 25a1d5a0254960 )

uri. arpa. 3600 I'N RRSIG ZONEMD 8 2 3600 (
20210217232440 20210120232440 37444 uri . ar pa.
Q@o4XZcL3HWn8aAHy CUsu/ Tqj 4Gkt h8x Y1EqBy Cb8XOTwWt A4ZNQORELs
i qNgj t JUbeJPt JSbLNgCL7r CgJOCzNNnBscv6l | f 4gngJZj | G HO30ohXt K
vEc4z7SU3I ASsi 6bB3nLnEAy ERdYSe U6 UBF x8vat QDI RhkgEnnWUTh4= )

uri. arpa. 3600 I'N NSEC ftp.uri.arpa. (
NS SOA MX RRSI G NSEC DNSKEY ZONEMD )
uri. arpa. 3600 I'N RRSIG NSEC 8 2 3600 (

20210217232440 20210120232440 37444 uri . ar pa.

dU/ r XLM naWd1+1Pi W YVaNJyCki uyZJSccr 91pJl 673T8r 3685B4 CDMYF
af ZRboVgwnl 3Zr XddY6xOhZL3n9VI9nx XZwj LI2HIUoj FoKe XTI pnUy YUYV
VQ2kj 4GHA06f c GCEpS5QFJI2KbCpeJoS+PhKGRRx28i cCi NT4/ uXQvRE= )

ftp.uri.arpa. 604800 IN NAPTR 0 0 "" "" (
TIAftp ([N IRH] ) RSN L)
ftp.uri.arpa. 604800 IN RRSIG NAPTR 8 3 604800 (

20210217232440 20210120232440 37444 uri . ar pa.
EygekDgl +Lyyq4NVSEpPy Or OywYf 9Y3FAB4v1DT44J3R5QG daH8l 7ZF) H
0YFI 8sY64i YOCV4sBnX/ dh6C1L5NgpY+8l 5065Xu3vvj yzbt uJ2k6YYwdr
r Covl 5DDn53zAhhQ2hL9ulLgyLraZG 9i 7TFGId0snBz Ny UF/ EVLOCcx U= )
ftp.uri.arpa. 3600 I'N NSEC http.uri.arpa. (
NAPTR RRSI G NSEC )
ftp.uri.arpa. 3600 I'N RRSIG NSEC 8 3 3600 (



A 5.

20210217232440 20210120232440 37444 uri . ar pa.

pbP4KxevPXCu/ bDgcv Xi uBppXyFEnt Hyi yOeANS5gS7mi 6nmp9Z9bWFj x/ Ld
H9+60FGYa5vGml5i t u/ 4EDMe8iI QeZbl 8yr pMATquB7RR/ M BnTd8S+sj vy
Q | RYG7ygEu77VvVd78Fnme22BKPJ+MW/gj SOJHMUE/ YUGonPkAj LI JwwGa= )

http.uri.arpa. 604800 IN NAPTR 0 0 "" "" (
CIARttp: /([N 2#] %) ASIN AL L)
http.uri.arpa. 604800 IN RRSIG NAPTR 8 3 604800 (

20210217232440 20210120232440 37444 uri . ar pa.

eTgbWt 1GvTeXozuvndebaAf KXFQKrt duOcEi Ext 080sHI i ChCOW.8UDa/
J3cDhi vt Qca7LgUbh6c17NESsr sVkc6zNPx5RK2t G7rzQyYmhynt gt f gloUs
BRAHZ5Tyql XcH waBI 02pi r 1Y91 QgshhD7UCGkbkEMvB1Lr dOaHhAAg= )

http.uri.arpa. 3600 I'N NSEC mai lto.uri.arpa. (

NAPTR RRSI G NSEC )

http.uri.arpa. 3600 I'N RRSIG NSEC 8 3 3600 (

20210217232440 20210120232440 37444 uri . ar pa.

RIr | Nzwl1CVz2N08q6DhULz csuUrDUKec PaGAWEWUAOt r 81 EDHs FHNM+khCd
O 8nDst zA42aeedr wCEgi j xJpRCcY9hr OLYsr rr 2f dgNz60Ji kMdar vU50
0p0VXeaaJDf JQT44+0+YXaBw 7Qod3FTMk7aRi b8i 7i st vPMLRr 7i xA= )

mai | to. uri. arpa. 604800 IN NAPTR 0 0 "" "" (
"Irmailto: (LX) @.*)$\\20i" L)
mai | to. uri.arpa. 604800 IN RRSIG NAPTR 8 3 604800 (
20210217232440 20210120232440 37444 uri . ar pa.
Ch2zT&F1pl EvQPyl HAYd8OXXLj XOPvMoi qDj pJBcnCIsV8QF7kr OWTLnU
T3dB+asQudQg PyzaHGM-| Mznr r AsszNAXAMI6ht Dt FJdsgTMP/ NKkHhYRSm
W6r LeAhd+mvf CbY12M / b/ GGVTj eUl / gJaLWOf LVZxr 1Fp5USCR yw= )
mai | to. uri. arpa. 3600 I'N NSEC urn.uri.arpa. (
NAPTR RRSI G NSEC )
mai | to.uri.arpa. 3600 I'N RRSIG NSEC 8 3 3600 (
20210217232440 20210120232440 37444 uri . ar pa.
f QUbSI EGE7JDi 2r 0sah4SpCOTr Kuf eszFyj 5YEavbQuYl QocNFvt nBKUE2
xXMRgRI 4RGrM2| eVqcoDws5hS3m2p QI LxH8l 2VWE72Y] YvWhvnwe5Rof e/ 8y
B/ vaSKOWCnqN8y 2q6Vny 73AGPOf ui wruBr a7LI kG qnmyx3anSFi zwnrs= )
urn.uri. arpa. 604800 IN NAPTR 0 0 "" "" (
"furn: ([N ]1H) /N0 L)
urn.uri.arpa. 604800 IN RRSI G NAPTR 8 3 604800 (
20210217232440 20210120232440 37444 uri . ar pa.
Cvt 2Tgz0e5ZmaSXgRf Nys/ 8 VCkInf POzhezhN3Bo6NMDt 6yyKZ2kEEW P
j KN7PCYH) G8f G nUnOAHZI 2qBNv7PKHcpR42VY03g927q85a65we OOLYEQ
VPYMz ACpua9TCt f Nnyn VW OUNIURX Uy v Yk XBAdqOC81N3sx1dVELcwe= )
urn.uri. arpa. 3600 I'N NSEC uri.arpa. NAPTR RRSI G NSEC
urn.uri. arpa. 3600 I'N RRSIG NSEC 8 3 3600 (
20210217232440 20210120232440 37444 uri . ar pa.
JuKkM C3/j 9i M3V8/ i zcouXWAVGNSZj kOgEgFPhut Myjoyl QNRc SkbEZQzF
K8B/ Pl VdzZFOY5xk06zaKQ Ozz6CkSaNPl ola7Vyyl 3wDY/ uLCRRAHRIf p
knuY7O+AUNXVWI EYJqZggd4kl / R h1GTzPYZTRr Vi 5eQ dl 1LgqCQeg= )
The ROOT- SERVERS. NET Zone
The foll owi ng sanple zone is the ROOT- SERVERS. NET zone retrieved
2018-10- 21.
root - servers. net. 3600000 IN SCA a.root-servers.net. (
nstld.verisign-grs.com 2018091100 14400 7200 1209600 3600000 )
root - servers. net. 3600000 IN NS a. root-servers. net.
root - servers. net. 3600000 IN NS b.root-servers. net.
root - servers. net. 3600000 IN NS Cc.root-servers. net.
root -servers. net. 3600000 IN NS d. root-servers. net.
root -servers. net. 3600000 IN NS e.root -servers. net.
root -servers. net. 3600000 IN NS f.root-servers. net.
root - servers. net. 3600000 IN NS g.root-servers. net.
root - servers. net. 3600000 IN NS h.root-servers. net.
root - servers. net. 3600000 IN NS i.root-servers. net.
root - servers. net. 3600000 IN NS j . root-servers. net.
root -servers. net. 3600000 IN NS k. root-servers. net.
root -servers. net. 3600000 IN NS | .root-servers. net.
root - servers. net. 3600000 IN NS m r oot - servers. net.



a. root-servers. net. 3600000 I N AAAA 2001: 503: ba3e: : 2: 30

a. root-servers. net. 3600000 IN A 198.41.0. 4

b. root-servers. net. 3600000 IN MX 20 mail .isi.edu

b. root-servers. net. 3600000 I N AAAA 2001:500: 200::b

b. root-servers. net. 3600000 IN A 199. 9. 14. 20

c.root-servers. net. 3600000 I N AAAA 2001:500: 2::c

Cc.root-servers. net. 3600000 IN A 192.33.4.12

d. root -servers. net. 3600000 I N AAAA 2001: 500: 2d: : d

d. root-servers. net. 3600000 IN A 199.7.91. 13

e.root -servers. net. 3600000 IN AAAA 2001: 500: a8: : e

e.root -servers. net. 3600000 IN A 192. 203. 230. 10

f.root-servers. net. 3600000 I N AAAA 2001: 500: 2f : : f

f.root-servers. net. 3600000 IN A 192.5.5. 241

g.root-servers. net. 3600000 I N AAAA 2001: 500: 12: : dod

g.root-servers. net. 3600000 IN A 192.112. 36.4

h. root - servers. net. 3600000 IN AAAA 2001: 500: 1:: 53

h. root-servers. net. 3600000 IN A 198. 97. 190. 53

i.root-servers. net. 3600000 IN MX 10 mx.i.root-servers.org.

i.root-servers. net. 3600000 IN AAAA 2001: 7fe:: 53

i.root-servers. net. 3600000 IN A 192. 36. 148. 17

j . root-servers. net. 3600000 I N AAAA 2001: 503: c27::2: 30

j . root-servers. net. 3600000 IN A 192.58. 128. 30

k. root-servers. net. 3600000 IN AAAA 2001: 7fd: : 1

k. root-servers. net. 3600000 IN A 193. 0. 14. 129

| .root-servers. net. 3600000 IN AAAA 2001: 500: 9f : : 42

| .root-servers. net. 3600000 IN A 199. 7. 83. 42

m root-servers. net. 3600000 IN AAAA 2001: dc3::35

m root-servers. net. 3600000 IN A 202.12.27. 33

root - servers. net. 3600000 IN SQA a.root -servers. net.
nstld.verisign-grs.com 2018091100 14400 7200 1209600 3600000 )

root - servers. net. 3600000 IN ZONEMD 2018091100 1 1 (

f 1ca0ccd91bd5573d9f 431c00ee0101b2545¢97602be0a97
8a3blldbfclc776d5b3e86ae3d973d6b5349ba7f 04340f 79 )

Appendi x B. I nplenentation Status
This section records the status of known inplementations of the
protocol defined by this specification at the tinme of publication,
and is inspired by the concepts described in RFC 7942.
Pl ease note that the listing of any individual inplenentation here
does not inmply endorsenent by the |ETF. Furthernore, no effort has
been spent to verify the information presented here that was supplied
by I ETF contributors. This is not intended as, and nust not be
construed to be, a catal og of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

B.1. Authors’ Inplenentation
The aut hors have an open-source inplenentation in C, using the |dns
library ([LDNS-ZONE-DI GEST]). This inplenentation is able to perform
the follow ng functions:
* Read an input zone and output a zone with the ZONEMD pl acehol der.

* Conpute the zone digest over the signed zone and update the ZONEMD
record

* Reconput e DNSSEC si gnhatures over the ZONENMD record
* Verify the zone digest froman input zone.
Thi s inplenentati on does not:

*  Perform DNSSEC val i dati on of the ZONEMD record during



verification.
B.2. Shane Kerr’'s |nplenmentation

Shane Kerr wote an inplenentation of this specification during the
| ETF 102 hackat hon ([ ZONE- DI GEST- HACKATHON] ). This inplenentation is
in Python and is able to performthe follow ng functions:

* Read an input zone and output a zone with ZONEMD record.
* Verify the zone digest froman input zone.
* Qutput the ZONEMD record in its defined presentation format.
This inplenentation does not:
* Reconput e DNSSEC si gnhatures over the ZONEMD record.
*  Perform DNSSEC val i dati on of the ZONEMD record.
B.3. NC Chile Lab’s I nplenmentation

NI C Chile Labs wote an inplenentation of this specification as part
of "dns-tools" suite ([DNS-TOOLS]), which besides digesting, can al so
sign and verify zones. This inplenmentation is in Go and is able to
performthe followi ng functions:

* Conpute zone digest over signed zone and update the ZONEMD record.
* Verify the zone digest froman input zone.

* Perform DNSSEC val i dati on of the ZONEMD record during
verification.

* Reconput e DNSSEC si gnatures over the ZONEMD record.
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