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I nt roduction

DDoS Open Threat Signaling (DOTS) [ RFC8811] specifies an architecture
in which a DOTS client can informa DOTS server that the network is
under a potential attack and that appropriate nitigation actions are
required. |ndeed, because the lack of a common nethod to coordinate
a real-tine response anong invol ved actors and network domai ns
inhibits the effectiveness of DDoS attack mitigation, the DOTS signal
channel protocol [RFC8782] is neant to carry requests for DDoS attack
mtigation. Wth this approach, DOTS can reduce the inpact of an
attack and lead to nore efficient defensive actions in various

depl oynent scenarios, such as those discussed in [DOTS- USE- CASES] .
Mor eover, DOTS clients can instruct a DOIS server to install named
filtering rules by neans of the DOTS data channel protocol [RFC8783].

The basic high-level DOTS architecture is illustrated in Figure 1.

o m e e e - + o e e e e oo o +
| Mtigator | ~~~~~~~~~~ | DOTS Server |
M + [ [ +

I

I

I
Fom e e e oo - + F-- - - - F-- - - - +
| Attack Target | ~~~~~~ | DOTS dient |
R + S +

Figure 1: Basic DOTS Architecture

[ RFC8811] specifies that the DOIS client may be provided with a |i st
of DOTS servers, each associated with one or nore |P addresses.
These addresses may or nmay not be of the sane address famly. The
DOTS client establishes one or nore DOIS sessions by connecting to
the provided DOTS server addresses.

Thi s docunent specifies methods for DOTS clients to discover their
DOTS server(s). The rationale for specifying multiple discovery
nmechani sns is discussed in Section 3.

The di scovery nethods can al so be used by a DOTS server to |locate a
DOTS client in the context of DOTS signal channel Call Home
[ DOTS- SI G CALL- HOVE] . The basic high-level DOTS Call Home
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architecture is illustrated in Figure 2.

S + S +
| Alert |~~~ | Call Hone |
| | | DOTS dient |
o m e e e oo - + Fom e e - - Fom e e - - +

|

I

I
. + S S +
| At t ack |~~~ | Call Hone |
| Sour ce(s) | | DOTS Server |
T + S +

Figure 2: Basic DOTS Signal Channel Call Honme Functional Architecture

A DOTS agent may be used to establish base DOTS channel s, DOTS Call
Hone, or both. This specification acconmmodates all these depl oynent
cases.

Consi derations for the selection of DOTS server(s) by nultihoned DOTS
clients are out of this docunment’s scope; readers should refer to
[ DOTS- MULTI HOM NG for nore details.

Thi s docunent assumes that security credentials to authenticate DOTS
server(s) are pre-provisioned to a DOTS client using a nmechani sm such
as (but not Iimted to) those discussed in [ RFC8572] or

[ BTSRP- KEYI NFR]. DOTS clients use those credentials for

aut henti cation purposes follow ng the rules docunented in [ RFC8782].

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

The reader should be famliar with the terns defined in [ RFC3958].
Thi s docunent nakes use of the follow ng terns:
DHCP: refers to both DHCPv4 [ RFC2131] and DHCPv6 [ RFC8415].

DOTS client: refers to a DOTS-aware software nodul e responsi ble for
requesting attack response coordi nati on with ot her DOTS-aware
el ement s.

DOTS server: is a DOTS-aware software nodul e handling and respondi ng
to nessages from DOTS clients. The DOTS server enables mtigation
on behalf of the DOTS client, if requested, by communicating the
DOTS client’s request to the mitigator and returning sel ected
mtigator feedback to the requesting DOTS client.

Call Home DOTS client or server: refers to a DOIS client or server
deployed in a Call Home scenario (Figure 2).

DOTS agent: is any DOTS-aware software nodul e capabl e of
participating in a DOTS channel .

Peer DOTS agent: refers to the peer DOIS server (base DOTS
operation) or to a peer Call Hone DOTS client (for DOTS signal
channel Call Hone).

Way Ml tiple D scovery Mechani sns?



Anal ysi s of the various use cases sketched in [DOTS- USE- CASES]
reveals that it is unlikely that one single discovery nethod can be
suitable for all the sanple depl oynents. Concretely:

* Many of the use cases discussed in [DOTS- USE- CASES] do invol ve
Customer Prem ses Equi pnent (CPE). Miltiple CPEs connected to
di stinct network providers may even be considered. It is
intuitive to | everage existing mechani sns, such as di scovery using
service resolution or DHCP, to provision the CPE acting as a DOTS
client with the DOTS server(s).

* Resolving a DOTS server donain name offered by an upstreamtransit
provi der provisioned to a DOTS client into | P address(es) requires
the use of the appropriate DNS resol vers; otherw se, resolving
those nanes will fail. The use of protocols, such as DHCP, does
al | ow associ ating provisioned DOTS server domain nanes with a |ist
of DNS servers to be used for nanme resolution. Furthernore, DHCP
allows for directly providing | P addresses, therefore, avoiding
the need for extra | ookup del ays.

* Sonme of the use cases may allow DOTS clients to have direct
conmuni cati ons with upstream DOTS servers, that is, no DOTS
gateway is involved. Leveraging existing protocol behaviors that
do not require specific features on the node enmbeddi ng the DOTS
client may ease DOTS depl oynent. Typically, the use of
Strai ght f orward- Nam ng Authority Pointer (S-NAPTR) | ookups
[ RFC3958] allows the DOTS server adnministrators to provision the
preferred DOTS transport protocol between the DOTS client and the
DOTS server and allows the DOTS client to discover this
pr ef er ence.

* The upstream network provider is not the DDoS mtigation provider
for some of these use cases. It is safe to assune that, for such
depl oynents, the DOTS server(s) domain name is provided during the
servi ce subscription (i.e., manual/local configuration).

* Miltiple DOTS clients may be enabled within a network (e.g., an
enterprise network). Dynamc discovery needs to be determnistic
from an operational standpoint.

* Some of the use cases mmy involve a DOIS gateway that is
responsi ble for selecting the appropriate DOTS server(s) to rel ay
requests received from DOTS clients.

Consequently, this docunent describes a unified discovery |logic
(Section 4) that involves the followi ng nmechani sns:

* dynam c di scovery using DHCP (Section 5)

* a resolution nmechani sm based on S-NAPTR resource records in the
DNS (Section 6)

* DNS Service Discovery (Section 7)
DOTS Di scovery Procedure

Qperators will need a consistent set of ways in which DOTS clients
can discover this information and a consistent priority anmpong these
options. |If some devices prefer manual configuration over dynanic
di scovery while others prefer dynam c di scovery over manua
configuration, the result will be a process where the operator nust
find devices that are using the wong DOTS server(s), determ ne how
to ensure the devices are configured properly, and then reconfigure
the device through the preferred nethod.

Al'l DOTS clients MJST support at |east one of the three nechani sns



5.

bel ow to determine a DOTS server list. Al DOIS clients SHOULD
inplement all three, or as many as are practical for any specific
device, of the follow ng ways to di scover DOTS servers in order to
facilitate the depl oynent of DOTS in | arge-scale environments. For
exanple, a CPE will support the first two mechani sms, a host within a
LAN wi Il support the last two mechani snms, or an application server

wi Il support a local configuration. Mre exanples are discussed in
Section 3. DOIS clients will prefer information received fromthe

di scovery nethods in the order listed bel ow

1. Explicit Configuration:

Local / Manual Configuration: A DOIS client will learn the DOTS
server(s) by nmeans of |ocal or manual DOTS configuration
(i.e., DOTS servers configured at the systemlevel).
Configuration discovered froma DOTS client application is
consi dered a | ocal configuration.

An inmplenentation may give the user an opportunity (e.g., by
means of configuration file options or menu itens) to specify
DOTS server(s) for each address famly. These nmay be
specified either as a list of |IP addresses or the DNS nane of
a DOTS server. \When only DOTS server |P addresses are
configured, a reference identifier nust also be configured for
aut henti cati on purposes.

Automatic Configuration (e.g., DHCP): The DOTS client attenpts
to di scover DOTS server(s) nanes and/or addresses from DHCP,
as described in Section 5.

2. Service Resolution: The DOTS client attenpts to di scover DOTS
server nane(s) using service resolution, as specified in
Section 6.

3. DNS-SD: DNS-based Service Discovery. The DOTS client attenpts to
di scover DOTS server name(s) using DNS service discovery, as
specified in Section 7.

Sone of these nmechanisns inply the use of DNS to resolve the IP
address(es) of the DOTS server, while others inply an | P address of
the relevant DOTS server is obtained directly. |Inplenmentation
options may vary on a per-device basis, as some devices nmay not have
DNS capabilities and/or suitable DNS configuration.

On hosts with nore than one interface or address famly (1Pv4/1Pv6),
the DOTS server discovery procedure has to be perforned for each
interface-/address-famly conbination. A DOTS client nmay choose to
performthe di scovery procedure only for a desired interface/address
conmbination if the client does not wi sh to di scover a DOTS server for
all interface-/address-fanm |y conbinations.

This procedure is also followed by a Call Honme DOTS server to
di scover its Call Honme DOTS client in the context of
[ DOTS- SI G- CALL- HOMVE] .

The di scovery nethod is perforned upon the bootstrapping of a DOTS
agent and is reiterated by the DOTS agent upon the foll owi ng events:

* expiry of a validity tiner (e.g., DHCP | ease, DHCP information
refresh time, or DNS TTL) associated with a di scovered DOTS agent

* expiry of the certificate of a peer DOTS agent currently in use
* attachnent to a new network

DHCP Options for DOTS Agent Di scovery



As reported in Section 1.7.2 of [RFC6125]:

| Sone certification authorities issue server certificates based on
| 1P addresses, but prelimnary evidence indicates that such

| certificates are a very small percentage (less than 1% of issued
| certificates.

In order to allow for PKIX-based authentication between a DOTS client
and server while accompdating the current best practices for issuing
certificates, this docunment allows DOTS agents to retrieve the nanes
of their peer DOIS agents. These names can be used for two purposes:
(1) to retrieve the list of |IP addresses of a peer DOIS agent or (2)
to be presented as a reference identifier for authentication

pur poses.

Defining the option to include a list of |IP addresses would avoid
dependi ng on an underlying name resolution, but that design requires
al so supplying a nane for PKI X-based authentication purposes.

G ven that DOTS gateways can be involved in a DOIS session, a peer
DOTS agent can be reachable using a link-local address. Such
addresses can al so be discovered using the options defined in
Section 5. 1.

The list of the |IP addresses returned by DHCP servers is typically
used to feed the DOTS server selection procedure, including when DOTS
agents are provided with primary and backup | P addresses of their

peer DOTS agents. An exanple of the DOTS server sel ection procedure
is specified in Section 4.3 of [RFC8782].

The design assunmes that the sane peer DOTS agent is used for
establishing both signal and data channels. For nore custonized
configurations (e.g., transport-specific configuration and distinct
DOTS servers for the signal and data channels), an operator can
supply only a DOTS reference identifier that will be then passed to
the procedure described in Section 6.

The design allows termnating the base DOTS channel s and DOTS Cal

Hone on the sanme or distinct peer DOTS agents. |f distinct peer DOTS
agents are depl oyed, the DHCP option can return, for exanple, a list
of I P addresses to a requesting DOTS agent. This list includes the

| P address to be used for the base DOTS channels and the | P address
for the DOTS Call Hone. The DOTS client (or Call Home DOTS server)
will then use the address sel ection procedure specified in

Section 4.3 of [RFC8782] to identify the | P address of the peer DOTS
server (or Call Hone DOTS client).

For exanple, let’s consider that the DOTS server is reachable at
2001: db8:122:300::1, while the Call Honme DOTS client is reachable at
2001: db8:122: 300::2. The DHCP server will then return one DOTS
reference identifier and a list that includes both

2001: db8: 122: 300:: 1 and 2001: db8: 122:300::2 to a requesti ng DHCP
client. That list is passed to the DOTS client (or Call Home DOTS
server), which will try to establish connections to the addresses of
that list and destination port nunber 4646 (or the Call Hone port
nunber). As a result, the DOTS client (or Call Horme DOTS server)
will select 2001:db8:122:300::1 (or 2001: db8:122:300::2) as a DOTIS
server (or Call Hone DOTS client).

5.1. DHCPv6 DOTS Options
5.1.1. Format of DOTS Reference ldentifier Option

The DHCPv6 DOTS Reference ldentifier option is used to configure the
nane of the DOIS server (or the name of the Call Hone DOTS client).



The format of this option is shown in Figure 3.

01234567890123456789012345678901
i i i i S it SR SR S S U it SR S S
| OPTI ON_V6_DOTS_RI | Option-length |
s i S e i i T s S S T ol ST S e e
I
I
I
+-

dot s- agent - nane ( FQDN) }
i I e i i i i S S e T +-|+
Figure 3: DHCPv6 DOTS Reference ldentifier Option
The fields of the option shown in Figure 3 are as foll ows:

Option-code: OPTION V6 _DOTS Rl (141, see Section 9.2).

Option-length: Length of the dots-agent-nane field in octets.

dots-agent-name: A fully qualified domain nane of the peer DOTS
agent. This field is formatted as specified in Section 10 of
[ RFC8415] .

An exanpl e of the dots-agent-nanme encoding is shown in Figure 4.
Thi s exanpl e conveys the FCQDN "dots. exanpl e.cont, and the resulting
Option-length field is 18.

+o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +
| 0x04 | d | o | t | s | Ox07 | e | X | a |
Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - Fomm o - +
| m | p | I e | 0x03 | c | o | m | O0x00 |
Fom e e - - Fom e e - - Fom e e - - Fom e e - - Fom e e - - Fom e e - - Fom e e - - Fom e e - - Fom e e - - +

Figure 4: An Exanpl e of the dots-agent-nane Encoding

.1.2. Format of DOTS Address Option

The DHCPv6 DOTS Address option can be used to configure a list of
| Pv6 addresses of a DOTS server (or a Call Honme DOTS client). The
format of this option is shown in Figure 5.

01234567890123456789012345678901
i S T S S e e e T A I S s Sl i e o
| OPTION_V6_DOTS ADDRESS | Option-length |
i S S i i S e e e i S e S

DOTS i pv6- addr ess

I S T i S S S e T T I S i e S

_—_

I i S S T o S S e e e e i S i S S

I

I

I

I

+-

| .

| DOTS i pv6- addr ess
I

I

+-

| c
I i S T i i S e e S i e o

Fi gure 5: DHCPv6 DOTS Address Option
The fields of the option shown in Figure 5 are as foll ows:

Option-code: OPTION V6_DOTS ADDRESS (142, see Section 9.2).

Option-length: Length of the DOTS ipv6-address fields in octets.
This MJST be a multiple of 16.

DOTS i pv6-address: Includes one or nore | Pv6 addresses [ RFC4291] of
the peer DOTS agent to be used by a DOTS agent for establishing a



DOTS session. The addresses are listed in the order of preference
for use by the DOTS agent.

Note that |Pv4-mapped | Pv6 addresses (Section 2.5.5.2 of [RFC4291])
may be included in this option when there is no DHCPv4 server able to
adverti se the DHCPv4 DOTS options (Section 5.2) and when only | Pv4
connectivity is possible to the peer DOIS agent.

5.1. 3. DHCPv6 C i ent Behavi or

DHCP clients MAY request options OPTION V6_DOTS R and

OPTI ON_V6_DOTS ADDRESS, as defined in Sections 18.2.1, 18.2.2,
18.2.4, 18.2.5, 18.2.6, and 21.7 of [RFC8415]. As a convenience to
the reader, it is mentioned here that the DHCP client includes the
requested option codes in the Option Request option.

If the DHCP client receives nore than one instance of option
OPTI ON_V6_DOTS_RI (or OPTION_V6_DOTS ADDRESS), it MJST use only the
first instance of that option.

The DHCP client MJUST silently discard nulticast and host | oopback
addresses [ RFC6890] conveyed in OPTI ON_V6_DOTS_ADDRESS.

If the DHCP client receives and validates both OPTION V6_DOTS Rl and
OPTI ON_V6_DOTS ADDRESS, the content of OPTION V6 _DOTS Rl is used as
the reference identifier for authentication purposes (e.g., PKIX

[ RFC6125]), while the valid addresses included in

OPTI ON_V6_DOTS_ADDRESS are used to reach the peer DOTS agent. In

ot her words, the nane conveyed in OPTION V6_DOTS RI MJST NOT be
passed to an underlying resolution library in the presence of a valid
OPTI ON_V6_DOTS ADDRESS in a response.

If the DHCP client receives OPTION V6_DOTS Rl only, but

OPTI ON_V6_DOTS_RI contains nore than one nane, the DHCP client MJUST
use only the first name. Once the nane is validated (Section 10 of
[ RFC8415]), the nane is passed to a nanme resolution library.
Moreover, that name is also used as a reference identifier for

aut henti cati on purposes.

If the DHCP client receives OPTION V6_DOTS ADDRESS only, the
address(es) included in OPTION_V6_DOTS ADDRESS are used to reach the
peer DOTS agent. 1In addition, these addresses can be used as
identifiers for authentication.

5.2. DHCPv4 DOTS Options

5.2.1. Format of DOTS Reference Identifier Option
The DHCPv4 [ RFC2132] DOTS Reference ldentifier option is used to
configure a nane of the peer DOTS agent. The format of this option
is illustrated in Figure 6.

Code Length Peer DOTS agent nane

Fi gure 6: DHCPv4 DOTS Reference Identifier Option

The val ues sl1, s2, s3, etc. represent the domain nane |abels in the
domai n nane encodi ng.

The fields of the option shown in Figure 6 are as follows:

Code: OPTION V4 _DOTS Rl (147, see Section 9.3).



Length: Includes the length of the "Peer DOIS agent nane" field in
octets.

Peer DOTS agent nane: The donmain nane of the peer DOTS agent. This
field is formatted as specified in Section 10 of [RFC8415].

.2.2. Format of DOTS Address Option

The DHCPv4 DOTS Address option can be used to configure a list of
| Pv4 addresses of a peer DOTS agent. The format of this option is
illustrated in Figure 7.

0123456789012345
B i T S S S s
Code=148 | Lengt h |
e e i i e e il e s

DOTS | Pv4 Address

e i S S S s S S

I
I
I
+ - - -
I I
DOTS | Pv4 Address | |
| optional
+
: I

S S T S S S e s

+-
I
+-
I
I
I
+-
I
I
I
T S S e S S

Figure 7: DHCPv4 DOTS Address Option
The fields of the option shown in Figure 7 are as follows:

Code: OPTION_V4_DOTS _ADDRESS (148, see Section 9.3).

Length: Set to 4*N, where N is the nunber of |Pv4 addresses included
in the option.

DOTS | Pv4 Address(es): Contains one or nore | Pv4 addresses of the
peer DOTS agent to be used by a DOTS agent. The addresses are
listed in the order of preference for use by the DOIS agent.

OPTI ON_V4 _DOTS ADDRESS is a concatenation-requiring option. As such,
the nmechani sm specified in [ RFC3396] MJUST be used if

OPTI ON_V4_DOTS_ADDRESS exceeds the naxi num DHCPv4 option size of 255
octets.

. 2. 3. DHCPv4 Cl i ent Behavi or

To discover a peer DOTS agent, the DHCPv4 client MJST include both
OPTI ON_V4 _DOTS RI and OPTION V4 _DOTS ADDRESS in a Paraneter Request
Li st option [ RFC2132].

If the DHCP client receives nore than one instance of
OPTION V4 DOTS Rl option, it MJST use only the first instance of that
opti on.

The DHCP client MJUST silently discard nulticast and host | oopback
addresses [ RFC6890] conveyed in OPTI ON_V4_DOTS ADDRESS.

If the DHCP client receives and validates both OPTION V4 DOTS R and
OPTI ON_V4_DOTS ADDRESS, the content of OPTION V4 DOTS Rl is used as
the reference identifier for authentication purposes (e.g., PKIX

[ RFC6125]), while the valid addresses included in

OPTI ON_V4_DOTS_ADDRESS are used to reach the peer DOTS agent. In

ot her words, the nane conveyed in OPTION V4 _DOTS RI MJST NOT be
passed to an underlying resolution library in the presence of valid
OPTI ON_V4_DOTS ADDRESS in a response.

If the DHCP client receives OPTION V4_DOTS R only, but
OPTI ON_V4_DOTS Rl option contains nore than one name, as



di stingui shed by the presence of multiple root |abels, the DHCP
client MJUST use only the first name. Once the name is validated
(Section 10 of [RFC8415]), the nane is passed to a nane resolution
library. Moreover, that nane is also used as a reference identifier
for authentication purposes.

If the DHCP client receives OPTION V4 _DOTS ADDRESS only, the
address(es) included in OPTION V4 _DOTS ADDRESS are used to reach the
peer DOTS server. |n addition, these addresses can be used as
identifiers for authentication

Di scovery Using Service Resol ution
This nmechanismis perforned in two steps:

1. A DNS domain nane is retrieved for each conbination of interface
and address famly. A DOTS agent has to deternine the domain in
which it is located relying on dynam c neans, such as DHCP
(Section 5). Inplenmentations may allow the user to specify a
default nanme that is used if no specific name has been
confi gur ed.

2. Retrieved DNS donai n names are then used for S-NAPTR | ookups
[ RFC3958]. Further DNS | ookups may be necessary to determ ne the
peer DOTS agent |P address(es).

Once the DOTS agent has retrieved its DNS donain or discovered the
peer DOTS agent nanme that needs to be resolved, an S-NAPTR | ookup
with the appropriate application service and the desired protocol tag
is made to obtain informati on necessary to connect to the
authoritative peer DOIS agent within the gi ven domain.

Thi s specification defines "DOTS" and "DOTS- CALL- HOVE" as application
service tags (Sections 9.4.1 and 9.4.2). It also defines

"signal .udp" (Section 9.4.3), "signal.tcp" (Section 9.4.4), and
"data.tcp" (Section 9.4.5) as application protocol tags. An exanple
is provided in Figure 8.

In the exanpl e below, for domain "exanple.net", the resolution
algorithmw Il result in IP address, port, tag, and protocol tuples
listed in Table 1.

exanpl e. net.

I N NAPTR 100 10 "" DOTS:signal.udp "" signal.exanple. net.
I N NAPTR 200 10 "" DOTS:signal.tcp "" signal.exanple. net.
I N NAPTR 300 10 "" DOTS:data.tcp "" data. exanpl e. net.

si gnal . exanpl e. net .
I N NAPTR 100 10 "s" DOTS:signal.udp "" _dots-signal._udp. exanpl e. net.
I N NAPTR 200 10 "s" DOTS:signal.tcp "" _dots-signal. _tcp. exanple. net.

dat a. exanpl e. net ..
I N NAPTR 100 10 "s" DOTS:data.tcp "" _dots-data._tcp. exanple. net.
I N NAPTR 200 10 "a" DOTS:data.tcp "" b.exanple. net.

_dots-signal._udp. exanpl e. net.
IN SRV 0 O 5000 a.exanple. net.

_dots-signal._tcp.exanpl e. net.
IN SRV 0 0 5001 a.exanple. net.

_dots-data. tcp.exanpl e. net.
IN SRV 0 0 5002 a.exanple. net.

a. exanpl e. net..
I N AAAA  2001:db8::1



b. exanpl e. net .
I N AAAA  2001: db8::2

Fi gure 8: Example of Discovery of DOTS Servers Using Service
Resol ution

[ el el el el el
| Order | Protocol | IP address | Port | Tag

E el e oo e gl el e pees e e peje e pe g
| 1 | UDP | 2001:db8::1 | 5000 | Signal
+------- R i I +------ +-------- +
| 2 | TCP | 2001:db8::1 | 5001 | Signal
+------- F--- - - i i +------ +-------- +
| 3 | TCP | 2001:db8::1 | 5002 | Data |
+------- R I +------ F----- - - +
| 4 | TCP | 2001:db8::2 | 443 | Data |
+------- R i I +------ +-------- +

Table 1: Resolution Results

An exanple is provided in Figure 9 for the Call Hone case. In this
exanple, the resolution algorithmw Il result in |IP address, port,
and protocol tuples listed in Table 2 for domai n "exanple. net".

exanpl e. net.
I N NAPTR 100 10 "" DOTS- CALL- HOVE: si gnal .udp "" signal.exanpl e. net.
I'N NAPTR 200 10 "" DOTS- CALL- HOME: signal .tcp "" signal.exanpl e. net.

si gnal . exanpl e. net .

I N NAPTR 100 10 "s" DOTS- CALL- HOME: si gnal . udp ""
_dots-cal |l -hone. _udp. exanpl e. net.

I N NAPTR 200 10 "s" DOTS- CALL-HOVE: signal.tcp ""
_dots-call-home. _tcp. exanpl e. net.

_dots-cal | -hone. _udp. exanpl e. net .
IN SRV 0 O 6000 b.exanple. net.

_dots-call -hone. _tcp. exanpl e. net.
IN SRV 0 0 6001 b.exanple. net.

b. exanpl e. net .
I N AAAA  2001: db8:: 2

Figure 9: Exanple of Discovery of DOTS Call Home Cdient Using Service
Resol ution

B e fems el oo el s sl e el
| Order | Protocol | IP address | Port |
B el el Loty Ll
| 1 | UDP | 2001:db8::2 | 6000

+------- R I +------ +
| 2 | TCP | 2001:db8::2 | 6001

+------- R i I +------ +

Table 2: Resolution Results (Call Home)

Not e that custom zed port nunbers are used for the DOTS signa
channel , DOTS data channel, and DOTS signal channel Call Home in the
exanpl es shown in Figures 8 and 9 for illustration purposes. |If
default port numbers are used in a deploynent, the discovery
procedure will return 4646 (DOTS signal channel) and 443 (DOTS data
channel ) as DOTS service port nunbers.

If no DOTS-specific S-NAPTR records can be retrieved, the discovery
procedure fails for this domain name (and the corresponding interface



and I P protocol version). |If nore domain names are known, the

di scovery procedure MAY performthe correspondi ng S-NAPTR | ookups
i medi ately. However, before retrying a | ookup that has failed, a
DOTS client MUST wait a tine period that is appropriate for the
encountered error (e.g., NXDOVAIN, tinmeout, etc.).

DNS Service Di scovery

DNS- based Service Discovery (DNS-SD) [ RFC6763] provides generic
solutions for discovering services. DNS-SD defines a set of nam ng
rules for certain DNS record types that they use for advertising and
di scovering services.

Section 4.1 of [RFC6763] specifies that a service instance nane in
DNS- SD has the foll owi ng structure

<l nstance> . <Service> . <Donmai n>

The <Domai n> portion specifies the DNS subdomai n where the service
instance is registered. It is a conventional domain nane, such as
"exanpl e. cont'.

The <Service> portion of the DOTS service instance nane MJST be
" _dots-signal._udp", "_dots-signal._tcp", "_dots-data._tcp", "_dots-
call-home. _udp", or "_dots-call-hone._tcp"

Thi s docunent does not define any keys; the TXT record of a DNS-SD
service is thus enpty (Section 6 of [RFC6763]).

Figure 10 depicts an excerpt of the DNS zone configuration file
listing record exanples to discover two DOTS signal channel servers.
In this exanple, only UDP is supported as transport for the
establ i shnent of the DOTS signal channel

_dots-signal._udp. exanpl e.net. PTR a._dots-signal._udp.exanpl e. net.
_dots-signal._udp.exanpl e.net. PTR b._dots-signal._udp. exanpl e. net.
a._dots-signal._udp.exanple.net. SRV 0 0 4646 a.exanpl e. net.

b. dots-signal. _udp.exanple.net. SRV 0 0 4646 b. exanpl e. net.

a. _dots-signal. _udp.exanple.net. TXT ""

b. dots-signal._udp.exanple.net. TXT ""

Figure 10: An Exanple of DNS-SD Records for the UDP DOTS Signa
Channel Involving Two Servers with the Sanme Priority

Security Considerations

DOTS-rel ated security considerations are discussed in Section 5 of

[ RFC8811]. As a rem nder, DOTS agents nust authenticate each other
using (D) TLS before a DOTS session is considered valid according to
the [ RFC8782] .

An attacker may bl ock sone protocol nessages (e.g., DHCP) to force
the client to use a discovery mechanismwith a lower priority. The
security inplications of such attack are those inherent to the

fall back di scovery nechani smdi scussed in the follow ng subsecti ons.

The results of the discovery procedure are a function of the
interface/address famly. Contacting a discovered DOTS server via an
interface to which it is not bound may exacerbate the delay required
to establish a DOTS channel. Moreover, such behavior may reveal that
a DOTS service is enabled by a DOTS client domain and exposes the
identity of the DOTS service provider (which can be inferred fromthe
nane and the destination | P address) to external networks.

Security considerations related to how security credentials to
aut henti cate DOTS server(s) are provisioned to a DOTS client are



those inherent to the mechani smused for that purpose (for exanple,
see [ RFC8572]).

8.1. DHCP

The security considerations in [RFC2131] and [ RFC8415] are to be
considered. |In particular, issues related to rogue DHCP servers and
means to mitigate many of these attacks are discussed in Section 22
of [ RFC8415].

An attacker can get a donmin name, get a dommin-validated public
certificate froma certification authority (CA), and host a DOTS
agent. An active attacker can then spoof DHCP responses to include
the attacker’s DOTS agent. Such an attacker can also | aunch ot her

attacks, as discussed in Section 22 of [RFC8415]. 1In addition to the
mtigations listed in Section 22 of [RFC8415], a DOIS agent may be
preconfigured with a list of trusted DOTS domain nanes. |If such a
list is preconfigured, a DOTS agent will accept a DHCP-di scovered

nane if it matches a nane in that list. Also, the DOIS agent has to
check that the "DNS-1D" identifier type within subjectAltNane in the
server certificate matches a preconfigured nane. |f the DOTS agent
is instructed to trust subdomains of the nanes in that list as well
(e.g., "*.example.conl), a DOTS agent will accept a DHCP-di scovered
nane that matches a name in the preconfigured list (e.g., "dots-

1. exanpl e. com' or "dots-2. exanpl e.cont).

Rel ying on an underlying resolution library to resolve a supplied
reference identifier has simlar security issues as those discussed
in Section 8.2 (e.g., an active attacker nay nodi fy DNS nessages used
to resolve the supplied reference identifier and point the client to
an attacker server)

Suppl ying both an I P address and the reference identifier makes it
easier to use a ms-issued certificate.

8.2. Service Resolution

The primary attack agai nst the net hods described in Section 6 is one
that would | ead to inpersonation of a peer DOTS agent. An attacker
could attenpt to conpromi se the S-NAPTR resol ution

The DOTS client (or a Call Home DOTS server) constructs one reference
identifier for the DOTS server (or a Call Home DOTS client) based on
the domain nane that is used for S-NAPTR | ookup: DNS-I1D. If the
reference identifier is found (as described in Section 6 of

[ RFC6125]) in the PKIX certificate’ s subjectAl tNane extension, the
DOTS client should accept the certificate for the server

DNS Security Extensions (DNSSEC) [ RFC4033] uses cryptographic keys
and digital signatures to provide authentication of DNS data. The
information that is retrieved fromthe S NAPTR | ookup and that is
val i dat ed using DNSSEC is thereby proved to be the authoritative
dat a.

8.3. DNS Service Discovery

Since DNS-SD is a specification for how to name and use records in
the existing DNS system it has no specific additional security

requi renents over and above those that already apply to DNS queries
and DNS updates. For DNS queries, DNSSEC SHOULD be used where the
authenticity of information is inportant. For DNS updates, secure
updat es [ RFC2136] [ RFC3007] SHOULD generally be used to control which
clients have perm ssion to update DNS records.

Not e that neans such as DNS over TLS (DoT) [RFC7858] or DNS over
HTTPS (DoH) [ RFC8484] can be used to prevent eavesdroppers from



accessi ng DNS nessages.

9. | ANA Consi derations

9.1. Service Name and Transport Protocol Port Nunber Registry

| ANA has all ocated the followi ng service names fromthe registry
avail abl e at: <https://ww.iana. org/assi gnment s/ servi ce- names-port-

nunber s/ >.

Servi ce Nare: dot s-dat a

Port Nunber: N A

Transport Protocol (s): TCP

Descri pti on: DOTS Data Channel Protocol. The service
nane is used to construct the SRV service
nane " _dots-data._tcp" for discovering DOTS
servers used to establish DOTS data channel.

Assi gnee: |ESG iesg@etf.org

Cont act : | ETF Chair: chair@etf.org

Ref er ence: [ RFC8973]

Servi ce Nane: dots-cal | - hone

Transport Protocol (s): TCP/ UDP

Descri pti on: DOTS Si gnal Channel Call Home Protocol. The
service nane is used to construct the SRV
service nanmes " _dots-call-honme. udp" and
" dots-call-hone. tcp" for discovering Call
Hone DOTS clients used to establish DOTS
si gnal channel Call Hone.

Assi gnee: |ESG iesg@etf.org

Cont act : | ETF Chair: chair@etf.org

Ref er ence: [ RFC8973]

I ANA has updated the following entry fromthe registry available at:
<https://wwv. i ana. or g/ assi gnnent s/ servi ce- nanes- port - nunber s/ >.

Port Number: 4646
Transport Protocol (s): TCP/ UDP
Descri pti on: DOTS Si gnal Channel Protocol. The service

name is used to construct the SRV service
nanes "_dots-signal._udp" and "_dots-
signal. _tcp" for discovering DOIS servers
used to establish DOTS signal channel.

Assi ghee: | ESG iesg@etf.org
Cont act : | ETF Chair: chair@etf.org
Ref er ence: [ RFC8782] [ RFC8973]

9.2. DHCPv6 Options

I ANA has assigned the foll owi ng new DHCPv6 Option Codes in the
registry maintained in <https://ww.iana.org/assi gnments/
dhcpv6- par anet er s/ >.

B oot sy s st e
| Value | Description | dient ORO| Singleton Option |
[ gttty el el Sl p—p—_ o
| 141 | OPTION V6_DOTS RI | Yes | Yes |
+----- - B I I I A R I I I I +
| 142 | OPTION_V6_DOTS ADDRESS | Yes | Yes |
+------- B e I R I R i +

Tabl e 3: DHCPv6 Options

9.3. DHCPv4 Options



I ANA has assigned the foll ow ng new DHCPv4 Option Codes in the
registry maintained in <https://ww.iana. org/assi gnnment s/ boot p- dhcp-

par anet er s/ >.

| Nane | Tag | Data | Meani ng
| | | Length |
[ Sl sl s s
| OPTION_V4_DOTS Rl | 147 | N | The nane
| | | | of the
| | | | peer DOTS
| | | | agent.
o e e e e e e e e oo o - +--m - - S R o e e -
| OPTION_V4_DOTS ADDRESS | 148 | N (the | N4 IPv4
| | | mnimal | addresses
| | | length | of peer
| | | is 4) | DOTS
I I I | agent(s).
o e e e e e e e e oo o - +--m - - S R o e e -
Tabl e 4. DHCPv4 Options
.4. Application Service & Application Protocol Tags

Ref er ence

[ RFC8973]

+

=+

| ANA has nmade the following allocations fromthe registries available
at <https://ww.iana. org/assi gnnments/s-naptr-paraneters/> for
application service tags and application protocol tags.

.4.1. DOTS Application Service Tag Regi stration

. 4.

4.

4.

. 4.

Application Service Tag:

I nt ended Usage:

Security Considerations:
Interoperability Considerations:
Rel evant Publications:

Application Service Tag:

I nt ended Usage:

Security Considerations:

I nteroperability Considerations:
Rel evant Publi cati ons:

Application Protocol Tag:

I nt ended Usage:

Security Considerations:

I nteroperability Considerations:
Rel evant Publi cati ons:

Application Protocol Tag:

I nt ended Usage:

Security Considerations:
Interoperability Considerations:
Rel evant Publications:

5. data.tcp Application Protocol
Application Protocol Tag:

I nt ended Usage:
Security Considerations:

DOTS

See Section 6
See Section 8
None

RFC 8973

2. DOTS Call Hone Application Service Tag Registration

DOTS- CALL- HOVE
See Section 6
See Section 8
None

RFC 8973

3. signal.udp Application Protocol Tag Registration

si gnal . udp
See Section 6
See Section 8
None

RFC 8973

4. signal.tcp Application Protocol Tag Registration

signal .tcp
See Section 6
See Section 8
None

RFC 8973

Tag Registration
data.tcp

See Section 6
See Section 8



10.

10.

10.

Interoperability Considerations: None
Rel evant Publicati ons: RFC 8973
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