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1. I nt roducti on

The Sinple Two-way Active Measurenent Protocol (STAWP) [ RFC8762]
defines the STAMP base functionalities. This docunment specifies the
use of optional extensions that use Type-Length-Val ue (TLV) encodi ng.
Such extensions enhance the STAMP base functions, such as neasurenent
of one-way and round-trip delay, |atency, packet |oss, packet
duplication, and out-of-order delivery of test packets. This
specification defines optional STAMP extensions, their formats, and
the theory of operation. Also, a STAMP Test Session ldentifier is
defined as an update of the base STAMP specification [ RFC8762].

2. Conventions Used in This Document

2.1. Acronyns

BDS Bei Dou Navi gation Satellite System

BI TS Bui l ding Integrated Timng Supply

CoS Cl ass of Service

DSCP Differentiated Services Code Poi nt

ECN Explicit Congestion Notification
GLONASS G obal Obiting Navigation Satellite System
GPS A obal Positioning System [ GPS]

HVAC Hashed Message Aut hentication Code
LORAN- C Long Range Navi gation System Version C
VBZ Must Be Zero

NTP Net wor k Ti nme Protocol [RFC5905]

PMF Per f ormance Measurement Function

PTP Precision Time Protocol [I|EEE. 1588.2008]

RP Reverse Path



SM Structure of Managenent |nfornmation

SSI D STAMP Session ldentifier

SSuU Synchroni zati on Supply Unit

STAMP Si npl e Two-way Active Measurenent Protoco
TLV Type- Lengt h- Val ue

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

STAMP Test Session ldentifier

The STAMP Session-Sender transnits test packets to the STAMP Session-
Refl ector. The STAMP Session-Refl ector receives the Session-Sender’s
packet and acts according to the configuration and optional contro

i nformati on comuni cated in the Session-Sender’s test packet. STAW
defines two different test packet formats: one for packets
transmtted by the STAMP Sessi on-Sender and one for packets
transmtted by the STAMP Session-Reflector. STAWP supports two
nmodes: unaut henticated and authenticated. Unauthenticated STAMWP test
packets are conpatible on the wire with unauthenticated TWAMP- Test

[ RFC5357] packets.

By default, STAMP uses symetrical packets, i.e., the size of the
packet transmtted by the Session-Reflector equals the size of the
packet received by the Session-Refl ector.

A STAMP Session is identified by the 4-tuple (source and destination

| P addresses, source and destination UDP port nunbers). A STAW
Sessi on- Sender MAY generate a |ocally uni que STAMP Session Identifier
(SSID). The SSIDis a twd-octet, non-zero unsigned integer. The
SSI D generation policy is inplenentation specific. [NUMIDS-GEN

t horoughly anal yzes comon al gorithnms for identifier generation and
their vulnerabilities. For exanple, an inplenentation can use the

al gorithms described in Section 7.1 of [NUMIDS-GEN. An

i mpl ementati on MUST NOT assign the sane identifier to different STAW
test sessions. A Session-Sender MAY use the SSID to identify a STAW
test session. |If the SSIDis used, it MJST be present in each test
packet of the given test session. In the unauthenticated node, the
SSID is located as displayed in Figure 1.
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Figure 1: The Format of an Extended STAMP Sessi on- Sender Test
Packet in Unauthenticated Mde

An inpl enentation of the STAMP Sessi on-Reflector that supports this
specification MIUST identify a STAMP Session using the SSID in

conmbi nation with elements of the usual 4-tuple for the session.
Before a test session comrences, a Session-Reflector MJST be
provisioned with all the elenents that identify the STAMP Session. A
STAMP Sessi on- Refl ector MJUST di scard non-natching STAMP test packets.
The neans of provisioning the STAMP Session identification is outside
the scope of this specification. A conforming inplenmentation of a
STAMP Sessi on- Refl ector MJUST copy the SSID val ue fromthe received
test packet and put it into the reflected packet, as displayed in

Fi gure 2.
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Figure 2: The Format of an Extended STAMP Session- Refl ector Test
Packet in Unauthenticated Mde

A STAMP Session-Reflector that does not support this specification
wWill return the zeroed SSID field in the reflected STAMP test packet.
The Session-Sender MAY stop the session if it receives a zeroed SSID
field. An inplenentation of a Session-Sender MJST support control of
its behavior in such a scenario. |If the test session is not stopped,
the Session-Sender can, for exanple, send a base STAMP packet

[ RFC8762] or continue transmtting STAWMP test packets with the SSID.

The |l ocation of the SSID field in the authenticated node is shown in
Fi gures 3 and 4.
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Figure 3: The Format of an Extended STAMP Sessi on- Sender Test

Packet in Authenticated Mde
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Figure 4: The Format of an Extended STAMP Sessi on- Refl ector Test
Packet in Authenticated Mde

TLV Extensions to STAWP

The Type-Lengt h-Val ue (TLV) encodi ng schene provides a flexible

ext ensi on mechani sm for optional informational elenents. TLV is an
optional field in the STAMP test packet. Miltiple TLVs MAY be pl aced
in a STAMP test packet. Additional TLVs nay be enclosed within a
given TLV, subject to the semantics of the (outer) TLV in question.
TLVs have a one-octet STAMP TLV Flags field, a one-octet Type field,
and a two-octet Length field that is equal to the length of the Val ue
field in octets. If a Type value for a TLV or sub-TLV is in the
range for Private Use [ RFC8126], the length MJST be at |east 4, and
the first four octets MJIST be that vendor’s Structure of Managenent
Information (SM) Private Enterprise Code, as recorded in IANA's "SM
Net wor k Managenent Private Enterprise Codes" subregistry, in network
octet order. The rest of the Value field is private to the vendor.
The foll owi ng sections describe the use of TLVs for STAMP that extend
the STAMP capability beyond its base specification.
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Figure 5: TLV Format in a STAMP Extended Packet
The fields are defined as foll ows:

STAMP TLV Flags: An eight-bit field. The detailed format and
interpretation of flags defined in this specification are bel ow

Type: A one-octet field that characterizes the interpretation of the
Value field. It is allocated by I ANA, as specified in
Section 5. 1.

Length: A two-octet field equal to the length of the Value field in
octets.

Value: A variable-length field. Its interpretation and encoding are
determ ned by the value of the Type field.

Al multi-byte fields in TLVs defined in this specification are in
net wor k byte order.

The format of the STAMP TLV Flags is displayed in Figure 6, and the
| ocation of flags is defined in Section 5. 2.
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Figure 6: STAWP TLV Fl ags For mat

The fields are defined as foll ows:
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U (Unrecogni zed): A one-bit flag. A Session-Sender MJST set the U
flag to 1 before transmtting an extended STAWP test packet. A
Sessi on-Refl ector MUST set the Uflag to 1 if the Session-
Ref | ect or has not understood the TLV. Qherw se, the Session-
Refl ector MUST set the Uflag in the reflected packet to O.

M (Mal formed): A one-bit flag. A Session-Sender MJST set the Mflag
to O before transmtting an extended STAWP test packet. A
Sessi on-Refl ector MUST set the Mflag to 1 if the Session-
Refl ector determined the TLV is nalfornmed, i.e., the Length field
value is not valid for the particular type, or the remaining
I ength of the extended STAMP packet is less than the size of the
TLV. O herw se, the Session-Reflector MIST set the Mflag in the
refl ected packet to O.

I (Integrity): A one-bit flag. A Session-Sender MJST set the I flag
to O before transmtting an extended STAMP test packet. A
Sessi on-Refl ector MJUST set the | flag to 1 if the STAMP extensions
have failed HVAC verification (Section 4.8). O herw se, the
Sessi on-Refl ector MIUST set the | flag in the reflected packet to
0.

R Reserved flags for future use. These flags MJST be zeroed on
transmt and ignored on receipt.

A STAMP node, whether Session-Sender or Session-Reflector, receiving
a test packet MUST determ ne whether the packet is a base STAW
packet or whether it includes one or nore TLVs. The node MJST
conmpare the value in the Length field of the UDP header and the

| ength of the base STAMP test packet in the node, unauthenticated or
aut henti cated, based on the configuration of the particul ar STAMP
test session. |If the difference between the two values is greater
than the I ength of the UDP header, then the test packet includes one
or nmore STAMP TLVs that inmmediately follow the base STAWP test
packet. A Session-Reflector that does not support STAMP extensions

wi Il not process but copy theminto the reflected packet, as defined
in Section 4.3 of [RFC8762]. A Session-Reflector that supports TLVs
will indicate specific TLVs that it did not process by setting the U

flag to 1 in those TLVs.

A STAMP Sessi on-Sender that has received a reflected STAMP test
packet with extension TLVs MJST validate each TLV:

* |f the Uflag is set, the STAMP system MJUST skip the processing of
the TLV.

* |If the Mflag is set, the STAWMP system MJST stop processing the
remai nder of the extended STAMP packet .

* |f the |l flag is set, the STAMP system MJUST discard all TLVs and
MUST stop processing the renai nder of the extended STAMP packet.

* |f an inplementation of a Session-Reflector does not recognize the
Type field value, it MJST include a copy of the TLV in the
refl ected STAMP packet. The Session-Reflector MJST set the U flag
to 1. The Session-Reflector MIUST skip the processing of the
unrecogni zed TLV.

* |If a TLV is mal forned, the processing of extension TLVs MJST be
stopped. The Session-Reflector MJST copy the remainder of the
recei ved extended STAMP packet into the reflected STAMP packet.
The Session-Refl ector MUST set the Mflag to 1.

Extra Paddi ng TLV
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Figure 7: Extra Padding TLV
The fields are defined as follows:

STAMP TLV Flags: An eight-bit field. Its format is presented in
Fi gure 6.

Type: A one-octet field. Value 1 has been allocated by | ANA
(Section 5.1).

Length: A two-octet field equal to the length of the Extra Paddi ng
field in octets.

Extra Padding: This field SHOULD be filled by a sequence of
pseudor andom nunbers. The field MAY be filled with all zeros. An
i npl ementati on MUST control the content of the Extra Padding
field.

The Extra Padding TLV is simlar to the Packet Padding field in a
TWAMP- Test packet [RFC5357]. The use of the Extra Padding TLV is
RECOMVENDED to performa STAMP test using test packets that are

| arger than the base STAMP packet [RFC8762]. The length of the base
STAMP packet is 44 octets in the unauthenticated node or 112 octets
in the authenticated node. The Extra Padding TLV MAY be present nore
than one tine in an extended STAWP test packet.

. 2. Location TLV

STAMP Sessi on- Senders MAY include the variabl e-size Location TLV to
query location information fromthe Session-Reflector. The Session-
Sender MUST NOT fill any information fields except for the STAMP TLV
Fl ags, Type, and Length fields. The Session-Reflector MJST verify
that the TLV is well forned. If it is not, the Session-Reflector
follows the procedure defined in Section 4 for a mal forned TLV.
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Figure 8: Location TLV
The fields are defined as foll ows:

STAMP TLV Flags: An eight-bit field. Its format is presented in
Fi gure 6.

Type: A one-octet field. Value 2 has been allocated by | ANA
(Section 5.1).

Length: A two-octet field equal to the length of the Value field in



octets.

Destination Port: A two-octet UDP destination port nunmber of the
recei ved STAMP packet .

Source Port: A two-octet UDP source port nunber of the received
STAMP packet .

Sub- TLVs: A sequence of sub-TLVs, as defined further in this
section. The sub-TLVs are used by the Session-Sender to request
| ocation information with generic sub-TLV types, and the Session-
Refl ector responds with the correspondi ng nore-specific sub-TLVs
for the type of address (e.g., IPv4 or IPv6) used at the Session-
Ref | ect or.

Note that all fields not filled by either a Session-Sender or
Session-Reflector are transmtted with all bits set to zero.

4.2. 1. Locati on Sub-TLVs

A sub-TLV in the Location TLV uses the format displayed in Figure 5.
Handling of the Uand Mflags in the sub-TLV is as defined in
Section 4. The | flag MJST be set by a Session-Sender and Session-
Refl ector to O before transmi ssion and its value ignored on receipt.
The foll owi ng types of sub-TLVs for the Location TLV are defined in
this specification (Table 5 lists the Type val ues):

Source MAC Address sub-TLV: A 12-octet sub-TLV. The Type value is
1. The value of the Length field MJST be equal to 8  The Val ue
field is an 8-octet MBZ field that MJST be zeroed on transmi ssion
and ignored on receipt.

Source EU -48 Address sub-TLV: A 12-octet sub-TLV that includes the
EUl - 48 source MAC address. The Type value is 2. The value of the
Length field MJUST be equal to 8.
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Figure 9: The Value Field of the Source EU -48 Address Sub-TLV
The Value field consists of the following fields (Figure 9):
EU -48 Address: A six-octet field.

MBZ: A two-octet field. It MJST be zeroed on transm ssion and
i gnored on receipt.

Source EUl -64 Address sub-TLV: A 12-octet sub-TLV that includes the
EUl - 64 source MAC address. The Type value is 3. The value of the
Length field MIUST be equal to 8  The Value field consists of an
ei ght-octet EU -64 field.

Destination | P Address sub-TLV: A 20-octet sub-TLV. The Type val ue
is 4. The value of the Length field MJST be equal to 16. The
Value field consists of a 16-octet MBZ field that MJST be zeroed
on transmt and ignored on receipt.

Destination | Pv4 Address sub-TLV: A 20-octet sub-TLV that includes
the 1 Pv4 destination address. The Type value is 5. The val ue of
the Length field MJST be equal to 16
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Fi gure 10: IPv4 Address in a Sub-TLV' s Value Field

The Val ue field consists of the followi ng fields (Figure 10):

| Pv4 Address: A four-octet field.

MBZ: A 12-octet field. It MIST be zeroed on transmit and ignored
on receipt.

Destination | Pv6 Address sub-TLV: A 20-octet sub-TLV that includes
the 1 Pv6 destination address. The Type value is 6. The val ue of
the Length field MUST be equal to 16. The Value field is a
16-octet | Pv6 Address field.

Source | P Address sub-TLV: A 20-octet sub-TLV. The Type value is 7.
The val ue of the Length field MJUST be equal to 16. The Val ue
field is a 16-octet MBZ field that MJST be zeroed on transnmit and
i gnored on receipt.

Source | Pv4 Address sub-TLV: A 20-octet sub-TLV that includes the
| Pv4 source address. The Type value is 8. The value of the
Length field MIUST be equal to 16. The Value field consists of the
following fields (Figure 10):

| Pv4 Address: A four-octet field.

MBZ: A 12-octet field. It MIST be zeroed on transmit and ignored
on receipt.

Source | Pv6 Address sub-TLV: A 20-octet sub-TLV that includes the
| Pv6 source address. The Type value is 9. The value of the
Length field MIUST be equal to 16. The Value field is a 16-octet
| Pv6 Address field.

.2. Theory of Operation of Location TLV

The Session-Refl ector that received an extended STAMP packet with the
Location TLV MUST include in the reflected packet the Location TLV
with a length equal to the Location TLV length in the received
packet. Based on the local policy, the Session-Reflector MAY | eave
sonme fields unreported by filling themwi th zeroes. An

i npl ementation of the stateful Session-Reflector MJST provide contro
for managi ng such policies.

A Sessi on- Sender MAY include the Source MAC Address sub-TLV in the
Location TLV. [If the Session-Reflector receives the Location TLV
that includes the Source MAC Address sub-TLV, it MJIST include the
Source EUI -48 Address sub-TLV if the source MAC address of the

recei ved extended test packet is in EU-48 fornmat. And the Session-
Ref |l ect or MUST copy the value of the source MAC address in the EUl-48
field. Oherw se, the Session-Reflector MIST use the Source EUl -64
Addr ess sub-TLV and MJST copy the val ue of the Source MAC Address
fromthe received packet into the EU-64 field. |If the received

ext ended STAMP test packet does not have the Source MAC Address, the
Sessi on-Refl ector MJUST zero the EU -64 field before transmitting the
refl ected packet.



A Sessi on-Sender MAY include the Destination |P Address sub-TLV in
the Location TLV. [|f the Session-Reflector receives the Location TLV
that includes the Destination |IP Address sub-TLV, it MJST include the
Destination | Pv4 Address sub-TLV if the source | P address of the

recei ved extended test packet is of the IPv4 address famly. And the
Sessi on- Ref | ect or MUST copy the value of the destination |IP address
in the 1Pv4 Address field. Oherw se, the Session-Reflector MJST use
the Destination | Pv6 Address sub-TLV and MJST copy the val ue of the
destination IP address fromthe recei ved packet into the | Pv6 Address
field.

A Sessi on-Sender MAY include the Source | P Address sub-TLV in the
Location TLV. If the Session-Reflector receives the Location TLV
that includes the Source | P Address sub-TLV, it MJST include the
Source | Pv4 Address sub-TLV if the source | P address of the received
extended test packet is of the IPv4 address famly. And the Session-
Ref | ect or MUST copy the value of the source IP address in the |Pv4
Address field. Oherw se, the Session-Refl ector MJST use the Source
| Pv6 Address sub-TLV and MJUST copy the value of the source |IP address
fromthe received packet into the | Pv6 Address fi el d.

The Location TLV MAY be used to determine the last-hop | P addresses,
ports, and | ast-hop MAC address for STAMP packets. The MAC address
can indicate a path switch on the last hop. The IP addresses and UDP
ports will indicate if there is a NAT router on the path. It allows
the Session-Sender to identify the I P address of the Session-

Refl ect or behind the NAT and detect changes in the NAT nmappi ng that
could result in sending the STAMP packets to the wong Session-
Ref | ect or.

4.3. Tinmestanp Information TLV

The STAMP Sessi on- Sender MAY include the Tinestanp Information TLV to
request information fromthe Session-Reflector. The Session-Sender
MUST NOT fill any information fields except for STAMP TLV Fl ags,

Type, and Length. Al other fields MIST be filled with zeroes. The
Sessi on- Refl ector MJST validate the Length value of the TLV. If the
val ue of the Length field is invalid, the Session-Reflector follows
the procedure defined in Section 4 for a mal forned TLV.
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Figure 11: Timestanp Information TLV

The fields are defined as foll ows:

STAMP TLV Flags: An eight-bit field. Its format is presented in
Fi gure 6.

Type: A one-octet field. Value 3 has been allocated by | ANA
(Section 5.1).

Length: A two-octet field, set equal to the Iength of the Val ue
field in octets (Figure 5).

Sync Src In: A one-octet field that characterizes the source of
cl ock synchronization at the ingress of a Session-Reflector.



There are several nethods for synchronizing the clock, e.g., the
Net work Tinme Protocol (NTP) [RFC5905]. Table 7 lists the possible
val ues.

Timestamp In: A one-octet field that characterizes the nmethod by
whi ch the ingress of the Session-Reflector obtained the tinestanp
T2. A tinestanp may be obtained with hardware assistance via a
software APl froma local wall clock or froma renpte clock (the
|latter is referred to as a "control plane"). Table 9 lists the
possi bl e val ues.

Sync Src Qut: A one-octet field that characterizes the source of
cl ock synchronization at the egress of the Session-Reflector
Table 7 lists the possible val ues.

Timestanp Qut: A one-octet field that characterizes the method by
whi ch the egress of the Session-Reflector obtained the tinestanp
T3. Table 9 lists the possible val ues.

Optional sub-TLVs: An optional variable-length field.
.4. Cass of Service TLV
The STAMP Sessi on- Sender MAY include a O ass of Service (CoS) TLV in
the STAMP test packet. The format of the CoS TLV is presented in
Figure 12.
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Figure 12: Cass of Service TLV
The fields are defined as foll ows:

STAMP TLV Flags: An eight-bit field. Its format is presented in
Fi gure 6.

Type: A one-octet field. Value 4 has been allocated by | ANA
(Section 5.1).

Length: A two-octet field, set equal to the val ue 4.

DSCP1: The Differentiated Services Code Point (DSCP) intended by the
Sessi on- Sender to be used as the DSCP val ue of the reflected test
packet .

DSCP2: The received value in the DSCP field at the ingress of the
Sessi on- Ref | ect or.

ECN: The received value in the ECN field at the ingress of the
Sessi on- Ref | ector.

RP (Reverse Path): A two-bit field. A Session-Sender MJST set the
value of the RP field to O on transm ssion

Reserved: A 16-bit field that MIUST be zeroed on transm ssi on and
i gnored on receipt.

A STAMP Session-Reflector that receives a test packet with the CoS
TLV MUST include the CoS TLV in the reflected test packet. Also, the
Sessi on- Ref | ect or MJST copy the value of the DSCP and ECN fi el ds of



the I P header of the received STAMP test packet into the DSCP2 field
in the reflected test packet. Finally, the Session-Reflector MJST
use the local policy to verify whether the CoS corresponding to the
value of the DSCPl field is permitted in the domain. |If it is, the
Sessi on- Refl ector MJUST set the DSCP field s value in the | P header of
the reflected test packet equal to the value of the DSCPl field of
the received test packet. Oherw se, the Session-Reflector MJIST use
the DSCP val ue of the received STAMP packet and set the value of the
RP field to 1. Upon receiving the reflected packet, if the val ue of
the RP field is 0, the Session-Sender will save the DSCP and ECN

val ues for analysis of the CoSin the reverse direction. If the
value of the RP field in the received reflected packet is 1, only CoS
in the forward direction can be anal yzed.

Re- mappi ng of CoS can be used to provide nmultiple services (e.g., 2G
3G, LTE in nobil e backhaul networks) over the sane network. But if
it is msconfigured, then it is often difficult to diagnose the root
cause of excessive packet drops of higher-level service while packet
drops for |ower service packets are at a normal level. Using a CoS
TLV in STAMP testing helps to troubl eshoot the existing problem and
al so verify whether Diffserv policies are processing CoS as required
by the configuration.

4.5, Direct Measurenent TLV

The Direct Measurenent TLV enabl es collection of the nunmber of in-
profil e packets, i.e., packets that forma specific data flow, that
had been transmitted and received by the Session-Sender and Session-
Refl ector, respectively. The definition of "in-profile packet" is
out side the scope of this docunent and is left to the test operators
to determ ne.
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Figure 13: Direct Measurenent TLV
The fields are defined as foll ows:

STAMP TLV Flags: An eight-bit field. Its format is presented in
Fi gure 6.

Type: A one-octet field. Value 5 has been allocated by | ANA
(Section 5.1).

Length: A two-octet field equal to the length of the Value field in
octets. The Length field value MJST equal 12 octets.

Sessi on-Sender Tx counter (S TxC): A four-octet field. The Session-
Sender MUST set its value equal to the nunber of the transnmitted
in-profile packets.

Sessi on-Refl ector Rx counter (R RxC): A four-octet field. It MJST
be zeroed by the Session-Sender on transmit and ignored by the
Sessi on-Refl ector on receipt. The Session-Reflector MJST fill it
with the value of in-profile packets received.



Sessi on-Refl ector Tx counter (R TxC): A four-octet field. It MJST
be zeroed by the Session-Sender and ignored by the Session-
Ref |l ector on receipt. The Session-Reflector MJUST fill it with the
value of the transmitted in-profile packets.

A Sessi on- Sender MAY include the Direct Measurenent TLV in a STAWP
test packet. |If the received STAMP test packet includes the Direct
Measurenment TLV, the Session-Reflector MJST include it in the
reflected test packet. The Session-Reflector MJUST copy the val ue
fromthe S TxC field of the received test packet into the same field
of the reflected packet before its transm ssion

.6. Access Report TLV

A STAMP Sessi on- Sender MAY include an Access Report TLV (Figure 14)
to indicate changes to the access network status to the Session-

Refl ector. The definition of an access network is outside the scope
of this docunent.
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Figure 14: Access Report TLV
The fields are defined as foll ows:

STAMP TLV Flags: An eight-bit field. Its format is presented in
Fi gure 6.

Type: A one-octet field. Value 6 has been allocated by | ANA
(Section 5.1).

Length: A two-octet field, set equal to the val ue 4.

ID (Access ID): A four-bit field that identifies the access network,
e.g., 3GPP (Radi o Access Technol ogi es specified by 3GPP) or non-
3GPP (accesses that are not specified by 3GPP) [TS23501]. The
val ue is one of the follow ng:

1: 3GPP Network
2:  Non-3GPP Net wor k

All other values are invalid; a TLV that contains val ues ot her
than "1 or '2° MJST be discarded.

Resv: A four-bit field that MJST be zeroed on transm ssion and
i gnored on receipt.

Return Code: A one-octet field that identifies the report signal,
e.g., available or unavailable. The value is supplied to the
STAMP endpoi nt t hrough sone nechanismthat is outside the scope of
this docunent. Section 5.6 lists the possible val ues.

Reserved: A two-octet field that MJUST be zeroed on transm ssion and
i gnored on receipt.

The STAMP Sessi on- Sender that includes the Access Report TLV sets the
val ue of the Access ID field according to the type of access network

it reports on. Also, the Session-Sender sets the value of the Return
Code field to reflect the operational state of the access network.



The nechanismto determine the state of the access network i s outside
the scope of this specification. A STAMP Session-Reflector that
received the test packet with the Access Report TLV MJST include the
Access Report TLV in the reflected test packet. The Session-

Refl ect or MUST set the value of the Access I D and Return Code fields
equal to the values of the corresponding fields fromthe test packet
it has received.

The Session-Sender MUST al so arma retransm ssion tinmer after sending
a test packet that includes the Access Report TLV. This timer MJST
be di sarmed upon reception of the reflected STAMP test packet that

i ncludes the Access Report TLV. In the event the tiner expires
before such a packet is received, the Session-Sender MJST retransmt
the STAMP test packet that contains the Access Report TLV. This
retransm ssion SHOULD be repeated up to four tines before the
procedure is aborted. Setting the value for the retransm ssion timer
is based on |l ocal policies and the network environment. The default
val ue of the retransmission timer for the Access Report TLV SHOULD be
three seconds. An inplenentation MIST provide control of the
retransm ssion tinmer value and the nunber of retransm ssions.

The Access Report TLV is used by the Performance Measurenment Function
(PMF) components of the Access Steering, Switching, and Splitting
feature for 5G networks [TS23501]. The PMF conponent in the User

Equi pnrent acts as the STAMP Sessi on- Sender, and the PMF conmponent in
the User Plane Function acts as the STAMP Session-Refl ector

4.7. FollowUp Telenmetry TLV

A Session-Reflector mght be able to put only an "SW Local " (see
Table 9) tinestanp in the Follow Up Tinmestanp field. But the hosting
system m ght provide a timestanp closer to the start of the actua
packet transm ssion even though it is not possible to deliver the
information to the Session-Sender in time for the packet itself.

This timestanp mnight neverthel ess be inportant for the Session-
Sender, as it inproves the accuracy of network delay measurement by
m nim zing the inpact of egress queuing delays on the neasurenent.

A STAMP Sessi on- Sender MAY include the Follow Up Tel emetry TLV to
request information fromthe Session-Reflector. The Session-Sender
MJST set the Follow Up Telenmetry Type and Length fields to their
appropri ate values. The Sequence Number and Fol | ow Up Ti nmest anp
fields MIST be zeroed on transm ssion by the Session-Sender and

i gnored by the Session-Reflector upon receipt of the STAWP test
packet that includes the Follow Up Telenmetry TLV. The Session-
Ref |l ector MUST validate the Length value of the STAMP test packet.
If the value of the Length field is invalid, the Session-Reflector
MJUST zero the Sequence Nunmber and Fol |l ow Up Tinmestanp fields and set
the Mflag in the STAMP TLV Flags field in the reflected packet. |If
the Session-Reflector is in the statel ess node (defined in

Section 4.2 of [RFC8762]), it MJST zero the Sequence Nunber and
Fol |l ow- Up Ti nestanp fi el ds.
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Figure 15: Foll ow Up Tel enetry TLV
The fields are defined as foll ows:

STAMP TLV Flags: An eight-bit field. Its format is presented in
Fi gure 6.

Type: A one-octet field. Value 7 has been allocated by | ANA
(Section 5.1).

Length: A two-octet field, set equal to the value 16 octets.

Sequence Nunber: A four-octet field indicating the sequence number
of the | ast packet reflected in the sane STAMP test session
Since the Session-Reflector runs in the stateful nbode (defined in
Section 4.2 of [RFC8762]), it is the Session-Reflector’s Sequence
Nurmber of the previous reflected packet.

Fol l ow-Up Tinmestanp: An eight-octet field, with the format indicated
by the Z flag of the Error Estimate field of the STAVP base
packet, which is contained in this reflected test packet
transmtted by a Session-Reflector, as described in Section 4.2.1
of [RFC8762]. It carries the tinmestanp when the refl ected packet
with the specified sequence number was sent.

Timestanp Mode): A one-octet field that characterizes the nmethod by
which the entity that transmts a reflected STAMP packet obtained
the FollowUp Tinestanp. Table 9 lists the possible val ues.

Reserved: A three-octet field. Its value MJST be zeroed on
transm ssion and i gnored on receipt.

4.8. HWVAC TLV

The STAMP aut henticated node protects the integrity of data collected
in the STAMP base packet. STAMP extensions are designed to provide
val uabl e i nformati on about the condition of a network, and protecting
the integrity of that data is also essential. Al authenticated
STAMP base packets (per Sections 4.2.2 and 4.3.2 of [RFC8762])
conpatible with this specification MIST additionally authenticate the
optional TLVs by including the keyed Hashed Message Authentication
Code (HMAC) TLV, with the sol e exception of when there is only one
TLV present and it is the Extended Paddi ng TLV. The HVAC TLV MJST
follow all TLVs included in a STAMP test packet except for the Extra
Padding TLV. |f the HVAC TLV appears in any other position in a
STAMP ext ended test packet, then the situation MJST be processed as
HVAC verification failure, as defined belowin this section. The
HVAC TLV MAY be used to protect the integrity of STAMP extensions in
the STAMP unaut henticated node. An inplenentation of STAMP

ext ensi ons MUST provide controls to enable the integrity protection
of STAMP extensions in the STAMP unaut henticated node.
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Fi gure 16: HWVAC TLV



The fields are defined as foll ows:

STAMP TLV Flags: An eight-bit field. Its format is presented in
Fi gure 6.

Type: A one-octet field. Value 8 has been allocated by | ANA
(Section 5.1).

Length: A two-octet field, set equal to the value 16 octets.

HVAC. A 16-octet field that carries the HVAC di gest of the text of
all preceding TLVs.

As defined in [ RFC8762], STAMP uses HWMAC- SHA- 256 truncated to 128
bits (see [RFC4868]). All considerations regardi ng using the key
listed in Section 4.4 of [RFC8762] are fully applicable to the use of
the HVAC TLV. Key managenent and the mechanisnms to distribute the
HVAC key are outside the scope of this specification. The HVAC TLV
is anticipated to track updates in the base STAMP protocol [RFC8762],
including the use of nore advanced cryptographic algorithns. HMAC is
cal cul ated as defined in [ RFC2104] over text as the concatenation of
t he Sequence Nunber field of the base STAMP packet and all preceding
TLVs. The digest then MUST be truncated to 128 bits and witten into
the HWAC field. |If the HWAC TLV is present in the extended STAWP
test packet, e.g., in the authenticated node, HVAC MJST be verified
before using any data in the included STAWP TLVs. |If HVAC
verification by the Session-Reflector fails, then the Session-
Ref | ect or MUST stop processing the received extended STAMP test
packet. The Session-Reflector MJST copy the TLVs fromthe received
STAMP test packet into the reflected packet. The Session-Reflector
MJST set the | flag in each TLV copied over into the reflected packet
to 1 before transmtting the reflected test packet. |If the Session-
Sender receives the extended STAWMP test packet with | flag set to 1
then the Session-Sender MJST stop processing TLVs in the reflected
test packet. |If HVAC verification by the Session-Sender fails, then
the Session-Sender MJST stop processing TLVs in the reflected

ext ended STAMP packet.

5. | ANA Consi derati ons

| ANA has created the foll owi ng subregistries under the "Sinple Two-
way Active Measurenment Protocol (STAMP) TLV Types" registry.

5.1. STAMP TLV Types Subregistry
| ANA has created the "STAMP TLV Types" subregistry. The code points

inthis registry are allocated according to the registration
procedures [ RFC8126] described in Table 1.

[} gl e pe g
| Range | Registration Procedures

[ el e
| 1 - 175 | | ETF Revi ew |
o m e e e - o e e e e e e e e aao- +
| 176 - 239 | First Come First Served

M o e e e e e oo +
| 240 - 251 | Experimental Use |
Fom e m - L T +
| 252 - 254 | Private Use |
o m e e e - o e e e e e e e e aao- +

Table 1. Registration Procedures
for the STAWP TLV Types Subregistry

Per this document, | ANA has allocated the followi ng values in the
"STAMP TLV Types" subregistry:



[ el e fumsjems e peete, oo pep—p—j—
| Value | Description | Reference

[ el e oo st e e
| O | Reserved | RFC 8972 |
B S, o m e e e e e e e oo o m e e e - +
| 1 | Extra Paddi ng | RFC 8972 |
E o e e e e oo oo M +
| 2 | Locati on | RFC 8972 |
S Fom e S +
| 3 | Timestanp Information | RFC 8972 |
B S, o m e e e e e e e oo o m e e e - +
| 4 | Cl ass of Service | RFC 8972 |
E o e e e e oo oo M +
| 5 | Direct Measurenent | RFC 8972 |
S Fom e S +
| 6 | Access Report | RFC 8972 |
B S, o m e e e e e e e oo o m e e e - +
| 7 | FollowUp Telenmetry | RFC 8972

E o e e e e oo oo M +
| 8 | HVAC | RFC 8972 |
S Fom e S +
| 255 | Reserved | RFC 8972 |
B S, o m e e e e e e e oo o m e e e - +

Tabl e 2: STAWP TLV Types
5.2. STAWP TLV Fl ags Subregistry

| ANA has created the "STAMP TLV Fl ags" subregistry. The registration
procedure is "I ETF Review' [RFC38126]. The flags are 8 bits. Per
this docunment, | ANA has allocated the following bit positions in the
"STAVP TLV Fl ags" subregistry.

B ool oo ooy oo s s et e
| Bit position | Symbol | Descri ption | Reference

e el e s e el e el
| 0 | U | Unr ecogni zed TLV | RFC 8972 |
I F-------- L I I I I A I +
| 1 | M Mal f or med TLV | RFC 8972 |
i I I B I I I A R I +
| 2 | I | Integrity check failed | RFC 8972

I i T +---- - - - B e I F--- - - - +

Table 3: STAWP TLV Fl ags
5.3. STAWP Sub- TLV Types Subregistry
| ANA has created the "STAMP Sub-TLV Types" subregistry. The code

points in this registry are allocated according to the registration
procedures [ RFC8126] described in Table 4.

[ oo ool oo s s s e
| Range | Registration Procedures

[ S el
| 1- 175 | | ETF Revi ew |
I I T T +
| 176 - 239 | First Cone First Served

I I T +
| 240 - 251 | Experi mental Use |
F--- - - - B T I I +
| 252 - 254 | Private Use |
I I T T +

Tabl e 4: Registration Procedures
for the STAMP Sub-TLV Types



Subregistry

Per this docunent, | ANA has allocated the followi ng values in the
"STAMP Sub- TLV Types" subregistry:

[ oo s e s s s s s sl el sl )
| Value | Descri ption | TLV Used | Reference

[} gt e fumes s e, g peget e pe s p—p—j—r o
| O | Reserved | | RFC 8972

S oo S S +
| 1 | Sour ce MAC Address | Location | RFC 8972

B S, o m e e e e e e a oo Fomm e e e oo o m e e e - +
| 2 | Source EU -48 Address | Location | RFC 8972 |
E o e e e e o - N M +
| 3 | Source EUl-64 Address | Location | RFC 8972 |
S oo S S +
| 4 | Destination IP Address | Location | RFC 8972

B S, o m e e e e e e a oo Fomm e e e oo o m e e e - +
| 5 | Destination |IPv4d Address | Location | RFC 8972

E o e e e e o - N M +
| 6 | Destination |Pv6 Address | Location | RFC 8972

S oo S S +
| 7 | Source | P Address | Location | RFC 8972

B S, o m e e e e e e a oo Fomm e e e oo o m e e e - +
| 8 | Source | Pv4 Address | Location | RFC 8972

E o e e e e o - N M +
| 9 | Source | Pv6 Address | Location | RFC 8972

S oo S S +
| 255 | Reserved | | RFC 8972

B S, o m e e e e e e a oo Fomm e e e oo o m e e e - +

Tabl e 5: STAMP Sub-TLV Types
5.4. STAWMP Synchroni zati on Sources Subregistry
| ANA has created the "STAMP Synchroni zati on Sources" subregistry.

The code points in this registry are allocated according to the
regi stration procedures [RFC8126] described in Table 6

[ el e
| Range | Registration Procedures

[ ool oo s s ©}
| 1 - 127 | | ETF Revi ew |
F-- - - - T i I S +
| 128 - 239 | First Cone First Served

I I i T +
| 240 - 249 | Experinental Use |
R I T +
| 250 - 254 | Private Use |
F-- - - - T i I S +

Tabl e 6: Registration Procedures
for the STAMP Synchroni zati on
Sour ces Subregistry

Per this docunent, | ANA has allocated the followi ng values in the
"STAMP Synchroni zati on Sources" subregistry:

| Value | Descri ption | Reference
[ ety e —————————————————————(——————— e p—p—_—r o
| O | Reserved | RFC 8972 |
S D . S +
| 1 | NTP | RFC 8972
Fommma - T S IR +

| 2 | PTP | RFC 8972 |



| 3 | SSU/ BI TS | RFC 8972 |
S D . S +
| 4 | GPS/ GLONASS/ LORAN-C/ BDS/ Galileo | RFC 8972 |
Fommma - T S IR +
| 5 | Local free-running | RFC 8972 |
R, o e e e e e e e e e e e e e e R +
| 255 | Reserved | RFC 8972 |
S D . S +

Tabl e 7: STAMP Synchroni zati on Sources
5.5. STAMP Ti mest anpi ng Met hods Subregistry
| ANA has created the "STAWP Ti nest anpi ng Met hods" subregistry. The

code points in this registry are allocated according to the
regi stration procedures [RFC8126] described in Table 8.

[ oo oo e s
| Range | Registration Procedures |
[ el s ey o
| 1 - 127 | | ETF Revi ew |
S T T +
| 128 - 239 | First Come First Served |
R oo +
| 240 - 249 | Experimental Use |
S I . +
| 250 - 254 | Private Use |
S T T +

Tabl e 8: Registration Procedures
for the STAVP Ti nest anpi ng Met hods
Subregistry

Per this document, | ANA has allocated the followi ng values in the
" STAVP Ti nest anpi ng Met hods" subregistry:

Sl et el gy
| Value | Description | Reference |
b e ool s oo ety oo =)
| O | Reserved | RFC 8972 |
+------- i R +
| 1 |  HWAssist | RFC 8972 |
+------- i I F-- - - - +
| 2 | SW Local | RFC 8972 |
+------- I I T I +
| 3 | Control Plane | RFC 8972 |
+------- i R +
| 255 | Reserved | RFC 8972 |
+------- i I F-- - - - +

Tabl e 9: STAMP Ti nest anpi ng Met hods
5.6. STAMP Return Codes Subregistry
| ANA has created the "STAMP Return Codes" subregistry. The code

points in this registry are allocated according to the registration
procedures [ RFC8126] described in Table 10.

[ ool oo s s ©}
| Range | Registration Procedures |
B el el
| 1 - 127 | | ETF Revi ew |
I I i T +
| 128 - 239 First Cone First Served |
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7

7

| 240 - 249 | Experi mental Use |

Tabl e 10: Registration Procedures
for the STAMP Return Codes
Subregistry

Per this document, | ANA has allocated the followi ng values in the
"STAMP Return Codes" subregistry:

[ ool o fumesbomsosfesesefsessfsespsfsfespsfesspeesfenly e pees e ey o}
| Val ue | Descri ption | Reference

=4 - ——————————{———————————+
| O | Reserved | RFC 8972 |
I e S T +
| 1 | Network available | RFC 8972

R o R +
| 2 | Network unavailable | RFC 8972

S e S I +
| 255 | Reserved | RFC 8972 |
I e S T +

Table 11: STAMP Return Codes
Security Considerations

Thi s docunent defines extensions to STAMP [ RFC8762] and inherits al
the security considerations applicable to the base protocol
Additionally, the HVAC TLV is defined in this docunent. Though the
HVAC TLV protects the integrity of STAMP extensions, it does not
protect against a replay attack. The use of the HVAC TLV is

di scussed in detail in Section 4.8.

To protect against a malforned TLV, an inplementation of a Session-
Sender and Sessi on-Refl ector MJST:

* check the setting of the Mflag and
* validate the Length field val ue.

As this specification defines the nechanismto test DSCP mappi ng,
this docunment inherits all the security considerations discussed in
[ RFC2474]. Mbonitoring and optional control of DSCP using the CoS TLV
may be used across the Internet so that the Session-Sender and the
Session-Refl ector are located in domains that use different CoS
profiles. Thus, it is essential that an operator verify the set of
CoS values that is used in the Session-Reflector’s domain. Also, an
i mpl ementation of a Session-Reflector SHOULD support a |local policy
to confirm whet her the value sent by the Session-Sender can be used
as the value of the DSCP field. Section 4.4 defines the use of that
| ocal policy.
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