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1. Introduction

The Babel routing protocol [RFC8966] does not contain any nmeans to
aut henti cate nei ghbours or protect nessages sent between them
Because of this, an attacker is able to send naliciously crafted
Babel nmessages that could |ead a network to route traffic to an
attacker or to an under-resourced target, causing denial of service.
Thi s docunent specifies a mechanismto prevent such attacks using
Dat agram Transport Layer Security (DTLS) [ RFC6347].

1.1. Specification of Requirenents

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

1.2. Applicability

The protocol described in this docunent protects Babel packets with
DTLS. As such, it inherits the features offered by DILS, notably
aut hentication, integrity, optional replay protection,
confidentiality, and asymetric keying. It is therefore expected to
be applicable in a wide range of environnments.

There exi sts anot her mechani smfor securing Babel, nanely Message
Aut hentication Code (MAC) authentication for Babel (Babel-MAC

[ RFC8967]. Babel-MAC only offers basic features, nanely
authentication, integrity, and replay protection with a small nunber
of symmetric keys. A conparison of Babel security nechani sns and
their applicability can be found in [ RFC3966].

Not e that Babel over DTLS provides a single authentication donain,
meani ng that all nodes that have the right credentials can convey any
and all routing infornmation.

DTLS supports several mechani sms by which nodes can identify
thensel ves and prove possession of secrets tied to these identities.
Thi s docunent does not prescribe which of these nechanisns to use;
details of identity managenent are |eft to deploynment profiles of
Babel over DTLS

2. Operation of the Protoco

Babel over DTLS requires sone changes to how Babel operates. First,
DTLS is a client-server protocol, while Babel is a peer-to-peer
protocol. Second, DTLS can only protect unicast comrunication, while
Babel packets can be sent to both unicast and multicast destinations.

2. 1. DTLS Connection Initiation

Babel over DTLS operates on a different port than unencrypted Babel
Al'l Babel over DTLS nodes MUST act as DTLS servers on a given UDP
port and MJUST listen for unencrypted Babel traffic on another UDP
port, which MJST be distinct fromthe first one. The default port



for Babel over DILS is registered with | ANA as the "babel -dtls" port
(UDP port 6699, see Section 4), and the port exchangi ng unencrypted
Babel traffic is registered as the "babel" port (UDP port 6696, see
Section 5 of [RFC8966]).

When a Babel node discovers a new nei ghbour (generally by receiving
an unencrypted multicast Babel packet), it conpares the nei ghbour’s

I P address with its own, using network byte ordering. If a node's
address is lower than the recently di scovered nei ghbour’s address, it
acts as a client and connects to the neighbour. |In other words, the

node with the | owest address is the DILS client for this pairw se
rel ati onship. As an exanple, fe80::1:2 is considered | ower than
fe80::2:1.

The node acting as DILS client initiates its DILS connection from an
epheneral UDP port. Nodes SHOULD ensure that new client DTLS
connections use different epheneral ports fromrecently used
connections to allow servers to differentiate between the new and old
DTLS connections. Alternatively, nodes could use DILS connection
identifiers [DILS-CID as a higher-entropy nechanismto distinguish
bet ween connecti ons.

When a node receives a new DILS connection, it MJST verify that the
source | P address is either an | Pv6 link-1ocal address or an |Pv4
address belonging to the local network; if it is neither, it MJST
reject the connection. Nodes use nutual authentication
(authenticating both client and server); clients MJUST authenticate
servers and servers MJST authenticate clients. |nplenentations MJST
support authenticating peers against a |local store of credentials.

If either node fails to authenticate its peer against its |oca
policy, it MJIST abort the DTLS handshake. The gui dance given in

[ BCP195] MUST be followed to avoid attacks on DILS. Additionally,
nodes MJUST only negotiate DTLS version 1.2 or higher. Nodes MJST use
DTLS replay protection to prevent attackers fromreplaying stale
informati on. Nodes SHOULD drop packets that have been reordered by
more than two IHU (I Heard You) intervals, to avoid letting attackers
make stale information last longer. |f a node receives a new DILS
connection froma neighbour to whomit already has a connection, the
node MJST NOT discard the ol der connection until it has conpleted the
handshake of the new one and validated the identity of the peer

2.2. Protocol Encoding

Babel over DTLS sends all unicast Babel packets protected by DTLS
The entire Babel packet, fromthe Magic byte at the start of the
Babel header to the last byte of the Babel packet trailer, is sent
protected by DTLS

2.3. Transm ssion

When sendi ng packets, Babel over DTLS nodes MJUST NOT send any TLVs
over the unprotected "babel" port, with the exception of Hello TLVs
wi t hout the Unicast flag set. Babel over DTLS nodes MJST NOT send
any unprotected uni cast packets. This ensures the confidentiality of
the informati on sent in Babel packets (e.g., the network topol ogy) by
only sending it encrypted by DILS. Unless sone out-of-band nei ghbour
di scovery nmechanismis avail abl e, nodes SHOULD periodically send
unprotected Milticast Hellos to ensure discovery of new nei ghbours.
In order to maintain bidirectional reachability, nodes can either
rely entirely on unprotected Miulticast Hellos, or send protected

Uni cast Hellos in addition to the Multicast Hell os.

Si nce Babel over DTLS only protects unicast packets, inplenentors may
i mpl ement Babel over DTLS by nodi fying an inplenmentation of Babe

wi t hout DTLS support and replacing any TLV previously sent over
multicast with a separate TLV sent over unicast for each nei ghbour.



TLVs previously sent over multicast can be replaced with the sane
contents over unicast, with the exception of Hellos as described
above. Sone inplenentations could al so change the contents of |HU
TLVs when converting to unicast in order to renove redundant

i nformati on.

2.4. Reception

Babel over DTLS nodes can receive Babel packets either protected over
a DTLS connection or unprotected directly over the "babel" port. To
ensure the security properties of this mechani sm unprotected packets
are treated differently. Nodes MUST silently ignore any unprotected
packet sent over unicast. When parsing an unprotected packet, a node
MUST silently ignore all TLVs that are not of type Hello. Nodes MJUST
al so silently ignore any unprotected Hello with the Unicast flag set.
Note that receiving an unprotected packet can still be used to

di scover new nei ghbours, even when all TLVs in that packet are
silently ignored.

2.5. Neighbour Table Entry

It is RECOWENDED for nodes to associate the state of their DTLS
connection with their neighbour table. Wen a neighbour entry is
flushed fromthe nei ghbour table (Appendix A of [RFC8966]), its
associ ated DTLS state SHOULD be di scarded. The node SHOULD send a
DTLS close notify alert to the neighbour if it believes the link is
still viable.

2.6. Simultaneous Operation of Babel over DTLS and Unprotected Babel on
a Node

I mpl enent ati ons MAY i npl emrent both Babel over DTLS and unprotected
Babel . Additionally, a node MAY simultaneously run both Babel over
DTLS and unprotected Babel. However, a node running both MJST ensure
that it runs them on separate interfaces, as the security properties
of Babel over DTLS rely on ignoring unprotected Babel packets (other
than Multicast Hellos). An inplenmentation MAY offer configuration
options to allow unprotected Babel on sone interfaces but not others,
whi ch effectively gives nodes on that interface the sane access as
aut henti cat ed nodes; however, this SHOULD NOT be done unl ess that
interface has a nmechanismto authenticate nodes at a | ower | ayer
(e.g., |Psec).

2.7. Simultaneous Qperation of Babel over DILS and Unprotected Babel on
a Networ k

I f Babel over DTLS and unprotected Babel are both operated on the
same network, the Babel over DTLS inplementation will receive
unprotected Multicast Hellos and attenpt to initiate a DILS
connection. These connection attenpts can be sent to nodes that only
run unprotected Babel, who will not respond. Babel over DILS

i mpl ement ati ons SHOULD t herefore rate-limt their DTLS connection
attenpts to avoi d causing undue | oad on the network.

3. I nterface Maxi mum Transn ssion Unit | ssues

Conpared to unprotected Babel, DTLS adds header, authentication tag,
and possi bly bl ock-size paddi ng overhead to every packet. This
reduces the size of the Babel payload that can be carried. This
docunent does not relax the packet size requirements in Section 4 of
[ RFC8966] but reconmmends that DTLS overhead be taken into account
when conputi ng maxi num packet size.

More precisely, nodes SHOULD conpute the overhead of DTLS dependi ng
on the ciphersuites in use and SHOULD NOT send Babel packets | arger
than the interface maxi mumtransnission unit (MIU) mnus the overhead



of IP, UDP, and DTLS. Nodes MJST NOT send Babel packets |arger than
the attached interface’s MIU adjusted for known | ower-|ayer headers
(at least UDP and IP) or 512 octets, whichever is |larger, but not
exceeding 27(16) - 1 adjusted for |ower-|layer headers. Every Babe
speaker MJUST be able to receive packets that are as large as any
attached interface’s MIU adjusted for UDP and | P headers or 512
octets, whichever is larger. Note that this requirenment on reception
does not take into account the overhead of DTLS because the peer may
not have the ability to conpute the overhead of DITLS, and the packet
may be fragnmented by | ower |ayers

Note that distinct DILS connections can use different ciphers, which
can have different amounts of per-packet overhead. Therefore, the
MIU to one nei ghbour can be different fromthe MIU to anot her

nei ghbour on the sane |ink.

| ANA Consi der ati ons

| ANA has registered a UDP port nunmber, called "babel-dtls", for use
by Babel over DILS

Servi ce Name: babel -dtls
Port Number: 6699
Transport Protocols: UDP only
Description: Babel Routing Protocol over DILS
Assignee: |ESG iesg@etf.org
Contact: |ETF Chair, chair@etf.org
Ref erence: RFC 8968
Servi ce Code: None
Security Considerations

A malicious client nmight attenpt to performa high nunber of DTLS
handshakes with a server. As the clients are not uniquely identified
by the protocol until the handshake conpl etes and can be obfuscated
with I Pv6 tenporary addresses, a server needs to mitigate the inpact
of such an attack. Note that attackers mght attenpt to keep in-
progress handshakes open for as |ong as possible by using variants on
the attack comonly known as Sloworis [SLONORIS]. Mtigating these
attacks might involve limting the rate of handshakes from a given
subnet or nore advanced deni al of service avoi dance techni ques beyond
the scope of this docunent.

Babel over DTLS allows sending Milticast Hell os unprotected;
attackers can therefore tanper with them For exanple, an attacker
coul d send erroneous values for the Segno and Interval fields,
causing bidirectional reachability detection to fail. Wile

i mpl ement ati ons MAY use Multicast Hellos for link quality estimation,
they SHOULD al so enmit protected Unicast Hellos to prevent this class
of denial -of-service attack

Wi | e DTLS provides protection against an attacker that replays valid
packets, DILS is not able to detect when an active on-path attacker
intercepts valid packets and resends themat a later tinme. This
attack could be used to nmake a node believe it has bidirectiona
reachability to a nei ghbour even though that nei ghbour has

di sconnected fromthe network. To prevent this attack, nodes MJST
discard the DTLS state associated with a neighbour after a finite
time of not receiving valid DTLS packets. This can be inpl enented



by, for exanple, discarding a neighbour’s DITLS state when its
associated IHU tiner fires. Note that relying solely on the receipt
of Hellos is not sufficient as Miulticast Hellos are sent unprotected.
Additionally, an attacker could save sone packets and replay them
later in hopes of propagating stale routing information at a later
time. This can be nitigated by discarding recei ved packets that have
been reordered by nore than two I HU intervals.
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Appendi x A, Perfornance Consi derations

To reduce the nunmber of octets taken by the DTLS handshake,
especially the size of the certificate in the ServerHello (which can
be several kil obytes), Babel peers can use raw public keys [ RFC7250]
or the Cached Information Extension [RFC7924]. The Cached

I nformati on Extension avoids transnmtting the server’'s certificate
and certificate chain if the client has cached that information from
a previous TLS handshake. TLS False Start [RFC7918] can reduce round
trips by allowing the TLS second flight of messages

(ChangeCi pher Spec) to also contain the (encrypted) Babel packet.
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