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I nt roducti on

Determ nistic Networking (DetNet) is a service that can be offered by
a network to DetNet flows. DetNet provides a capability for the
delivery of data flows with extrenely | ow packet |oss rates and
bounded end-to-end delivery latency. GCeneral background and concepts
of DetNet can be found in the DetNet architecture [ RFC8655].

The purpose of this docunent is to describe the use of the MPLS data
pl ane to establish and support DetNet flows. The DetNet architecture
nmodel s the DetNet-rel ated data plane functions as bei ng deconposed
into two sub-layers: a service sub-layer and a forwardi ng sub-I ayer
The service sub-layer is used to provide DetNet service functions,
such as protection and reordering. At the DetNet data plane, a new
set of functions (Packet Replication, Elimnation and O dering
Functions (PREOCF)) provide the tasks specific to the service sub-

| ayer. The forwarding sub-layer is used to provide forwarding
assurance (low | oss, assured latency, and limted out-of-order
delivery). The use of the functionalities of the Det Net service sub-
| ayer and the DetNet forwarding sub-layer require careful design and
control by the Controller Plane in addition to the Det Net-specific
use of MPLS encapsul ation as specified by this docunent.

Thi s docunent specifies the Det Net data plane operation and the on-

wi re encapsul ation of DetNet flows over an MPLS-based Packet Switched
Net work (PSN) using the service reference nodel. MPLS encapsul ation
al ready provides a solid foundation of building blocks to enable the
Det Net service and forwardi ng sub-layer functions. MPLS-encapsul ated
Det Net can be carried over a variety of different network
technol ogi es that can provide the |evel of service required for

Det Net. However, the specific details of how DetNet MPLS is carried
over different network technol ogi es are out of scope for this
docunent .

MPLS- encapsul ated Det Net flows can carry different types of traffic.
The details of the types of traffic that are carried in DetNet are
al so out of scope for this docunment. An exanple of |P using DetNet



MPLS sub-networks can be found in [ RFC8939]. DetNet MPLS may use an
associ ated controller and Qperations, Adm nistration, and Mi ntenance
(0AM functions that are defined outside of this docunent.

Background i nformati on common to all data planes for DetNet can be
found in the Det Net data plane franmework [RFC8938].

2. Term nol ogy
2.1. Terms Used in This Docunent

Thi s docunent uses the term nol ogy established in the Det Net
architecture [ RFC8655] and the Det Net data plane framework [RFC8938].
The reader is assuned to be fanmliar with these docunents, any

term nol ogy defined therein, and basic MPLS-rel ated term nol ogies in
[ RFC3031] .

The following ternminology is introduced in this docunent:

F- Label A DetNet "forwarding" |abel that identifies the Label
Switched Path (LSP) used to forward a Det Net flow
across an MPLS PSN, i.e., a hop-by-hop |abel used
bet ween Label Switching Routers (LSRs).

S- Label A DetNet "service" label that is used between Det Net
nodes that inplenent the Det Net service sub-I|ayer
functions. An S-Label is used to identify a Det Net
flow at the DetNet service sub-layer at a receiving
Det Net node.

A- Label A special case of an S-Label, whose aggregation
properties are known only at the aggregation and
deaggr egati on end points.

d- CwW A DetNet Control Word (d-CW that is used for
sequencing information of a DetNet flow at the Det Net
service sub-Iayer.

2.2. Abbreviations

The foll owing abbreviations are used in this docunent:

CoS Cl ass of Service

CcW Control Word

Det Net Det ermi ni sti c Networki ng

LSR Label Switching Router

MPLS Mul tiprotocol Label Switching

MPLS- TE Mul ti protocol Label Switching Traffic Engineering
MPLS- TP Mul tiprotocol Label Sw tching Transport Profile
OAM Qperations, Adm nistration, and M ntenance

PE Provi der Edge

PEF Packet Elim nation Function

PRF Packet Replication Function

PRECF Packet Replication, Elimination and O dering Functions



POF Packet Ordering Function

PSN Packet Switched Network
PW Pseudowi r e

QS Quality of Service

S- PE Swi t ching Provider Edge
T- PE Term nating Provider Edge
TSN Ti me- Sensi ti ve Networ ki ng

2.3. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Overview of the DetNet MPLS Data Pl ane
3.1. Layers of DetNet Data Pl ane

MPLS provides a wide range of capabilities that can be utilized by
Det Net. A straight-forward approach utilizing MPLS for a Det Net
service sub-layer is based on the existing pseudowire (PW

encapsul ations and utilizes existing MPLS-TE encapsul ati ons and
mechani sms.  Background on PW can be found in [RFC3985], [RFC3032],
and [ RFC3031]. Background on MPLS-TE can be found in [RFC3272] and
[ RFC3209] .

Det Net MPLS
Bottom of Stack .
(inner | abel) o +
| Service | d-CW S-Label (A-Label)
R +
| Forwarding | F-Label (s)
I +

Top of Stack
(outer | abel)

Figure 1: DetNet Adaptation to MPLS Data Pl ane

The Det Net MPLS data plane representation is illustrated in Figure 1.
The service sub-layer includes a DetNet Control Wrd (d-CW and an
identifying service |abel (S-Label). The DetNet Control Wrd (d-CW
conforns to the Generic PWMPLS Control Wrd (PWCW defined in

[ RFC4385]. An aggregation |abel (A-Label) is a special case of

S- Label used for aggregation.

A node operating on a received DetNet flow at the Det Net service sub-
| ayer uses the local context associated with a received S-Label,
i.e., areceived F-Label, to determine which | ocal DetNet
operation(s) are applied to that packet. An S-Label may be taken
fromthe platformlabel space [RFC3031], meking it unique and
enabling DetNet flow identification regardl ess of which input
interface or LSP the packet arrives on. It is inportant to note that
S-Label values are driven by the receiver, not the sender.

The Det Net forwardi ng sub-layer is supported by zero or nore
forwardi ng | abels (F-Labels). MPLS-TE encapsul ati ons and mechani sns
can be utilized to provide a forwardi ng sub-layer that is responsible



for providing resource allocation and explicit routes.

.2. DetNet MPLS Data Pl ane Scenari os

Det Net MPLS Rel ay Transit Rel ay Det Net MPLS
End System Node Node Node End System
(T-PE) (S-PE) (LSR) (S-PE) (T-PE)
TS + TS +
| Appl [ <---emmmmm--- End-to-End Service ----------- >| Appl |
S + S + S + S +
| Service |<--| Service |-- DetNet flow --| Service |-->| Service |
Fomm oo - + B I + B + Fomm oo - +
| For war di ng| | Fwd| | Fwd| | Forwar di ng| | Fwd| | Fwd]| | For war di ng|
+------- L-=+ +-. -+ +- . -+ R I o +-. -+ +- . -+ I +
: Link N o\ : Link : I - o\
oo + +-[ Sub- ]-+ 4., .. + +-[ Sub- ]-+

[ Net wor k] [ Net wor k]
|<- LSP -->] |<-------- LSP ----------- | |<--- LSP -->
R Det Net MPLS --------------------- >|

Figure 2: A DetNet MPLS Network

Figure 2 illustrates a hypothetical DetNet MPLS-only network conposed
of Det Net-aware MPLS-enabl ed end systens operating over a Det Net -
aware MPLS network. In this figure, the relay nodes are PE devices
that define the MPLS LSP boundaries, and the transit nodes are LSRs.

Det Net end systens and rel ay nodes understand the particul ar needs of
Det Net flows and provide both DetNet service and forwardi ng sub-1|ayer
functions. In the case of MPLS, DetNet service-aware nodes add,
renove, and process d-CW, S-Labels, and F-Label s as needed. Det Net
MPLS nodes provide functionality anal ogous to T-PEs when they sit at
the edge of an MPLS domain and S-PEs when they are in the middle of
an MPLS dommi n; see [ RFC6073].

In a Det Net MPLS network, transit nodes may be Det Net-service-aware
or Det Net-unaware MPLS Label Switching Routers (LSRs). In this
|atter case, such LSRs woul d be unaware of the special requirenents
of the DetNet service sub-layer but would still provide traffic

engi neering functions and the QoS capabilities needed to ensure that
the (TE) LSPs neet the service requirements of the carried Det Net
flows.

The application of DetNet using MPLS supports a nunber of control and
managerent pl ane types. These types support certain MPLS data pl ane
depl oynents. For exanple, RSVP-TE, MPLS-TP, or MPLS Segnent Routing
(when extended to support resource allocation) are all valid MPLS
depl oynent cases.

Figure 3 illustrates how an end-to-end MPLS-based Det Net service is
provided in nmore detail. |In this figure, the Custoner Edge (CEl and
CE2) are able to send and receive MPLS-encapsul ated Det Net fl ows, and
R1, R2, and R3 are relay nodes in the mddle of a DetNet network.

The ' X in the end systens and rel ay nodes represents potential

Det Net conpound fl ow packet replication and elinination points. In
this exanple, service protection is supported utilizing at |east two
Det Net menmber flows and TE LSPs. For a unidirectional flow, Rl
supports PRF, and R3 supports PEF and POF. Note that the relay nodes
may change the underlying forwarding sub-layer, for exanple,
tunneling MPLS over | EEE 802.1 TSN [ Det Net- MPLS-over-TSN] or sinply
over interconnected network Iinks.

Det Net Det Net
Det Net Service Transit Transit Service Det Net



MPLS | | <-Tnl ->| | <-Tnl ->| | MPLS
End | v 1 V v 2 V | End
System | L + L + L + | System
- - -+ | R1 | :::::::l R2 | :::::::l R3 | | - - -+
| X ..DFa |. X |..DFL..|.__ |..DF3..]. X .|.DFa..|.X
| CE]_l ::::::::l \ | | X | | / | ::::::l CE2|
| | | | \ . |..DF2..|._/ \_.|..DF4..|._/ | | |
-+ | | :::::::l | :::::::l | -+
A S R + S R + S R + A
| Rel ay Node Rel ay Node Rel ay Node |
| (S-PE) (S-PE) (S-PE) |
I I
I e R DetNet MPLS ---------mmmmmmmaaa - >|
I I
R End-to- End Det Net Service -------------- >|
-------------------------- Data Flow ------------------------->
Figure 3: MPLS-Based Native Det Net
X - Optional service protection (none, PRF, PRECF PEF/ POF)
DFx - DetNet nenber flow x over a TE LSP

4. MPLS-Based Det Net Data Pl ane Sol ution

4.1. DetNet over MPLS Encapsul ati on Conmponents
To carry DetNet over MPLS, the followi ng is required:
1. A method of identifying the MPLS payl oad type.

2. A nmethod of identifying the DetNet flows) to the processing
el enent .

3. A nethod of distinguishing Det Net OAM packets from Det Net data
packets.

4. A nethod of carrying the DetNet sequence nunber.
5. A suitable LSP to deliver the packet to the egress PE.
6. A nmethod of carrying queuing and forwardi ng indication.

In this design, an MPLS service |abel (the S-Label) is simlar to a
pseudowi re (PW |abel [RFC3985] and is used to identify both the

Det Net flow identity and the MPLS payl oad type satisfying (1) and (2)
inthe |list above. QAMtraffic discrimnation happens through the
use of the Associated Channel nethod described in [RFC4385]. The
Det Net sequence nunber is carried in the DetNet Control Wrd, which
also carries the Data/ OAM di scrimnator. To sinplify inplenmentation
and to maxim ze interoperability, two sequence nunber sizes are
supported: a 16-bit sequence number and a 28-bit sequence numnber.
The 16-bit sequence nunber is needed to support sone types of |egacy
clients. The 28-bit sequence nunber is used in situations where it
is necessary to ensure that, in high-speed networks, the sequence
nunber space does not wap whil st packets are in flight.

The LSP used to forward the Det Net packet is not restricted regarding
any nethod used for establishing that LSP (for exanple, MPLS-LDP
MPLS-TE, MPLS-TP [ RFC5921], MPLS Segnent Routing [ RFC8660], etc.).
The F-Label (s) and the S-Label nmay be used al one or together to

i ndi cate the required queue processing as well as the forwarding
parameters. Note that the possible use of Penultimte Hop Popping
(PHP) neans that the S-Label may be the only |abel received at the
term nating Det Net service.
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MPLS Data Pl ane Encapsul ati on

Figure 4 illustrates a Det Net data plane MPLS encapsul ati on. The
MPLS- based encapsul ation of the DetNet flows is well suited for the
scenari os described in [RFC8938]. Furthernmore, an end-to-end Det Net
service, i.e., native DetNet deploynent (see Section 3.2), is also
possible if DetNet end systens are capable of initiating and

term nati ng MPLS-encapsul at ed packets.

The MPLS-based Det Net data pl ane encapsul ati on consists of:

* A DetNet Control Word (d-CW containing sequencing information for
packet replication and duplicate elinmnation purposes, and the OAM
i ndi cat or.

* A DetNet service label (S-Label) that identifies a DetNet flow at
the receiving Det Net service sub-layer processing node.

* Zero or nore DetNet MPLS forwarding |abel (s) (F-Label) used to
direct the packet along the Label Switched Path (LSP) to the next
Det Net service sub-1ayer processing node along the path. Wen PHP
is in use, there may be no F-Label in the protocol stack on the
final hop.

* The necessary data-link encapsulation is then applied prior to
transm ssi on over the physical nedia.

Det Net MPLS- based encapsul ati on

I I
| Det Net App- Fl ow |
| Payl oad Packet |
I I

o mm e e e e e e e e e e e meamaoo- + <--\

| Det Net Control Word | |
R + +--> Det Net data plane
| S- Label | | MPLS encapsul ati on
S + |

| [ F-Label (s) ] | |

o mm e e e e e e e e e e e meamaoo- + <--/

| Dat a- Li nk |

oo e e e e e e e e e oo oo +

| Physi cal |

o m e e e e e e e e e eee oo s +

Figure 4: Encapsul ation of a DetNet App-Flow in an MPLS PSN
1. DetNet Control Word and Det Net Sequence Number

A DetNet Control Word (d-CW conforms to the Generic PWMPLS Control
Wwrd (PWCW defined in [ RFC4385]. The d-CWformatted as shown in
Figure 5 MJUST be present in all DetNet packets containing App-flow
data. This format of the d-CWwas created in order to (1) allow

| ar ger sequence nunber space to avoid sequence nunber roll over
frequency in sonme applications and (2) allow sequence nunbering
systems that include the value zero as a valid sequence nunber, which
sinplifies inplenmentation.

0 1 2 3

01234567890123456789012345678901
i i i T i I S i e s o o i i
|0 0 0 Of Sequence Number |
R et e s i o e s i i



Figure 5: DetNet Control Word

(bits 0 to 3)
Per [ RFC4385], MUST be set to zero (0).

Sequence Nunber (bits 4 to 31)
An unsi gned val ue inplenmenting the Det Net sequence nunber. The
sequence nunber space is a circular one with no restriction on the
initial val ue.

A separate sequence number space MJST be mmi ntained by the node that
adds the d-CWfor each DetNet App-flow, i.e., DetNet service. The
foll owi ng Sequence Nunber field | engths MJUST be support ed:

* 0 bits
* 16 bits
* 28 bits

The sequence nunber | ength MUST be provisioned on a per-Det Net -
service basis via configuration, i.e., via the Controller Plane
described in [ RFC8938].

A 0-bit Sequence Nunber field Iength indicates that there is no

Det Net sequence nunber used for the flow Wen the length is zero,
the Sequence Nunber field MJST be set to zero (0) on all packets sent
for the flow

When t he Sequence Nunber field length is 16 or 28 bits for a flow,
the sequence nunber MJST be increnented by one for each new App-fl ow
packet sent. \Wien the field length is 16 bits, d-CWbits 4 to 15
MUST be set to zero (0). The values carried in this field can wap,
and it is inportant to note that zero (0) is a valid field val ue.

For exanple, where the sequence nunber size is 16 bits, the sequence
will contain: 65535, 0, 1, where zero (0) is an ordinary sequence
nunber .

It is inportant to note that this docunent differs from|[RFC4448],
where a sequence nunber of zero (0) is used to indicate that the
sequence nunber check algorithmis not used.

The sequence number is optionally used during receive processing, as
described below in Sections 4.2.2.2 and 4.2.2.3.

.2.2. S-Labels

A DetNet flow at the Det Net service sub-layer is identified by an
S-Label. MPLS-aware DetNet end systens and edge nodes, which are by
definition MPLS ingress and egress nodes, MJST add (push) and renove
(pop) a DetNet service-specific d-CWand S-Label. Relay nodes MAY
swap S-Label val ues when processing a DetNet flow, i.e., incom ng and
outgoing S-Labels of a DetNet flow can be different.

S-Label val ues MJST be provisioned per DetNet service via
configuration, i.e., via the Controller Plane described in [ RFC8938].
Note that S-Labels provide identification at the downstream Det Net
service sub-layer receiver, not the sender. As such, S Labels MJST
be allocated by the entity that controls the service sub-Ilayer
receiving a node's | abel space and MAY be allocated fromthe platform
| abel space [ RFC3031]. Because S-Labels are local to each node,

rat her than being a global identifier within a domain, they nust be
advertised to their upstream Det Net service-aware peer nodes (i.e., a
Det Net MPLS end systemor a DetNet relay or edge node) and
interpreted in the context of their received F-Label(s). |In sonme
PREOF t opol ogi es, the node performing replication will be sending to



mul ti pl e nodes perform ng PEF or POF and may need to send different
S-Label values for the different nmenber flows for the same Det Net
servi ce.

An S-Label will normally be at the bottom of the I abel stack once the
| ast F-Label is renmoved, imrediately preceding the d-CW To support
OAM at the service sub-layer |level, an OAM Associ ated Channel Header
(ACH) [RFC4385] together with a Generic Associ ated Channel Labe

(GAL) [ RFC5586] MAY be used in place of a d-CW

Similarly, an Entropy Label Indicator (ELI) and Entropy Label (EL)

[ RFC6790] MAY be carried below the S-Label in the | abel stack in

net wor ks where Det Net flows woul d ot herwi se recei ve ECVP treat nent.
Wien ELs are used, the sane EL val ue SHOULD be used for all of the
packets sent using a specific S-Label to force the flowto follow the
same path. However, as outlined in [RFC8938], the use of ECWP for
Det Net flows is NOT RECOMVENDED. ECMP MAY be used for non-Det Net
flows within a Det Net domain.

When receiving a Det Net MPLS packet, an inplenentation MJST identify
the Det Net service associated with the incom ng packet based on the

S-Label. Wen a node is using platformlabels for S-Labels, no
additional information is needed, as the S-Label uniquely identifies
the DetNet service. |In the case where platformlabels are not used,

zero or nore F-Labels proceeding the S-Label MJST be used together
with the S-Label to uniquely identify the Det Net service associated
with a received packet. The inconming interface MAY al so be used
together with any present F-Label (s) and the S-Label to uniquely
identify an incoming DetNet service, for exanmple, in the case where
PHP is used. Note that the choice to use the platformlabel space
for an S-Label or an S-Label plus one or nore F-Labels to identify
Det Net services is a local inplenentation choice, with one caveat.
When one or nore F-Labels, or the inconming interface, is needed
together with an S-Label to uniquely identify a service, the
Control l er Plane nust ensure that incomi ng DetNet MPLS packets arrive
with the needed information (F-Label (s) and/or the incom ng
interface) and provision the needed information. The provisioned

i nformati on MUST then be used to identify incom ng Det Net service
based on the conbination of S-Label and F-Label (s) or the incom ng
i nterface.

The use of platformlabels for S-Labels nmatches other pseudow re
encapsul ati ons for consistency, but there is no hard requirenment in
this regard.

I mpl ement ation details of PREOF are out of scope for this docunent.
[ 1 EEEB02. 1CB-2017] defines equival ent replication and elim nation-
speci fic aspects, which can be applied to PRF and PEF.

4.2.2.1. Packet Replication Function Processing

The Packet Replication Function (PRF) MAY be supported by an

i mpl ementation for outgoing DetNet flows. The use of the PRF for a
particul ar DetNet service MJST be provisioned via configuration,
i.e., viathe Controller Plane described in [RFC8938]. When
replication is configured, the sane App-flow data will be sent over
mul ti pl e outgoi ng Det Net nenber flows using forwarding sub-I|ayer
LSPs. An S-Label value MJUST be configured per outgoing nenber flow.
The sane d-CWfield value MIUST be used on all outgoing nmenmber fl ows
for each replicated MPLS packet.

4.2.2.2. Packet Elimnation Function Processing
| mpl enent ati ons MAY support the Packet Elinination Function (PEF) for

recei ved Det Net MPLS flows. When supported, use of the PEF for a
particul ar DetNet service MJST be provisioned via configuration,



i.e., viathe Controller Plane described in [ RFC8938].

After a DetNet service is identified for a received Det Net MPLS
packet, as described above, if PEF is configured for that Det Net
service, duplicate (replicated) instances of a particular sequence
nunber MJUST be di scarded. The specific mechani sms used for an

impl ementation to identify which received packets are duplicates and
which are newis an inplenentation choice. Note that, per

Section 4.2.1, the Sequence Nunber field | ength may be 16 or 28 bits,
and the field value can wap. PEF MJUST NOT be used with DetNet flows
configured with a d-CW Sequence Nunber field length of O bits.

An i nmpl enentati on MAY constrain the maxi num nunber of sequence
nunbers that are tracked on either a platformw de or per-flow basis.
Sone i npl enent ati ons MAY support the provisioning of the naximum
nunber of sequence nunbers that are tracked on either a platformw de
or per-flow basis.

4.2.2.3. Packet Ordering Function Processing

A function that is related to in-order delivery is the Packet
Ordering Function (POF). |Inplenentations MAY support POF. Wen
supported, use of the POF for a particular DetNet service MIST be
provi sioned via configuration, i.e., via the Controller Plane

descri bed by [RFC8938]. Inplenentations MAY require that PEF and POF
be used in conbination. There is no requirenent related to the order
of execution of the PEF and PCF in an inplenentation

After a DetNet service is identified for a received Det Net MPLS
packet, as described above, if POF is configured for that Det Net
service, packets MJST be processed in the order indicated in the
recei ved d- CW Sequence Nunber field, which may not be in the order
the packets are received. As defined in Section 4.2.1, the Sequence
Nunber field I ength may be 16 or 28 bits, the sequence nunber is
incremented by one (1) for each new MPLS packet sent for a particular
Det Net service, and the field value can wap. The specific
mechani sms used for an inplenentation to identify the order of

recei ved packets is an inplenentation choice.

An inplementati on MAY constrain the naxi num nunber of out-of-order
packets that can be processed on either a platformw de or per-flow
basis. The number of out-of-order packets that can be processed al so
impacts the | atency of a flow

The | atency inpact on the systemresources needed to support a
specific DetNet flowwill need to be evaluated by the Controller

Pl ane based on that flow s traffic specification. An exanmple traffic
specification that can be used with MPLS-TE can be found in

[ RFC2212] .

Det Net i nplenmentations can use fl ow specific requirenents (e.g.,
maxi mum nunber of out-of-order packets and maxi mum | atency of the
flow) for configuration of POF-related buffers. POF inplenmentation
details are out of scope for this docunent, and POF configuration
paraneters are inplenentation specific. The Controller Plane
identifies and sets the POF configuration paraneters.

4.2.3. F-Labels
F- Label s support the DetNet forwarding sub-layer. F-Labels are used
to provide LSP-based connectivity between Det Net service sub-I|ayer
processi ng nodes.

4.2.3.1. Service Sub-Layer-Rel ated Processing

Det Net MPLS end systens, edge nodes, and relay nodes may operate at



the Det Net service sub-layer wi th understandi ng of DetNet services
and their requirenents. As nentioned earlier, when operating at this
| ayer, such nodes can push, pop, or swap (pop then push) S-Labels.

In all cases, the F-Label (s) used for a DetNet service are always
repl aced, and the foll ow ng procedures apply.

When sending a DetNet flow, zero or nore F-Labels MAY be pushed on
top of an S-Label by the node pushing an S-Label. The F-Label(s) to
be pushed when sending a particul ar Det Net service MJST be

provi si oned per outgoing S-Label via configuration, i.e., via the
Controller Plane discussed in [ RFC8938]. F-Label (s) can al so provide
context for an S-Label. To allow for the onission of F-Label(s), an

i mpl ement ati on SHOULD al so all ow an outgoing interface to be
configured per S-Label

Not e that when PRF is supported, the sane App-flow data will be sent
over multiple outgoing Det Net nenmber flows using forwarding sub-I|ayer
LSPs. This means that an inplenentati on may be sending different
sets of F-Labels per DetNet menber flow, each with a different

S- Label

When a single set of F-Labels is provisioned for a particul ar

out goi ng S-Label, that set of F-Labels MJST be pushed after the
S-Label is pushed. The outgoing packet is then forwarded, as
described below in Section 4.2.3.2. Wen a single outgoing interface
is provisioned, the outgoing packet is then forwarded, as described
bel ow in Section 4.2.3.2.

When multiple sets of outgoing F-Labels or interfaces are provisioned
for a particular DetNet service (i.e., for PRF), a copy of the

out goi ng packet, including the pushed nenber flow specific S-Label,
MUST be nade per F-Label set and outgoing interface. Each set of
provi sioned F-Labels are then pushed onto a copy of the packet. Each
copy is then forwarded, as described belowin Section 4.2.3.2.

As described in the previous section, when receiving a Det Net MPLS
flow, an inplementation identifies the DetNet service associated with

the incom ng packet based on the S-Label. Wen a node is using
platformlabels for S-Labels, any F-Labels can be popped, and the
S-Label uniquely identifies the DetNet service. |In the case where

platform | abels are not used, incom ng F-Label (s) and, optionally,
the incom ng interface MIST al so be provisioned for a DetNet service.

4.2.3.2. Common F-Label Processing

Al'l Det Net-aware MPLS nodes process F-Labels as needed to neet the
service requirements of the DetNet flow or flows carried in the LSPs
represented by the F-Labels. This includes normal push, pop, and
swap operations. Such processing is essentially the sanme type of
processing provided for TE LSPs, although the specific service
paraneters, or traffic specification, can differ. Wen the Det Net
service paraneters of the DetNet flow or flows carried in an LSP
represented by an F-Label can be net by an existing TE mechani sm the
forwardi ng sub-1layer processing node MAY be a Det Net-unaware, i.e.,
standard, MPLS LSR  Such TE LSPs may provide LSP forwardi ng service
as defined in, but not linmted, to the follow ng: [RFC3209],

[ RFC3270], [RFC3272], [RFC3473], [RFC4875], [RFC5440], and [ RFC8306].

More specifically, as mentioned above, the DetNet forwarding sub-

| ayer provides explicit routes and allocated resources, and F-Labels
are used to map to each. Explicit routes are supported based on the
topnost (outernost) F-Label that is pushed or swapped and the LSP
that corresponds to this label. This topnost (outgoing) |abel MJST
be associated with a provisioned outgoing interface and, for non-

poi nt-to-point outgoing interfaces, a next-hop LSR. Note that this
i nformati on MUST be provisioned via configuration or the Controller



Plane. 1In the previously nentioned special case where there are no
added F-Labels and the outgoing interface is not a point-to-point
interface, the outgoing interface MJST al so be associated with a
next - hop LSR

Resources may be allocated in a hierarchical fashion per each LSP
that is represented by each F-Label. Each LSP MAY be provisi oned
with a service paraneter that dictates the specific traffic treatnent
to be received by the traffic carried over that LSP. |nplenentations
of this docunment MJST ensure that traffic carried over each LSP
represented by one or nore F-Labels receives the traffic treatnent
provi sioned for that LSP. Typical nechanisns used to provide
different treatment to different flows include the allocation of
systemresources (such as queues and buffers) and provisioning of

rel ated paraneters (such as shaping and policing) that nmay be found
in inplenmentations of the Resource ReSerVation Protocol (RSVP)

[ RFC2205] and RSVP-TE [ RFC3209] [RFC3473]. Support can al so be

provi ded via an underlying network technol ogy, such as | EEE 802.1 TSN
[ Det Net - MPLS-over-TSN]. The specific mechani snms sel ected by a Det Net
node to ensure Det Net service delivery requirenents are net for
supported DetNet flows is outside the scope of this docunent.

Packets that are marked in a way that do not correspond to all ocated
resources, e.g., lack a provisioned F-Label, can disrupt the QS
offered to properly reserved DetNet flows by using resources
allocated to the reserved flows. Therefore, the network nodes of a
Det Net net wor k:

*  MJST defend the Det Net QoS by discarding or remarking (to an
al | ocated Det Net fl ow or nonconpeting non-DetNet flow) packets
received that are not associated with a conpl eted resource
al | ocati on.

*  MJUST NOT use a DetNet allocated resource, e.g., a queue or shaper
reserved for DetNet flows, for any packet that does match the
correspondi ng Det Net fl ow.

*  MJST ensure a QS flow does not exceed its allocated resources or
provi sioned service | evel

*  MUIST ensure a CoS flow or service class does not inpact the
service delivered to other flows. This requirement is simlar to
the requirenent for MPLS LSRs that CoS LSPs do not inpact the
resources allocated to TE LSPs, e.g., via [RFC3473].

Subsequent sections provide additional considerations related to CoS
(Section 4.6.1), QoS (Section 4.6.2), and aggregation (Section 4.4).

4.3. OAM I ndication

OAM fol |l ows the procedures set out in [ RFC5085] with the restriction
that only Virtual Crcuit Connectivity Verification (VCCV) type 1 is
support ed.

As shown in Figure 3 of [RFC5085], when the first nibble of the d-CW
is 0x0, the payload following the d-CWis normal user data. However,
when the first nibble of the d-CWis 0x1, the payload that follows
the d-CWis an OAM payl oad with the OQAM type indicated by the val ue
in the d- CW Channel Type field.

The reader is referred to [RFC5085] for a nore detail ed description
of the Associ ated Channel nechanismand to the Det Net work on OAM
[ Det Net - MPLS- OAM for nore informati on about Det Net OAM

Addi ti onal considerations on DetNet-specific OAM are subjects for
further study.



4. 4. Fl ow Aggregation

The ability to aggregate individual flows and their associated
resource control into a larger aggregate is an inportant technique
for inproving scaling of control in the data, managenment, and contro
pl anes. The Det Net data plane allows for the aggregation of Det Net
flows to inproved scaling. There are two nethods of supporting flow
aggregation covered in this section.

The resource control and managenent aspects of aggregation (including
the configuration of queuing, shaping, and policing) are the
responsibility of the DetNet Controller Plane and are out of scope
for this docunent. It is also the responsibility of the Controller

Pl ane to ensure that consistent aggregati on nethods are used.

4.4.1. Aggregation via LSP Hierarchy

Det Net flows forwarded via MPLS can | everage MPLS-TE s exi sting
support for hierarchical LSPs (H LSPs); see [RFC4206]. HLSPs are
typically used to aggregate control and resources; they may al so be
used to provide OAM or protection for the aggregated LSPs. Arbitrary
| evel s of aggregation naturally fall out of the definition for

hi erarchy and the MPLS | abel stack [RFC3032]. DetNet nodes that
support aggregation (LSP hierarchy) map one or nore LSPs (| abels)
into and froman HLSP. Both carried LSPs and HLSPs nay or may not
use the Traffic Cass (TC) field, i.e., L-LSPs (Label-Only-Inferred-
PSC LSPs) or E-LSPs (EXP-Inferred-PSC LSPs [ RFC3270], which were
renaned to "Explicitly TC encoded-PSC LSPs" in Section 2.2 of

[ RFC5462]). Such nodes will need to ensure that individual LSPs and
H LSPs receive the traffic treatment required to ensure the required
Det Net service is preserved

Additional details of the traffic control capabilities needed at a
Det Net - awar e node nay be covered in the new service definitions
menti oned above or in separate future documents. Controller Plane
mechani sms will al so need to ensure that the service required on the
aggregate flow are provided, which nay include the discarding or
remarki ng nmentioned in the previous sections.

4.4.2. Aggregating DetNet Fl ows as a New Det Net Fl ow

An aggregate can be built by |layering DetNet flows, including both
their S-Label and (when present) F-Labels, as shown bel ow

o m o e e +
I I

| Det Net Fl ow |

| Payl oad Packet |

L --------------------------------- L <--\

| Det Net Control Word | |
+:::::::::::::::::::::::::::::::::+

| S- Label | |

R + |

| [ F-Label (s) ] | +----Det Net data pl ane
T + |

| Det Net Control Word | |

| A- Label | |

R + |

| F- Label (s) | <--/

o m o e oo +

| Dat a- Li nk |

o m o e e +

| Physi cal |
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Figure 6: DetNet Aggregation as a New Det Net Fl ow

Both the aggregation label, which is referred to as an A-Label, and
the individual flow s S-Label have their MPLS S bit set indicating
the bottom of stack, and the d-CWallows the PREOF to work. An
A-Label is a special case of an S-Label, whose properties are known
only at the aggregation and deaggregati on end points.

It is a property of the A-Label that what follows is a d-CWfoll owed
by an MPLS | abel stack. A relay node processing the A-Label would
not know t he underlying payl oad type, and the A-Label would be
processed as a normal S-Label. This would only be known to a node
that was a peer of the node inposing the S-Label. However, there is
no real need for it to know the payload type during aggregation
processi ng.

As in the previous section, nodes supporting this type of aggregation
will need to ensure that individual and aggregated flows receive the
traffic treatnent required to ensure the required DetNet service is
preserved. Also, it is the Controller Plane's responsibility to
ensure that the service required on the aggregate flow is properly
provi si oned.

Servi ce Sub-Layer Consi derations

The internal procedures for edge and relay nodes related to PREOF are
i mpl ementation specific. The order of a packet elimnation or
replication is out of scope for this specification.

It is inportant that the DetNet layer is configured such that a

Det Net node never receives its own replicated packets. If it were to
recei ve such packets, the replication function would nmake the | oop
nmore destructive of bandwi dth than a conventional unicast |oop
Utimately, the TTL in the S-Label will cause the packet to die
during a transient |oop, but given the sensitivity of applications to
packet |atency, the inpact on the DetNet application would be severe.
To avoid the problemof a transient forwarding | oop, changes to an
LSP supporting Det Net MJST be | oop-free.

1. Edge Node Processing

A Det Net edge node operates in the DetNet forwardi ng sub-layer and
service sub-layer. An edge node is responsible for matching incom ng
packets to the service they require and encapsul ati ng t hem
accordingly. An edge node nay perform PRF, PEF, and/or POF. Details
on encapsul ation can be found in Section 4.2; details on PRF can be
found in Section 4.2.2.1; details on PEF can be found in

Section 4.2.2.2; and details on POF can be found in Section 4.2.2. 3.

2. Relay Node Processing

A DetNet relay node operates in the DetNet forwarding sub-layer and
service sub-layer. For DetNet using MPLS, forwarding-related
processing is perforned on the F-Label. This processing is done
within an extended forwarder function. Wether an incom ng Det Net
flow recei ves Det Net-specific processing depends on how the
forwarding is programmed. Sone relay nodes nmay be Det Net service
aware for certain DetNet services, while, for other DetNet services,
these nodes may perform as unnodified LSRs that only understand how
to switch MPLS-TE LSPs, i.e., as a transit node; see Section 4.4.
Again, this is entirely up to how the forwardi ng has been programmed.

During the elimination and replication process, the sequence nunber
of an incom ng Det Net packet MJST be preserved and carried in the



correspondi ng outgoi ng Det Net packet. For exanple, a relay node that
performs both PEF and PRF first perforns PEF on incom ng packets to
create a conpound flow. It then perforns PRF and copies the App-flow
data and the d-CWinto packets for each outgoi ng Det Net nenber fl ow.

The internal design of a relay node is out of scope for this
docunent. However, the reader’s attention is drawn to the need to
make any PREOF state available to the packet processor(s) dealing
wi th packets to which PREOF nust be applied and to nmintain that
state in such a way that it is available to the packet processor
operation on the next packet in the DetNet flow (which may be a
duplicate, a |late packet, or the next packet in sequence).

4.6. Forwardi ng Sub-Layer Considerations
4.6.1. dass of Service

Class of Service (CoS) and Quality of Service (QS) are terns that
are often used interchangeably and confused with each other. 1In the
context of DetNet, CoS is used to refer to nechanisns that provide
traffic-forwardi ng treatnent based on non-fl ow specific traffic
classification, and QS is used to refer to nmechani sns that provide
traffic-forwarding treatment based on DetNet flow specific traffic
classification. Examples of existing network-Ievel CoS nechanisns
include Differentiated Services (Diffserv), which is enabled by the
I P header Differentiated Services Code Point (DSCP) field [ RFC2474]
and MPLS | abel Traffic Class field [ RFC5462] and at Layer 2 by | EEE
802. 1p Priority Code Point (PCP).

CoS for DetNet flows carried in PW and MPLS is provided using the
existing MPLS Differentiated Services (Diffserv) architecture

[ RFC3270]. Both E-LSP and L-LSP MPLS Diffserv nodes MAY be used to
support DetNet flows. The Traffic Cass field (fornerly the EXP
field) of an MPLS | abel follows the definition of [ RFC5462] and

[ RFC3270]. The Uniform Pipe, and Short Pipe Diffserv tunneling and
TTL processing nodel s are described in [RFC3270] and [ RFC3443] and
MAY be used for MPLS LSPs supporting DetNet flows. MPLS Explicit
Congestion Notification (ECN) MAY al so be used, as defined in ECN

[ RFC5129] and updated by [ RFC5462].

4.6.2. Quality of Service

In addition to explicit routes and packet replication and elimnation
(described in Section 4 above), DetNet provides zero congestion |oss
and bounded | atency and jitter. As described in [RFC8655], there are
different nmechani sns that nmay be used separately or in conbination to
deliver a zero congestion loss service. This includes QS mechani sns
at the MPLS | ayer, which may be conbi ned with the nechani sns defined
by the underlying network | ayer, such as | EEE 802.1 TSN

QS nechanisns for flowspecific traffic treatnent typically include
a guarantee/ agreenent for the service and all ocation of resources to
support the service. Exanple QS nechani sns include discrete
resource allocation, adnmission control, flow identification and

i solation, and sonetimes path control, traffic protection, shaping,
policing, and renmarking. Exanple protocols that support QS contro
i nclude the Resource ReSerVation Protocol (RSVP) [RFC2205] and RSVP-
TE [ RFC3209] [RFC3473]. The existing MPLS nechani sns defined to
support CoS [ RFC3270] can al so be used to reserve resources for
specific traffic classes.

A baseline set of QoS capabilities for DetNet flows carried in PW
and MPLS can be provided by MPLS-TE [ RFC3209] [RFC3473]. TE LSPs can
al so support explicit routes (path pinning). Current service
definitions for packet TE LSPs can be found in "Specification of the
Control | ed-Load Network El ement Service" [RFC2211], " Specification of



Guaranteed Quality of Service" [RFC2212], and "Ethernet Traffic

Par anet ers" [ RFC6003]. Additional service definitions are expected
in future docunments to support the full range of DetNet services. In
all cases, the existing | abel -based marki ng mechani sns defined for TE
LSPs and even E-LSPs are used to support the identification of flows
requiring Det Net QoS.

Managenent and Control Information Sunmary

The specific informati on needed for the processing of each Det Net
servi ce depends on the DetNet node type and the functions being

provi ded on the node. This section summarizes this information based
on the DetNet sub-layer and if the DetNet traffic is being sent or
received. All DetNet node types are DetNet forwarding sub-I|ayer
aware, while all but transit nodes are service sub-layer aware. This
is shown in Figure 2.

Much |i ke other MPLS | abels, there are a nunber of alternatives
avail abl e for DetNet S-Label and F-Label advertisenent to an upstream
peer node. These include distributed signaling protocols (such as
RSVP-TE), centralized |abel distribution via a controller that
manages both the sender and the receiver using the Network
Configuration Protocol (NETCONF) and YANG BGP, the Path Conputation
El ement Conmmuni cation Protocol (PCEP), etc., and hybrid conbinations
of the two. The details of the Controller Plane solution required
for the | abel distribution and the managenent of the | abel nunber
space are out of scope for this docunent. Particular DetNet

consi derations and requirenents are di scussed in [ RFC8938].

Conf ormance | anguage is not used in the summary, since it applies to
future mechani sms, such as those that may be provided in signaling
and YANG nodels, e.g., [DetNet-YANG .

Servi ce Sub-Layer Infornmation Summary

The following sumari zes the information that is needed (on a per-
service basis) on nodes that are service sub-layer aware and transmt
Det Net MPLS traffic:

* App-flowidentification information, e.g., IP information as
defined in [DetNet-IP-over-MPLS]. Note that this information is
not needed on DetNet relay nodes.

* The sequence nunber length to be used for the service. Valid
val ues include 0, 16, and 28 bits. 0 bits cannot be used when PEF
or POF is configured for the service.

* |If PRFis to be provided for the service.

* The outgoing S-Label for each of the service s outgoing DetNet
(menber) fl ows.

* The forwarding sub-layer information associated with the output of
the service sub-layer. Note that when PRF is provisioned, this
information is per DetNet menber flow Logically, the forwarding
sub-layer information is a pointer to further details of
transm ssion of DetNet flows at the forwardi ng sub-I|ayer

The following sumari zes the information that is needed (on a per-
service basis) on nodes that are service sub-layer aware and receive
Det Net MPLS traffic:

* The forwarding sub-layer information associated with the input of
the service sub-layer. Note that when PEF is provisioned, this
information is per DetNet menber flow Logically, the forwarding
sub-layer information is a pointer to further details of the
reception of DetNet flows at the forwardi ng sub-layer or A-Label



* The incom ng S-Label for the service.
* |f PEF or POF is to be provided for the service.

* The sequence nunber length to be used for the service. Valid
val ues included 0, 16, and 28 bits. 0 bits cannot be used when PEF
or POF are configured for the service

* App-flow identification information, e.g., IP information as
defined in [DetNet-IP-over-MPLS]. Note that this information is
not needed on Det Net relay nodes.

.1.1. Service Aggregation Information Summary

Nodes perform ng aggregation using A-Labels, per Section 4.4.2,
require the additional information sumarized in this section

The foll owing summari zes the additional information that is needed on
a node that sends aggregated fl ows using A-Labels:

* The S-Labels or F-Labels that are to be carried over each
aggr egat ed servi ce.

* The A-Label associated with each aggregated service.
* The other S-Label information sunmarized above.

On the receiving node, the A-Label provides the forwardi ng context of
an incomng interface or an F-Label and is used in subsequent service
or forwardi ng sub-layer receive processing, as appropriate. The

rel ated additional configuration that nmay be provided is discussed

el sewhere in this section

. 2.  Forwardi ng Sub-Layer |Infornmation Sumary

The foll owi ng summarizes the information that is needed (on a per-
forwar di ng- sub-1 ayer-fl ow basis) on nodes that are forwarding sub-
| ayer aware and send Det Net MPLS traffic:

* The outgoing F-Label stack to be pushed. The stack may include
H LSP | abel s.

* The traffic paraneters associated with a specific label in the
stack. Note that there may be multiple sets of traffic paraneters
associated with specific labels in the stack, e.g., when H LSPs
are used.

* Qutgoing interface and, for unicast traffic, the next-hop
i nfornation.

*  Sub-networ k-specific parameters on a technol ogy-specific basis.
For exanple, see [DetNet-MLS-over-TSN].

The followi ng summarizes the information that is needed (on a per-
forwar di ng- sub-1 ayer-fl ow basis) on nodes that are forwarding sub-
| ayer aware and receive DetNet MPLS traffic:

* The incom ng interface. For sone inplenentations and depl oynent
scenarios, this information may not be needed.

* The incom ng F-Label stack to be popped. The stack may include
H LSP | abel s.

*  How the incomng forwarding sub-layer flowis to be handled, i.e.,
forwarded as a transit node or provided to the service sub-layer.
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It is the responsibility of the DetNet Controller Plane to properly
provision both flowidentification information and the flow specific
resources needed to provide the traffic treatnment needed to nmeet each
flow s service requirenments. This applies for aggregated and

i ndi vi dual fl ows.

Security Considerations

Detail ed security considerations for DetNet are cataloged in

[ Det Net - Security], and nore general security considerations are
described in [RFC8655]. This section exclusively considers security
considerations that are specific to the Det Net MPLS data plane. The
considerations raised related to MPLS networks in general in

[ RFC5920] are equally applicable to the Det Net MPLS data pl ane.

Security aspects that are unique to DetNet are those whose aimis to
protect the support of specific QS aspects of DetNet, which are
primarily to deliver data flows with extremely | ow packet |oss rates
and bounded end-to-end delivery |atency. Achieving such |loss rates
and bounded | atency may not be possible in the face of a highly
capabl e adversary, such as the one envisioned by the Internet Threat
Model of BCP 72 [RFC3552] that can arbitrarily drop or delay any or
all traffic. In order to present meani ngful security considerations,
we consider a sonewhat weaker attacker who does not control the
physical links of the DetNet domain but may have the ability to
control a network node within the boundary of the DetNet donain.

An additional consideration for the DetNet data plane is to maintain
integrity of data and delivery of the associ ated Det Net service
traversing the DetNet network. Application flows can be protected

t hrough what ever nmeans are provided by the underlying technol ogy.

For exanple, encryption may be used, such as that provided by |Psec

[ RFC4301] for IP flows and/or by an underlying sub-network using
MACsec [| EEE802. 1AE-2018] for |P over Ethernet (Layer 2) flows. MPLS
doesn’t provide any native security services to account for
confidentiality and integrity.

From a data pl ane perspective, this docunent does not add or nodify
any application header information.

At the managenent and control |level, DetNet flows are identified on a
per-fl ow basis, which may provide Controller Plane attackers with
additional information about the data fl ows (when conpared to
Controller Planes that do not include per-flow identification). This
is an inherent property of DetNet that has security inplications that
shoul d be considered when deternmining if DetNet is a suitable
technol ogy for any given use case.

To provide uninterrupted availability of the DetNet service,

provi sions can be nmade agai nst DoS attacks and delay attacks. To
protect agai nst DoS attacks, excess traffic due to nalicious or

mal functi oning devices is prevented or mitigated through the use of
exi sting nechani sns, for example, by policing and shaping incomni ng
traffic. To prevent DetNet packets from having their del ay
mani pul ated by an external entity, precautions need to be taken to
ensure that all devices on an LSP are those intended to be there by
the network operator and that they are well behaved. 1In addition to
physi cal security, technical nethods, such as authentication and

aut hori zati on of network equi pnent and the instrumentation and

moni toring of the LSP packet delay, may be used. |If a delay attack
is suspected, traffic may be noved to an alternate path, for exanple,
t hrough changi ng the LSP or managenent of the PRECF configuration

| ANA Consi der ati ons
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Thi s docunent has no | ANA acti ons.
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