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Establ i shing the Protocol Police
Abstract

One mantra of the IETF is, "W are not the Protocol Police.”

However, to ensure that protocols are inplenmented and depl oyed in
full conpliance with the IETF s standards, it is inportant to set up
a body that is responsible for assessing and enforcing correct

pr ot ocol behavi or.

Thi s docunent formally establishes the Protocol Police. It defines
the body and sets out what aspects of |ETF protocols they wll

police. This docunent acts as a point of reference for networking
engi neers, |aw enforcenent officials, governnment representatives, and
others. It also provides advice on howto report issues to the

Prot ocol Poli ce.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunent at
its discretion and nakes no statenment about its value for

i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |level of Internet Standard;
see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8962

Copyri ght Notice

Copyright (c) 2021 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document.
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1. Introduction

| ETF participants are often confronted with circunstances where

devel opers or deployers choose to not obey the sacrosanct words of an
RFC. This can lead to outcones that are widely agreed to be
unexpect ed, unwarranted, or undesirable.

Sone are of the opinion that | ETF participants should cone to a
consensus and decl are what protocol behavior is unacceptable, and
that the maintainers and devel opers of non-conpliant protocols should
be chastised. Ohers (especially working group chairs) non-
gracefully fall back on the undocunented mantra, "W [or the | ETF]
are not the Protocol Police." Understandably, this has led to
confusi on about who shoul d nake judgnments about proper interpretation
of protocol specifications.

Thi s docunent formally establishes the Protocol Police, hitherto
undocunented at the IETF. It defines the body and sets out what
aspects of | ETF protocols they will police. This docunent acts as a
poi nt of reference for networking engineers, |aw enforcenent
officials, governnent representatives, and others. |t also provides
advi ce on how to report issues to the Protocol Police.

The Protocol Police, as defined in this document, are responsible for
enforcing all | ETF standards and best practi ces.

2. Definitions

For possibly the first time in | ETF history, words |ike "SHALL" and
"MAY" are used in this docunent in their real and enforceabl e sense

3. Conposition of the Protocol Police

The Protocol Police shall be selected by the I ETF Nomi nating
Conmittee (NomCom) as laid out in [RFC3797] in a manner simlar to
that used to select the | AB and | ESG [ RFC8713].

However, the nenbers of the Protocol Police shall not be publicly
naned. This will enable themto operate nore effectively and wi thout
interference or unwarranted pressure from nmenbers of the community.
The first rule of the Protocol Police is $Cl PHERTEXT.

3.1. Recognizing the Protocol Police

When nore than one person says, "W are not the Protocol Police," at
| east one of themis not telling the truth.



3. 2.

5. 1.

5. 3.

7.1

The Protocol Police |ove conpany and are never al one.

You are not the Protocol Police: we are. W are not the Protoco
Pol i ce: you are.

Recr ui t nent

If you are interested in joining the Protocol Police, contact your

| ocal host. Your behavior will be nonitored, and your inplenentation
will be analyzed for full RFC conpliance. |f your deeds, both now
and in the past, are recognized to be true to the scripture, NomCom
will of course be instructed to induct you to the ranks. But if you
have transgressed, any information the investigation produces MAY be
used agai nst you in future proceedi ngs.

I'n maki ng an assessnment of your suitability for menbership of the
Protocol Police, contact may be made on your behalf with the Internet
Moral Majority [ RFC4041].

If you have nothing to hide, you have nothing to fear
Support for the Protocol Police

Support for the existence and operation of the Protocol Police is
essential to the concept of "policing by consent.” Fortunately, the
| ETF comunity and all stakehol ders may now consi der thensel ves
served by this docunent which, by dint of its existence, warrants
adher ence.

Puni shabl e O f enses
Pr ot ocol - Layer Viol ations

Sone boundaries nmust not be crossed. There are no acceptable | ayer
viol ations. Even though |ayers, like borders, are anbi guous
abstractions only serving to uphold the legitinmacy and identity of
the institutions that produce them they shall be observed and

def ended because the Protocol Police exist to defend them

Del i berate Non-Interoperability

The Protocol Police are sanctioned to gain access to any wall ed
garden that undernmines interoperability. At the same tine, the
Protocol Police will defend | egacy interoperability options in all
NTP eras (see Section 6 of [RFC5905]), and will be reachable via the
Ext ensi bl e Messagi ng and Presence Protocol (XMPP) until at |least era
2147483649

Di sobeyi ng RFCs

In the beginning was the RFC, and the network was with the RFC, and
the RFC was with the network. Through the RFC all things were nade;
wi t hout the RFC nothing was nmade that has been made. |In the network
was life, and that life was the light of all the INTERNET. Thou
shalt not deviate fromthe path set out in the RFCs or else thou
shal |l be scattered over the data plane.

Reporting O f enses
Send all your reports of possible violations and all tips about
wrongdoing to /dev/null. The Protocol Police are listening and wl|l
take care of it.

Puni shnent

Traffic | nprisonnent
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The Protocol Police will maintain a list of hosts and clients that
have denonstrated their inability to conprehend sinple commandnents
contained in RFCs, which all |ETF participants know to be precise and
accessi ble even to a general audi ence.

If this work is standardized, 1ANA is requested to register the |ist
of addresses (see Section 9). For a period specified in an officia
notification, all other networks SHALL drop all network packets
originating fromor intended for such addresses. This will result in
effective and forced confinement of crimninal networks.

Usi ng powerful machi ne-|earning mechani snms for threat analysis, the
Protocol Police will identify networks that are likely to fail to
conmply with this requirenment. This process is known as Heuristic
Internet Policing (HP). Networks identified in this way will be
di sciplined by the Protocol Police with TCP RSTs. Let it be known:
the Protocol Police always shoot fromthe H P

Moral ity Considerations

This section contains norality considerations consistent with the
demands of [ RFC4041].

| We reject: kings, presidents and voting.

| We believe in: rough consensus and runni ng code.
| We only bow down to: the Protocol Police.

I

| -- My friend Dave

| Wbop-woop! This is the Protocol Police!

|  Woop-woop! That's the packet of the beast!
I

I

-- KRS-ZERO (after spotting an evil bit [RFC3514])
Oversi ght
Al'l police forces nmust be accountabl e and subject to oversight. The
Protocol Police take full responsibility for oversight of their
actions and promise to overlook all activities.

I ANA Consi derati ons
If this work is standardi zed, | ANA shall set up a registry for
crimnal networks and addresses. |f the I ANA does not conmply with
these orders, the Protocol Police shall go and cry to | CANN before
becoming lost in its bureaucracy.

Security Considerations

Before the Protocol Police, there was no security. The Police have
arrived. Al your networks are belong to us.

Privacy Consi derations

None.
Human Ri ghts Consi derati ons

There are none for you to worry about. The Police will see to it.
Concl usi on

Case cl osed.
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