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The "secret-token" URI Schemre
Abstract

Thi s docunent registers the "secret-token" URI schene to aid in the
i dentification of authentication tokens.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8959

Copyri ght Notice

Copyright (c) 2021 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
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include Sinplified BSD License text as described in Section 4.e of
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1. Introduction

It has becone increasingly common to use bearer tokens as an
aut henti cati on mechani smin various protocols.



A bearer token is a security token with the property that any party
in possession of the token (a "bearer") can use the token in any way
that any other party in possession of it can. Using a bearer token
does not require a bearer to prove possession of cryptographic key
mat eri al (proof-of-possession).

Unfortunately, the nunber of security incidents involving accidenta
di scl osure of these tokens has al so increased. For exanple, we now
regul arly hear about a devel oper comritting an access token to a
public source code repository, either because they didn't realize it
was included in the committed code or because they didn’t realize the
implications of its disclosure.

This specification registers the "secret-token" URl schene to aid
prevention of such accidental disclosures. Wen tokens are easier to
unanbi guously identify, they can trigger warnings in continuous

i ntegration systens or be used in source code repositories

thensel ves. They can al so be scanned for separately.

For exanple, if cloud.exanple.net issues access tokens to its clients
for later use, and it does so by formatting them as "secret-token"
URI's, tokens that "leak" into places that they don't belong are
easier to identify. This could be through a variety of nechanisns;
for exanple, if repo.exanple.comcan be configured to refuse conmits
containing "secret-token" URIs, it helps its custonmers avoid

acci dental discl osures.

"secret-token" URIs are intended to aid in identification of
generated secrets, like APl keys and sinmilar tokens. They are not
intended for use in controlled situations where ephemeral tokens are
used, such as things like Cross-Site Request Forgery (CSRF) tokens.

.1. Notational Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses ABNF [ RFC5234]. It also uses the pchar rule from
[ RFC3986] .

The "secret-token" URI Schemre

The "secret-token" URI schene identifies a token that is intended to
be a secret.

secr et -t oken- schene t oken
"secret-token"

1*pchar

secr et -t oken- URI
secret -t oken-schene
t oken

See [ RFC3986], Section 3.3 for a definition of pchar. Disallowed
characters -- including non-ASCI|I characters -- MJST be encoded into
UTF- 8 [ RFC3629] and then percent-encoded ([ RFC3986], Section 2.1).

When a token is both generated and presented for authentication, the
entire URI MJST be used, without changes.

For exanple, given the URI:
secret -t oken: E92FB7EB- D882- 47A4- A265- AOB6135DC842%20f 00
This (character-for-character, case-sensitive) string will both be

i ssued by the token authority and required for |ater access.
Therefore, if the exanple above were used as a bearer token in
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[ RFC6750], a client m ght send:

CET /authenticated/stuff HITP/ 1.1
Host: www. exanpl e. com
Aut hori zati on: Bearer
secret -t oken: E92FB7EB- D882- 47A4- A265- AOB6135DC842%20f oo

| ANA Consi der ati ons

This docunment registers the follow ng value in the "Uniform Resource
Identifier (URI) Schenes" registry:

Schene nane: secret-token

Status: provisional

Applications/protocols that use this schene: none yet
Contact: iesg@esg.org

Change Controller: |ESG

Ref erences: RFC 8959

Security Considerations

The token ABNF rule allows tokens as small as one character. This is
not recomrended practice; applications should evaluate their
requirenents for entropy and issue tokens correspondingly. See

[ RFC4086] for nore information.

This URI schene is intended to reduce the incidence of accidental
di sclosure; it cannot prevent intentional disclosure.

If it is difficult to correctly handl e secret material, or unclear as
to what the appropriate handling is, users m ght choose to obfuscate
their secret tokens in order to evade detection (for exanple,
renoving the URI schene for storage). Mtigating this risk is often
beyond the reach of the systemusing the "secret-token" URI; users
can be cautioned agai nst such practices and be provided tools to

hel p.
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