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Abst r act

RFC 8372 ("MPLS Flow ldentification Considerations") describes the
requirenent for introducing flowidentities within the MPLS
architecture. This docunent describes a method of acconplishing this
by using a technique called "Synonynmous Fl ow Label s" in which | abels
that mimc the behavior of other |abels provide the identification
service. These identifiers can be used to trigger per-flow
operations on the packet at the receiving | abel sw tching router
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I ntroduction

[ RFC8372] ("MPLS Flow ldentification Considerations") describes the
requirenent for introducing flowidentities within the MPLS
architecture. This docunent describes a method of providing the
required identification by using a technique called "Synonynous Fl ow
Labels (SFLs)" in which | abels that m mc the behavior of other MLS
| abel s provide the identification service. These identifiers can be
used to trigger per-flow operations on the packet at the receiving

| abel switching router.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Synonynous Fl ow Label s

An SFL is defined to be a | abel that causes exactly the sane behavior
at the egress Label Edge Router (LER) as the |label it replaces,

except that it also causes one or nore additional actions that have
been previously agreed between the peer LERs to be executed on the
packet. There are many possi bl e additional actions, such as
measuring the number of received packets in a flow, triggering an IP
Fl ow I nformation Export (IPFIX) [RFC7011] capture, triggering other
types of deep packet inspection, or identifying the packet source.

For exanple, in a Performance Mnitoring (PM application, the agreed
action could be recording the recei pt of the packet by increnenting a
packet counter. This is a natural action in many MPLS

i npl ement ati ons, and where supported, this permts the inplenmentation
of high-quality packet |oss nmeasurenment w thout any change to the
packet - f orwar di ng syst em

To illustrate the use of this technol ogy, we start by considering the
case where there is an "application" label in the MPLS | abel stack.
As a first exanple, let us consider a pseudowire (PW [RFC3985] on
which it is desired to make packet | oss neasurenents. Two |abels,
synonynous with the PWIabels, are obtained fromthe egress

term nating provider edge (T-PE). By alternating between these SFLs
and using themin place of the PWIlabel, the PWpackets may be

bat ched for counting w thout any inpact on the PWforwardi ng behavi or
[ RFC8321] (note that strictly only one SFL is needed in this
application, but that is an optimzation that is a matter for the

i npl ementor). The method of obtaining these additional |abels is

out side the scope of this text; however, one control protocol that
provides a nethod of obtaining SFLs is described in

[ MPLS- SFL- CONTROL] .

Next, consider an MPLS application that is multipoint to point, such
as a VPN. Here, it is necessary to identify a packet batch froma



specific source
speci fic,

and asynchronously
t he desti nati on.

This is achieved by making the SFLs source
so that batches fromone source are marked differently from
bat ches from anot her source

The sources al
from each ot her

operate independently
i ndependently coordinating with

Each ingress LERis thus able to establish its own

SFL to identify the subflow and thus enable PM per fl ow

Finally,
application | abel
Switched Path (LSP)
st ack.
LSP | abel would int
not be acceptable f

but to introduce an additiona

(PHP) is in use,
simlar to the LSP
simlar to an MPLS
t he | abel

Note that to achieve the goals set out above,

al l ocated fromthe

In this case,

the semantics of this additiona

has the additiona

we need to consider the case where there is no MPLS
such as occurs when sending | P over a Labe

, i.e., there is a single label in the MPLS | abe

i ntroduci ng an SFL that was synonynous with the
roduce network-wi de forwarding state. This would

or scaling reasons. Therefore, we have no choice

| abel . Where penultinmate hop popping

| abel can be

in use, the semantics are
In both of these cases,

semantics of the SFL.

| abel. Where PHP is not
Explicit NULL [ RFC3032].

SFLs need to be

pl atform | abel table.

4. User Service Traffic in the Data Pl ane
As noted in Section 3, it is necessary to consider two cases:
1. Application |abel is present
2. Single-label stack

4.1. Application Label Present

Figure 1 shows the
| abel are present i
function present
run over the SFL st
bat ch.

runs over the "normal"

case in which both an LSP | abel and an application
n the MPLS | abel stack. Traffic with no SFL
stack, and SFL-enabl ed fl ows
ack with the SFL used to indicate the packet

o e e e oo + o e e e oo +
| LSP | | LSP |
| Label | | Label
|  (May be PHPed) | |  (May be PHPed) |
o e e e oo + o e e e oo +
| o | | |
| Application | | Synonynous Fl ow |
| Label | | Label |
Fomm - + <= BoOS  H----------------- + <= Bottom of Stack
I I I I
| Payl oad | | Payl oad |
I I I I
o e e e oo + o e e e oo +
"Normal " Label Stack Label Stack with SFL
Figure 1: Use of Synonynous Labels in a Two-Label MPLS Label Stack
At the egress LER, the LSP | abel is popped (if present). Then, the

SFL is processed executing both the synonynous function and the
correspondi ng application function.

.1.1. Setting TTL and the Traffic Cass Bits

The TTL and the Traffic Cass bits [ RFC5462] in the SFL | abel stack
entry (LSE) would normally be set to the same value as woul d have
been set in the label that the SFL is synonynous with. However, it
is recognized that, if there is an application need, these fields in



the SFL LSE MAY be set to sone other value. An exanple would be
where it was desired to cause the SFL to trigger an action in the TTL
expiry exception path as part of the |abel action

4.2. Single-Label Stack

Figure 2 shows the case in which only an LSP | abel is present in the
MPLS | abel stack. Traffic with no SFL function present runs over the
"normal " stack, and SFL-enabled flows run over the SFL stack with the
SFL used to indicate the packet batch. However, in this case, it is
necessary for the ingress Label Edge Router (LER) to first push the
SFL and then to push the LSP | abel

o e e e e oo +
| LSP |
| Label
| (May be PHPed) |
o e e e e oo - + o e e e e oo - +
| LSP | | | <= Synonympus with
| Label | | Synonynous Fl ow | Explicit NULL
|  (May be PHPed) | | Label |
R + <= BoOS  H----------------- + <= Bottom of Stack
I I I
| Payl oad | | Payl oad |
| | |
o e e e e oo + o e e e e oo +
"Normal " Label Stack Label Stack with SFL

Figure 2: Use of Synonynous Labels in a Single-Label MPLS Label Stack

At the receiving Label Switching Router (LSR), it is necessary to
consi der two cases

1. \Where the LSP label is still present
2. \Were the LSP | abel is penultimte hop popped

If the LSP | abel is present, it is processed exactly as it would
normal |y be processed, and then it is popped. This reveals the SFL
which, in the case of the neasurenents defined in [ RFC6374], is
simply counted and then discarded. |In this respect, the processing
of the SFL is synonymous with an MPLS Explicit NULL. As the SFL is
the bottom of stack, the I P packet that follows is processed as

nor mal .

If the LSP | abel is not present due to PHP action in the upstream
LSR, two al most equi val ent processing actions can take place. The
SFL can be treated either 1) as an LSP | abel that was not PHPed and
the additional associated SFL action is taken when the |abel is
processed or 2) as an MPLS Explicit NULL with associated SFL acti ons.
Fromthe perspective of the neasurenent system described in this
docunent, the behavior of the two approaches is indistinguishable;
thus, either may be inpl ement ed.

4.2.1. Setting TTL and the Traffic Cass Bits

The TTL and the Traffic C ass considerations described in
Section 4.1.1 apply.

4.3. Aggregation of SFL Actions

There are cases where it is desirable to aggregate an SFL action
agai nst a nunber of |abels, for exanple, where it is desirable to
have one counter record the nunber of packets received over a group
of application | abels or where the number of |abels used by a single



application is large and the resultant increase in the number of

al | ocated | abel s needed to support the SFL actions nay becone too
large to be viable. |In these circunstances, it would be necessary to
i ntroduce an additional label in the stack to act as an aggregate
instruction. This is not strictly a synonynmous action in that the
SFL is not replacing an existing | abel but is somewhat sinmlar to the
singl e-1 abel case shown in Section 4.2, and the sane signaling,
managenent, and configuration tools would be applicable.

. +
| LSP |
| Label
| (May be PHPed) |
o e e e e oo + o e e e e oo +
I LSP I I I
| Label | | Aggr egat e |
| (May be PHPed) | | SFL |
o e e e e oo - + o e e e e oo - +
| S | | S |
| Application | | Application |
| Label | | Label |
R + <=BoS R + <= Bottom of Stack
I I I I
| Payl oad | | Payl oad |
| | | |
o e e e e oo + o e e e e oo +
"Normal " Label Stack Label Stack with SFL

Figure 3: Aggregate SFL Actions

The aggregate SFL is shown in the |abel stack depicted in Figure 3 as
preceding the application | abel; however, the choice of position
before or after the application label will be application specific.
In the case described in Section 4.1, by definition, the SFL has the
full application context. 1In this case, the positioning will depend
on whether the SFL action needs the full context of the application
to performits action and whether the conplexity of the application
will be increased by finding an SFL followi ng the application |abel

Equal - Cost Ml ti path Consi derations

The introduction of an SFL to an existing flow may cause that flow to
take a different path through the network under conditions of Equal -
Cost Multipath (ECVMP). This, in turn, may invalidate certain uses of
the SFL, such as performance neasurenent applications. Were this is
a problem there are two solutions worthy of consideration

1. The operator MAY elect to always run with the SFL in place in the
MPLS | abel stack.

2. The operator can elect to use entropy |abels [RFC6790] in a
network that fully supports this type of ECMP. |f this approach
is adopted, the intervening MPLS network MUST NOT | oad bal ance on
any packet field other than the entropy label. Note that this is
stricter than the text in Section 4.3 of [RFC6790].

Privacy Considerations

| ETF concerns on pervasive nonitoring are described in [ RFC7258].

The inclusion of originating and/or flow information in a packet
provides nore identity information and hence potentially degrades the
privacy of the communication to an attacker in a position to observe
the added identifier. Wilst the inclusion of the additiona
granularity does allow greater insight into the flow characteristics,
it does not specifically identify which node originated the packet



unl ess the attacker can inspect the network at the point of ingress
or inspect the control protocol packets. This privacy threat may be
mtigated by encrypting the control protocol packets by regularly
changi ng the synonynous | abel s or by concurrently using a number of
such | abels, including the use of a conbination of those methods.

M ni m zing the scope of the identity indication can be useful in

m nimzing the observability of the flow characteristics. Wenever

| PFI X or other deep packet inspection (DPl) technique is used, their
rel evant privacy considerations apply.

7. Security Considerations

There are no new security issues associated with the MPLS data pl ane.
Any control protocol used to request SFLs will need to ensure the

| egitimacy of the request, i.e., that the requesting node is

aut horized to nake that SFL request by the network operator.

8. | ANA Consi derati ons

Thi s docunment has no | ANA acti ons.
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