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I nt roducti on

Thi s docunent obsol etes "Di ssem nation of Flow Specification Rul es”

[ RFC5575] (see Appendix B for the differences). This docunment also
obsoletes "Carification of the Fl owspec Redirect Extended Community"
[ RFC7674], since it incorporates the encoding of the BGP Fl ow

Speci fication Redirect Extended Community in Section 7.4.

Modern | P routers have the capability to forward traffic and to
classify, shape, rate limt, filter, or redirect packets based on
adm nistratively defined policies. These traffic policy nechani sns
all ow the operator to define match rules that operate on nultiple
fields of the packet header. Actions, such as the ones described
above, can be associated with each rule.



The n-tuple consisting of the matching criteria defines an aggregate
traffic Fl ow Specification. The matching criteria can include

el ements such as source and destinati on address prefixes, IP
protocol, and transport protocol port nunbers.

Section 4 of this document defines a general procedure to encode Fl ow
Specifications for aggregated traffic flows so that they can be
distributed as a BGP [ RFC4271] NLRI. Additionally, Section 7 of this
docunent defines the required Traffic Filtering Actions BGP Extended
Conmuni ti es and mechani sns to use BGP for intra- and inter-provider
distribution of traffic filtering rules in order to mitigate DoS and
DDoS att acks.

By expanding routing information with Fl ow Specifications, the
routing system can take advantage of the ACL (Access Control List) or
firewall capabilities in the router’s forwarding path. Fl ow

Speci fications can be seen as nore specific routing entries to a

uni cast prefix and are expected to depend upon the existing unicast
data information.

A Fl ow Specification received froman external autononobus system will
need to be validated agai nst unicast routing before being accepted
(Section 6). The Flow Specification received froman internal BGP
peer within the same aut onomous system [ RFC4271] is assuned to have
been validated prior to transmssion within the internal BGP (iBGP)
mesh of an autononous system |If the aggregate traffic flow defined
by the unicast destination prefix is forwarded to a gi ven BGP peer,
then the | ocal systemcan install nore specific Flow Specifications
that may result in different forwardi ng behavior, as requested by
this system

From an operational perspective, the utilization of BGP as the
carrier for this infornmation allows a network service provider to
reuse both internal route distribution infrastructure (e.g., route
refl ector or confederation design) and existing externa

relati onships (e.g., inter-domain BGP sessions to a custoner

net wor k) .

Wiile it is certainly possible to address this probl em using other
mechani sns, this solution has been utilized in deploynents because of
the substantial advantage of being an incremental addition to already
depl oyed nechani sns.

Possi bl e applications of that extension are: Automated inter-domain
coordination of traffic filtering, such as what is required in order
to nmitigate DoS and DDoS attacks or traffic filtering in the context
of a BGP/ MPLS VPN service. Oher applications (e.g., centralized
control of traffic in a Software-Defined Networking (SDN) or Network
Function Virtualization (NFV) context) are al so possible.

In current deploynents, the information distributed by this extension
is originated both manually as well as automatically, the latter by
systens that are able to detect nmalicious traffic flows. Wen

aut omat ed systems are used, care should be taken to ensure the
correctness of the automated system The limtations of the
receiving systens that need to process these autonmated Fl ow

Speci fications need to be taken in consideration as well (see also
Section 12).

Thi s specification defines required protocol extensions to address
nmost conmon applications of | Pv4 unicast and VPNv4 unicast filtering.
The sane nmechani sm can be reused and new match criteria added to
address sinmilar filtering needs for other BGP address fanilies, such
as |Pv6 fam lies [ RFC8956].

Definitions of Terns Used in This Meno



AFI : Address Family ldentifier
AS: Aut ononpbus System

Loc-RIB: The Loc-RIB contains the routes that have been sel ected by
the | ocal BGP speaker’s Decision Process [RFC4271].

NLRI : Net wor k Layer Reachability Information

PE: Provi der Edge router

Rl B: Routing I nformation Base

SAFI : Subsequent Address Fanmily ldentifier

VRF: Virtual Routing and Forwarding

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Fl ow Specifi cations

A Flow Specification is an n-tuple consisting of several matching
criteria that can be applied to IP traffic. A given IP packet is
said to match the defined Flow Specification if it matches all the
specified criteria. This n-tuple is encoded into a BGP NLRI defined
bel ow.

A given Flow Specification nmay be associated with a set of
attributes, depending on the particular application; such attributes
may or may not include reachability information (i.e., NEXT_HOP).

Vel | -known or AS-specific comunity attributes can be used to encode
a set of predeterm ned actions.

A particular application is identified by a specific (Address Fam |y
Identifier, Subsequent Address Family ldentifier (AFl, SAFI)) pair

[ RFC4760] and corresponds to a distinct set of RIBs. Those RIBs
shoul d be treated i ndependently from each other in order to assure
noni nt erference between distinct applications.

BGP itself treats the NLRI as a key to an entry in its databases.
Entries that are placed in the Loc-RI B are then associated with a

gi ven set of semantics, which is application dependent. This is
consistent with existing BGP applications. For instance, |P unicast
routing (AFlI =1, SAFI=1) and IP nulticast reverse-path information
(AFl =1, SAFI=2) are handl ed by BGP without any particular semantics
bei ng associated with themuntil installed in the Loc-RIB

St andard BGP policy mechani sms, such as UPDATE filtering by NLR
prefix as well as community matching, nust apply to the Fl ow
specification defined NLRI -type. Network operators can al so contro
propagati on of such routing updates by enabling or disabling the
exchange of a particular (AFl, SAFl) pair on a given BGP peering
sessi on.

Di ssem nation of |Pv4 Fl ow Specification Informtion
Thi s docunent defines a Flow Specification NLRI type (Figure 1) that
may include several conponents, such as destination prefix, source
prefix, protocol, ports, and others (see Section 4.2 bel ow).

This NLRI information is encoded using MP_REACH NLRI and



MP_UNREACH NLRI attributes, as defined in [ RFC4760]. When
advertising Flow Specifications, the Length of the Next-Hop Network
Address MUST be set to 0. The Network Address of the Next-Hop field
MUST be i gnored.

The NLRI field of the MP_REACH NLRI and MP_UNREACH NLRI is encoded as
one or nore 2-tuples of the form<length, NLRI value> |t consists
of a 1- or 2-octet length field followed by a variable-length NLR
value. The length is expressed in octets.

e T +
| I ength (Oxnn or Oxfnnn) |
o e e e e e e e e e e aa o - +
| NLRI val ue (vari abl e) |
e +

Figure 1: Flow Specification NLR for |Pv4

I mpl enent ati ons wi shing to exchange Fl ow Specification MJST use BG” s
Capabi lity Advertisenent facility to exchange the Miltiprotoco

Ext ensi on Capability Code (Code 1), as defined in [RFC4760]. The
(AFl, SAFl) pair carried in the Miltiprotocol Extension Capability
MUST be (AFI=1, SAFI=133) for |Pv4 Flow Specification and (AFI =1,

SAFI =134) for VPNv4 Fl ow Specification

4.1. Length Encoding

The length field indicates the length in octets of the variable NLR
val ue:

* |If the NLRI length is smaller than 240 (0xfO hex) octets, the
length field can be encoded as a single octet.

* (Otherwise, it is encoded as an extended-length 2-octet value in
whi ch the nost significant nibble has the hex val ue Oxf.

In Figure 1 above, values less than 240 are encoded using two hex
digits (0Oxnn). Values above 239 are encoded using 3 hex digits
(Oxfnnn). The highest value that can be represented with this
encoding is 4095. For exanple, the length value of 239 is encoded as
Oxef (single octet), while 240 is encoded as OxfOf0O (2 octets).

4.2. NLRI Val ue Encoding

The Fl ow Specification NLRI value consists of a |list of optiona
conmponents and i s encoded as foll ows:

Encodi ng: <[ component] +>

A specific packet is considered to match the Fl ow Specification when
it matches the intersection (AND) of all the conponents present in
the Fl ow Specification.

Conponents MJST follow strict type ordering by increasing numerica
order. A given conmponent type MAY (exactly once) be present in the
Fl ow Specification. |If present, it MJST precede any conponent of

hi gher nuneric type val ue.

Al'l conbi nati ons of conmponents within a single Flow Specification are
al l oned. However, some conbi nati ons cannot match any packets (e.g.,
"I CVMP Type AND Port" will never match any packets) and thus SHOULD
NOT be propagated by BGP

An NLRI val ue not encoded as specified here, including an NLR that
contai ns an unknown conponent type, is considered mal forned and error
handl i ng according to Section 10 is perforned.



4.

2

1. Operators

Most of the conponents described bel ow nake use of comparison
operators. Wiich of the two operators is used is defined by the
components in Section 4.2.2. The operators are encoded as a single
octet.

4.2.1.1. Nuneric Qperator (nuneric_op)

This operator is encoded as shown in Figure 2
o 1 2 3 4 5 6 7
T e R e

| el a] len | O[It |gt |eq
S S

Figure 2: Numeric Operator (numeric_op)

e (end-of-list bit): Set in the last {op, value} pair in the |ist

a (AND bit): If unset, the result of the previous {op, value} pair
is logically ORed with the current one. |f set, the operation
is alogical AND. In the first operator octet of a sequence,

it MJUST be encoded as unset and MJST be treated as al ways unset
on decoding. The AND operator has higher priority than OR for
the purposes of evaluating |ogical expressions.

len (length): The length of the value field for this operator given
as (1 << len). This encodes 1 (len=00), 2 (len=01), 4
(len=10), and 8 (len=11) octets.

0: MUST be set to 0 on NLRI encodi ng and MJUST be ignored during
decodi ng

It: | ess-than conpari son between data and val ue

gt: greater-than conpari son between data and val ue

eq: equal ity between data and val ue

The bits It, gt, and eq can be conbined to produce conmon rel ati ona
operators, such as "less or equal", "greater or equal”, and "not
equal to", as shown in Table 1.

[ bl Ssbejes el oo e e
| It | gt | eq | Resulting operation |
[ el ool oo oo oo o oo oo s s s s s s sl ]
| 0O | 0 | 0 | false (independent of the val ue)

I i i o T I I I ] +
| 0 | 0 | 1 | == (equal) I
R I S e I I ] +
| O | 2 | O | > (greater than) |
I I I I I I I I R ] +
| O | 2 | 1 | >= (greater than or equal) |
I i i o T I I I ] +
| 2 | O | O | < (less than) |
R I S e I I ] +
| 2 | O | 2 | <= (less than or equal) |
I I I I I I I I R ] +
| 2 | 2 | O | '= (not equal value) |
I i i o T I I I ] +
| 2 | 2 | 1 | true (independent of the val ue)

R I S e I I ] +

Tabl e 1: Conpari son Operation Conbi nations



4.2.1.2. Bitmask Qperator (bitmask_op)
This operator is encoded as shown in Figure 3.

0 1 2 3 4 5 6 7
i LTI SE U

| e|] a|] len | O] O |not] m|
T T Tl I

Figure 3: Bitnmask Operator (bitnmask_op)
e, a, len (end-of-list bit, AND bit, and length field): Mbst

significant nibble; defined in the Nuneric Operator format in
Section 4.2.1.1.

not (NOT bit): |If set, logical negation of operation
m (Match bit): |If set, this is a bitwi se match operation defined as
"(data AND val ue) == value"; if unset, (data AND val ue)

evaluates to TRUE if any of the bits in the value mask are set
in the data.

O (all 0 bits): MJST be set to 0 on NLRI encodi ng and MJST be
i gnored during decodi ng

4.2.2. Conponents
The encodi ng of each of the conponents begins with a type field (1
octet) followed by a variable | ength parameter. The follow ng
sections define conmponent types and paraneter encodings for the |IPv4
I P layer and transport |ayer headers. |1Pv6 NLRI conponent types are
described in [ RFC8956] .

4.2.2.1. Type 1 - Destination Prefix
Encodi ng: <type (1 octet), length (1 octet), prefix (variable)>

Defines the destination prefix to match. The length and prefix
fields are encoded as in BGP UPDATE nessages [ RFC4271].

4.2.2.2. Type 2 - Source Prefix
Encodi ng: <type (1 octet), length (1 octet), prefix (variable)>

Defines the source prefix to match. The length and prefix fields are
encoded as in BGP UPDATE nessages [ RFC4271].

4.2.2.3. Type 3 - IP Protoco
Encodi ng: <type (1 octet), [nuneric_op, value]+>
Contains a list of {nuneric_op, value} pairs that are used to match
the I P protocol value octet in | P packet header (see Section 3.1 of
[ RFC0791]).
Thi s conponent uses the Nuneric Operator (numeric_op) described in
Section 4.2.1.1. Type 3 conponent val ues SHOULD be encoded as single
octet (numeric_op | en=00).

4.2.2.4. Type 4 - Port

Encodi ng: <type (1 octet), [nuneric_op, value]+>

Defines a list of {nuneric_op, value} pairs that match source OR
destination TCP/UDP ports (see Section 3.1 of [RFC0793] and the



"Format" section of [RFCO768]). This conponent matches if either the
destination port OR the source port of an |P packet matches the
val ue.

Thi s conmponent uses the Nuneric Operator (numeric_op) described in
Section 4.2.1.1. Type 4 conponent val ues SHOULD be encoded as 1- or
2-octet quantities (numeric_op |en=00 or |en=01).

In case of the presence of the port (destination-port

(Section 4.2.2.5), source-port (Section 4.2.2.6)) conponent, only TCP
or UDP packets can match the entire Flow Specification. The port
component, if present, never matches when the packet’s IP protoco
value is not 6 (TCP) or 17 (UDP), if the packet is fragnented and
this is not the first fragnent, or if the systemis unable to |ocate
the transport header. Different inplenentations may or may not be
abl e to decode the transport header in the presence of |P options or
Encapsul ating Security Payl oad (ESP) NULL [ RFC4303] encryption

4.2.2.5. Type 5 - Destination Port
Encodi ng: <type (1 octet), [nuneric_op, value]+>

Defines a list of {nuneric_op, value} pairs used to natch the
destination port of a TCP or UDP packet (see also Section 3.1 of
[ RFCO793] and the "Format" section of [RFC0768].

Thi s conmponent uses the Nuneric Operator (numeric_op) described in
Section 4.2.1.1. Type 5 conponent val ues SHOULD be encoded as 1- or
2-octet quantities (nunmeric_op |en=00 or |en=01).

The | ast paragraph of Section 4.2.2.4 also applies to this conponent.
4.2.2.6. Type 6 - Source Port
Encodi ng: <type (1 octet), [numeric_op, value]+>

Defines a list of {nuneric_op, value} pairs used to match the source
port of a TCP or UDP packet (see also Section 3.1 of [RFC0793] and
the "Format" section of [RFC0768].

Thi s conmponent uses the Numeric Operator (numeric_op) described in
Section 4.2.1.1. Type 6 conponent val ues SHOULD be encoded as 1- or
2-octet quantities (numeric_op |en=00 or |en=01).

The | ast paragraph of Section 4.2.2.4 also applies to this conponent.
4.2.2.7. Type 7 - |CW Type
Encodi ng: <type (1 octet), [numeric_op, value]+>

Defines a list of {nuneric_op, value} pairs used to natch the type
field of an | CVMP packet (see also the "Message Formats" section of
[ RFC0792]).

Thi s conmponent uses the Numeric Operator (numeric_op) described in
Section 4.2.1.1. Type 7 conponent val ues SHOULD be encoded as single
octet (nuneric_op | en=00).

In case of the presence of the | CMP type conmponent, only | CMP packets
can match the entire Flow Specification. The |ICW type conponent, if
present, never matches when the packet’s IP protocol value is not 1
(rawp), if the packet is fragnented and this is not the first
fragnment, or if the systemis unable to | ocate the transport header
Different inplenentations nay or may not be able to decode the
transport header in the presence of |P options or Encapsul ating
Security Payload (ESP) NULL [ RFC4303] encryption



4.2.2.8. Type 8 - | CWP Code
Encodi ng: <type (1 octet), [nuneric_op, value]+>

Defines a list of {nuneric_op, value} pairs used to match the code
field of an | CVMP packet (see also the "Message Formats" section of
[ RFC0792] ).

Thi s conponent uses the Nuneric Operator (numeric_op) described in
Section 4.2.1.1. Type 8 conmponent val ues SHOULD be encoded as single
octet (nuneric_op |en=00).

In case of the presence of the | CMP code conponent, only | CMP packets
can match the entire Flow Specification. The |ICW code conponent, if
present, never natches when the packet’s IP protocol value is not 1
(1awP), if the packet is fragnmented and this is not the first
fragment, or if the systemis unable to |ocate the transport header.
Different inplenentations nay or may not be able to decode the
transport header in the presence of |P options or Encapsul ating
Security Payload (ESP) NULL [ RFC4303] encryption

4.2.2.9. Type 9 - TCP Fl ags
Encodi ng: <type (1 octet), [bitnmask_op, bitmask]+>

Defines a list of {bitmask op, bitnask} pairs used to match TCP
control bits (see also Section 3.1 of [RFC0793]).

Thi s conmponent uses the Bitnmask Operator (bitmask_op) described in
Section 4.2.1.2. Type 9 conponent bitnmasks MJST be encoded as 1- or
2-octet bitmask (bitnask op |en=00 or |en=01).

When a single octet (bitnask op |en=00) is specified, it matches
octet 14 of the TCP header (see also Section 3.1 of [RFC0793]), which
contains the TCP control bits. When a 2-octet (bitnmask _op | en=01)
encoding is used, it matches octets 13 and 14 of the TCP header with
the data offset (leftnost 4 bits) always treated as O.

In case of the presence of the TCP flags conponent, only TCP packets
can match the entire Flow Specification. The TCP flags conponent, if
present, never matches when the packet’s |IP protocol value is not 6
(TCP), if the packet is fragnented and this is not the first
fragnment, or if the systemis unable to |ocate the transport header
Different inplenentations nay or may not be able to decode the
transport header in the presence of |P options or Encapsul ating
Security Payload (ESP) NULL [ RFC4303] encryption

4.2.2.10. Type 10 - Packet Length
Encodi ng: <type (1 octet), [nuneric_op, value]+>

Defines a list of {nuneric_op, value} pairs used to nmatch on the
total 1P packet |ength (excluding Layer 2 but including |IP header).

Thi s conponent uses the Nuneric Operator (numeric_op) described in
Section 4.2.1.1. Type 10 conponent val ues SHOULD be encoded as 1- or
2-octet quantities (nunmeric_op | en=00 or |en=01).

4.2.2.11. Type 11 - DSCP (Diffserv Code Point)

Encodi ng: <type (1 octet), [numeric_op, value]+>

Defines a list of {nuneric_op, value} pairs used to match the 6-bit
DSCP field (see also [ RFC2474]).



4.2

4. 3.

4. 3.

Thi s conmponent uses the Numeric Operator (numeric_op) described in
Section 4.2.1.1. Type 11 conponent val ues MJST be encoded as single
octet (nuneric_op | en=00).

The six least significant bits contain the DSCP value. All other
bits SHOULD be treated as O.

.2.12. Type 12 - Fragnent
Encodi ng: <type (1 octet), [bitnmask op, bitnmask]+>

Defines a list of {bitmask_op, bitnmask} pairs used to match specific
I P fragnments.

Thi s conmponent uses the Bitnask Operator (bitmask op) described in
Section 4.2.1.2. The Type 12 conponent bitnmask MJST be encoded as
single octet bitmask (bitmask_op | en=00).

0 1 2 3 4 5 6 7
i i S

| 0] O] O] O |LF |FF |IsF|DF
S S

Figure 4: Fragment Bitmask Operand
Bi t mask val ues

DF (Don’t Fragnment): match if | P Header Flags Bit-1 (DF) [RFCO791]
is 1

IsF (Is a fragment other than the first): match if the [RFCO791] IP
Header Fragment Offset is not O

FF (First Fragnent): match if the [RFCO791] | P Header Fragnent
Ofset is O AND Flags Bit-2 (MF) is 1

LF (Last Fragnent): match if the [RFCO791] | P Header Fragnment O fset
is not O AND Flags Bit-2 (M) is O

0: MUST be set to 0 on NLRI encoding and MJST be ignored during
decodi ng

Exanmpl es of Encodi ngs
1. Exanple 1

An exanpl e of a Fl ow Specification NLRI encoding for:
192.0.2.0/24 and TCP port 25".

all packets to

[ bbbl b oo e pe el el b b o

| length | destination | protocol | port |

E e ool oo e el ey e e pee e o1

| OxOb | 01 18 cO 00 02 | 03 81 06 | 04 81 19

B S Fomm e e e oo Fomm e e e oo +

Table 2
Decoded:

| Value | |
[ bbb s e el e s e s sy
| OxOb | length | 11 octets (if |en<240, 1 octet)
S o e e oo oo e e e eee o —eeaao--- +
| Ox01 | type | Type 1 - Destination Prefix |



AR, R oo m e e e e e e e e e e ao - +
| OxcO | prefix | 192 |
Fomm o - Fom e e o - o m e e e e e e e e e eee oo s +
| Ox00 | prefix | O |
N Fomm e oo - St +
| Ox02 | prefix | 2 |
AR, R oo m e e e e e e e e e e ao - +
| Ox03 | type | Type 3 - | P Protocol |
Fomm o - Fom e e o - o m e e e e e e e e e eee oo s +
| Ox81 | nuneric_op | end-of-list, value size=1l, == |
N Fomm e oo - St +
| Ox06 | value | 6 (TCP) |
AR, R oo m e e e e e e e e e e ao - +
| Ox04 | type | Type 4 - Port |
Fomm o - Fom e e o - o m e e e e e e e e e eee oo s +
| Ox81 | nuneric_op | end-of-list, value size=1l, == |
N Fomm e oo - St +
| O0x19 | val ue | 25 |
AR, R oo m e e e e e e e e e e ao - +
Table 3

This constitutes an NLRI with an NLRI length of 11 octets.
4.3.2. Exanple 2
An exampl e of a Flow Specification NLRI encoding for: "all packets to

192.0.2.0/24 from 203.0.113.0/24 and port {range [137, 139] or
8080} ".

[ gt s fums s e e e g pe et e pe e pu—p—"

| length | destination | source | port |

[ oo oo e e sl e e pe

| Ox12 | 01 18 cO 00 02 | 02 18 cb 00 71 | 04 03 89 45 |

| | | | 8b 91 1f 90 |

Fomm oo o e o e S +

Tabl e 4
Decoded:

[ bbb s s s e oo e o ps ey o}
| Value | |
[ el s s e e oo e e e e e e e e e s e s e e
| O0x12 | length | 18 octets (if 1en<240, 1 octet) |
I p—— T s +
| Ox01 | type | Type 1 - Destination Prefix |
Fomm oo R o e e e e e e e e e e e e e e +
| 0x18 | length | 24 bit |
S ey . . +
| OxcO | prefix | 192 |
I p—— T s +
| 0x00 | prefix | O |
Fomm oo R o e e e e e e e e e e e e e e +
| 0x02 | prefix | 2 |
S ey . . +
| 0x02 | type | Type 2 - Source Prefix |
I p—— T s +
| 0x18 | length | 24 bit |
Fomm oo R o e e e e e e e e e e e e e e +
| Oxcb | prefix | 203 |
S ey . . +
| 0x00 | prefix | O |
I p—— T s +
| Ox71 | prefix | 113 |



4.3.3.

5.

Fomm oo Fomm oo
| 0x04 | type
S I S
| 0x03 | nureric
Fommmaa - Fommmaa -
| 0x89 | val ue
Fomm oo Fomm oo
| 0x45 | nuneric
S I S I
| Ox8b | val ue
Fommmaa - Fommmaa -
| Ox91 | nureric
Fomm oo Fomm oo
| O0x1f90 | val ue
S I S I

This constitutes an NLR

Exampl e 3

An exampl e of a Flow Specification NLR
192.0.2.1/32 and fragnment { DF or

with

Type 4 - Port
value size=1, >=
RE
CAND', value sizesl, <=
130

end-of -1ist, value size=2,

Table 5
an NLRI length of 18 octets.

encoding for: "al
FF } (matchi ng packet wt

packets to
h DF bit

set or First Fragnents)
[ el Sty b —p————r—— o
| length | destination | fragment |
[ ool oo oot e e e
| 0x09 | 01 20 cO 00 02 01 | Oc 80 05
Fomm oo o e e e o TS +
Table 6
Decoded:
[5 e fems el omefumsesoe s ose s ossses s e os s es s os s ess s s s gl
| Val ue | |
[ bl oo e oo e e e oo e et
| Ox09 | length | 9 octets (if len<240, 1 octet) |
I T e +
| Ox01 | type | Type 1 - Destination Prefix |
R, R o e e e e e e e e e e e o m o +
| 0x20 | length | 32 bit |
S . . +
| OxcO | prefix | 192 |
I T e +
| Ox00 | prefix | O |
R, R o e e e e e e e e e e e o m o +
| 0x02 | prefix | 2 |
S . . +
| 0x01 | prefix | 1 |
I T e +
| OxO0c | type | Type 12 - Fragnent |
R, R o e e e e e e e e e e e o m o +
| 0x80 | bitmask_op | end-of-list, value size=1 |
S S . . +
| 0x05 | bitmask | DF=1, FF=1 |
I T e +
Table 7
This constitutes an NLRI with an NLRI length of 9 octets.

Traffic Filtering



Traffic filtering policies have been traditionally considered to be
relatively static. Limtations of these static nmechani snms caused
this new dynam ¢ nmechanismto be designed for the three new
applications of traffic filtering:

* Prevention of traffic-based, denial-of-service (DoS) attacks
* Traffic filtering in the context of BGP/ MPLS VPN service
* Centralized traffic control for SDN NFV networks

These applications require coordinati on among servi ce provi ders and/
or coordi nation anobng the AS within a service provider

The Fl ow Specification NLRI defined in Section 4 conveys information
about traffic filtering rules for traffic that should be di scarded or
handl ed in a nanner specified by a set of predefined actions (which
are defined in BGP Extended Conmunities). This nechanismis
primarily designed to allow an upstream aut ononbus systemto perform
i nbound filtering in their ingress routers of traffic that a given
downstream AS wi shes to drop

In order to achieve this goal, this docunment specifies two
application-specific NLRI identifiers that provide traffic filters
and a set of actions encoding in BGP Extended Communities. The two
application-specific NLRI identifiers are:

* |1 Pv4 Flow Specification identifier (AFl=1, SAFI=133) along with
specific semantic rules for 1 Pv4 routes and

* VPNv4 Flow Specification identifier (AFl=1, SAFI=134) val ue, which
can be used to propagate traffic filtering information in a BGP/
MPLS VPN environnent.

Encoding of the NLRI is described in Section 4 for |Pv4d Fl ow
Specification and in Section 8 for VPNv4 Fl ow Specification. The
filtering actions are described in Section 7

.1. Odering of Flow Specifications

More than one Fl ow Specification may match a particular traffic flow
Thus, it is necessary to define the order in which Fl ow

Speci fications get matched and actions being applied to a particul ar
traffic flow This ordering function is such that it does not depend
on the arrival order of the Flow Specification via BGP and thus is
consistent in the network.

The rel ative order of two Fl ow Specifications is determ ned by
comparing their respective conponents. The algorithmstarts by
conparing the | eft-nost conponents (Il owest conponent type val ue) of
the Flow Specifications. |If the types differ, the Fl ow Specification
with | owest numeric type val ue has hi gher precedence (and thus will
mat ch before) than the Flow Specification that doesn't contain that
component type. |If the conponent types are the same, then a type-
specific conparison is performed (see below). |If the types are
equal, the algorithmcontinues with the next component.

For | P prefix values (IP destination or source prefix), if one of the
two prefixes to conpare is a nore specific prefix of the other, the
more specific prefix has higher precedence. Oherw se, the one with
the | owest | P value has higher precedence.

For all other conponent types, unless otherw se specified, the
conparison is performed by conparing the conponent data as a binary
string using the nencnp() function as defined by [I1SO_IEC 9899]. For
strings with equal |engths, the |owest string (mencnp) has higher



precedence. For strings of different |engths, the common prefix is
conpared. |If the common prefix is not equal, the string with the

| owest prefix has higher precedence. |If the common prefix is equal,
the longest string is considered to have higher precedence than the
shorter one.

The code in Appendi x A shows a Python3 inplementation of the
conparison algorithm The full code was tested with Python 3.6.3 and
can be obtained at

<https://github.com stoffi92/rfc5575bis/tree/ master/fl owspec-cnp>.

Val i dati on Procedure

Fl ow Specifications received froma BGP peer that are accepted in the
respective Adj-RIB-In are used as input to the route sel ection
process. Although the forwarding attributes of two routes for the
same Fl ow Specification prefix may be the same, BGP is still required
to performits path selection algorithmin order to select the
correct set of attributes to adverti se.

The first step of the BGP Route Sel ection procedure (Section 9.1.2 of
[RFC4271]) is to exclude fromthe selection procedure routes that are
consi dered unfeasible. In the context of IP routing information,
this step is used to validate that the NEXT_HOP attribute of a given
route is resol vable.

The concept can be extended, in the case of the Fl ow Specification
NLRI, to allow other validation procedures.

The val i dation process described bel ow validates Fl ow Specifications
agai nst uni cast routes received over the sane AFl but the associated
uni cast routing information SAFI

* Flow Specification received over SAFI =133 will be validated
agai nst routes received over SAFI =1

* Flow Specification received over SAFI =134 wi |l be validated
agai nst routes received over SAFI =128.

In the absence of explicit configuration, a Flow Specification NLR
MUST be validated such that it is considered feasible if and only if
all of the conditions bel ow are true:

a) A destination prefix conponent is enbedded in the Fl ow
Speci ficati on.

b) The originator of the Flow Specification matches the originator
of the best-match unicast route for the destination prefix
enbedded in the Flow Specification (this is the unicast route
with the | ongest possible prefix length covering the destination
prefix enbedded in the Fl ow Specification).

c) There are no "nore-specific" unicast routes, when conpared with
the flow destination prefix, that have been received froma
di fferent neighboring AS than the best-match unicast route, which
has been deternmined in rule b.

However, rule a MAY be rel axed by explicit configuration, pernmitting
FI ow Specifications that include no destination prefix component. |If
such is the case, rules b and c are mobot and MJST be di sregarded.

By "originator" of a BGP route, we nean either the address of the
originator in the ORIG NATOR ID Attri bute [ RFC4456] or the source IP
address of the BGP peer, if this path attribute is not present.

BGP i npl ement ati ons MJST al so enforce that the AS PATH attribute of a



route received via the External Border Gateway Protocol (eBGP)
contains the neighboring ASin the |eft-nost position of the AS PATH
attribute. Wile this rule is optional in the BGP specification, it
becones necessary to enforce it here for security reasons.

The best-match unicast route may change over the time i ndependently
of the Flow Specification NLRI. Therefore, a revalidation of the
Fl ow Specification NLRI MJST be perfornmed whenever unicast routes
change. Revalidation is defined as retesting rules a to c as
descri bed above.

Expl anati on:

The underlying concept is that the neighboring AS that advertises the
best unicast route for a destination is allowed to advertise Fl ow
Specification information that conveys a destination prefix that is
more or equally specific. Thus, as long as there are no "nore-
specific" unicast routes received froma different neighboring AS,

whi ch woul d be affected by that Fl ow Specification, the Fl ow
Specification is validated successfully.

The neighboring AS is the immedi ate destination of the traffic
described by the Flow Specification. If it requests these flows to
be dropped, that request can be honored w thout concern that it
represents a denial of service in itself. The reasoning is that this
is as if the traffic is being dropped by the downstream aut ononous
system and there is no added value in carrying the traffic to it.

Traffic Filtering Actions

Thi s docunent defines a mnimumset of Traffic Filtering Actions that
it standardi zes as BGP Extended Conmmunities [RFC4360]. This is not
meant to be an inclusive list of all the possible actions but only a
subset that can be interpreted consistently across the network.
Addi ti onal actions can be defined as either requiring standards or as
vendor specific.

The default action for a matching Fl ow Specification is to accept the
packet (treat the packet according to the normal forwarding behavior
of the systen).

Thi s docunent defines the foll ow ng Extended Comunities val ues shown
in Table 8 in the formOxttss, where tt indicates the type and ss

i ndi cates the sub-type of the Extended Conmunity. Encodi ngs for
these Extended Comunities are described bel ow

| comunity Oxttss | action | encodi ng |
[} e ——————— e p—p—p——————————_———————_ Ll —p——_——r
| 0x8006 | traffic-rate-bytes | 2-octet AS, 4-octet

| | (Section 7.1) | float |
o e e oo g o +
| 0x800c | traffic-rate-packets | 2-octet AS, 4-octet |
| | (Section 7.2) | float |
o e e e e oo oo T o e e e e +
| 0x8007 | traffic-action | bitmask |
| | (Section 7.3) | |
o e e oo g o +
| 0x8008 | rt-redirect AS- | 2-octet AS, 4-octet |
| | 2octet (Section 7.4) | value |
o e e e e oo oo T o e e e e +
| 0x8108 | rt-redirect |Pv4 | 4-octet |Pv4 address, |
| | (Section 7.4) | 2-octet val ue |
o e e oo g o +
| 0x8208 | rt-redirect AS- | 4-octet AS, 2-octet |

I

| | 4octet (Section 7.4) val ue |



| 0x8009 | traffic-marking | DSCP val ue |
| | (Section 7.5) | |

Table 8: Traffic Filtering Action Extended Communities

Multiple Traffic Filtering Actions defined in this docunent may be
present for a single Flow Specification and SHOULD be applied to the
traffic flow (for exanple, traffic-rate-bytes and rt-redirect can be
applied to packets at the same tine). |If not all of the Traffic
Filtering Actions can be applied to a traffic flow, they should be
treated as interfering Traffic Filtering Actions (see bel ow).

Sone Traffic Filtering Actions may interfere with each other or even
contradict. Section 7.7 of this docunent provides genera

consi derations on such Traffic Filtering Action interference. Any
additional definition of Traffic Filtering Actions SHOULD specify the
action to take if those Traffic Filtering Actions interfere (also
with existing Traffic Filtering Actions).

Al Traffic Filtering Actions are specified as transitive BGP
Ext ended Comuniti es.

7.1. Traffic Rate in Bytes (traffic-rate-bytes) Sub-Type 0x06

The traffic-rate-bytes Extended Community uses the foll owi ng Extended
Comuni ty encodi ng:

The first two octets carry the 2-octet id, which can be assigned from
a 2-octet AS number. \When a 4-octet AS nunber is locally present,
the 2 least significant octets of such an AS nunber can be used.

This value is purely informational and SHOULD NOT be interpreted by
the inpl ementation.

The remaining 4 octets carry the maximumrate information in | EEE
floating point [|EEE. 754.1985] format, units being bytes per second.
Atraffic-rate of 0 should result on all traffic for the particular
flow to be discarded. On encoding, the traffic-rate MJST NOT be
negative. On decoding, negative values MJST be treated as zero
(discard all traffic).

Interferes with: May interfere with the traffic-rate-packets (see
Section 7.2). A policy may allow both filtering by traffic-rate-
packets and traffic-rate-bytes. |If the policy does not allow this,
these two actions will conflict.

7.2. Traffic Rate in Packets (traffic-rate-packets) Sub-Type 0xOc

The traffic-rate-packets Extended Conmmunity uses the sanme encodi ng as
the traffic-rate-bytes Extended Community. The floating point val ue
carries the maxi mum packet rate in packets per second. A traffic-
rate-packets of 0 should result in all traffic for the particular
flow to be discarded. On encoding, the traffic-rate-packets MJST NOT
be negative. On decoding, negative values MIST be treated as zero
(discard all traffic)

Interferes with: May interfere with the traffic-rate-bytes (see
Section 7.1). A policy may allow both filtering by traffic-rate-
packets and traffic-rate-bytes. |If the policy does not allowthis,
these two actions will conflict.

7.3. Traffic-Action (traffic-action) Sub-Type 0x07

The traffic-acti on Extended Conmunity consists of 6 octets of which
only the 2 least significant bits of the 6th octet (fromleft to



right) are defined by this docunent, as shown in Figure 5

1 2 3
1234567890123456789012345678901
B S T S S i S S S S e T e SUR A S

0
0

raffic Action Field |
i T i T S e i S R g ol S I R S S
r. Action Field (cont.) |S|T|

T e t o i R SRR

+— +— +

-+
T
-+
T
-+

Figure 5: Traffic-Action Extended Community Encoding

S and T are defined as:

T Terminal Action (bit 47): Wien this bit is set, the traffic
filtering engine will evaluate any subsequent Flow
Speci fications (as defined by the ordering procedure
Section 5.1). If not set, the evaluation of the traffic
filters stops when this Fl ow Specification is eval uated

S Sanple (bit 46): Enables traffic sanpling and |ogging for this
FI ow Specification (only effective when set).

Traffic Action Field: Oher Traffic Action Field (see Section 11)
bits unused in this specification. These bits MJST be set to O
on encodi ng and MJUST be ignored during decodi ng.

The use of the Terminal Action (bit 47) may result in nore than one
Fl ow Specification matching a particular traffic flow Al the
Traffic Filtering Actions fromthese Fl ow Specifications shall be
collected and applied. 1In case of interfering Traffic Filtering
Actions, it is an inplenentation decision which Traffic Filtering
Actions are selected. See also Section 7.7.

Interferes with: No other BGP Fl ow Specification Traffic Filtering
Action in this docunent.

7.4. RT Redirect (rt-redirect) Sub-Type 0x08

The redirect Extended Community allows the traffic to be redirected
to a VRF routing instance that lists the specified route-target in
its inmport policy. |If several local instances match this criteria,
the choice between themis a |ocal matter (for exanple, the instance
with the | owest Route Distinguisher value can be el ected).

Thi s Extended Community allows 3 different encodings formats for the
route-target (type 0x80, 0x81, 0x82). It uses the same encodi ng as
the Route Target Extended Community in Sections 3.1 (type 0x80:
2-octet AS, 4-octet value), 3.2 (type Ox81l: 4-octet |Pv4 address,
2-octet value), and 4 of [ RFC4360] and Section 2 of [RFC5668] (type
0x82: 4-octet AS, 2-octet value) with the high-order octet of the
Type field 0x80, 0x81, 0x82 respectively and the | ow order octet of
the Type field (Sub-Type) always 0x08.

Interferes with: No other BGP Fl ow Specification Traffic Filtering
Action in this docunent.

7.5. Traffic Marking (traffic-marking) Sub-Type 0x09

The traffic marki ng Extended Community instructs a systemto nodify
the DSCP bits in the I P header (Section 3 of [RFC2474]) of a
transiting | P packet to the correspondi ng val ue encoded in the 6

| east significant bits of the Extended Conmunity val ue, as shown in
Fi gure 6.

The Extended Community is encoded as foll ows:



0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T

| reserved | reserved | reserved | reserved

B i aT T e e o S o S S S I T et sl o ST S S S S S S
| reserved | r.| DSCP |
B i S S ik s S N S S

Figure 6: Traffic Marki ng Extended Community Encodi ng
DSCP: new DSCP value for the transiting |IP packet

reserved (r): MJST be set to 0 on encoding and MJST be ignored
during decodi ng

Interferes with: No other BGP Fl ow Specification Traffic Filtering
Action in this docunent.

7.6. Interaction with OGher Filtering Mechanisns in Routers

| mpl enent ati ons shoul d provi de nechani sns that nap an arbitrary BGP
community value (normal or extended) to Traffic Filtering Actions
that require different mappings on different systens in the network.
For instance, providing packets with a worse-than-best-effort per-hop
behavior is a functionality that is likely to be inpl enented
differently in different systens and for which no standard behavi or
is currently knowmn. Rather than attenpting to define it here, this
can be acconplished by mapping a user-defined conmunity value to

pl at f orm / net wor k- speci fi ¢ behavi or via user configuration

7.7. Considerations on Traffic Filtering Action Interference

Since Traffic Filtering Actions are represented as BGP extended
community values, Traffic Filtering Actions may interfere with each
other (e.g., there may be nore than one conflicting traffic-rate-
bytes Traffic Filtering Action associated with a single Flow
Specification). Traffic Filtering Action interference has no inpact
on BGP propagati on of Flow Specifications (all comunities are
propagat ed according to policies).

If a Fl ow Specification associated with interfering Traffic Filtering
Actions is selected for packet forwarding, it is an inplenentation
deci sion which of the interfering Traffic Filtering Actions are

sel ected. Inplenentors of this specification SHOULD docunent the
behavi or of their inplenentation in such cases.

Operators are encouraged to nake use of the BGP policy framework
supported by their inplenmentation in order to achieve a predictable
behavior. See also Section 12

8. Dissenmination of Traffic Filtering in BGP/ MPLS VPN Net wor ks

Provi der-based Layer 3 VPN networks, such as the ones using a BGP/
MPLS | P VPN [ RFC4364] control plane, may have different traffic
filtering requirenents than Internet service providers. But also

I nternet service providers may use those VPNs for scenarios |ike
having the Internet routing table in a VRF, resulting in the sane
traffic filtering requirenents as defined for the global routing
tabl e environnent within this docunent. This docunent defines an
additional BGP NLRI type (AFI=1, SAFI=134) value, which can be used
to propagate Flow Specification in a BGP/ MPLS VPN envi ronnent.

The NLRI format for this address famly consists of a fixed-1length
Route Distinguisher field (8 octets) foll owed by the Fl ow
Speci fication NLRI value (Section 4.2). The NLRI length field shal



10.

11.

11.

include both the 8 octets of the Route Distinguisher as well as the
subsequent Fl ow Specification NLRI value. The resulting encoding is
shown in Figure 7.

Fo oo +
| length (Oxnn or Oxfnnn) |
o e e e e e e e e e e e o m o +
| Route Distinguisher (8 octets)

Fom oo +
| NLRI val ue (variable) |
Fo oo +

Figure 7: Flow Specification NLRI for MPLS

Propagation of this NLRI is controlled by natching Route Target

ext ended communities associated with the BGP path advertisenment with
the VRF inport policy, using the same mechani smas described in BG?/
MPLS | P VPNs [ RFC4364].

Fl ow Specifications received via this NLRI apply only to traffic that
belongs to the VRF(s) in which it is inported. By default, traffic
received froma renote PE is switched via an MPLS forwardi ng deci sion
and is not subject to filtering.

Contrary to the behavior specified for the non-VPN NLRI, Flow
Specifications are accepted by default, when received fromrenote PE
routers.

The validation procedure (Section 6) and Traffic Filtering Actions
(Section 7) are the sane as for |Pv4

Traffic Monitoring

Traffic filtering applications require nonitoring and traffic
statistics facilities. Wile this is an inplenentation specific
choi ce, inplenmentations SHOULD provi de:

* A nmechanismto |log the packet header of filtered traffic.

* A mechanismto count the nunber of matches for a given Flow
Speci fication rule.

Error Handl i ng

Error handling according to [ RFC7606] and [ RFC4760] applies to this
speci fication.

Thi s docunent introduces Traffic Filtering Action Extended
Conmunities. Mlforned Traffic Filtering Action Extended Comrunities
in the sense of Section 7.14 of [RFC7606] are Extended Conmunity

val ues that cannot be decoded according to Section 7 of this
docunent .

I ANA Consi derati ons
This section conplies with [ RFC7153].
1. AFI/SAFI Definitions
I ANA naintains a registry entitled "SAFl Values". For the purpose of
this work, | ANA has updated the followi ng SAFls as shown in the table
bel ow. (Note: This docunent obsol etes both [ RFC7674] and [ RFC5575],
and all references to those docunments have been deleted fromthe
registry.)
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| Value | Nanme | Reference

[S b fummspumnl e sy e —p—_—— L
| 133 | Dissemnation of Flow Specification rules | RFC 8955
Fomm o - o m e e e e e e e e e e e e e e e eeee e Fom e oo +
| 134 | L3VPN Dissenination of Flow Specification | RFC 8955
| | rules | |
R, o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - R +

Table 9: Registry: SAFI Val ues

The above textual changes generalize the definition of the SAFls

rat her than change its underlying meaning. Therefore, based on "The
YANG 1.1 Data Mddeling Language" [RFC7950], the above text neans that
the follow ng YANG enuns from "Comon YANG Data Types for the Routing
Area" [RFC8294] have had their nanes and descriptions at

<https://ww. i ana. or g/ assi gnnent s/i ana-routing-types> changed to:

<CODE BEG NS>
enum f | ow spec-safi {
val ue 133;
description
"Di ssem nation of Flow Specification rules SAFI.";

enum | 3vpn-fl ow spec-safi {
val ue 134,
description
"L3VPN Di ssem nation of Flow Specification rules SAFI.";

}
<CCDE ENDS>
A new revision statenment has been added to the nodul e as foll ows:

<CODE BEG NS>
revision 2020-12-31 {
description "Non-backwards-conpati bl e change of SAFI nanes
(SAFI val ues 133, 134).";

ref erence
"RFC 8955: Dissem nation of Flow Specification Rules.";
}
<CODE ENDS>

2. Fl ow Conponent Definitions

A Fl ow Specification consists of a sequence of flow conmponents, which
are identified by an 8-bit conmponent type. |ANA has created and

mai ntains a registry entitled "Fl ow Spec Conponent Types". |ANA has
updated the reference for this registry to RFC 8955. Furthernore,
the references to the values have been updated according to the table
bel ow (Note: This docunment obsol etes both [RFC7674] and [ RFC5575],
and all references to those docunents have been deleted fromthe
registry.)

B el ey ey
| Value | Name | Reference

[ il sl sty
| 1 | Destination Prefix | RFC 8955
+------- T T R I I +
| 2 | Source Prefix | RFC 8955
+----- - R I I R I +
| 3 | I'P Protocol | RFC 8955
+------- I I R F--- - - - +
| 4 | Port | RFC 8955 |
+------- T T R I I +
| 5 | Destination port | RFC 8955
+----- - R I I R I +

| 6 | Source port | RFC 8955
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| 7 | 1CWP type | RFC 8955

S D S +
| 8 | ICVMP code | RFC 8955 |
Fommma - I S IR +
| 9 | TCP flags | RFC 8955

R, o e e e R +
| 10 | Packet |ength | RFC 8955

S D S +
| 11 | DSCP | RFC 8955 |
Fommma - I S IR +
| 12 | Fragment | RFC 8955 |
R, o e e e R +

Tabl e 10: Registry: Flow Spec
Component Types

In order to manage the limted nunmber space and acconmpbdate severa
usages, the followi ng policies defined by [ RFC8126] are used:

[ it s
| Type Values | Policy |
| O | Reserved |
o e e - o e e e e e e e e oo o - +
| 21 127] | Specification Required

Fom e oo +
| [128 254] | Expert Review |
e Fom oo +
| 255 | Reserved |
o e e - o e e e e e e e e oo o - +

Tabl e 11: Fl ow Spec Conponent Types
Pol i ci es

Qui dance for Experts:

3.

The registration policy for the range 128-254 is Expert Review.
The experts are expected to check the clarity of purpose and use
of the requested code points. The experts nust also verify that
any specification produced in the | ETF that requests one of these
code points has been made available for review by the | DR WrKking
Group and that any specification produced outside the | ETF does
not conflict with work that is active or already published within
the IETF. 1t nust be pointed out that introducing new conponent
types nmay break interoperability with existing inplenentations of
this protocol

Ext ended Community Fl ow Specification Actions

The Extended Community Fl ow Specification Action types defined in
this docunment consist of two parts:

*

*

Type (BGP Transitive Extended Community Type)

Sub- Type

For the type part, IANA maintains a registry entitled "BGP Transitive
Ext ended Community Types". For the purpose of this work (Section 7),
I ANA has updated the references as shown in the table below. (Note:
Thi s docunent obsol etes both [ RFC7674] and [ RFC5575], and al
references to those docunents have been deleted in the registry.)



| Generic Transitive Experimental Use | RFC 8955
| Extended Community Part 2 (Sub-Types |
| are defined in the "Ceneric |
| Transitive Experinmental Use Extended |
| Comunity Part 2 Sub-Types" Registry) |
| Generic Transitive Experimental Use | RFC 8955
| Extended Community Part 3 (Sub-Types |
| are defined in the "Ceneric |
| Transitive Experinmental Use Extended |
| Comunity Part 3 Sub-Types" Registry) |

Table 12: Registry: BGP Transitive Extended Community Types

For the sub-type part of the Extended Community Traffic Filtering
Actions, I ANA maintains the following registries. |ANA has updated
all nanes and references according to the tables bel ow and assign a
new val ue for the "Flow spec traffic-rate-packets" Sub-Type. (Note:
Thi s docunent obsol etes both [ RFC7674] and [ RFC5575], and all
references to those docunents have been deleted fromthe registries
bel ow. )

| Sub-Type | Nane | Reference |

| Val ue | | |

[ bl Lol ety

| 0x06 | Flow spec traffic-rate-bytes | RFC 8955 |

T T T LTt S IR +

| OxO0c | Flow spec traffic-rate-packets | RFC 8955 |

TS oo e m e e e e e e e e e e e e mm e mmmaa o - R +

| 0x07 | Flow spec traffic-action (Use of | RFC 8955 |

| | the "value" field is defined in the | |

| | "Traffic Action Fields" registry) | |

T T T Tt S IR +

| 0x08 | Flow spec rt-redirect AS-2octet | RFC 8955 |

| | format | |

TS o e m e e e e e e e e e e e m—— oo oo S +

| 0x09 | Flow spec traffic-remarking | RFC 8955 |

Ry T - +

Table 13: Registry: Generic Transitive Experinmental Use
Ext ended Community Sub- Types

[ ey sl et o}
| Sub-Type Val ue | Nane | Reference |
| 0x08 | Flow spec rt-redirect 1Pv4 format | RFC 8955 |
o e o e e e e e e e e e e e e e o m o R +

Table 14: Registry: Generic Transitive Experinmental Use
Ext ended Community Part 2 Sub-Types

[ s e ool et 1}
| Sub-Type Val ue | Nane | Reference |
e e e el sty
| 0x08 | Flow spec rt-redirect | RFC 8955 |
| | AS-4octet fornmat | |
S I A ] I T R R I +

Tabl e 15: Registry: Generic Transitive
Experimental Use Extended Community Part 3 Sub-
Types

Furthernmore, | ANA has updated the reference for the registries
"CGeneric Transitive Experinmental Use Extended Community Part 2 Sub-
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Types"” and "Generic Transitive Experinmental Use Extended Conmunity
Part 3 Sub-Types" to RFC 8955.

The "traffic-action" Extended Comrunity (Section 7.3) defined in this
docunment has 46 unused bits, which can be used to convey additiona
meani ng. | ANA created and maintains a registry entitled "Traffic
Action Fields". |1ANA has updated the reference for this registry to
RFC 8955. Furthernore, | ANA has updated the references according to
the table bel ow. These val ues should be assigned via | ETF Revi ew
rules only. (Note: This docunment obsol etes both [ RFC7674] and

[ RFC5575], and all references to those docunents have been del eted
fromthe registry.)

+o——oo4 oo+ - ———=——+
| Bit | Nane | Reference

bbbl oo oo e ety oo =)
| 47 | Terminal Action | RFC 8955 |
+----- I I I R +
| 46 | Sanple | RFC 8955 |
+----- I i T F-- - - - +

Tabl e 16: Registry: Traffic
Action Fields

Security Considerations

As | ong as Flow Specifications are restricted to match the
correspondi ng uni cast routing paths for the rel evant prefixes
(Section 6), the security characteristics of this proposal are

equi valent to the existing security properties of BGP unicast
routing. Any relaxation of the validation procedure described in
Section 6 may all ow unwanted Fl ow Specifications to be propagated,
and thus unwanted Traffic Filtering Actions nmay be applied to fl ows.

Where the above nechani sns are not in place, this could open the door
to further denial-of-service attacks, such as unwanted traffic
filtering, remarking, or redirection

Depl oynment of specific relaxations of the validation within an

admi ni strative boundary of a network are useful in sone networks for
quickly distributing filters to prevent denial -of -service attacks
For a network to utilize this relaxation, the BGP policies mnust
support additional filtering since the origin AS field is enpty.
Specifications relaxing the validation restrictions MJST contain
security considerations that provide details on the required
additional filtering. For exanple, the use of origin validation can
provi de enhanced filtering within an AS confederati on.

Inter-provider routing is based on a web of trust. Neighboring

aut ononous systens are trusted to advertise valid reachability
information. |f this trust nodel is violated, a neighboring

aut ononous system may cause a deni al -of -service attack by advertising
reachability information for a given prefix for which it does not
provi de service (unfiltered address space hijack). Since validation
of the Flow Specification is tied to the announcenment of the best

uni cast route, the failure in the validation of best path route may
prevent the Fl ow Specification frombeing used by a | ocal router.
Possible mitigations are [ RFC6811] and [ RFC8205].

On Internet Exchange Points (IXPs), routes are often exchanged via
route servers that do not extend the AS PATH. In such cases, it is
not possible to enforce the left-nbst ASin the AS PATH to be the

nei ghbor AS (the AS of the route server). Since the validation of

FI ow Specification (Section 6) depends on this, additional care nust
be taken. It is advised to use a strict inbound route policy in such
scenari 0s.
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Enabling firewall-like capabilities in routers w thout centralized
managenment coul d nake certain failures harder to diagnose. For
exanple, it is possible to allow TCP packets to pass between a pair
of addresses but not | CMP packets. It is also possible to pernit
packets smaller than 900 or greater than 1000 octets to pass between
a pair of addresses but not packets whose length is in the range
900- 1000. Such behavi or may be confusing, and these capabilities
shoul d be used with care whether manual ly configured or coordinated
t hrough the protocol extensions described in this document.

Fl ow Specification BGP speakers (e.g., automated DDoS controllers)
not properly programed, algorithns that are not perform ng as
expected, or sinply rogue systens may announce uni ntended Fl ow

Speci fications, send updates at a high rate, or generate a high
number of Flow Specifications. This may stress the receiving
systens, exceed their capacity, or lead to unwanted Traffic Filtering
Actions being applied to fl ows.

Systens may not be able to locate all header values required to
identify a packet. This can be especially problematic in the case of
fragmented packets that are not the first fragnent and thus | ack
upper -1l ayer protocol headers or Encapsul ati ng Security Payl oad (ESP)
NULL [ RFC4303] encryption

Wil e the general verification of the Flow Specification NLRI is
specified in this docunent (Section 6), the Traffic Filtering Actions
received by a third party may need customverification or filtering
In particular, all non-traffic-rate actions nmay allow a third party
to nodify packet forwarding properties and potentially gain access to
ot her routing-tables/VPNs or undesired queues. This can be avoi ded
by proper filtering/screening of the Traffic Filtering Action
communities at network borders and only exposing a predefined subset
of Traffic Filtering Actions (see Section 7) to third parties. One
way to achieve this is by mappi ng user-defined comunities, which can
be set by the third party, to Traffic Filtering Actions and not
accepting Traffic Filtering Action extended conmunities fromthird
parties.

Thi s extension adds additional information to Internet routers.
These are linited in terns of the nmaxi num nunber of data el ements
they can hold as well as the nunber of events they are able to
process in a given unit of time. Service providers need to consider
the maxi mum capacity of their devices and may need to linmt the
nunber of Flow Specifications accepted and processed
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Appendi x A,  Exanpl e Python code: flow rule_cnp

<CCDE BEG NS>
Copyright (c) 2020 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or without

nmodi fication, is permtted pursuant to, and subject to the license

terns contained in, the Sinplified BSD License set forth in Section
4.c of the IETF Trust’s Legal Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info).

inmport itertools
i mport collections
i mport i paddress

EQUAL = 0
A HAS_PRECEDENCE = 1
B_HAS_PRECEDENCE = 2

=l

| P_DESTI NATI ON =
I P_SOURCE = 2

FS conponent = col | ections. nanmedtupl e(’ FS_conponent’,
' conmponent _type op_val ue’)



class FS nlri(object):

FS nlri class inplementation that allows sorting.

By calling .sort() on an array of FS nlri objects these will be
sorted according to the flow rule_cnp al gorithm

Exanpl e:
nlri = [ FS nlri(conmponents=|
FS_conponent (conponent _t ype=I P_DESTI NATI ON
op_val ue=i paddress.ip_network(’10.1.0.0/16") ),
FS_conponent ( conponent _t ype=4,
op_val ue=bytearray([0,1,2,3,4,5,6])),
1),

FS nlri (conmponent s=[
FS_conponent (conponent _t ype=5,

op_val ue=bytearray([0, 1, 2,3,4,5,6])),
FS_conponent ( conponent _t ype=6,

op_val ue=bytearray([0,1,2,3,4,5,6])),
1),

nlri.sort() # sorts the array according to the algorithm

def __init__ (self, conmponents = None)

conmponents: list of type FS conponent

sel f. components = conponents

def _ It__(self, other):
# use the below al gorithmfor sorting
result = flow rule_cnp(self, other)
if result == B_HAS PRECEDENCE
return True
el se:
return Fal se

def flow_rule_cmp(a, b):

Exanpl e of the fl owspec conparison al gorithm
for conp_a, conp_b in itertools.zip_|ongest(a.conponents,
b. conponent s):
# | f a conponent type does not exist in one rule
# this rule has | ower precedence
if not conp_a
return B_HAS PRECEDENCE
if not conp_b:
return A HAS PRECEDENCE
# Hi gher precedence for |ower conponent type
i f conp_a. conponent _type < conp_b. conponent _type
return A HAS PRECEDENCE
i f conmp_a. conponent _type > conp_b. conponent _t ype
return B_HAS PRECEDENCE
# conponent types are equal -> type specific conparison
i f conp_a.conponent _type in (IP_DESTINATION, |P_SOURCE)
# assuni ng conp_a. op_val ue, conp_b. op_val ue of
# type ipaddress. | Pv4Net wor k
if comp_a.op_val ue. overl aps(conp_b. op_val ue):
# |l ongest prefixlen has precedence
if comp_a.op_value.prefixlen >\
conp_b. op_val ue. prefi x| en:
return A HAS_PRECEDENCE
if comp_a.op_value.prefixlen <\



comp_b. op_val ue. prefi x|l en
return B_HAS PRECEDENCE
# conponents equal -> continue with next conponent
elif conmp_a.op_value > conp_b. op_val ue:
return B_HAS_PRECEDENCE
elif conmp_a.op_value < conp_b. op_val ue:
return A HAS PRECEDENCE
el se:
# assuni ng conp_a. op_val ue, conp_b.op_val ue of type
# byt earray
if len(conp_a.op_value) == len(conp_b. op_val ue):
if conp_a.op_value > conp_b. op_val ue:
return B_HAS PRECEDENCE
if conp_a.op_value < conp_b. op_val ue:
return A HAS PRECEDENCE
# conponents equal -> continue wth next conponent
el se:
common = mn(l en(conp_a. op_val ue),
| en(conp_b. op_val ue))
if conp_a.op_val ue[:comopn] >\
conp_b. op_val ue[: comon] :
return B_HAS_PRECEDENCE
elif comp_a.op_val ue[:common] <\
comp_b. op_val ue[ : common] :
return A HAS PRECEDENCE
# the first common bytes match
elif len(conp_a.op_value) > |l en(conp_b.op_val ue):
return A HAS_PRECEDENCE
el se:
return B_HAS PRECEDENCE
return EQUAL
<CODE ENDS>

Appendi x B. Conparison with RFC 5575

Thi s docunent includes nunerous editorial changes to [ RFC5575]. It
al so completely incorporates the redirect action clarification
docunent [RFC7674]. It is recommended to read the entire docunent.
The aut hors, however, want to point out the follow ng technica
changes to [ RFC5575]:

* Section 1 introduces the Flow Specification NLRI. |In [RFC5575],
BGP treats this NLRI as an opaque key to an entry in its
dat abases. This specification has renoved all references to an
opaque key property. BGP inplenentations are able to understand
the NLRI encodi ng.

* Section 4.2.1.1 defines a nunmeric operator and conparison bit
combi nations. In [RFC5575], the neaning of those bit conbination
was not explicitly defined and | eft open to the reader

* Sections 4.2.2.3 - 4.2.2.8, 4.2.2.10, and 4.2.2.11 nmake use of the
above nureric operator. The allowed | ength of the conparison
val ue was not consistently defined in [ RFC5575].

* Section 7 defines all Traffic Filtering Action Extended
Conmunities as transitive Extended Cormmunities. [RFC5575] defined
the traffic-rate action to be non-transitive and did not define
the transitivity of the other Traffic Filtering Action conmunities
at all.

* Section 7.2 introduces a new Traffic Filtering Action (traffic-
rat e-packets). This action did not exist in [RFC5575].

* Section 7.4 contains the same redirect actions already defined in
[ RFC5575], however, these actions have been renanmed to "rt-



redirect” to make it clearer that the redirection is based on
route-target. This section also conpletely incorporates the
[ RFC7674] clarifications of the Fl owspec Redirect Extended
Comuni ty.

* Section 7.7 contains general considerations on interfering traffic
actions. Section 7.3 also cross-references Section 7.7.
[ RFC5575] did not nention this.

* Section 10 contains new error handling.
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