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Abst r act

The Coordinating Attack Response at Internet Scale (CARIS) 2

wor kshop, sponsored by the Internet Society, took place on 28
February and 1 March 2019 in Canbridge, Massachusetts, USA

Partici pants spanned regional, national, international, and
enterprise Conmputer Security Incident Response Teans (CSIRTs),
operators, service providers, network and security operators,
transport operators and researchers, incident response researchers,
vendors, and participants from standards communities. This workshop
continued the work started at the first CAR S workshop, with a focus
on scaling incident prevention and detection as the Internet industry
nmoves to a stronger and a nore ubi quitous depl oyment of session
encryption.
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I nt roducti on

The Coordinating Attack Response at Internet Scale (CARI'S) 2 workshop
[ CARI SEvent], sponsored by the Internet Society, took place on 28
February and 1 March 2019 in Canbridge, Massachusetts, USA

Partici pants spanned regional, national, international, and
enterprise Computer Security Incident Response Teans (CSIRTS),
operators, service providers, network and security operators,
transport operators and researchers, incident response researchers,
vendors, and participants from standards communities. This workshop
continued the work started at the first CAR S workshop [ RFC8073],
with a focus on scaling incident prevention and detection as the
Internet industry noves to a stronger and a nore ubiquitous

depl oynent of session encryption. Considering the related initiative
to forma research group (Stopping Mal ware and Researching Threats
[SMART]) in the Internet Research Task Force (IRTF), the focus on
prevention included consideration of research opportunities to

i nprove protocols and determine if there are ways to inprove attack
detection during the protocol design phase that could | ater influence
prot ocol devel opnent in the IETF. This is one way to think about
scal i ng response, through prevention and allow ng for new nethods to
evol ve for detection in a post-encrypted world. Although the
proposed SMART Research Group has not yet progressed, the work to
better scale incident response continues through the projects
proposed at CARIS2 as well as in future CARI S wor kshops.

Accept ed Papers

Researchers from around the world submitted position and research
papers summari zi ng key aspects of their work to help formthe shared
content of the workshop. The accepted papers may be found at

[ CARI SEvent] and i ncl ude:

* Visualizing Security Automation: Takeshi Takahashi, N CT, Japan
* Automating Severity Determination: H deaki Kanehara, N CT, Japan
* (QASI S s penC2: Draper and DoD

* Automated | oT Security: GOscar Garcia-Mrchon and Thorsten Dahm
* Taxonom es and Gaps: Kirsty P., UK NCSC

* FIRST: Thomas Schreck, Sienens

* NetSecWarriors: TimApril, Akanai

* Measured Approaches to | Pv6 Address Anonym zation and ldentity
Associ ati on: Dave Plonka and Arthur Berger, Akanai



The program conmmttee worked to fill in the agenda w th neani ngful
and conpl enentary sessions to round out the thenme and encourage
col l aboration to advance research toward the goals of the workshop
These sessions i ncl uded:

* Manuf acturer Usage Description (MJD) [RFC8520]: Eliot Lear, G sco
* TF-CSIRT: Mrjam Khne, RI PE NCC
* M2M Sharing Revol ution: Scott Pinkerton, DoE ANL

* Conparing OpenC2 with existing efforts, e.g., 12NSF [I2NSF]: Chris
I naci o

* Alternate Sharing and Mtigation Mdels: Kathleen Mriarty, Del
EMC

The presentations provided interesting background to famliarize
wor kshop attendees with current research work, chall enges that nust
be addressed for forward progress, and opportunities to coll aborate
in the desire to better scale attack response and prevention

CARI S2 Goal s

The goal of each CARI' S workshop has been to focus on the chall enge of
i mproving the overall security posture. The approach has been to
identify intrinsic or built-in protection capabilities for inproved
def ense, autonmtion, and scaling attack response through

col l aboration and inproved architectural patterns. |t has been
assuned that additional training will likely not address the |ack of
informati on security professionals to fill the job gap. Currently,

there is approximately a three-mllion-person deficit [deficit] for
security professionals worldw de, and that is only expected to grow.
In preparing for the workshop, the chair and programconmittee
considered that this gap cannot be filled through training but
requires neasures to reduce the nunber of information security

prof essi onal s needed through new architectures and research toward
attack prevention. CARI S2 was specifically focused on the industry
shift toward the increased use of stronger session encryption

(TLS 1.3 [RFCB446], QU C [QUC], tcpcrypt [RFC8548], etc.) and how
prevention and detection can advance in this new paradigm As such,
the goals for this workshop incl uded:

* Scal e attack response, including ways to inprove prevention, as
the Internet shifts to use of stronger and nore ubiquitous
encryption.

- Determne research opportunities

- Consider nethods to inprove protocols and provide gui dance
toward goal. For instance, are there ways to build detection
of threats into protocols, since they cannot be nonitored on
the wire in the future?

* |dentify prom sing research ideas to seed a research agenda to
i nput to the proposed | RTF SMART Research G oup

Wor kshop Col | aborati on

Both CARI S wor kshops brought together a set of individuals who had
not previously collaborated toward the goals of scaling attack
response. This is inportant as the participants span various areas
of Internet technol ogy work, conduct research, provide a gl oba
perspective, have access to varying data sets and infrastructure, and
are influential in their area of expertise. The specific goals,



contributions, and participants of the CARI S2 workshop were all
considered in the design of the breakout sessions to both identify
and advance research through coll aboration. The breakout sessions
varied in format to keep attendees engaged and col | aborating; sone
involved the full set of attendees while others utilized groups.

The wor kshop focused on identifying potential areas for coll aboration
and advanci ng research.

1. Standardization and Adoption: identify w dely adopted and
pervasi ve standard protocols and data formats as well as those
that fail ed.

2. Preventative Protocols and Scaling Defense: identify protocols to
address automation at scal e.

3. Incident Response Coordination: brainstormwhat potential areas
of research or future workshops could be held to i nprove on the
scal ability of incident response.

4. Monitoring and Measurenent: brainstorm nethods to perform
nmoni toring and neasurement with the hei ghtened need and
requi renent to address privacy.

5. Taxonony and Gaps: brainstorma way forward for the proposed
SMART Research Group.

.1. Breakout 1 Results: Standardi zati on and Adoption

Thi s breakout session considered points raised in the preceding tal ks
on hurdles for automating security controls, detection, and response;
the teans presenting noted several challenges they still face today.
The breakout session worked toward identifying standard protocols and
data formats that succeeded in achieving adoption as well as severa
that failed or only achieved limted adoption. The results fromthe
eval uation were interesting and could aid in achieving greater
adopti on when new work areas are devel oped. The foll ow ng
subsections detail the results.

.1.1. Wde Adoption

The Transport Layer Security (TLS) protocol has replaced the Secure
Sockets Layer (SSL) protocol

observations: There was a clear need for session encryption at the
transport layer to protect application data. E-conmerce was a
driving force at the time with a downside to those who did not adopt.
O her positive attributes that aided adopti on were nodul ar desi gn,
clean interfaces, and being first to market.

The Sinpl e Network Managenment Protocol (SNWP) enabl es configuration
management of devices with extension points for private configuration
and managenment settings. SNWMP is wi dely adopted and is only now,
after decades, being replaced by a newer alternative, YANG (a data
nmodel i ng | anguage) that facilitates configuration managenent via the
Net wor k Configuration Protocol (NETCONF) or RESTCONF. SNWP
facilitated an answer to a needed probl emset: configuration,
telemetry, and network managenent. |ts devel opnent considered the
connecti on between the user, vendor, and devel opers. Challenges did
surface for adoption from SNMPv1.1 to 1.2, as there was no conpelling
reason for adoption. SNWMPv3 gained adoption due to its resilience to
attacks by providing protection through inproved authentication and
encryption.

I P Flow Information Export (IPFIX) was identified as achieving w de
adoption for several reasons. The |ow cost of entry, w de vendor



support, diverse user base, and wi de set of use cases spanning
mul tiple technol ogy areas were sone of the key drivers cited.

X. 509 was explored for its success in gaining adoption. The solution
bei ng abstract fromcrypto, open, customni zable, and extensible were
some of the reasons cited for its successful adoption. The team
deened it a good solution to a good probl em and observed t hat

gover nnent adoption aided its success.

4.1.2. Limted Adoption

Next, each team eval uated sol uti ons that have not enjoyed w de
adopt i on.

Al t hough Structured Threat Information eXpression (STIX) and the

I nci dent Obj ect Description Exchange Fornmat (1 ODEF) are sonmewhat
simlar in their goals, the standards were selected for eval uation by
two separate groups with sone conmon fi ndings.

STI X has had |linmted adoption by the financial sector but no single,
definitive end user. The standard is still in developnment with the
US governnent as the primary devel oper in partnership with QASI S
There is interest in using STI X to nanage content, but users don't
really care about what technology is used for the exchange. The
initial goals may not wind up matching the end result for STIX as
managi ng content nmay be the primary use case.

| ODEF was specified by National Research and Educati on Networ ks
(NRENs) and Conputer Security Incident Response Teans (CSIRTs) and
formalized in the | ETF [RFC7970]. The user is the security
operations center (SOC). Whiile there are several inplenentations, it

is not widely adopted. |In terns of exchange, users are nore
interested in indicators than full event information, and this
applies to STIX as well. Sharing and trust are additional hurdles as
many are not willing to disclose infornation.

DNS- Based Aut hentication of Nanmed Entities (DANE) has DNSSEC as a
dependency, which is a hurdle toward adoption (too nmany

dependencies). It has a roll-your-own adopti on nodel, which is
risky. Wile there are sonme | arge pockets of adoption, there is
still much work to do to gain w despread adoption. A regulatory
requi renent gave rise to partial adoption in Germany, which naturally
resulted in production of docunentation witten in German -- possibly

giving rise to further adoption in Gernan-speaking countries. There
has al so been progress nmade in the Netherlands through the creation
of a website: <internet.nl>  The website allows you to test your
website for a number of standards (1Pv6, DNSSEC, DANE, etc.).
<internet.nl> is a collaboration of industry organizati ons,
compani es, and the governnent in the Netherlands and is avail able for
wor | dwi de use

I P version 6 (IPv6) has struggled, and the expense of running a dua
stack was one of the highest concerns on the list discussed in the
wor kshop breakout. The end user for IPv6 is everyone, and the
breakout team considered it too anbi guous. Too many new requirenments
have been added over its 20-year life. The scope of necessary
adoption is large with many peripheral devices. Governnent
requirenents for support have hel ped sonmewhat with inproved
interoperability and adoption, but features |ike NAT being added to

I Pv4 sl owed adoption. Wth no new features being added to | Pv4 and

| essons | earned, there’s still a possibility for success.

4.2. Breakout 2 Results: Preventative Protocols and Scal i ng Defense

Thi s breakout session followed the sessions on MJD, Protocol for
Aut omat ed Vul nerability Assessment (PAVA), and Protocol for Automatic



Security Configuration (PASC), which have thenes of autonation at
scale. MJD was designed for Internet of Things (l10oT), and as such,
scaling was a nmjor consideration. The PAVA and PASC work buil ds off
of MJD and mai ntains some of the same thenes. This breakout session
was focused on groups brainstormng preventative neasures and

enabl ing vendors to deploy mtigations.

One group dove a bit deeper into MU and | ayer 2 (L2) discovery. MJD
changes sets of filtering control managenent to the vendor or
intermedi ary MJD vendors for a predictable platformthat scal es well
Wi le the overall value of MUD is clear, the use of MJID and what
traffic is expected for a particular device shoul d be considered
sensitive information, as it could be used to exploit a device. MJD
has an option of using L2 discovery to share MUD files. L2

di scovery, like the Dynam ¢ Host Configuration Protocol (DHCP), is
not encrypted fromthe local client to the DHCP server at this point
intime (there is some interest to correct this, but it hasn't

recei ved enough support yet). As aresult, it is possible to |eak
informati on and reveal data about the devices for which the MID files
woul d be applied. This could nmulticast out information such as
network characteristics, firmmare versions, manufacturers, etc.

There was sone di scussion on the use of 802.11 to inprove connections
[ 1 EEEB02. 11] . Several participants fromthis group plan to research
this further and identify options to prevent information | eakage
whi | e achi eving the stated goals of MJD

The next group di scussed a proposal one of the participants had

al ready begun devel opi ng, nanely privacy for rendezvous service. The
basic idea was to encrypt Server Nane Indication (SNI) using DNS to
obtain public keys. The suffix on server |Pv6 would be unique to a
TLS session (information mssing). The discussion on this proposa
was fruitful, as the full set of attendees engaged, with speci al
interest fromthe incident responders to be involved in early review
cycles. Incident responders are very interested to understand how
protocols will change and to assess the overall inpact of changes on
privacy and security operations. Even if there are no changes to the
protocol proposals stemmng fromthis review, the group discussion

| anded on this being a val uabl e exchange to understand early the

i npacts of changes for incident detection and nitigation, to devise
new strategies, and to provi de assessnents on the inpact of protoco
changes on security in the round.

The third group reported back on trust exchanges relying heavily on
rel ati onshi ps between individuals. They were concerned with scaling
the trust nodel and finding ways to do that better. The group dove
deeper into this topic.

The fourth group di scussed useful data for incident responders. This
built on the first breakout session (Section 4.1). The group

determ ned that indicators of conpronmise (loCs) are what nost

organi zations and groups are able to successfully exchange. |Ideally,
these woul d be fixed and programmabl e. They di scussed devel oping a
richer format for sharing event threats. Wen reporting back to the
group, a successful solution used in the EU was nentioned: the

Mal ware | nformation Sharing Platform (MSP) [MSP]. This will be
considered in the review of existing efforts to determine if anything
new i s needed.

4.3. Breakout 3 Results: |ncident Response Coordi nation

I nci dent response coordination currently does not scale. This
breakout session focused on brainstormng incident response and
coordi nation, |ooking specifically at what works well for teans
today, what is holding them back, and what risks | oom ahead. Cutput
fromthis session could be used to generate research and to dive
deeper in a dedi cated workshop on these topics.



Supporting:

*

Trust between individuals in incident response teans
Vol ume of strong signals and automated di scovery
Need to protect network as a forcing function

Law and | egal catalyst, notivator to stay on top

Current efforts supported by profit and company interests, but
those may shift

Fear initially results in activity or in terns of the diagram
used, a burst of w nd, but eventually |eads to conpl acency

VWhat creates drag:

*

Lack of clear Key Performance |Indicators (KPIs)
Too nany standards

Potential for regional borders to inpact data flows
Ease of use for end users

Speed to market w thout security considerations
Legal framework slow to adapt

Di sconnect in actual/perceived risk

Regul atory requirenents preventing data sharing
Lack of clarity in shared information

Behi nd the probl enfreactionary

Lack of resources/participation

Monocul ture narrows focus

Loom ng probl ens:

*

Dynam ¢ threat |andscape

Liability

Vocabul ary col i sion

Lack of target/adversary clarity

Bi furcation of Internet

Government regul ation

Confusi on around netrics
Sensitivity of intelligence (trust)
Lack of skilled analysts

Lack of "fraud | oss" data sharing

St akehol der/ | eader conf usi on



4. 4.

4. 4.

4. 4.

* Unknown i npact of energing technol ogies
* Qvercentralization of the Internet
* New technol ogi es and protocols

* Changes in application-layer configurations (e.g., browser
resol vers)

Breakout 4 Results: Mbonitoring and Measurenent

The fourth breakout session followed Dave Plonka's talk on |IPv6
aggregation to provide privacy for | Pv6 sessions. Essentially, |Pv6
provi des additional capabilities for nonitoring sessions end to end.
Dave and his coauthor, Arthur Berger, primarily focus on neasurenent
research but found a way to aggregate sessions to assist with

mai ntai ni ng user privacy. |If you can devise nmethods to perform
managenent and neasurenent, or even performsecurity functions, while
acconmodati ng nethods to protect privacy, a stronger result is
likely. This also precludes the need for additional privacy

i nprovenent work to defeat neasurenent objectives

Thi s breakout session was focused on devising nethods to perform
moni tori ng and neasurenment, coupled w th advancing privacy
considerations. The full group listed out options for protocols to
expl ore and ranked them with the four highest then explored by the
breakout groups. G oups agreed to work further on the proposed

i deas.

1. |P Address Reputation

There is a need to understand address assi gnnment and configuration
for hosts and services, especially with | Pv6 [Pl onkaBerger CARI S2] in
(1) sharing | P-address-related information to inform attack response
efforts while still protecting the privacy of victins and possible
attackers and (2) mtigating abuse by altering the treatnent, e.g.,
dropping or rate-limting, of packets. Currently, there is no

dat abase that anal ysts and researchers can consult to, for instance,
determine the lifetinmes of | Pv6 addresses or the prefix length at

whi ch the address is expected to be stable over tine. The
researchers propose either introducing a new database (conpare
PeeringDB) or extending existing databases (e.g., the regiona
Internet registries (RIRs)) to contain such information and al |l owi ng
arbitrary queries. The prefix information would either be provided
by networks that are willing or based on neasurenent algorithms that
rever se-engi neer reasonabl e val ues based on Internet nmeasurements

[ Pl onkaBergerKIP]. In the former case, the incentive of networks to
provi de such information is to ensure that privacy of their users is
respected and to limt collateral danage caused by access contro
lists affecting nore of that network’s addresses than necessary,
e.g., in the face of abuse. This is an early idea; Dave Plonka is
the | ead contact for those interested in helping to develop this
further.

2. Server Name Authentication Reputation C (SNARC

SNARC is a nmechanismto assign value to trust indicators, used to
make deci si ons about good or bad actors. The nechani sm woul d be abl e
to distinguish between client and server connections and woul d be
human readable. In addition, it builds on zero trust networking and
avoi ds consolidation, thus supporting legitinmte new players. SNARC
has a sinmlar theme to the | P reputation/BGP ranking i dea nenti oned
above. SNARC is not currently defined by an RFC, however, such an
RFC woul d hel p custonmers and desi gn teans on existing solutions. The
group plans to research visual aspects and underlying principles as



they begin work on this idea. They plan to begin work in severa
stages, researching "trust" indicators, "trust" val ue cal cul ati ons,
and research actions to apply to "trust". The overarching goal is to
address blind trust, one of the challenges identified with

i nformation/incident exchanges. Trent Adans is the | ead contact for
those interested in working with this team

4.4.3. Logging

The group presented the possibility of injecting | ogging capabilities
at conpile time for applications, resulting in a nore consi stent set
of logs, covering an agreed set of conditions. Using a |og-injecting
compi l er woul d increase |ogging for those applications and inprove
the uniformty of logged activity. Increasing |ogging capabilities
at the endpoint is necessary as the shift toward increased use of
encrypted transport continues. Nalini Elkins is the |ead contact for
those interested in developing this further

4.4.4. Fingerprinting

Fi ngerprinting has been used for nunerous applications on the Wb,
including security, and will beconme of increasing inportance with the
depl oynent of stronger encryption. Fingerprinting provides a nethod
to identify traffic w thout using decryption. The group discussed
privacy consi derations and bal anci ng how you achi eve the security
benefits (identifying malicious traffic, information | eakage, threat
indicators, etc.). They are interested in deriving nmethods to
validate the authenticity without identifying the source of traffic.
They are al so concerned with scaling issues. WIIliam Winstein is
the |l ead contact for those interested in working with this team

4.5. Taxonony and Gaps Session

At the start of the second day of the workshop, Kirsty Paine and

M rjam Khne prepared (and Kirsty led) a workshop-style session to

di scuss taxonom es used in incident response, attacks, and threat
detection, conparing solutions and identifying gaps. The primary
objective was to determne a path forward by sel ecting the | anguage
to be used in the proposed SMART Research G oup. Several taxononies
were presented for review and di scussion. The topic renains open,
but the follow ng key points were highlighted by participants:

* A single taxonony mght not be the way to go, because which
taxonony you use depends on what problemyou are trying to sol ve,
e.g., attribution of the attack, mtigation steps, technica
features, or organizational inpact nmeasurenents

* A tool to map between taxonom es should be autonmated, as there are
requirenments within groups or nations to use specific taxononi es.

* The | evel of detail needed for reporting to managenent and for the
anal yst investigating the incident can be very different. At the
wor kshop, one attendee nentioned that, for managenent reporting,
they only use 8 categories to lighten the | oad on anal ysts,
wher eas sone of the taxonom es contain 52 categories

* How you plan to use the taxonony matters and nay vary between use
cases. Take, for instance, sharing data with external entities
versus internal only. The taxonony sel ected depends on what you
plan to do with it. Some stated a need for attribute-based
dynanmi ¢ ant hol ogi es as opposed to rigid taxonon es used by others.
A rigid taxonony did not work for many from feedback in the
sessi on.

* [ RFC4949] was briefly discussed as a possibility; however, there
is a clear need to update termnology in this publication around
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this space in particular. This is likely to be raised in the
Security Area Advisory G oup (SAAG during the open mc session
hopefully with proposed new definitions to denonstrate the issue
and evol ution of terns over tine.

* Wthin a taxonony, prioritization matters to understand the inmpact
of threats or an attack. How do you map that between differing
taxononi es? What is the problemto be solved, and what tooling is
required?

* Attack attribution had varying degrees of interest. Sone felt the
public sector cared nore about attribution, not about individuals.
They were interested in possible notivations behind an attack and
determning if there were other likely victins based on these
nmotivations. Understanding if the source was an individual actor,
organi zed crinme, or a nation state nattered.

The result of this discussion was not to narrow down to one taxonony

but to think about mappi ngs between taxonomnmi es and the use cases for

exchangi ng or sharing information, eventually giving rise to a comon

met hod to discuss threats and attacks. Researchers need a comon

vocabul ary, not necessarily a conmon taxonomny.

Next Steps

The next steps fromthe CARI S2 wor kshop are twofol d:

1. The research initiatives spawed fromthe second CARI S wor kshop
require further exploration and devel opment. Fostering this
devel opment and creating communities around each proposed project

is the first step, with reports back out to the SMART mailing
l'ist.

2. The second initiative will be planning for the next CARI S
wor kshop.

Sunmmary
When wrappi ng up the workshop, we reviewed the list of agreed
projects to get a feel for actual interest as a follow up. Through
the course of the two-day workshop, a larger set of potentia
research itens had been generated, and this gave participants a
chance to reassess commtnents to better have them match expected
outcones. The highest ranking projects in terns of interest to drive
the ideas forward included the foll ow ng:
* Traffic fingerprinting
*  SNARC
* Attack coordination solutions and automated security
* Cryptographi c rendezvous
* L2 discovery

Security Considerations

There are no security considerations, as this is an informationa
wor kshop sunmary report.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.

Ref er ences
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