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I nt roduction

Enrol | ment over Secure Transport (EST) is defined in [RFC7030]. The
EST specification defines a nunber of HTTP endpoints for certificate
enrol | nent and managenent. The details of the transaction were
defined in terns of M ME headers, as defined in [ RFC2045], rather
than in terns of the HITP protocol, as defined in [ RFC7230] and

[ RFC7231] .

[ RFC2616] and | ater Appendix A 5 of [RFC7231] have text specifically
deprecating Content-Transfer-Encoding. However, [RFC7030]
incorrectly uses this header.

Any updates to [RFC7030] to bring it in line with HITP processing
ri sk changing the on-wire protocol in a way that is not backwards
conpati ble. However, reports frominplementers suggest that many

i npl ement ati ons do not send the Content-Transfer-Encodi ng, and many
of themignore it. The consequence is that sinply deprecating the
header woul d remain conpatible with current inplenentations.

[ BRSKI] extends [ RFC7030], adding new functionality. Interop testing
of the protocol has reveal ed that unusual processing called out in
[ RFC7030] causes confusion

EST is currently specified as part of [IEC62351] and is w dely used
in governnent, utilities, and financial markets today.

Thi s docunent, therefore, revises [RFC7030] to reflect the field
reality, deprecating the extraneous field.

Thi s docunent deals with errata nunbers [errata4384], [errata5107],
[errata5108], and [erratab5904].

Thi s docunent deals with [errata5107] and [errata5904] in Section 3.
[errata5108] is dealt with in Section 5. [errata4384] is closed by
correcting the ASN.1 Mddule in Section 4.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Changes to EST Endpoi nt Processing

Sections 4.1.3 (CA Certificates Response, /cacerts), 4.3.1 and 4.3.2
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(Full oMC, /[fullcnt), 4.4.2 (Server-Side Key CGenerati on,

/ serverkeygen), and 4.5.2 (CSR Attributes, /csrattrs) of [RFC7030]
specify the use of base64 encoding with a Content-Transfer-Encodi ng
for requests and responses.

Thi s docunent updates [ RFC7030] to require the POST request and

payl oad response of all endpoints using base64 encodi ng, as specified
in Section 4 of [RFC4648]. In both cases, the D stingui shed Encodi ng
Rul es (DER) [X. 690] are used to produce the input for the base64
encoding routine. This format is to be used regardl ess of any

Cont ent - Tr ansf er - Encodi ng header, and any val ue in such a header MJST
be i gnored.

Wi te Space Processing

Note that "base64" as used in the HITP [ RFC2616] does not permit

CRLF, while the "base64" used in MM [ RFC2045] does. This
specification clarifies that despite what [ RFC2616] says, white space
including CR, LF, spaces (ASCII 32), and tabs (ASCI I 9) SHOULD be
tolerated by receivers. Senders are not required to insert any kind
of white space.

Changes to Section 4 of RFC 7030
1. Section 4.1.3
Repl ace:

| A successful response MJUST be a certs-only CMC Sinple PKI

| Response, as defined in [RFC5272], containing the certificates

| described in the follow ng paragraph. The HTTP content-type of

| "application/pkcs7-mine" is used. The Sinple PKI Response is sent
| wth a Content-Transfer-Encodi ng of "base64" [RFC2045].

Wit h:

| A successful response MIST be a certs-only CMC Sinpl e PKI

| Response, as defined in [ RFC5272], containing the certificates

| described in the follow ng paragraph. The HTTP content-type of

| "application/pkcs7-minme" is used. The CMC Sinple PKI Response is
| encoded in base64 [ RFC4648].

2. Section 4.3.1
Repl ace:

| If the HTTP POST to /fullcnmc is not a valid Full PKI Request, the
| server MUST reject the nessage. The HITP content-type used is

| ™application/pkcs7-minme" with an sm ne-type paraneter "CMC

| request", as specified in [RFC5273]. The body of the nmessage is
| the binary value of the encoding of the PKI Request with a

| Content-Transfer-Encodi ng of "base64" [ RFC2045].

Wit h:

| If the HTTP POST to /fullcnmc is not a valid Full PKI Request, the
| server MUST reject the nessage. The HITP content-type used is

| "application/pkcs7-nminme" with an smne-type paraneter "CMC

| request", as specified in [RFC5273]. The body of the nessage is
| encoded in base64 [ RFCA4648].

3. Section 4.3.2

Repl ace:

| The body of the message is the binary value of the encoding of the
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| PKI Response with a Content-Transfer-Encodi ng of "base64"
| [RFC2045].

Wit h:

| The body of the message is the base64 [ RFC4648] encodi ng of the
| PKI Response

4. Section 4.4.2
Repl ace:

| An "application/pkcs8" part consists of the base64-encoded DER-
| encoded [ X 690] PrivateKeylnfo with a Content-Transfer-Encodi ng of
| "base64" [RFC2045].

Wit h:

| An "application/pkcs8" part consists of the base64-encoded, DER-
| encoded [ X 690] PrivateKeyl nfo.

Repl ace:

| In all three additional encryption cases, the Envel opedData is

| returned in the response as an "application/pkcs7-m ne" part with
| an smime-type parameter of "server-generated-key" and a Content-

| Transfer-Encodi ng of "base64"

Wit h:

| In all three additional encryption cases, the Envel opedData is

| returned in the response as an "application/pkcs7-m nme" part with
| an smne-type paraneter of "server-generated-key". It is base64
| encoded [ RFC4648].

5. Section 4.5.2
This section is updated inits entirety in Section 4.
Clarification of ASN.1 for Certificate Attribute Set
Section 4.5.2 of [RFC7030] is to be replaced with the follow ng text:
4.5.2 CSR Attributes Response

If locally configured policy for an authenticated EST client
indicates a CSR Attributes Response is to be provided, the server
response MJST include an HTTP 200 response code. An HITP response
code of 204 or 404 indicates that a CSR Attri butes Response is not
avai l abl e. Regardl ess of the response code, the EST server and CA
MAY rej ect any subsequent enrol |l ment requests for any reason,

e.g., inconplete CSR attributes in the request.

I

I

I

I

I

I

I

I

I

| Responses to attribute request nessages MJST be encoded as the
| content-type of "application/csrattrs” and are to be "base64"

| [RFC4648] encoded. The syntax for application/csrattrs body is as
I
I
I
I
I
I
I
I
I
I

fol |l ows:
CsrAttrs ::= SEQUENCE SIZE (0..MAX) OF Attro A D
AttrOAD ::= CHO CE {
oi d OBJECT | DENTI FI ER

attribute Attribute {{AttrSet}} }

AttrSet ATTRIBUTE ::={ ... }



An EST server includes zero or nore O Ds or attributes [ RFC2986]
that it requests the client to use in the certification request.
The client MJST ignore any O D or attribute it does not recognize
When the server encodes CSR attributes as an enpty SEQUENCE, it
means that the server has no specific additional information it
desires in a client certification request (this is functionally
equi val ent to an HITP response code of 204 or 404).

If the CArequires a particular cryptographic algorithmor use of
a particular signature schene (e.g., certification of a public key
based on a certain elliptic curve or signing using a certain hash
algorithm, it MJST provide that information in the CSR Attribute
Response. |If an EST server requires the linking of identity and
POP information (see Section 3.5), it MJST include the

chal | engePassword O D in the CSR Attributes Response

The structure of the CSR Attributes Response SHOULD, to the
greatest extent possible, reflect the structure of the CSRit is
requesting. Requests to use a particular signature schenme (e.g.,
using a particular hash function) are represented as an O D to be
reflected in the SignatureAl gorithmof the CSR. Requests to use a
particul ar cryptographic algorithm(e.g., certification of a
public key based on a certain elliptic curve) are represented as
an attribute, to be reflected as the Algorithm dentifier of the
Subj ect Publ i cKeyl nfo, with a type indicating the algorithmand the
val ues indicating the particular paraneters specific to the
algorithm Requests for descriptive information fromthe client
are nade by an attribute, to be represented as Attributes of the
CSR, with a type indicating the [ RFC2985] extensi onRequest and the
val ues indicating the particular attributes desired to be included
in the resulting certificate’ s extensions.

The sequence is Distingui shed Encoding Rul es (DER) encoded [ X. 690]
and then base64 encoded (Section 4 of [RFC4648]). The resulting
text forns the application/csrattr body, w thout headers.

For exanple, if a CArequests that a client a) subnit a
certification request containing the chall engePassword (indicating
that linking of identity and POP information is requested; see
Section 3.5), b) subnmit an extensionRequest with the Media Access
Control (MAC) address [RFC2307] of the client, and c) use the
secp384rl1 elliptic curve to sign using the SHA384 hash function,
then it takes the foll ow ng:

a D chal | engePassword (1.2.840.113549.1.9.7)

Attribute: type = extensionRequest (1.2.840.113549.1.9.14)
val ue = nmacAddress (1.3.6.1.1.1.1.22)

Attribute: type = id-ecPublicKey (1.2.840.10045.2.1)
val ue = secp384rl (1.3.132.0.34)

a D ecdsaWt hSHA384 (1.2.840.10045. 4. 3. 3)
and encodes theminto an ASN. 1 SEQUENCE to produce:
30 41 06 09 2a 86 48 86 f7 0d 01 09 07 30 12 06 07 2a 86 48 ce 3d
02 01 31 07 06 05 2b 81 04 00 22 30 16 06 09 2a 86 48 86 f7 0d 01
09 Oe 31 09 06 07 2b 06 01 01 01 01 16 06 08 2a 86 48 ce 3d 04 03
03
and t hen base64 encodes the resulting ASN. 1 SEQUENCE to produce:

MEEGCSqGSI b3DQEIBz ASBgcghkj OPQ BMQ GBSUBBAAI MBYGCSqGSI b3DQEJIDj EJ
Bgcr BgEBAQEVBggqhkj OPQQDAW==
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Clarification of Error Messages for Certificate Enroll nent
Qper ati ons

[errata5108] clarifies what fornmat the error nmessages are to be in.
Previously, a client night be confused into believing that an error
returned with type text/plain was not intended to be an error.

Updating Section 4.2.3: Sinple Enroll and Re-enroll Response

Repl ace:

| If the content-type is not set, the response data MJST be a

| plaintext human-readabl e error nmessage contai ni ng expl anatory

| information describing why the request was rejected (for exanple,
| indicating that CSR attributes are inconplete).

Wit h:

| If the content-type is not set, the response data MJST be a

| plaintext human-readabl e error nessage containi ng expl anatory

| information describing why the request was rejected (for exanple,
| indicating that CSR attributes are inconplete). Servers MAY use
| the "text/plain" content-type [ RFC2046] for human-readable errors.
Updating Section 4.4.2: Server-Side Key Generation Response

Repl ace:

| If the content-type is not set, the response data MJST be a
| plaintext human-readabl e error nessage

wit h:

| If the content-type is not set, the response data MJST be a

| plaintext human-readabl e error nessage. Servers MAY use the

| "text/plain" content-type [ RFC2046] for human-readabl e errors.

Privacy Consi derations

Thi s docunent does not disclose any additional identities that either
an active or passive observer would see with [ RFC7030].

Security Considerations

Thi s docunent clarifies an existing security nechanism |t does not
create any new protocol nechanisns.

Al'l security considerations from][RFC7030] al so apply to the
clarifications described in this docunent.

| ANA Consi der ati ons

The ASN.1 nodul e in Appendix A of this document nmakes use of object
identifiers (O Ds).

| ANA has registered an O D for id-nbd-est-2019 (1.3.6.1.5.5.7.0.98)
in the "SM Security for PKIX Mddule ldentifier" registry for the
ASN. 1 nodul e.

The O D for the Asymretric Decryption Key ldentifier
(1.2.840.113549.1.9.16.2.54) was previously defined in [ RFC7030].

I ANA has updated the Reference colum for the Asymretric Decryption
Key ldentifier attribute to also include a reference to this
docunent .
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Appendi x A ASN. 1 Modul e

Thi s annex provides the normative ASN. 1 definitions for the
structures described in this specification using ASN.1 as defined in
[ X.680], [X 681], [X 682], and [ X 683].

The ASN. 1 nmodul es makes inports fromthe ASN. 1 nodul es in [ RFC5912]
and [ RFC6268] .

There is no ASN.1 Module in [RFC7030]. This nodul e has been created
by conmbining the lines that are contained in the docunment body.

PKI XEST- 2019
{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechanisnms(5) pkix(7)
i d-mod(0) id-nod-est-2019(98) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

-- EXPORTS ALL --
I MPORTS

Attribute
FROM Crypt ogr aphi cMessageSynt ax- 2010 -- [ RFC6268]
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0)
i d- nod- cns- 2009(58) }

ATTRI BUTE
FROM PKI X- CommonTypes-2009 -- [ RFC5912]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki xCommon- 02(57) } ;

-- CSR Attributes

CsrAttrs ::= SEQUENCE SIZE (0..MAX) OF AttrO A D
AttrO A D ::= CHO CE {
oi d OBJECT | DENTI FI ER,

attribute Attribute {{AttrSet}} }

AttrSet ATTRIBUTE ::={ ... }

-- Asymmretric Decrypt Key ldentifier Attribute

aa- asymmDecr ypt Keyl D ATTRI BUTE :: =
{ TYPE AsymetricDecryptKeyl dentifier
| DENTI FI ED BY i d-aa-asymDecrypt Keyl D }

i d-aa- asymDecr ypt Keyl D OBJECT I DENTIFIER ::= { iso(1l)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smnme(16) aa(2) 54 }

Asymmet ri cDecrypt Keyl dentifier ::= OCTET STRI NG
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