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1. I nt roducti on

There are hundreds of standardized formats for binary representation

of structured data (al so known as binary serialization formats). O

those, sone are for specific domains of information, while others are
generalized for arbitrary data. In the |ETF, probably the best-known
formats in the latter category are ASN. 1's BER and DER [ ASN. 1].

The format defined here foll ows sone specific design goals that are
not well net by current formats. The underlying data nodel is an
extended version of the JSON data nodel [RFC8259]. It is inportant
to note that this is not a proposal that the grammar in RFC 8259 be
extended in general, since doing so would cause a significant
backwards inconpatibility with already depl oyed JSON docunents.
Instead, this docunent sinply defines its own data nodel that starts
from JSON.

Appendi x E lists sone existing binary formats and di scusses how wel |
they do or do not fit the design objectives of the Concise Binary
hj ect Representation (CBOR).

Thi s docunent obsol etes [ RFC7049], providing editorial inprovenents,
new details, and errata fixes while keeping full conpatibility with
the interchange format of RFC 7049. 1t does not create a new version
of the format.

1.1. hjectives

The objectives of CBOR, roughly in decreasing order of inportance,
are:

1. The representation nust be able to unanmbi guously encode npbst
common data formats used in Internet standards.

* |t nust represent a reasonable set of basic data types and
structures using binary encoding. "Reasonable" here is
| argely influenced by the capabilities of JSON, with the mgjor
addition of binary byte strings. The structures supported are
limted to arrays and trees; loops and |l attice-style graphs
are not supported.

* There is no requirenment that all data formats be uniquely
encoded; that is, it is acceptable that the number "7" m ght
be encoded in multiple different ways.

2. The code for an encoder or decoder nust be able to be conpact in
order to support systens with very limted nenory, processor
power, and instruction sets.

* An encoder and a decoder need to be inplenmentable in a very
smal | amount of code (for exanple, in class 1 constrained
nodes as defined in [ RFC7228]).

* The format shoul d use contenporary machi ne representations of
data (for exanple, not requiring binary-to-decinm
conver si on).

3. Data nust be able to be decoded w thout a schema description

* Simlar to JSON, encoded data should be sel f-describing so
that a generic decoder can be witten.



4. The serialization nust be reasonably conpact, but data
conpactness i s secondary to code conpactness for the encoder and
decoder.

* "Reasonabl e" here is bounded by JSON as an upper bound in size
and by the inplenentation complexity, which limts the anount
of effort that can go into achieving that conpactness. Using
ei ther general conpression schenmes or extensive bit-fiddling
viol ates the conplexity goals.

5. The format nust be applicable to both constrai ned nodes and hi gh-
vol ume applications.

* This means it nust be reasonably frugal in CPU usage for both
encodi ng and decoding. This is relevant both for constrained
nodes and for potential usage in applications with a very high
vol ume of dat a.

6. The format nust support all JSON data types for conversion to and
from JSON.

* |t must support a reasonable |evel of conversion as |ong as
the data represented is within the capabilities of JSON. It
must be possible to define a unidirectional mapping towards
JSON for all types of data.

7. The format nust be extensible, and the extended data nust be
decodabl e by earlier decoders.

* The format is designed for decades of use.

* The format nust support a formof extensibility that allows
fall back so that a decoder that does not understand an
extension can still decode the message.

* The format nust be able to be extended in the future by later
| ETF st andar ds.

. 2.  Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

The term"byte" is used in its now customary sense as a synonym for
"octet". Al nulti-byte values are encoded in network byte order
(that is, nost significant byte first, also known as "bi g-endi an").

Thi s specification nakes use of the follow ng term nol ogy:

Data item A single piece of CBOR data. The structure of a data
itemmay contain zero, one, or nore nested data itens. The term
is used both for the data itemin representation format and for
the abstract idea that can be derived fromthat by a decoder; the
fornmer can be addressed specifically by using the term "encoded
data itent.

Decoder: A process that decodes a well-formed encoded CBOR data item
and nakes it available to an application. Formally speaking, a
decoder contains a parser to break up the input using the syntax
rules of CBOR as well as a senantic processor to prepare the data
in a formsuitable to the application



Encoder: A process that generates the (well-formed) representation
format of a CBOR data item from application information.

Data Stream A sequence of zero or nore data itens, not further
assenbled into a | arger containing data item (see [ RFC8742] for
one application). The independent data itens that make up a data
stream are sonetines also referred to as "top-level data itens”

Well-forned: A data itemthat follows the syntactic structure of
CBOR. A well-forned data itemuses the initial bytes and the byte
strings and/or data itens that are inplied by their val ues as
defined in CBOR and does not include follow ng extraneous data.
CBOR decoders by definition only return contents fromwell-forned
data itens.

Valid: A data itemthat is well-forned and also follows the semantic
restrictions that apply to CBOR data itens (Section 5. 3).

Expected: Besides its normal English nmeaning, the term "expected" is
used to describe requirenents beyond CBOR validity that an
application has on its input data. Well-fornmed (processabl e at
all), valid (checked by a validity-checking generic decoder), and
expected (checked by the application) forma hierarchy of |ayers
of acceptability.

Stream decoder: A process that decodes a data stream and nmakes each
of the data itens in the sequence available to an application as
they are received.

Terms and concepts for floating-point values such as Infinity, NaN
(not a nunber), negative zero, and subnormal are defined in
[ EEE754] .

Where bit arithnmetic or data types are explained, this docunent uses
the notation famliar fromthe progranm ng | anguage C [C], except

that ".." denotes a range that includes both ends given, and
superscript notation denotes exponentiation. For exanple, 2 to the
power of 64 is notated: 27(64). In the plain-text version of this

specification, superscript notation is not available and therefore is
rendered by a surrogate notation. That notation is not optinized for
this RFC, it is unfortunately anmbi guous with C s exclusive-or (which
is only used in the appendi ces, which in turn do not use
exponentiation) and requires circunspection fromthe reader of the

pl ai n-text version.

Exanpl es and pseudocode assune that signed integers use two's

conmpl enent representation and that right shifts of signed integers
perform sign extension; these assunptions are also specified in
Sections 6.8.1 (basic.fundanmental) and 7.6.7 (expr.shift) of the 2020
version of C++ (currently available as a final draft, [Cplusplus20]).

Simlar to the "Ox" notation for hexadeci mal nunbers, numbers in
binary notation are prefixed with "0Ob". Underscores can be added to
a nunber solely for readability, so 0b00100001 (0x21) m ght be
witten Ob001_00001 to enphasize the desired interpretation of the
bits in the byte; in this case, it is split into three bits and five
bits. Encoded CBOR data itens are sonetines given in the "0x" or
"0b" notation; these values are first interpreted as nunbers as in C
and are then interpreted as byte strings in network byte order,

i ncluding any | eading zero bytes expressed in the notation

Wrds may be _italicized_ for enphasis; in the plain text form of
this specification, this is indicated by surrounding words with
underscore characters. Verbatimtext (e.g., nanes froma programm ng
| anguage) may be set in "nobnospace" type; in plain text, this is
appr oxi mat ed somewhat ambi guously by surroundi ng the text in double



quotes (which also retain their usual neaning)
CBOR Dat a Model s

CBOR is explicit about its generic data nmodel, which defines the set
of all data items that can be represented in CBOR Its basic generic
data nodel is extensible by the registration of "sinple values" and
tags. Applications can then create a subset of the resulting
extended generic data nodel to build their specific data nodel s.

Wthin environments that can represent the data itenms in the generic
data nodel, generic CBOR encoders and decoders can be i npl enent ed
(whi ch usually invol ves defining additional inplenentation data types
for those data itens that do not already have a natura

representation in the environnent). The ability to provide generic
encoders and decoders is an explicit design goal of CBOR, however,
many applications will provide their own application-specific
encoders and/ or decoders.

In the basic (unextended) generic data nodel defined in Section 3, a
data itemis one of the foll ow ng:

* an integer in the range -27(64)..2"(64)-1 inclusive

* a sinple value, identified by a nunber between 0 and 255, but
distinct fromthat nunber itself

* a floating-point value, distinct froman integer, out of the set
representabl e by | EEE 754 binary64 (including non-finites)
[ | EEE754]

* a sequence of zero or nore bytes ("byte string")
* a sequence of zero or nore Unicode code points ("text string")
* a sequence of zero or nore data itenms ("array")

* a mapping (mathematical function) fromzero or nore data itens
("keys") each to a data item ("values"), ("map")

* a tagged data item ("tag"), conprising a tag nunber (an integer in
the range 0..27(64)-1) and the tag content (a data item

Note that integer and floating-point values are distinct in this
nodel , even if they have the same nuneric val ue.

Al so note that serialization variants are not visible at the generic
data nodel level. This deliberate absence of visibility includes the
nunber of bytes of the encoded floating-point value. 1t also

i ncludes the choice of encoding for an "argunment" (see Section 3)
such as the encoding for an integer, the encoding for the length of a
text or byte string, the encoding for the nunber of elenents in an
array or pairs in a map, or the encoding for a tag nunber.

.1. Extended Generic Data Model s

Thi s basic generic data nodel has been extended in this docunent by
the registration of a nunber of sinple values and tag nunbers, such
as:

* “"false", "true", "null", and "undefined" (sinple values identified
by 20..23, Section 3.3)

* integer and floating-point values with a |larger range and
preci sion than the above (tag numbers 2 to 5, Section 3.4)



* application data types such as a point in time or date/time string
defined in RFC 3339 (tag nunbers 1 and 0, Section 3.4)

Addi tional elenments of the extended generic data nodel can be (and
have been) defined via the I ANA registries created for CBOR Even if
such an extension is unknown to a generic encoder or decoder, data
items using that extension can be passed to or fromthe application
by representing themat the application interface within the basic
generic data nodel, i.e., as generic sinple values or generic tags.

In other words, the basic generic data nodel is stable as defined in
this document, while the extended generic data nodel expands by the
registration of new sinple values or tag nunbers, but never shrinks.

Wiile there is a strong expectation that generic encoders and
decoders can represent "false", "true", and "null" ("undefined" is
intentionally omtted) in the formappropriate for their progranm ng
environment, the inplenentation of the data nodel extensions created
by tags is truly optional and a matter of inplenmentation quality.

2.2. Specific Data Mdels

The specific data nodel for a CBOR based protocol usually takes a
subset of the extended generic data nmodel and assigns application
semantics to the data itens within this subset and its components.
When docunenting such specific data nodels and specifying the types
of data itens, it is preferable to identify the types by their
generic data nodel nanmes ("negative integer", "array") instead of
referring to aspects of their CBOR representation ("major type 1",
"maj or type 4").

Specific data nodels can al so specify val ue equival ency (i ncluding
val ues of different types) for the purposes of map keys and encoder
freedom For exanple, in the generic data nodel, a valid map MAY
have both "0" and "0.0" as keys, and an encoder MJST NOT encode "O0.O0"
as an integer (mpjor type O, Section 3.1). However, if a specific
data nodel declares that floating-point and integer representations
of integral values are equival ent, using both map keys "0" and "0.0"
in a single map woul d be consi dered duplicates, even while encoded as
different major types, and so invalid; and an encoder coul d encode
integral -valued floats as integers or vice versa, perhaps to save
encoded byt es.

3. Specification of the CBOR Encodi ng

A CBOR data item (Section 2) is encoded to or decoded froma byte
string carrying a well-formed encoded data item as described in this
section. The encoding is summarized in Table 7 in Appendi x B,

i ndexed by the initial byte. An encoder MJST produce only well -
formed encoded data itens. A decoder MJUST NOT return a decoded data
itemwhen it encounters input that is not a well-fornmed encoded CBOR
data item (this does not detract fromthe useful ness of diagnostic
and recovery tools that m ght nake avail able sonme information froma
damaged encoded CBOR data item

The initial byte of each encoded data item contains both infornmation
about the mmjor type (the high-order 3 bits, described in

Section 3.1) and additional information (the loworder 5 bits). Wth
a few exceptions, the additional information s value describes howto
| oad an unsigned integer "argunent":

Less than 24: The argunent’s value is the value of the additiona
i nformation.

24, 25, 26, or 27: The argunent’s value is held in the following 1
2, 4, or 8 bytes, respectively, in network byte order. For mgjor



type 7 and additional information value 25, 26, 27, these bytes
are not used as an integer argunent, but as a floating-point val ue
(see Section 3.3).

28, 29, 30: These values are reserved for future additions to the
CBOR format. In the present version of CBOR the encoded itemis
not wel |l -forned.

31: No argunent value is derived. |If the nmajor type is 0, 1, or 6,
the encoded itemis not well-formed. For major types 2 to 5, the
itemis length is indefinite, and for major type 7, the byte does
not constitute a data itemat all but term nates an indefinite-
length item all are described in Section 3. 2.

The initial byte and any additional bytes consuned to construct the
argunent are collectively referred to as the head_ of the data item

The neani ng of this argunent depends on the major type. For exanple,
in major type O, the argunent is the value of the data itemitself
(and in major type 1, the value of the data itemis conputed fromthe
argunent); in nmajor type 2 and 3, it gives the length of the string
data in bytes that follow, and in nmajor types 4 and 5, it is used to
determine the nunber of data itens enclosed

If the encoded sequence of bytes ends before the end of a data item
that itemis not well-forned. |I|f the encoded sequence of bytes stil
has bytes remmi ning after the outernost encoded itemis decoded, that
encoding is not a single well-formed CBOR item Dependi ng on the
application, the decoder nay either treat the encoding as not well -
fornmed or just identify the start of the remaining bytes to the
appl i cation.

A CBOR decoder inplenentation can be based on a junp table with al
256 defined values for the initial byte (Table 7). A decoder in a
constrained inpl enentati on can instead use the structure of the
initial byte and follow ng bytes for nore conpact code (see
Appendi x C for a rough inpression of how this could | ook).

.1.  Mjor Types

The following lists the major types and the additional information
and ot her bytes associated with the type.

Maj or type O:
An unsigned integer in the range 0..2"(64)-1 inclusive. The value
of the encoded itemis the argunent itself. For exanple, the
integer 10 is denoted as the one byte 0b000_01010 (nmmjor type O,
additional information 10). The integer 500 woul d be 0b000_11001
(maj or type 0, additional information 25) followed by the two
byt es 0x01f4, which is 500 in decinal.

Maj or type 1:

A negative integer in the range -27(64)..-1 inclusive. The value

of the itemis -1 mnus the argunent. For example, the integer

-500 woul d be 0Ob001_11001 (nmjor type 1, additional information

25) followed by the two bytes 0x01f3, which is 499 in decinal.

=

Maj or type 2:

A byte string. The nunber of bytes in the string is equal to the
argunent. For exanple, a byte string whose length is 5 would have
an initial byte of Ob010_00101 (major type 2, additiona
information 5 for the length), followed by 5 bytes of binary
content. A byte string whose length is 500 would have 3 initial
byt es of 0b010 11001 (mmjor type 2, additional information 25 to
indicate a two-byte length) followed by the two bytes 0x01f4 for a
| ength of 500, followed by 500 bytes of binary content.

=



Maj or type 3:
A text string (Section 2) encoded as UTF-8 [ RFC3629]. The nunber
of bytes in the string is equal to the argunent. A string
containing an invalid UTF-8 sequence is well-forned but invalid
(Section 1.2). This type is provided for systems that need to
interpret or display human-readable text, and allows the
differentiation between unstructured bytes and text that has a
specified repertoire (that of Unicode) and encoding (UTF-8). In
contrast to formats such as JSON, the Unicode characters in this
type are never escaped. Thus, a newine character (U+000A) is
al ways represented in a string as the byte 0x0Oa, and never as the
byt es 0x5c6e (the characters "\" and "n") nor as 0x5c¢7530303061

(the characters "\", "u", "0", "0", "0", and "a").
Maj or type 4:
An array of data items. In other formats, arrays are also called

lists, sequences, or tuples (a "CBOR sequence" is something
slightly different, though [ RFC8742]). The argunent is the numnber
of data itens in the array. Itens in an array do not need to al
be of the sane type. For exanple, an array that contains 10 itens
of any type would have an initial byte of 0b100 01010 (rmjor type
4, additional information 10 for the length) foll owed by the 10
remaining itens.
Maj or type 5:
A map of pairs of data itens. WMaps are also called tables,
dictionaries, hashes, or objects (in JSON). A nmap is conprised of
pairs of data itens, each pair consisting of a key that is
i medi ately followed by a value. The argument is the nunmber of
_pairs_ of data items in the map. For exanple, a map that
contains 9 pairs would have an initial byte of 0bl101 01001 (rmj or
type 5, additional information 9 for the nunber of pairs) followed
by the 18 remaining itens. The first itemis the first key, the
second itemis the first value, the third itemis the second key,
and so on. Because itenms in a map cone in pairs, their tota
nunber is always even: a map that contains an odd number of itens
(no value data present after the |ast key data item) is not well-
formed. A nap that has duplicate keys may be well-forned, but it
is not valid, and thus it causes indeterm nate decodi ng; see al so
Section 5.6.

=

Maj or type 6:

A tagged data item ("tag") whose tag nunber, an integer in the

range 0..27(64)-1 inclusive, is the argunment and whose encl osed
data item (_tag content ) is the single encoded data itemthat

follows the head. See Section 3.4.

=

Maj or type 7:
Fl oati ng- poi nt nunbers and si nple values, as well as the "break"

stop code. See Section 3.3.

=

These eight major types lead to a sinple table showi ng which of the
256 possible values for the initial byte of a data item are used
(Table 7).

In major types 6 and 7, many of the possible values are reserved for
future specification. See Section 9 for nobre information on these
val ues.

Table 1 summari zes the major types defined by CBOR, ignoring
Section 3.2 for now The nunmber Nin this table stands for the
argunent .

| Major Type | Meaning | Content



| O | unsigned integer N | - |
S TR O e +
| 1 | negative integer -1-N| - |
S ISRy e meeeeemeecieaaaas o mmemeeeeeeaccaeaaaas +
| 2 | byte string | N bytes |
R o e e e e o e e e e e e oo +
| 3 | text string | N bytes (UTF-8 text) |
S TR O e +
| 4 | array | Ndata items (elenments) |
S ISRy o meeeeeemeecieaaaas oo meemeeeeeeaeeiaeaaaas +
| 5 | map | 2N data itens (key/ |
| | | val ue pairs)

R o e e e e e e oo o e e e e e e e e oo oo +
| 6 | tag of nunmber N | 1 data item

- e T +
| 7 | sinplelfloat | - |
Fomm e oo - Tt St +

Table 1. Overview over the Definite-Length Use of CBOR Myj or
Types (N = Argunent)

3.2. Indefinite Lengths for Some Major Types

Four CBOR itens (arrays, maps, byte strings, and text strings) can be
encoded with an indefinite | ength using additional information value
31. This is useful if the encoding of the itemneeds to begin before
the nunber of items inside the array or nap, or the total |ength of
the string, is known. (The ability to start sending a data item
before all of it is known is often referred to as "stream ng" within
that data item)

Indefinite-length arrays and maps are dealt with differently than
indefinite-length strings (byte strings and text strings).

3.2.1. The "break" Stop Code

The "break" stop code is encoded with najor type 7 and additiona
informati on value 31 (0Ob111 11111). It is not itself a data item it
is just a syntactic feature to close an indefinite-length item

If the "break" stop code appears where a data itemis expected, other
than directly inside an indefinite-length string, array, or map --
for exanple, directly inside a definite-length array or map -- the
enclosing itemis not well-forned.

3.2.2. Indefinite-Length Arrays and Maps

Indefinite-length arrays and maps are represented using their najor
type with the additional information value of 31, followed by an
arbitrary-1length sequence of zero or nore itens for an array or key/
value pairs for a map, followed by the "break" stop code

(Section 3.2.1). 1In other words, indefinite-length arrays and maps

| ook identical to other arrays and maps except for beginning with the
additional information value of 31 and ending with the "break"” stop
code.

If the "break" stop code appears after a key in a map, in place of
that key's value, the map is not well-forned.

There is no restriction against nesting indefinite-length array or
map itens. A "break" only termnates a single item so nested
indefinite-length itens need exactly as many "break" stop codes as
there are type bytes starting an indefinite-length item

For exanpl e, assume an encoder wants to represent the abstract array



[1, [2, 3], [4, 5]]. The definite-length encodi ng would be
0x8301820203820405

83 -- Array of length 3
01 -- 1
82 -- Array of length 2
02 -- 2
03 -- 3
82 -- Array of length 2
o4 -- 4
05 --5

Indefinite-length encoding could be applied i ndependently to each of
the three arrays encoded in this data item as required, leading to
representations such as:

0x9f 018202039f 0405f f f f

oF -- Start indefinite-length array
01 -- 1
82 -- Array of length 2
02 -- 2
03 -- 3
9F -- Start indefinite-length array
04 -- 4
05 -- 5
FF -- "break" (inner array)
FF -- "break" (outer array)

0x9f 01820203820405f f

9F -- Start indefinite-length array
01 -- 1
82 -- Array of length 2
02 -- 2
03 -- 3
82 -- Array of length 2
04 -- 4
05 --5
FF -- "break"
0x83018202039f 0405f f
83 -- Array of length 3
01 -- 1
82 -- Array of length 2
02 -- 2
03 -- 3
9F -- Start indefinite-length array
04 -- 4
05 --5
FF -- "break"
0x83019f 0203f f 820405
83 -- Array of length 3
01 -- 1
9F -- Start indefinite-length array
02 -- 2
03 -- 3
FF -- "break"
82 -- Array of length 2
04 -- 4
05 --5

An exanpl e of an indefinite-length map (that happens to have two key/
val ue pairs) mght be

Oxbf 6346756ef 563416d7421f f
BF -- Start indefinite-length map



3.

3.

63 -- First key, UTF-8 string length 3

46756e - - " Fun"

F5 -- First value, true

63 -- Second key, UTF-8 string length 3
416d74 -- "Ant "

21 -- Second value, -2

FF -- "break"”

2.3. Indefinite-Length Byte Strings and Text Strings

Indefinite-length strings are represented by a byte containing the
maj or type for byte string or text string with an additiona

i nformati on value of 31, followed by a series of zero or nore strings
of the specified type ("chunks") that have definite |l engths, and
finished by the "break" stop code (Section 3.2.1). The data item
represented by the indefinite-length string is the concatenation of
the chunks. [If no chunks are present, the data itemis an enpty
string of the specified type. Zero-length chunks, while not
particularly useful, are pernmtted

If any item between the indefinite-length string indicator

(0Ob010 11111 or 0Ob011 11111) and the "break" stop code is not a
definite-length string itemof the sane major type, the string is not
wel | - forned.

The design does not allow nesting indefinite-length strings as chunks

into indefinite-length strings. |If it were allowed, it would require
decoder inplenentations to keep a stack, or at l|least a count, of
nesting levels. It is unnecessary on the encoder side because the

inner indefinite-length string would consist of chunks, and these
could instead be put directly into the outer indefinite-length
string.

If any definite-length text string inside an indefinite-length text
string is invalid, the indefinite-length text string is invalid.
Note that this inplies that the UTF-8 bytes of a single Unicode code
poi nt (scal ar value) cannot be spread between chunks: a new chunk of
a text string can only be started at a code point boundary.

For exanple, assume an encoded data item consisting of the bytes:

0b010_11111 0b010_00100 Oxaabbccdd 0b010_00011 Oxeeff99 Ob111_11111

5F -- Start indefinite-length byte string
44 -- Byte string of length 4
aabbccdd -- Bytes content
43 -- Byte string of length 3
eef f99 -- Bytes content
FF -- "break"

After decoding, this results in a single byte string with seven
byt es: Oxaabbccddeef f 99

2.4. Summary of Indefinite-Length Use of Major Types

Table 2 summari zes the mpjor types defined by CBOR as used for
i ndefinite-length encoding (with additional information set to 31).

| Major Type | Meaning | Enclosed up to "break" Stop Code |
| O | (not well - | - |
| | formed) |

Fom ek o e e o s o m e e e e e e e e e eee o on +
| 1 | (not well- | - |
| | forned) |

Fomm e oo - o e e e e oo oo o e e e e e e e e e e e e e m e e o +



| 2 | byte string | definite-length byte strings |

R o e e e e oo T +
| 3 | text string | definite-length text strings |
Fom e e o - o e e oo s o e e e e e e e e e e eee— oo n +
| 4 | array | data itens (el ements) |
Fomm e oo - o e e e e oo oo o e e e e e e e e e e e e e m e e o +
| 5 | map | data itens (key/value pairs) |
R o e e e e oo T +
| 6 | (not well- | - |
| | formed) |

T o e e e oo o m e e e e e e e e e e mee— oo - +
| 7 | "break" stop | - |
| | code | |
R o e e e e oo T +

Table 2: Overview of the Indefinite-Length Use of CBOR Myj or
Types (Additional Information = 31)

.3. Floating-Point Nunbers and Val ues with No Content

Maj or type 7 is for two types of data: floating-point nunbers and
"sinple values" that do not need any content. Each value of the
5-bit additional information in the initial byte has its own separate
meani ng, as defined in Table 3. Like the major types for integers,
items of this major type do not carry content data; all the
information is in the initial bytes (the head).

| 5-Bit Value | Senmantics |
| 0..23 | Sinple value (value 0..23) |
S o +
| 24 | Sinple value (value 32..255 in follow ng byte)

S o m m e e e e e e e e e e e e e e e e e e e e e eee e +
| 25 | IEEE 754 Hal f-Precision Float (16 bits follow)

o m e e e oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e ememao - +
| 26 | TEEE 754 Singl e-Precision Float (32 bits follow)
S o +
| 27 | | EEE 754 Doubl e-Precision Float (64 bits follow)

S o m m e e e e e e e e e e e e e e e e e e e e e eee e +
| 28-30 | Reserved, not well-forned in the present docunent

o m e e e oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e ememao - +
| 31 | "break" stop code for indefinite-length itens |
| | (Section 3.2.1) |
Fom e o - e m m e e e e e e e e e e e e e e e e e e e e eeee e +

Tabl e 3: Values for Additional Information in Mjor Type 7

As with all other major types, the 5-bit value 24 signifies a single-
byte extension: it is followed by an additional byte to represent the
sinmple value. (To mnimze confusion, only the values 32 to 255 are
used.) This maintains the structure of the initial bytes: as for the
other major types, the length of these al ways depends on the
additional information in the first byte. Table 4 lists the nuneric
val ues assigned and avail abl e for sinple val ues.

[ ety g o
| Val ue | Semantics |
E e e e
| 0..19 | (unassigned) |
F---- - - - I i T +
| 20 | false |
L I +
| 21 | true |
Fo-m e - - i I +



| 23 | undefined |
S TRy . +
| 24..31 | (reserved) |
T . +
| 32..255 | (unassigned) |
S R o e e - +

Table 4: Sinple Val ues

An encoder MJST NOT issue two-byte sequences that start with Oxf8
(maj or type 7, additional information 24) and continue with a byte

| ess than 0x20 (32 decimal). Such sequences are not well-forned.
(This inplies that an encoder cannot encode "false", "true", "null",
or "undefined" in two-byte sequences and that only the one-byte
variants of these are well-fornmed; nore generally speaking, each
sinmple value only has a single representation variant).

The 5-bit values of 25, 26, and 27 are for 16-bit, 32-bit, and 64-bit
| EEE 754 binary floating-point values [|EEE754]. These floating-
poi nt values are encoded in the additional bytes of the appropriate
size. (See Appendix D for sone information about 16-bit floating-
poi nt nunbers.)

3.4. Tagging of Itens

In CBOR, a data itemcan be enclosed by a tag to give it sone

addi tional semantics, as uniquely identified by a _tag nunber_. The
tag is major type 6, its argunent (Section 3) indicates the tag
nunber, and it contains a single enclosed data item the _tag
content . (If a tag requires further structure to its content, this
structure is provided by the enclosed data item) W use the term
_tag_ for the entire data itemconsisting of both a tag nunmber and
the tag content: the tag content is the data itemthat is being

t agged.

For exanple, assunme that a byte string of length 12 is narked with a
tag of nunber 2 to indicate it is an unsigned _bi gnum_

(Section 3.4.3). The encoded data itemwould start with a byte
0b110_00010 (mmjor type 6, additional information 2 for the tag
nunber) followed by the encoded tag content: 0b010 01100 (rmj or type
2, additional information 12 for the length) followed by the 12 bytes
of the bignum

In the extended generic data nodel, a tag nunber’s definition

descri bes the additional semantics conveyed with the tag number.
These semantics may include equival ence of sonme tagged data itens
with other data itens, including sonme that can be represented in the
basic generic data nodel. For instance, 0xc24101, a bignumthe tag
content of which is the byte string with the single byte 0x01, is
equi valent to an integer 1, which could al so be encoded as 0x01,
0x1801, or 0x190001. The tag definition may specify a preferred
serialization (Section 4.1) that is reconended for generic encoders;
this may prefer basic generic data nodel representations over ones
that enploy a tag.

The tag definition usually defines which nested data itens are valid
for such tags. Tag definitions may restrict their content to a very
specific syntactic structure, as the tags defined in this docunent
do, or they may define their content nore semantically. An exanple
for the latter is how tags 40 and 1040 accept multiple ways to
represent arrays [ RFC8746].

As a matter of convention, many tags do not accept "null" or
"undefined" values as tag content; instead, the expectation is that a
"nul " or "undefined" value can be used in place of the entire tag;



Section 3.4.2 provides sone further considerations for one specific
tag about the handling of this convention in application protocols
and in mapping to platformtypes.

Decoders do not need to understand tags of every tag nunmber, and tags
may be of little value in applications where the inplenentation
creating a particular CBOR data item and the inplenentation decodi ng
that stream know the semantic nmeaning of each itemin the data fl ow
The primary purpose of tags in this specification is to define comon
data types such as dates. A secondary purpose is to provide
conversion hints when it is foreseen that the CBOR data item needs to
be translated into a different format, requiring hints about the
content of itens. Understanding the semantics of tags is optiona

for a decoder; it can sinply present both the tag nunber and the tag
content to the application, without interpreting the additiona
semantics of the tag.

A tag applies senantics to the data itemit encloses. Tags can nest:
if tag A encloses tag B, which encloses data itemC, tag A applies to
the result of applying tag B on data itemC

I ANA naintains a registry of tag nunbers as described in Section 9. 2.
Table 5 provides a list of tag nunmbers that were defined in [ RFC7049]
with definitions in the rest of this section. (Tag nunmber 35 was

al so defined in [RFC7049]; a discussion of this tag number follows in
Section 3.4.5.3.) Note that nmany ot her tag nunbers have been defined
since the publication of [RFC7049]; see the registry described at
Section 9.2 for the conplete list.

| Tag | Data Item | Semantics |
[ gttty S ——————— s pp—p—p—p—(—(———————————————————
| O | text string | Standard date/tinme string; see |
| | | Section 3.4.1 |
Fommma - I e T Y +
| 1 | integer or | Epoch-based date/tinme; see |
| | float | Section 3.4.2 |
AR, S T +
| 2 | byte string | Unsigned bignum see |
| | | Section 3.4.3 |
Fommma - I e T Y +
| 3 | byte string | Negative bignum see |
| | | Section 3.4.3 |
AR, S T +
| 4 | array | Decimal fraction; see |
| | | Section 3.4.4 |
Fommma - I e T Y +
| 5 | array | Bigfloat; see Section 3.4.4 |
R, S T +
| 21 | (any) | Expected conversion to base64url |
| | | encodi ng; see Section 3.4.5.2 |
dememaas . Y +
| 22 | (any) | Expected conversion to base64 |
| | | encodi ng; see Section 3.4.5.2 |
R, S T +
| 23 | (any) | Expected conversion to basel6 |
| | | encodi ng; see Section 3.4.5.2 |
dememaas . Y +
| 24 | byte string | Encoded CBOR data item see |
| | | Section 3.4.5.1 |
R, S T +
| 32 | text string | URI; see Section 3.4.5.3 |
S D e +
| 33 | text string | base64url; see Section 3.4.5.3 |
Fommma - I e T Y +

| 34 | text string | base64; see Section 3.4.5.3 |



| 36 | text string | MM nmessage; see |
| | | Section 3.4.5.3 |
Fomm o - S o e e e e e e e e e e eee— oo n +
| 55799 | (any) | Self-described CBOR, see |
| | | Section 3.4.6 |
R, S T +

Table 5: Tag Nunmbers Defined in RFC 7049

Conceptually, tags are interpreted in the generic data nodel, not at
(de-)serialization time. A small nunber of tags (at this time, tag
nunber 25 and tag nunber 29 [I ANA. cbor-tags]) have been registered
with semantics that may require processing at (de-)serialization
time: the decoder needs to be aware of, and the encoder needs to be
in control of, the exact sequence in which data itenms are encoded
into the CBOR data item This neans these tags cannot be inplenmented
on top of an arbitrary generic CBOR encoder/decoder (which m ght not
reflect the serialization order for entries in a map at the data
nodel |evel and vice versa); their inplenmentation therefore typically
needs to be integrated into the generic encoder/decoder. The
definition of newtags with this property is NOT RECOMVENDED.

| ANA al l ocated tag nunbers 65535, 4294967295, and
18446744073709551615 (binary all-ones in 16-bit, 32-bit, and 64-bit).
These can be used as a convenience for inplenenters who want a
single-integer data structure to indicate either the presence of a
specific tag or absence of a tag. That allocation is described in
Section 10 of [CBOR- TAGS]. These tags are not intended to occur in
actual CBOR data itens; inplenmentations MAY flag such an occurrence
as an error.

Protocol s can extend the generic data nodel (Section 2) with data
itenms representing points in time by using tag nunbers 0 and 1, with
arbitrarily sized integers by using tag nunbers 2 and 3, and with

fl oating-point values of arbitrary size and precision by using tag
nunbers 4 and 5.

3.4.1. Standard Date/Tinme String

Tag nunber O contains a text string in the standard format descri bed
by the "date-tine" production in [ RFC3339], as refined by Section 3.3
of [RFC4287], representing the point in time described there. A
nested item of another type or a text string that doesn't match the
format described in [RFC4287] is invalid.

3.4.2. Epoch-Based Date/Tine

Tag nunber 1 contains a nunerical value counting the nunber of
seconds from 1970-01-01T00:00Z in UTC tine to the represented point
incivil tine.

The tag content MJST be an unsigned or negative integer (major types
0 and 1) or a floating-point nunmber (major type 7 with additiona
informati on 25, 26, or 27). Oher contained types are invalid.

Nonnegative values (mjor type 0O and nonnegative fl oating-point
nunbers) stand for tinme values on or after 1970-01-01T00: 00Z UTC and
are interpreted according to POSIX [TIME_T]. (PCSIX time is also
known as "UNI X Epoch tine".) Leap seconds are handl ed specially by
POSI X tinme, and this results in a 1-second discontinuity severa

times per decade. Note that applications that require the expression
of tinmes beyond early 2106 cannot | eave out support of 64-bit
integers for the tag content.

Negati ve values (major type 1 and negative fl oating-point nunbers)



are interpreted as determ ned by the application requirenents as
there is no universal standard for UTC count-of-seconds tinme before
1970-01-01T00: 00Z (this is particularly true for points in tinme that
precede discontinuities in national calendars). The sane applies to
non-finite val ues.

To indicate fractional seconds, floating-point values can be used
within tag nunber 1 instead of integer values. Note that this
general ly requires binary64 support, as binaryl6é and bi nary32 provide
nonzero fractions of seconds only for a short period of tinme around
early 1970. An application that requires tag nunber 1 support may
restrict the tag content to be an integer (or a floating-point val ue)

only.

Note that platformtypes for date/tine nmay include "null" or
"undefined" val ues, which may al so be desirable at an application
protocol level. Wile enmitting tag nunber 1 values with non-finite

tag content values (e.g., with NaN for undefined date/time val ues or
with Infinity for an expiry date that is not set) nay seem an obvi ous
way to handle this, using untagged "null" or "undefined" avoids the
use of non-finites and results in a shorter encoding. Application
protocol designers are encouraged to consider these cases and i ncl ude
cl ear guidelines for handling them

3.4.3. Bignuns

Protocol s using tag nunbers 2 and 3 extend the generic data nodel
(Section 2) with "bignuns" representing arbitrarily sized integers.
In the basic generic data nodel, bignum values are not equal to
integers fromthe sane nodel, but the extended generic data node
created by this tag definition defines equival ence based on numeric
val ue, and preferred serialization (Section 4.1) never nakes use of
bi gnuns that al so can be expressed as basic integers (see bel ow).

Bi gnuns are encoded as a byte string data item which is interpreted
as an unsigned integer n in network byte order. Contained itens of
other types are invalid. For tag number 2, the value of the bighum
is n. For tag nunber 3, the value of the bignumis -1 - n. The
preferred serialization of the byte string is to | eave out any

| eadi ng zeroes (note that this nmeans the preferred serialization for
n=01is the enpty byte string, but see below). Decoders that

under stand these tags MJST be able to decode bi ghunms that do have

| eadi ng zeroes. The preferred serialization of an integer that can
be represented using major type O or 1 is to encode it this way

i nstead of as a bi gnum (whi ch neans that the enpty string never
occurs in a bignumwhen using preferred serialization). Note that
this means the non-preferred choice of a bignhumrepresentation
instead of a basic integer for encoding a nunber is not intended to
have application semantics (just as the choice of a | onger basic

i nteger representation than needed, such as 0x1800 for 0x00, does
not).

For exanpl e, the number 18446744073709551616 (27(64)) is represented
as 0b110 00010 (mmjor type 6, tag number 2), followed by 0b010_01001
(major type 2, length 9), followed by 0x010000000000000000 (one byte
0x01 and ei ght bytes 0x00). In hexadecimal:

c2 -- Tag 2
49 -- Byte string of length 9
010000000000000000 -- Bytes content

3.4.4. Decimal Fractions and Bigfloats
Protocol s using tag nunber 4 extend the generic data nodel with data

items representing arbitrary-length decimal fractions of the form
m(10~(e)). Protocols using tag nunber 5 extend the generic data



model with data itens representing arbitrary-length binary fractions
of the formnt¥(2*(e)). As with bignuns, values of different types
are not equal in the generic data nodel

Deci mal fractions conbine an integer mantissa with a base-10 scaling
factor. They are nost useful if an application needs the exact
representation of a decimal fraction such as 1.1 because there is no
exact representation for nany decinmal fractions in binary floating-
poi nt representations.

"Bi gf l oats" conbine an integer mantissa with a base-2 scaling factor
They are binary floating-point values that can exceed the range or
the precision of the three |EEE 754 formats supported by CBOR
(Section 3.3). Bigfloats may al so be used by constrai ned
applications that need sone basic binary floating-point capability
wi t hout the need for supporting | EEE 754.

A decimal fraction or a bigfloat is represented as a tagged array
that contains exactly two integer nunbers: an exponent e and a

manti ssa m Decinmal fractions (tag nunber 4) use base-10 exponents;
the value of a decimal fraction data itemis n¥(10"(e)). Bigfloats
(tag nunber 5) use base-2 exponents; the value of a bigfloat data
itemis nm(27(e)). The exponent e MJST be represented in an integer
of major type O or 1, while the nantissa can al so be a bi ghnum
(Section 3.4.3). Contained itens with other structures are invalid.

An exanple of a decinmal fraction is the representati on of the nunber
273.15 as 0b110_00100 (mmjor type 6 for tag, additional information 4
for the tag nunber), followed by 0b100_00010 (rejor type 4 for the
array, additional information 2 for the length of the array),

foll owed by 0b001 00001 (mejor type 1 for the first integer,
additional information 1 for the value of -2), followed by
0Ob000_11001 (rmmjor type 0 for the second integer, additiona
information 25 for a two-byte value), followed by 0b0110101010110011

(27315 in two bytes). |n hexadeci nmal
4 -- Tag 4
82 -- Array of length 2
21 -- -2
19 6ab3 -- 27315

An exanple of a bigfloat is the representation of the number 1.5 as
0Ob110_00101 (rmejor type 6 for tag, additional information 5 for the
tag nunber), followed by 0b100 00010 (rmmjor type 4 for the array,
additional information 2 for the Iength of the array), followed by
0b001 00000 (rmejor type 1 for the first integer, additiona
information O for the value of -1), foll owed by 0b0O0O0_00011 (rmaj or
type 0 for the second integer, additional information 3 for the val ue
of 3). In hexadeci nal

c5 -- Tag 5
82 -- Array of length 2
20 -- -1
03 -- 3

Deci mal fractions and bigfloats provide no representation of
Infinity, -Infinity, or NaN;, if these are needed in place of a
decimal fraction or bigfloat, the | EEE 754 hal f-precision
representations from Section 3.3 can be used.

.4.5. Content Hints
The tags in this section are for content hints that m ght be used by

generic CBOR processors. These content hints do not extend the
generi c data nodel



3.4.5.1. Encoded CBOR Data |tem

Sonetinmes it is beneficial to carry an enbedded CBOR data itemthat
is not neant to be decoded inmmediately at the tinme the enclosing data
itemis being decoded. Tag nunber 24 (CBOR data item) can be used to
tag the enmbedded byte string as a single data item encoded in CBOR
format. Contained itens that aren’t byte strings are invalid. A
contained byte string is valid if it encodes a well-formed CBOR data
item validity checking of the decoded CBOR itemis not required for
tag validity (but could be offered by a generic decoder as a specia
option).

3.4.5.2. Expected Later Encoding for CBOR-to-JSON Converters

Tag nunbers 21 to 23 indicate that a byte string mght require a
speci fic encoding when interoperating with a text-based
representation. These tags are useful when an encoder knows that the
byte string data it is witing is likely to be later converted to a
particul ar JSO\-based usage. That usage specifies that some strings
are encoded as base64, base64url, and so on. The encoder uses byte
strings instead of doing the encoding itself to reduce the nessage
size, to reduce the code size of the encoder, or both. The encoder
does not know whet her or not the converter will be generic, and
therefore wants to say what it believes is the proper way to convert
binary strings to JSON

The data itemtagged can be a byte string or any other data item In
the latter case, the tag applies to all of the byte string data itens
contained in the data item except for those contained in a nested
data itemtagged with an expected conversion

These three tag nunbers suggest conversions to three of the base data
encodi ngs defined in [ RFC4648]. Tag nunber 21 suggests conversion to
base64url encoding (Section 5 of [ RFC4648]) where padding is not used
(see Section 3.2 of [RFC4648]); that is, all trailing equals signs
("=") are renoved fromthe encoded string. Tag nunber 22 suggests
conversion to cl assical base64 encoding (Section 4 of [RFC4648]) with
paddi ng as defined in RFC 4648. For both base64url and base64,
padding bits are set to zero (see Section 3.5 of [RFC4648]), and the
conversion to alternate encoding is performed on the contents of the
byte string (that is, wi thout adding any |ine breaks, whitespace, or
other additional characters). Tag number 23 suggests conversion to
basel6 (hex) encoding with uppercase al phabetics (see Section 8 of

[ RFC4648]). Note that, for all three tag nunbers, the encoding of
the enpty byte string is the enpty text string.

3.4.5.3. Encoded Text

Sone text strings hold data that have formats wi dely used on the
Internet, and sonetinmes those formats can be validated and presented
to the application in appropriate formby the decoder. There are
tags for sone of these formats.

* Tag nunmber 32 is for URIs, as defined in [RFC3986]. If the text
string doesn’t match the "URI-reference" production, the string is
i nvalid.

* Tag nunbers 33 and 34 are for base64url- and base64- encoded text
strings, respectively, as defined in [RFC4648]. |If any of the
foll owi ng appl y:

- the encoded text string contains non-al phabet characters or
only 1 al phabet character in the last block of 4 (where
al phabet is defined by Section 5 of [RFC4648] for tag nunber 33
and Section 4 of [RFC4648] for tag nunber 34), or



- the padding bits in a 2- or 3-character block are not 0, or

- the base64 encodi ng has the wong nunber of padding characters,
or

- the base64url encodi ng has paddi ng characters,
the string is invalid.

* Tag nunber 36 is for MM nessages (including all headers), as
defined in [RFC2045]. A text string that isn't a valid MM
message is invalid. (For this tag, validity checking may be
particul arly onerous for a generic decoder and m ght therefore not
be offered. Note that many M ME nessages are general binary data
and therefore cannot be represented in a text string;

[1 ANA. cbor-tags] lists a registration for tag nunber 257 that is
simlar to tag nunber 36 but uses a byte string as its tag
content.)

Note that tag nunmbers 33 and 34 differ from21 and 22 in that the
data is transported in base-encoded formfor the former and in raw
byte string formfor the latter.

[ RFC7049] al so defined a tag nunber 35 for regul ar expressions that
are in Perl Conpatible Regul ar Expressions (PCRE/ PCRE2) form [ PCRE]
or in JavaScript regul ar expression syntax [ ECMA262]. The state of
the art in these regul ar expression specifications has since advanced
and is continually advancing, so this specification does not attenpt
to update the references. Instead, this tag remains available (as
registered in [RFC7049]) for applications that specify the particul ar
regul ar expression variant they use out-of-band (possibly by limting
the usage to a defined common subset of both PCRE and ECMA262). As
this specification clarifies tag validity beyond [ RFC7049], we note
that due to the open way the tag was defined in [ RFC7049], any
contained string value needs to be valid at the CBOR tag | evel (but
then may not be "expected" at the application |evel).

.4.6. Self-Described CBOR

In many applications, it will be clear fromthe context that CBOR is
bei ng enpl oyed for encoding a data item For instance, a specific
protocol mght specify the use of CBOR, or a nmedia type is indicated
that specifies its use. However, there may be applications where
such context information is not available, such as when CBOR data is
stored in a file that does not have di sanbi guati ng netadata. Here,
it my help to have sonme distinguishing characteristics for the data
itself.

Tag nunber 55799 is defined for this purpose, specifically for use at
the start of a stored encoded CBOR data item as specified by an
application. It does not inpart any special semantics on the data
itemthat it encloses; that is, the semantics of the tag content

encl osed in tag nunber 55799 is exactly identical to the semantics of
the tag content itself.

The serialization of this tag' s head is 0xd9d9f 7, whi ch does not
appear to be in use as a distinguishing mark for any frequently used
file types. In particular, 0xd9do9f7 is not a valid start of a

Uni code text in any Unicode encoding if it is followed by a valid
CBOR data item

For instance, a decoder m ght be able to decode both CBOR and JSON
Such a decoder woul d need to nechanically distinguish the two
formats. An easy way for an encoder to help the decoder would be to
tag the entire CBOR itemw th tag nunmber 55799, the serialization of
which will never be found at the beginning of a JSON text.
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Serialization Considerations
1. Preferred Serialization

For some values at the data nodel |evel, CBOR provides nultiple
serializations. For many applications, it is desirable that an
encoder al ways chooses a preferred serialization (preferred

encodi ng); however, the present specification does not put the burden
of enforcing this preference on either the encoder or decoder

Sone constrai ned decoders may be limted in their ability to decode
non-preferred serializations: for exanple, if only integers bel ow

1 000_000_000 (one billion) are expected in an application, the
decoder may | eave out the code that would be needed to decode 64-bit
argunents in integers. An encoder that always uses preferred
serialization ("preferred encoder") interoperates with this decoder
for the numbers that can occur in this application. Generally
speaking, a preferred encoder is nore universally interoperable (and
al so | ess wasteful) than one that, say, always uses 64-bit integers.

Simlarly, a constrained encoder nay be linmited in the variety of
representation variants it supports such that it does not emt
preferred serializations ("variant encoder"). For instance, a
constrai ned encoder could be designed to always use the 32-bit
variant for an integer that it encodes even if a short representation
is avail able (assumng that there is no application need for integers
that can only be represented with the 64-bit variant). A decoder
that does not rely on receiving only preferred serializations
("variation-tol erant decoder") can therefore be said to be nore
universally interoperable (it mght very well optimze for the case
of receiving preferred serializations, though). Full inplenentations
of CBOR decoders are by definition variation tolerant; the
distinction is only relevant if a constrained inplementation of a
CBOR decoder neets a variant encoder.

The preferred serialization always uses the shortest form of
representing the argunment (Section 3); it also uses the shortest
fl oati ng-poi nt encodi ng that preserves the val ue bei ng encoded.

The preferred serialization for a floating-point value is the
shortest floating-point encoding that preserves its value, e.qg.,

0xf 94580 for the nunber 5.5, and Oxfa45ad9c00 for the nunber 5555.5.
For NaN val ues, a shorter encoding is preferred if zero-padding the
shorter significand towards the right reconstitutes the original NaN
val ue (for nmany applications, the single NaN encodi ng Oxf97e00 wil |
suffice).

Definite-length encoding is preferred whenever the length is known at
the time the serialization of the itemstarts

2. Deterministically Encoded CBOR

Sone protocols may want encoders to only emit CBOR in a particul ar
determnistic format; those protocols mght al so have the decoders
check that their input is in that determnistic format. Those
protocols are free to define what they nmean by a "determnistic
format" and what encoders and decoders are expected to do. This
section defines a set of restrictions that can serve as the base of
such a determnistic format.

2.1. Core Deterministic Encodi ng Requirenents

A CBCOR encoding satisfies the "core determ nistic encodi ng
requi renents” if it satisfies the followi ng restrictions:



* Preferred serialization MIST be used. In particular, this nmeans
that arguments (see Section 3) for integers, lengths in mgjor
types 2 through 5, and tags MJST be as short as possible, for
i nst ance:

- 0to 23 and -1 to -24 MIST be expressed in the sanme byte as the
maj or type;

- 24 to 255 and -25 to -256 MJUST be expressed only with an
additional uint8_t;

- 256 to 65535 and -257 to -65536 MUST be expressed only with an
additional uintl6_t;

- 65536 to 4294967295 and -65537 to -4294967296 MJST be expressed
only with an additional uint32_t.

Fl oati ng- poi nt val ues al so MJST use the shortest formthat
preserves the value, e.g., 1.5 is encoded as 0xf93e00 (binary16)
and 1000000.5 as Oxfa49742408 (binary32). (One inplenentation of
this is to have all floats start as a 64-bit float, then do a test
conversion to a 32-bit float; if the result is the sane nuneric
val ue, use the shorter formand repeat the process with a test
conversion to a 16-bit float. This also works to select 16-bit
float for positive and negative Infinity as well.)

* |Indefinite-length itens MUST NOT appear. They can be encoded as
definite-length itens instead.

* The keys in every map MJST be sorted in the bytew se | exi cographic

order of their determnistic encodings. For exanple, the

foll owi ng keys are sorted correctly:

1. 10, encoded as 0xOa.

2. 100, encoded as 0x1864.

3. -1, encoded as 0x20.

4. "z", encoded as 0x617a.

5. "aa", encoded as 0x626161

6. [100], encoded as 0x811864.

7. [-1], encoded as 0x8120.

8. false, encoded as Oxf4.
I npl enentation note: the self-delinmting nature of the CBOR
encodi ng neans that there are no two well-fornmed CBOR encoded
data itenms where one is a prefix of the other. The bytew se
| exi cographi ¢ conpari son of determ nistic encodi ngs of
different map keys therefore always ends in a position where

the byte differs between the keys, before the end of a key is
reached.

4.2.2. Additional Determnistic Encoding Considerations

CBOR tags present additional considerations for determnistic
encoding. If a CBOR-based protocol were to provide the sane
semantics for the presence and absence of a specific tag (e.g., by
allowing both tag 1 data itens and raw nunbers in a date/tine
position, treating the latter as if they were tagged), the
deterministic format would not all ow the presence of the tag, based
on the "shortest form' principle. For exanple, a protocol mght give



encoders the choice of representing a URL as either a text string or,
using Section 3.4.5.3, tag nunber 32 containing a text string. This
protocol’s deternministic encoding needs either to require that the

tag is present or to require that it is absent, not allow either one.

In a protocol that does require tags in certain places to obtain
specific semantics, the tag needs to appear in the determnistic
format as well. Determnistic encoding considerations also apply to
the content of tags.

If a protocol includes a field that can express integers with an
absol ute val ue of 27~(64) or larger using tag nunbers 2 or 3

(Section 3.4.3), the protocol’s determnistic encoding needs to
specify whether snaller integers are also expressed using these tags
or using najor types 0 and 1. Preferred serialization uses the
|atter choice, which is therefore recomended.

Protocol s that include floating-point values, whether represented
usi ng basic floating-point values (Section 3.3) or using tags (or
both), nmay need to define extra requirenments on their determnistic
encodi ngs, such as:

* Al though | EEE fl oati ng-point val ues can represent both positive
and negative zero as distinct values, the application mght not
di stinguish these and m ght decide to represent all zero val ues
with a positive sign, disallow ng negative zero. (The application
may al so want to restrict the precision of floating-point values
in such a way that there is never a need to represent 64-bit -- or
even 32-bit -- floating-point values.)

* |f a protocol includes a field that can express fl oating-point
val ues, with a specific data nodel that declares integer and
fl oating-point values to be interchangeable, the protocol’s
determni stic encoding needs to specify whether, for exanple, the
integer 1.0 is encoded as 0x01 (unsigned integer), Oxf93c00
(bi naryl16), Oxfa3f800000 (binary32), or O0xfb3ff0000000000000
(binary64). Exanple rules for this are:

1. Encode integral values that fit in 64 bits as values from
maj or types 0 and 1, and other values as the preferred
(smal l est of 16-, 32-, or 64-bit) floating-point
representation that accurately represents the val ue,

2. Encode all values as the preferred floating-point
representation that accurately represents the val ue, even for
i ntegral values, or

3. Encode all values as 64-bit floating-point representations.

Rul e 1 straddl es the boundaries between integers and floating-
poi nt values, and Rule 3 does not use preferred serialization, so
Rule 2 may be a good choice in nany cases

* |f NaNis an allowed value, and there is no intent to support NaN
payl oads or signaling NaNs, the protocol needs to pick a single
representation, typically 0xf97e00. |If that sinple choice is not
possi ble, specific attention will be needed for NaN handli ng.

*  Subnornmal nunbers (nonzero nunbers with the | owest possible
exponent of a given | EEE 754 nunber format) may be flushed to zero
outputs or be treated as zero inputs in sonme floating-point
i npl ementations. A protocol’s deternministic encoding may want to
specifically acconmodat e such inpl enentati ons while creating an
onus on ot her inplenentations by excluding subnormal nunbers from
i nt erchange, interchanging zero instead.



* The sane nunber can be represented by different decimal fractions,
by different bigfloats, and by different forns under other tags
that may be defined to express nuneric val ues. Depending on the
i mpl ementation, it may not always be practical to determ ne
whet her any of these forns (or forns in the basic generic data
nmodel ) are equivalent. An application protocol that presents
choices of this kind for the representation format of nunbers
needs to be explicit about how the formats for determnistic
encoding are to be chosen

4.2.3. Length-First Map Key Ordering

The core determ nistic encoding requirenments (Section 4.2.1) sort nmap
keys in a different order fromthe one suggested by Section 3.9 of

[ RFC7049] (called "Canonical CBOR' there). Protocols that need to be
conpatible with the order specified in [ RFC7049] can instead be
specified in terms of this specification’s "length-first core
determ ni stic encodi ng requirenents":

A CBOR encoding satisfies the "length-first core determnistic
encoding requirenents" if it satisfies the core determnistic
encodi ng requirenments except that the keys in every map MJST be
sorted such that:

1. If two keys have different |engths, the shorter one sorts
earlier;
2. If two keys have the sanme length, the one with the | ower value in

(bytewi se) lexical order sorts earlier

For exanple, under the length-first core determnistic encoding
requirenents, the follow ng keys are sorted correctly:

1. 10, encoded as 0xOa.

2. -1, encoded as 0x20.

3. false, encoded as 0xf4.

4. 100, encoded as 0x1864.

5. "z", encoded as 0x617a.

6. [-1], encoded as 0x8120.

7. "aa", encoded as 0x626161

8. [100], encoded as 0x811864.
| Al'though [ RFC7049] used the term "Canonical CBOR' for its form
| of requirenents on deternministic encoding, this docunent avoids
| this termbecause "canonicalization" is often associated with
| specific uses of deterministic encoding only. The terns are
| essentially interchangeabl e, however, and the set of core
| requirenents in this docunent could also be called "Canonica
| CBOR', while the length-first-ordered version of that could be
| called "AOd Canonical CBOR

5. Creating CBOR Based Protocols

Data formats such as CBOR are often used in environnments where there

is no format negotiation. A specific design goal of CBORis to not

need any included or assuned schena: a decoder can take a CBOR item

and decode it with no other know edge.

O course, in real-world inplenentations, the encoder and the decoder



wi |l have a shared view of what should be in a CBOR data item For
exanpl e, an agreed-to format might be "the itemis an array whose
first value is a UTF-8 string, second value is an integer, and
subsequent values are zero or nore floating-point nunbers" or "the
itemis a map that has byte strings for keys and contains a pair
whose key is Oxab01".

CBOR- based protocols MJST specify how their decoders handle invalid
and ot her unexpected data. CBOR-based protocols MAY specify that
they treat arbitrary valid data as unexpected. Encoders for CBOR-
based protocols MJST produce only valid itens, that is, the protoco
cannot be designed to nake use of invalid items. An encoder can be
capabl e of encoding as many or as few types of values as is required
by the protocol in which it is used; a decoder can be capabl e of

under standi ng as many or as few types of values as is required by the
protocols in which it is used. This lack of restrictions allows CBOR
to be used in extrenely constrai ned environments.

The rest of this section discusses sonme considerations in creating
CBOR- based protocols. Wth few exceptions, it is advisory only and
explicitly excludes any | anguage from BCP 14 [ RFC2119] [ RFC8174]
other than words that could be interpreted as "MAY" in the sense of
BCP 14. The exceptions aimat facilitating interoperability of CBOR-
based protocols while making use of a wi de variety of both generic
and application-specific encoders and decoders.

5.1. CBOR in Stream ng Applications

In a streami ng application, a data stream may be conposed of a
sequence of CBOR data itens concatenated back-to-back. In such an
envi ronment, the decoder imediately begins decoding a new data item
if data is found after the end of a previous data item

Not all of the bytes naking up a data item nmay be i medi ately

avail abl e to the decoder; sonme decoders wll buffer additional data
until a conplete data item can be presented to the application

O her decoders can present partial information about a top-level data
itemto an application, such as the nested data itens that could

al ready be decoded, or even parts of a byte string that hasn't
conpletely arrived yet. Such an application also MIST have a

mat chi ng stream ng security nechani sm where the desired protection
is available for incremental data presented to the application

Not e that some applications and protocols will not want to use

i ndefinite-length encoding. Using indefinite-length encoding allows
an encoder to not need to nmarshal all the data for counting, but it
requires a decoder to allocate increasing amunts of nmenmory while
waiting for the end of the item This might be fine for some
appl i cations but not others.

5.2. Ceneric Encoders and Decoders

A generic CBOR decoder can decode all well-formed encoded CBOR data
items and present the data itens to an application. See Appendix C
(The di agnosti