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Abst ract

The I EEE originally structured the 48-bit Media Access Control (MAC)
address space in such a way that half of it was reserved for |ocal
use. |In 2017, the | EEE published a new standard (I EEE Std 802c) with
a new optional Structured Local Address Plan (SLAP). It specifies

di fferent assignment approaches in four specified regions of the

| ocal MAC address space.

The | EEE is devel oping protocols to assign addresses (| EEE P802. 1CQ) .
There is also work in the | ETF on specifying a new nechani smthat
ext ends DHCPv6 operation to handle the | ocal MAC address assignnents.

Thi s docunent proposes extensions to DHCPv6 protocols to enable a
DHCPv6 client or a DHCPv6 relay to indicate a preferred SLAP quadrant
to the server so that the server may allocate MAC addresses in the
quadrant requested by the relay or client. A new DHCPv6 option
(QUAD) is defined for this purpose.
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I ntroduction

The | EEE structures the 48-bit MAC address space in such a way that
hal f of it is reserved for |ocal use (where the Universal/Local (UL)
bit is set to 1). |In 2017, the | EEE published a new standard

[ 1 EEESt d802c] that defines a new optional Structured Local Address

Pl an (SLAP) that specifies different assignnment approaches in four
specified regions of the | ocal MAC address space. These four

regi ons, called SLAP quadrants, are briefly described bel ow (see
Figure 1 and Table 1 for details):

* |In SLAP Quadrant 01, Extended Local ldentifier (ELI) MAC addresses
are assigned based on a 24-bit Conpany ID (CID), which is assigned
by the | EEE Registration Authority (RA). The remaining bits are
specified as an extension by the CI D assignee or by a protocol
desi gnated by the CI D assignee.

* In SLAP Quadrant 11, Standard Assigned ldentifier (SAl) MAC
addresses are assigned based on a protocol specified in an | EEE
802 standard. For 48-bit MAC addresses, 44 bits are avail able.
Mul tiple protocols for assigning SAls may be specified in | EEE
standards. Coexi stence of nultiple protocols nmay be supported by
limting the subspace avail abl e for assignhment by each protocol.

* |n SLAP Quadrant 00, Administratively Assigned lIdentifier (AAl)
MAC addresses are assigned locally by an administrator. Milticast
| Pv6 packets use a destination address starting in 33-33, so AAl
addresses in that range shoul d not be assigned. For 48-bit MAC
addresses, 44 bits are avail abl e.

*  SLAP Quadrant 10 is "Reserved for future use" where MAC addresses
may be assi gned using new nmet hods yet to be defined or until then
by an administrator as in the AAl quadrant. For 48-bit MAC
addresses, 44 bits woul d be avail abl e.
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Figure 1: I EEE 48-Bit MAC Address Structure (in | EEE Representation)

[ ety e pejegy e —p—p——g g —p——{—g—————(———(—————(——— =y p—p——_———
| Quadrant | Y-bit | Z-bit | Local ldentifier Type | Local |
| | | | | ldentifier |
[ bl s oo ool s oo oo s s e sl sl
| 01 | O | 1 | Extended Local ELI |
F--- - - +------- +------- B e ] I i +
| 11 | 1 | 1 | Standard Assigned | SAl |
R +------- +------- I i I I R I +
| 00 | O | O | Adnjnistratively | AAI |
I I I | Assigned I I
F--- - - +------- +------- B i e R I +
| 10 | 1 | O | Reserved | Reserved

I +------- +------- I I I I I ] I +

Table 1: SLAP Quadrants
Pr obl em St at enment

The | EEE i s devel opi ng nechani sns to assi gn addresses

[ 1 EEE- P802. 1CQ Project]. And [RFC8947] specifies a new nechani sm
that extends DHCPv6 operation to handle the |ocal MAC address
assignnents. This document proposes extensions to DHCPv6 protocols
to enable a DHCPv6 client or a DHCPv6 relay to indicate a preferred
SLAP quadrant to the server so that the server may allocate the MAC
addresses in the quadrant requested by the relay or client.

In the foll owing, we describe two application scenarios in which a
need arises to assign |local MAC addresses according to preferred SLAP
quadr ant s.

1. W-Fi (IEEE 802.11) Devices

Today, nmost W-Fi devices come with interfaces that have a "burned-
in" MAC address, allocated fromthe universal address space using a
24-bit Organizationally Unique ldentifier (OU) (assigned to | EEE 802
interface vendors). However, recently, the need to assign |oca
(instead of universal) MAC addresses has energed particularly in the
foll owing two scenari os:

* 1oT (Internet of Things): In general, composed of constrained
devices [RFC7228] with constraints such as avail abl e power and
energy, menory, and processing resources. Exanples of this
i nclude sensors and actuators for health or honme automation
applications. Gven the increasingly high nunber of these
devi ces, manufacturers mght prefer to equip devices with
tenmporary MAC addresses used only at first boot. These tenporary
MAC addresses would just be used to send initial DHCP packets to
avai |l abl e DHCP servers. 10T devices typically need a single MAC
address for each avail able network interface. Once the server
assigns a MAC address, the device would abandon its tenporary MAC
address. Hone automation |oT devices typically do not nove
(however, note that there is an increase of nobile smart health
moni toring devices). For this type of device, in general, any
type of SLAP quadrant woul d be good for assigning addresses, but
ELI/ SAl quadrants m ght be nore suitable in sonme scenarios. For
exanpl e, the device mght need to use an address fromthe CID
assigned to the |oT conmuni cation device vendor, thus preferring
the ELI quadrant.

* Privacy: Today, MAC addresses allow the exposure of user |ocations
making it relatively easy to track user novenents. One of the
mechani snms considered to mtigate this problemis the use of |oca
random MAC addresses: changing themevery time the user connects
to a different network. In this scenario, devices are typically
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mobile. Here, AAl is probably the best SLAP quadrant from which
to assign addresses; it is the best fit for random zation of
addresses, and it is not required for the addresses to survive
when changi ng net wor ks.

2. Hypervisor: Functions That Are and Are Not M gratable

In large-scale virtualization environnments, thousands of virtua

machi nes (VMs) are active. These VMs are typically nmanaged by a
hypervi sor, which is in charge of spawning and stopping VMs as
needed. The hypervisor is also typically in charge of assigning new
MAC addresses to the VMs. |If a DHCP solution is in place for that,
the hypervisor acts as a DHCP client and requests that avail abl e DHCP
servers assign one or nore MAC addresses (an address bl ock). The
hypervi sor does not use those addresses for itself, but rather it
uses themto create new VMs with appropriate MAC addresses. |f we
assune very |l arge data-center environnents, such as the ones that are
typically used nowadays, it is expected that the data center is
divided in different network regions, each one managing its own | oca
address space. In this scenario, there are two possible situations
that need to be tackl ed:

* Mgratable functions: If a VM (providing a given function) needs
to be nmigrated to another region of the data center (e.g., for
mai nt enance, resilience, end-user mobility, etc.), the VMs
net wor ki ng context needs to mgrate with the VM This includes
the VM s MAC address(es). Since the assignnments fromthe ELI/ SAl
SLAP quadrants are governed by rules per |EEE Std 802c, they are
nmore appropriate for use to ensure MAC address uni queness gl obally
in the data center.

* Functions that are not mgratable: If a VMw |l not be mgrated to
anot her region of the data center, there are no requirenents
associated with its MAC address. |In this case, it is sinpler to
allocate it fromthe AAl SLAP quadrant, which does not need to be
uni que across multiple data centers (i.e., each regi on can nmanage
its own MAC address assignment w thout checking for duplicates
gl obal l y).

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

VWere rel evant, the DHCPv6 term nol ogy from[RFC8415] al so applies
here. Additionally, the follow ng definitions are updated for this
docunent .

addr ess Unl ess specified otherwise, a link-layer (or MAC)
address, as specified in [I EEEStd802]. The address is
6 or 8 bytes I|ong.

address block A nunber of consecutive link-1ayer addresses. An
address block is expressed as a first address plus a
nunber that designates the nunber of additiona
(extra) addresses. A single address can be
represented by the address itself and zero extra

addr esses.
client A node that is interested in obtaining link-Iayer
addresses. It inplenents the basic DHCP nechani sns

needed by a DHCP client, as described in [ RFC8415],
and supports the options (I A LL and LLADDR) specified
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in [RFC8947] as well as the new option (QUAD)
specified in this docunent. The client nmay or may not
support | Pv6 address assignnent and prefix del egation,
as specified in [ RFC8415].

A LL ldentity Association for Link-Layer Address, an

identity association (I A) used to request or assign
link-1ayer addresses. Section 11.1 of [RFC8947]
provides details on the A LL option

LLADDR Li nk-1 ayer address option that is used to request or

assign a block of link-1ayer addresses. Section 11.2
of [RFC8947] provides details on the LLADDR option

rel ay A node that acts as an internediary to deliver DHCP

messages between clients and servers. A relay, based
on |l ocal know edge and policies, may include the
preferred SLAP quadrant in a QUAD option sent to the
server. The relay inplenents basic DHCPv6 rel ay agent
functionality, as described in [ RFC8415].

server A node that manages |ink-1ayer address allocation and

is able to respond to client queries. It inplenments
basi ¢ DHCP server functionality, as described in

[ RFC8415], and supports the options (1A LL and LLADDR)
specified in [RFC8947] as well as the new option
(QUAD) specified in this docunent. The server may or
may not support | Pv6 address assignment and prefix

del egation, as specified in [ RFC8415].

DHCPv6 Ext ensi ons

Address Assignnment fromthe Preferred SLAP Quadrant |ndicated by
the dient

Next, we describe the protocol operations for a client to select a
preferred SLAP quadrant using the DHCPv6 signaling procedures
described in [RFC8947]. The signaling flowis shown in Figure 2.

DHCPv6 | | DHCPv6 |
client | | server |

I
+----1. Solicit(IA LL(LLADDR, QUAD)) - - - >
| I
| <--2. Advertise(lA LL(LLADDR, QUAD))---+

l |
+---3. Request (|l A LL(LLADDR, QUAD)) - - - - >|
|

Figure 2: DHCPv6 Signaling Flow (Cient-Server)

Li nk-1 ayer addresses (i.e., MAC addresses) are assigned in
bl ocks. The smallest block is a single address. To request an
assignnent, the client sends a Solicit nmessage with an A LL



option in the nessage. The IA LL option MJST contain an LLADDR
option. In order to indicate the preferred SLAP quadrant(s), the
IA LL option includes the new OPTI ON_SLAP_QUAD option in the

IA LL-option field (al ongside the LLADDR option).

2. The server, upon receiving an A LL option in a Solicit message,
inspects its contents. For each of the entries in the
OPTI ON_SLAP_QUAD, in order of the preference field (highest to
| owest), the server checks if it has a configured MAC address
pool matching the requested quadrant identifier and an avail abl e
range of addresses of the requested size. |If suitable addresses
are found, the server sends back an Adverti se message with an
IA LL option containing an LLADDR option that specifies the

addresses being offered. |f the server manages a bl ock of
addresses belonging to a requested quadrant, the addresses being
of fered MUST belong to a requested quadrant. |If the server does

not have a configured address pool matching the client’s request,
it SHOULD return the 1A LL option with the addresses being

of fered bel onging to a quadrant managed by the server (follow ng
a local policy to select fromwhich of the avail abl e quadrants)
If the server has a configured address pool of the correct
guadrant but no avail abl e addresses, it MJST return the A LL
option containing a Status Code option with status set to

NoAddr sAvai | .

3. The client waits for avail able servers to send Advertise
responses and picks one server, as defined in Section 18.2.9 of
[ RFC8415]. The client SHOULD NOT pick a server that does not
advertise an address in the requested quadrant(s). The client
then sends a Request nessage that includes the A LL container
option with the LLADDR option copied fromthe Adverti se nessage
sent by the chosen server. It includes the preferred SLAP
quadrant(s) in a new QUAD | A LL option.

4. Upon reception of a Request nessage with an I A LL contai ner
option, the server assigns requested addresses. The server MNAY
alter the allocation at this time (e.g., by reducing the address
block). It then generates and sends a Reply nessage back to the
client. Upon receiving a Reply nessage, the client parses the
IA LL container option and may start using all provided
addresses. Note that a client that has included a Rapid Commit
option in the Solicit nessage nay receive a Reply nmessage in
response to the Solicit message and skip the Advertise and
Request nessage steps above (foll owi ng standard DHCPv6
procedures).

5. The client is expected to periodically renew the link-Iayer
addresses, as governed by Tl and T2 tiners. This mechani sm can
be adm nistratively disabled by the server sending "infinity" as
the T1 and T2 val ues (see Section 7.7 of [RFC8415]). The client
sends a Renew option after T1l. It includes the preferred SLAP
quadrant(s) in the new QUAD |A LL option, so in case the server
is unable to extend the lifetine on the existing address(es), the
preferred quadrants are known for the allocation of any "new'
(i.e., different) addresses.

6. The server responds with a Reply nessage with an | A LL option
that includes an LLADDR option with extended |ifetine.

The client SHOULD check if the recei ved MAC address cones from one of
the requested quadrants. It MAY repeat the process selecting a
di fferent DHCP server.

3.2. Address Assignment fromthe Preferred SLAP Quadrant |Indicated by
the Rel ay



Next, we describe the protocol operations for a relay to select a
preferred SLAP quadrant using the DHCPv6 signaling procedures
described in [RFC8947]. This is useful when a DHCPv6 server is
operating over a large infrastructure split in different network
regi ons, where each region mght have different requirenments. The
signaling flowis shown in Figure 3.

S SRR + S SRR + S SRR +
| DHCPvE | | DHCPv6 | | DHCPv6 |
| client | | relay | | server |
R + R + R +
I I
+--m - 1. Solicit(lA LL)----- >|
+----2. Relay-forward
| (Solicit(lALL), QAD)------ >

I
|
I
I
I I
| <---3. Relay-reply |
(Advertise(l A LL(LLADDR)))--+
<4. Advertise(lA LL(LLADDR)) +
-5. Request (| A_LL(LLADDR)) - >| |
+-6. Rel ay-forward |
| (Request (I A LL(LLADDR)), QUAD) - >|
I I

| <--7. Relay-reply |

|  (Reply(l A LL(LLADDR)))------- +
<--8. Reply(lA LL(LLADDR))--+

I

(timer e;<pi ring)

|

+--9. Renew(| A LL(LLADDR))-- > |
| --10. Rel ay-forward |
|

(Renew( 1 A_LL(LLADDR)), QUAD) - - >
I

|
I
I
|
| <---11. Relay-reply |
| (Repl y(1 A LL(LLADDR)))----- +
+

I
I
|
| <--12. Reply(1 A LL(LLADDR)) -
I

Fi gure 3: DHCPv6 Signaling Flow (Cient-Rel ay-Server)

1. Li nk-1 ayer addresses (i.e., MAC addresses) are assigned in
bl ocks. The smallest block is a single address. To request an
assignnent, the client sends a Solicit nessage with an | A LL
option in the nessage. The IA LL option MJST contain an LLADDR
opti on.

2. The DHCP rel ay receives the Solicit message and encapsul ates it
in a Relay-forward nessage. The relay, based on |ocal know edge
and policies, includes in the Relay-forward nessage the QUAD
option with the preferred quadrant. The relay m ght know which
quadrant to request based on local configuration (e.g., the
served network contains |oT devices only, thus requiring ELI/
SAl) or other nmeans. Note that if a client sends nmultiple
instances of the A LL option in the same nessage, the DHCP
relay MAY only add a single instance of the QUAD opti on.

3. Upon receiving a rel ayed nmessage containing an | A LL option, the
server inspects the contents for instances of OPTI ON_SLAP_QUAD
in both the Relay-forward nmessage and the client’s nessage
payl oad. Depending on the server’s policy, the instance of the
option to process is selected (see the end of this section).

For each of the entries in OPTION SLAP QUAD, in order of the
preference field (highest to |l owest), the server checks if it
has a configured MAC address pool natching the requested
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quadrant identifier and an avail able range of addresses of the
requested size. |If suitable addresses are found, the server
sends back an Advertise nessage with an A LL option containing
an LLADDR option that specifies the addresses being of fered.
This nmessage is sent to the Relay in a Relay-reply nessage. |If
the server supports the semantics of the preferred quadrant
included in the QUAD option and manages a bl ock of addresses
bel onging to a requested quadrant, then the addresses being

of fered MJUST belong to a requested quadrant. The server SHOULD
apply the contents of the relay' s supplied QUAD option for al

of the client’s A LLs, unless configured to do otherwi se.

The rel ay sends the received Advertise nmessage to the client.

The client waits for avail able servers to send Advertise
responses and picks one server, as defined in Section 18.2.9 of
[ RFC8415]. The client then sends a Request nessage that
includes the 1A LL container option with the LLADDR option
copied fromthe Advertise nessage sent by the chosen server

The relay forwards the received Request in a Relay-forward
message. It adds, in the Relay-forward, a QUAD | A LL option
with the preferred quadrant.

Upon reception of the forwarded Request message with 1A LL
contai ner option, the server assigns requested addresses. The
server MAY alter the allocation at this tinme. It then generates
and sends a Reply nessage in a Relay-reply nessage back to the
rel ay.

Upon receiving a Reply nessage, the client parses the A LL
container option and may start using all provided addresses.

The client is expected to periodically renew the |link-Iayer
addresses, as governed by Tl and T2 tiners. This nmechanism can
be adm nistratively disabled by the server sending "infinity" as
the T1 and T2 val ues (see Section 7.7 of [RFC8415]). The client
sends a Renew option after T1

This nmessage is forwarded by the relay in a Relay-forward
message, including a QUAD A LL option with the preferred
quadr ant .

The server responds with a Reply message, including an LLADDR
option with extended lifetine. This nessage is sent in a Relay-
reply nessage.

The rel ay sends the Reply nmessage back to the client.

The server SHOULD inplenent a configuration paraneter to dea

with the case where the client’s DHCP nessage contains an instance of
OPTI ON_SLAP_QUAD and the relay adds a second instance in its Relay-
forward nessage. This paraneter configures the server to process
either the client’s or the relay’'s instance of option QUAD. It is
RECOMVENDED t hat the default for such a paraneter is to process the
client’s instance of the option.

The client MAY check if the received MAC address belongs to a
quadrant it is willing to use/configure and MAY deci de based on that
whet her to use/configure the received address.

DHCPv6 Option Definition

1.

QUAD Opti on

The QUAD option is used to specify the preferences for the sel ected



quadrants within an 1A LL. The option MJST be encapsul ated either in
the 1A LL-options field of an A LL option or in a Relay-forward
nessage

The format of the QUAD option is:

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| OPTI ON_SLAP_QUAD | option-len |
i e e e i i o S N B S

| quadrant-1 | pref-1 | quadrant-2 | pref-2
B i s T T i i o S o T Ji I

I S i o T s S S S e s s T
| quadrant-n-1 | pref-n-1 | quadrant-n | pref-n
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 4: QUAD Option Format
opti on-code OPTI ON_SLAP_QUAD (140).

option-len 2 * nunber of included (quadrant, preference). This
is a 2-byte field containing the total |ength of al
(quadrant, preference) pairs included in the option

guadr ant - n Identifier of the quadrant (0: AAl, 1. ELI, 2:
Reserved by | EEE [| EEESt d802c], and 3: SAl). Each
quadrant MJST only appear once at nost in the option
This is a 1-byte field.

pref-n Preference associated to quadrant-n. A higher val ue
means a nore preferred quadrant. This is a 1-byte
field.

A quadrant identifier value MJST only appear, at nost, once in the
option. If an option includes nore than one occurrence of the sane
quadrant identifier, only the first occurrence is processed, and the
rest MJST be ignored by the server

If the same preference value is used for nore than one quadrant, the
server MAY sel ect which quadrant should be preferred (if the server
can assign addresses fromall or sone of the quadrants with the sane
assigned preference). Note that this is not a sinple |ist of
quadrants ordered by preference with no preference value, but a |ist
of quadrants with explicit preference values. This way it can
support the case whereby a client really has no preference between
two or three quadrants, |eaving the decision to the server

If the client or relay agent provides the OPTI ON_SLAP_QUAD, the
server MJST use the quadrant-n/pref-n values to order the selection
of the quadrants. |[If the server can provide an assignnent from one
of the specified quadrants, it SHOULD proceed with the assignnent.

If the server does not have a configured address pool matching any of
the specified quadrant-n fields or if the server has a configured
address pool of the correct quadrant but no avail abl e addresses, it
MUST return the 1A LL option containing a status of NoAddrsAvai l

There is no requirenent that the client or relay agent order the
quadrant/pref values in any specific order; hence, servers MJST NOT
assune that quadrant-1/pref-1 have the highest preference (except if
there is only one set of val ues).

For cases where a server may not be configured to have pools for the
client or relay quadrant preferences, clients and relays SHOULD
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specify all quadrants in the QUAD option to assure the client gets an

address (or addresses) -- if any are available. Specifying all
quadrants also results in a QUAD opti on supporting server respondi ng
i ke a non-QUAD option supporting server, i.e., an address (or

addresses) from any avail abl e quadrants can be returned.
I ANA Consi derati ons

| ANA has assigned the QUAD (140) option code fromthe "Opti on Codes"
subregi stry of the "Dynam ¢ Host Configuration Protocol for |Pv6
(DHCPv6) " registry maintained at <http://wwv. iana. org/assi gnments/
dhcpv6- par anet er s>:

Val ue: 140

Description: OPTI ON_SLAP_QUAD
Cient ORO No

Singl eton Option: Yes
Reference: RFC 8948

Security Considerations

See [ RFC8415] and [ RFC7227] for the DHCPv6 security and privacy
consi derations. See [RFC8200] for the |IPv6 security considerations.

Al so, see [RFCB947] for security considerations regarding |ink-I|ayer
address assi gnnents usi ng DHCP.
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Appendi x A,  Exanpl e Uses of Quadrant Sel ection Mechani sns

Thi s appendi x descri bes sone exanpl es of how the quadrant preference
mechani sms coul d be used.

First, let’s take an 10T scenario as an exanple. An |oT device m ght
decide on its own the SLAP quadrant it wants to use to obtain a |loca
MAC address, using the following information to nake the deci sion:

*  Type of 10T deploynent: For exanple, industrial, domestic, rural,
etc. For small deploynents, such as donestic ones, the |oT device
itself can decide to use the AAl quadrant (this m ght not even
i nvol ve the use of DHCP, by the device just configuring a random
address conputed by the device itself). For |arge depl oynents,
such as industrial or rural ones, where thousands of devices m ght
coexist, the IoT can decide to use the ELI or SAl quadrants.

* Mbility: If the 10T device can nove, then it mght prefer to
sel ect the SAl or AAl quadrants to mninmize address collisions
when noving to another network. |f the device is known to remain
fixed, then the ELI is probably the nost suitable one to use.

*  Managed/ Unmanaged: Dependi ng on whether the |oT device is nanaged
during its lifetinme or cannot be reconfigured [ RFC7548], the
deci si on of what quadrant is nore appropriate nmight be different.
For exanple, if the |oT device can be managed (e.g., configured)
and network topol ogy changes m ght occur during its lifetine
(e.g., due to changes on the depl oynent, such as extensions
i nvol ving addi tional devices), this has an inpact on the preferred
quadrant (e.g., to avoid potential collisions in the future).

* (Qperation / Battery Lifetinme: Depending on the expected lifetine
of the device, a different quadrant might be preferred (as before,
to nmininize potential address collisions in the future).

The previous paraneters are considerations that the device vendor/
adm nistrator may wi sh to use when defining the 10T device's

MAC address request policy (i.e., howto select a given SLAP
quadrant). 10T devices are typically very resource constrained, so
there may only be a sinple decision-maki ng process based on
preconfi gured preferences.



We now take the W-Fi device scenario, considering, for exanple, that
a | aptop or smartphone connects to a network using its built-in MAC
address. Due to privacy/security concerns, the device might want to
configure a |l ocal MAC address. The device night use different
paraneters and context information to decide, not only which SLAP
quadrant to use for the |local MAC address configuration, but also
when to performa change of address (e.g., it mght be needed to
change address several tines). This information includes, but it is
not limted to:

*  Type of network the device is connected: public, work, hone.
*  Trusted network: Yes/No.

* First time visited network: Yes/No.

* Network geographical |ocation

* NMbbility: Yes (the device mght change its network attachnent
point) / No (the device is not going to change its network
attachnent point).

* (Qperating System (0OS) network profile, including security/trust-
rel ated paraneters: Mst nodern OSs keep netadata associated with
the networks they can attach to as, for exanple, the |evel of
trust the user or administrator assigns to the network. This
information is used to configure how the device behaves in terns
of advertising itself on the network, firewall settings, etc. But
this informati on can al so be used to deci de whether or not to
configure a | ocal MAC address, from which SLAP quadrant it shoul d
be assigned, and how often it may be assi gned.

* Triggers comng fromapplications regarding |location privacy: An
app night request that the OS naxim ze |ocation privacy (due to
the nature of the application), and this mght require the OS to
force the use of a local MAC address or the |local MAC address to
be changed.

This informati on can be used by the device to select the SLAP
quadrant. For exanple, if the device is noving around (e.g., while
connected to a public network in an airport), it is likely that it

m ght change access points several times; therefore, it is best to
m nimze the chances of address collision, using the SAl or AAl
quadrants. If the device is not expected to nove and is attached to
a trusted network (e.g., in sone scenarios at work), then it is
probably best to select the ELI quadrant. These are just some
exanpl es of how to use this information to sel ect the quadrant.

Additionally, the information can al so be used to trigger subsequent
changes of MAC address to enhance | ocation privacy. Besides,
changi ng the SLAP quadrant mi ght al so be used as an additiona
enhancenment to make it harder to track the user |ocation

Last, if we consider the data-center scenario, a hypervisor night
request | ocal MAC addresses be assigned to virtual machines. As in
the previous scenarios, the hypervisor mght select the preferred
SLAP quadrant using information provided by the cloud nanagenent
systemor virtualization infrastructure manager running on top of the
hypervi sor. This information mght include, but is not limted to:

* Mgratable VM |f the function inplenented by the VMis subject to
be noved to anot her physical server or not, this has an inpact on
the preference for the SLAP quadrant, as the ELI and SAl quadrants
are better suited for supporting nmigration in a |arge data center.



* VM connectivity characteristics: For exanple, standal one, part of
a pool, and part of a service graph/chain. |f the connectivity
characteristics of the VM are known, this can be used by the
hypervisor to select the best SLAP quadrant.
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