I nternet Engineering Task Force (IETF) B. Vol z

Request for Comments: 8947 G sco
Cat egory: Standards Track T. Mugal sk

| SSN: 2070-1721 | SC
CJ. Bernardos

UC3M

Decenber 2020

Li nk- Layer Address Assignment Mechani sm for DHCPv6

Abst ract

In certain environnents, e.g., large-scale virtualization
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devices may have their link-1ayer addresses assigned in an autonmated
fashion. Wth sufficient scale, the |ikelihood of a collision using
random assi gnment wit hout duplication detection is not acceptable.
Therefore, an allocation nechanismis required. This docunent
proposes an extension to DHCPv6 that allows a scal abl e approach to
i nk-1ayer address assignnents where preassigned |ink-layer address
assi gnnents (such as by a manufacturer) are not possible or are
unnecessary.
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I ntroduction

There are several deploynent types that deal with a | arge nunmber of
devices that need to be initialized. One of themis a scenario where
virtual machines (VMs) are created on a massive scale. Typically,
the new VM instances are assigned a |ink-layer address, but random
assi gnnent does not scale well due to the risk of a collision (see
Appendi x A. 1 of [RFC4429]). Another use case is Internet of Things
(1 oT) devices (see [RFC7228]). The huge nunber of such devices could
strain the I EEE s avail able Organizationally Unique lIdentifier (OU)
gl obal address space. Wile there is typically no need to provide

gl obal Iink-Iayer address uni queness for such devices, a |link-Iayer
assi gnnent nechanismallows for conflicts to be avoided inside an

adm ni strative domain. For those reasons, it is desired to have sone
form of nechani smthat would be able to assign |ocally unique Media
Access Control (MAC) addresses

Thi s docunent proposes a new nmechani smthat extends DHCPv6 operation
to handl e |ink-1layer address assignnents.

Si nce DHCPv6 [ RFC8415] is a protocol that can allocate various types

of resources (non-tenporary addresses, tenporary addresses, prefixes,
as well as many options) and has the necessary infrastructure to

mai ntain such allocations (numerous server and client

i npl ementations, |arge deployed relay infrastructure, and supportive

solutions such as | easequery and failover), it is a good candidate to
address the desired functionality.

Wil e this docunment presents a design that should be usable for any
l'ink-1ayer address type, sonme of the details are specific to | EEE 802
48-bit MAC addresses [| EEEStd802]. Future docunents nmay provide
specifics for other link-layer address types.

| EEE 802 originally set aside half of the 48-bit MAC address space
for |l ocal use (where the Universal/Local (UL) bit is set to 1). In
2017, |EEE published an anendnent [I|EEEStd802c] that divides this
space into quadrants with differentiated address rules. More details
are in Appendi x A

| EEE i s al so devel opi ng protocol s and procedures for assignment of
| ocal |y uni que addresses (I EEE 802.1CQ . This work may serve as an
alternative protocol for assignment. For additional background, see
[ I EEE- P802. 1CQ Proj ect] .

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",



"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Term nol ogy

The DHCP termi nol ogy relevant to this specification from[RFC8415]
applies here. The followi ng definitions either nodify those
definitions as to how they are used in this docunent or define new
term nol ogy used herein.

addr ess Unl ess specified otherwise, a link-1ayer (or MAC
address, as specified in [| EEEStd802]. The address
is typically six octets |ong, but some network
architectures may use different |engths.

address bl ock A number of consecutive |ink-layer addresses. An
address block is expressed as a first address plus a
nunber that designates the nunber of additiona
(extra) addresses. A single address can be
represented by the address itself and zero extra

addr esses.
client A node that is interested in obtaining link-Iayer
addresses. It inplenments the basic DHCP nmechani sns

needed by a DHCP client, as described in [ RFC8415],
and supports the new options specified in this
docunment (I A LL and LLADDR). The client nmay or may
not support |Pv6 address assignment and prefix

del egation, as specified in [ RFC8415].

A LL Identity Association for Link-Layer Address, an
identity association (I A used to request or assign
link-1ayer addresses. See Section 11.1 for details
on the 1A LL option

LLADDR Li nk-| ayer address option that is used to request or
assign a block of link-1ayer addresses. See
Section 11.2 for details on the LLADDR opti on.

server A node that manages |ink-1ayer address allocation and
is able to respond to client queries. It inplements
basi ¢ DHCP server functionality, as described in
[ RFC8415], and supports the new options specified in
this docunent (1A _LL and LLADDR). The server may or
may not support | Pv6 address assignment and prefix
del egation as specified in [ RFC8415].

4. Depl oynent Scenari os

This mechanismis designed to be generic and usable in many
depl oynents, but there are two scenarios it attenpts to address in
particular: (i) proxy client node and (ii) direct client node.

4.1. Scenario: Proxy dient Mde

This node is used when an entity acts as a DHCP client that requests
that avail abl e DHCP servers assign one or nore addresses (an address
bl ock) for the DHCP client to then assign to the final end devices to
use. Large-scale virtualization is one application scenario for
proxy client node. In such environnments, this entity is often called
a "hypervisor" and is frequently required to spawn new VMs. The
hypervi sor needs to assign new addresses to those machi nes. The
hypervi sor does not use those addresses for itself, but rather it
uses themto create new VMs with appropriate addresses. It is worth



poi nting out the cunul ative nature of this scenario. Over tine, the
hypervisor is likely to increase its address use. Sone obsol ete VMs
will be deleted; their addresses are potentially eligible for reuse
by new VMs.

4.2. Scenario: Direct dient Mde

Thi s node can be used when an entity acts as a DHCP client that
requests that avail abl e DHCP servers assign one or nore addresses (an
address block) for its own use. This usage scenario is related to

| oT (see Section 1). Upon first boot, for each interface, the device
uses a tenporary address, as described in [|EEEStd802.11] and | EEE
802. 1CQ [ | EEE- P802. 1CQ Proj ect], to send initial DHCP packets to
avai |l abl e DHCP servers wherein the device requests a single address
for that network interface. Once the server assigns an address, the
devi ce abandons its tenporary address and uses the assigned (Il eased)
addr ess.

Note that a client that operates as above that does not have a

gl obal I y uni que link-layer address on any of its interfaces MJST NOT
use a link-1layer-based DHCP Uni que Identifier (DU D). For nore
details, refer to Section 11 of [RFC8415].

Al so, a client that operates as above may run into issues if the
switch it is connected to prohibits or restricts |ink-1ayer address
changes. This may limt where this capability can be used or may
require the administrator to adjust the configuration of the
switch(es) to allow a change in address

5. Mechani sm Over vi ew

In the scenarios described in Section 4, the protocol operates in
fundanental ly the sanme way. The device requesting an address, acting
as a DHCP client, will send a Solicit nessage with an A LL option to
all avail abl e DHCP servers. That I A LL option MJST include an LLADDR
option specifying the link-layer-type and link-layer-len, and it may
include a specific address or address block as a hint for the server
Each avail abl e server responds with either a Reply nessage with
conmitted address(es) (if Rapid Commit was requested and honored) or
an Advertise nessage with offered address(es). The client selects a
server’'s response, as governed by [RFC8415]. |If necessary, the
client sends a Request message; the target server will then assign
the address(es) and send a Reply nmessage. Once a Reply is received,
the client can start using those address(es).

Nor mal DHCP nmechanisns are in use. The client is expected to
periodically renew the addresses as governed by Tl and T2 timers and
to stop using the address once the valid lifetine expires. Renewals
can be administratively disabled by the server sending "infinity" as
the T1 and T2 val ues (see Section 7.7 of [RFC8415]). An

adm ni strator nmay neke the address assi gnnment pernmanent by speci fying
use of the "infinity" valid lifetinme, as defined in Section 7.7 of

[ RFC8415] .

The client can rel ease addresses when they are no | onger needed by
sendi ng a Rel ease nessage (see Section 18.2.7 of [RFC8415]).

Figure 9 in [ RFC8415] shows a tineline diagram of the nessages
exchanged between a client and two servers for the typical life cycle
of one or nore | eases.

Confirm and Information-request nessages are not used in |ink-Ilayer
address assignnent. Decline should technically never be needed, but
see Section 12 for one situation where this nmessage i s needed.

Clients inplementing this mechani sm SHOULD use the Rapid Conmnmit



option, as specified in Sections 5.1 and 18.2.1 of [RFC8415], to
obtai n addresses with a two-nmessage exchange when possi bl e.

Devi ces supporting this proposal MAY support the reconfigure
mechani sm as defined in Section 18.2.11 of [RFC8415]. |If supported
by both server and client, the reconfigure nechanismallows the

adm nistrator to i Mmediately notify clients that the configuration
has changed and triggers retrieval of relevant changes i mediately,
rather than after the Tl tinmer elapses. Since this mechani sm
requires inplenmentation of Reconfiguration Key Authentication
Protocol (see Section 20.4 of [RFC8415]), small-footprint devices may
choose not to support it.

Desi gn Assunpti ons

One of the essential aspects of this nmechanismis its cunmulative
nature, especially in the hypervisor scenario. The server-client
rel ati onship does not | ook |like other DHCP transactions in the
hypervi sor scenario. |In a typical environment, there would be one
server and a rather small nunber of hypervisors, possibly even only
one. However, over tine, the nunber of addresses requested by the
hypervi sor(s) will increase as nore VMs are spawned.

Anot her aspect crucial for efficient design is the observation that a
single client acting as hypervisor will |ikely use thousands of
addresses. An approach simlar to what is used for | Pv6 address or
prefix assignment (I A container with all assigned addresses |isted,
one option for each address) would not work well. Therefore, the
mechani sm shoul d operate on address bl ocks rather than single val ues.
A single address can be treated as an address block with just one
addr ess.

The DHCP nechani sns are reused to a | arge degree, including nessage
and option formats, transm ssion mechani sms, relay infrastructure,
and others. However, a device w shing to support only link-Iayer
address assignnent is not required to support full DHCP. In other
wor ds, the device may support only assignnment of |ink-layer addresses
but not | Pv6 addresses or prefixes.

I nformati on Encodi ng

A client MJST send an LLADDR option encapsulated in an A LL option

to specify the link-layer-type and |Iink-layer-1en values. For |ink-
| ayer-type 1 (Ethernet) and 6 (I EEE 802 Networks), a client sets the
l'ink-1ayer-address field to:

1. Al zeroes if the client has no hint as to the starting address
of the unicast address block. This address has the | EEE 802
i ndi vidual /group bit set to O (individual).

2. Any other value to request a specific block of address starting
with the specified address.

Encoding information for other |ink-layer-types may be added in the
future by publishing an RFC that specifies those val ues.

A client sets the extra-addresses field to either 0 for a single
address or the size of the requested address bl ock m nus 1.

A client MIST set the valid-lifetine field to O (this field MJIST be
i gnored by the server).

Requesti ng Addresses

The addresses are assigned in blocks. The smallest block is a single
address. To request an assignnent, the client sends a Solicit



message with an 1A LL option inside. The IA LL option MJST contain
an LLADDR option, as specified in Section 7

The server, upon receiving an A LL option, inspects its content and
may offer an address or addresses for each LLADDR option according to
its policy. The server MAY take into consideration the address bl ock
requested by the client in the LLADDR option. However, the server
MAY choose to ignore sone or all parameters of the requested address
block. In particular, the server may send either a different
starting address or a smaller nunber of addresses than requested.

The server sends back an Advertise message with an I A LL option
contai ning an LLADDR option that specifies the addresses being
offered. |If the server is unable to provide any addresses, it MJST
return the A LL option containing a Status Code option (see

Section 21.13 of [RFC8415]) with status set to NoAddrsAvail.

Note that servers that do not support the 1A LL option will ignore
the option and not return it in Advertise (and Reply) nessages.
Clients that send 1A LL options MJST treat this as if the server
returned the NoAddrsAvail status for these A LL option(s).

The client waits for available servers to send Advertise responses
and picks one server, as defined in Section 18.2.9 of [RFC8415]. The
client then sends a Request message that includes the A LL container
option with the LLADDR option copied fromthe Adverti se nessage sent
by the chosen server

The client MJST process the address block(s) returned in the
Advertise, rather than what it included in the Solicit nessage, and
may consi der the offered address bl ock(s) in selecting the Advertise
message to accept. The server may offer a smaller nunmber of
addresses or different addresses fromthose requested. A client MJST
NOT use resources returned in an Advertise nessage except to select a
server and in sending the Request nessage to that server; resources
are only useable by a client when returned in a Reply nessage.

Upon reception of a Request nessage with the 1A LL container option,
the server assigns the requested addresses. The server allocates a
bl ock of addresses according to its configured policy. The server
MAY assign a different block or smaller block size than requested in
the Request nessage. The server then generates and sends a Reply
message back to the client.

Upon receiving a Reply nessage, the client parses the A LL container
option and may start using all provided addresses. |t MJST restart
its T1 and T2 timers using the values specified in the A LL option

The client MJUST use the address bl ock(s) returned in the Reply
message, which may be a smaller block(s) or may have a different
address(es) than requested.

A client that has included a Rapid Conmit option in the Solicit
message may receive a Reply in response to the Solicit nmessage and
skip the Advertise and Request message steps above (see

Section 18.2.1 of [RFC8415]).

A client that changes its link-layer address on an interface SHOULD
follow the recommendations in Section 7.2.6 of [RFC4861] to inform
its neighbors of the new link-layer address quickly.

Renew ng Addresses

Address renewal s follow the normal DHCP renewal s processi ng descri bed
in Section 18.2.4 of [RFC8415]. Once the T1 tinmer el apses, the
client starts sending Renew nessages with the A LL option containing
an LLADDR option for the address bl ock being renewed. The server
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responds with a Reply nmessage that contains the renewed address

bl ock. The server MJST NOT shrink or expand the address block. Once
a block is assigned and has a non-zero valid lifetine, its size,
starting address, and endi ng address MJST NOT change.

If the requesting client needs additional addresses (e.g., in the
hypervi sor scenari o because addresses need to be assigned to new
VMs), it MJST send an IA LL option with a different Identity
Association IDentifier (IAID) to create another "container" for nore
addr esses.

If the client is unable to renew before the T2 tiner el apses, it
starts sendi ng Rebi nd nessages, as described in Section 18.2.5 of
[ RFC8415] .

Rel easi ng Addresses

The client may decide to rel ease a | eased address block. A client
MJST rel ease the block in its entirety. A client releases an address
bl ock by sending a Rel ease nessage that includes an I A LL option
containing the LLADDR option for the address block to rel ease. The
Rel ease transmni ssion mechanismis described in Section 18.2.7 of

[ RFC8415] .

Note that if the client is releasing the link-layer address it is
using, it MJST stop using this address before sending the Rel ease
message (as per [RFC8415]). |In order to send the Rel ease nessage,
the client MJUST use another address (such as the one originally used
toinitiate DHCPv6 to provide an allocated |ink-Iayer address).

Option Definitions

Thi s mechani sm uses an approach simlar to the existing nechanisns in
DHCP. There is one container option (the A LL option) that contains
the actual address or addresses, represented by an LLADDR option

Each LLADDR option represents an address bl ock, which is expressed as
a first address with a nunber that specifies how many additiona
addresses are included.

1. ldentity Association for Link-Layer Addresses Option

The ldentity Association for Link-Layer Addresses option (the 1A LL
option) is used to carry an A LL, the paraneters associated with the
IA LL, and the address bl ocks associated with the 1A LL.

The format of the IA LL option is:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| OPTION I A LL | option-len |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| IAID (4 octets) I
i T s i o S i i S R I S I S S S M
| Tl (4 octets) |
B T S i T s i i e e SEI S
| T2 (4 octets) |
R i T I e T S S e S TR S T e i I S e S e e e e o o

I A LL-options
B T S i T s i i e e SEI S
Figure 1: 1A LL Option Format

opti on-code OPTION I A LL (138).



option-len 12 + length of A LL-options field.

I AID The unique identifier for this A LL; the | AlD nust
be uni que anong the identifiers for all of this
client’s A LLs. The nunber space for A LL IAIDs is
separate fromthe nunber space for other I A option
types (i.e., TANA |TATA and APD. A 4-octet
field containing an unsigned integer.

T1 The tinme interval after which the client should
contact the server from which the addresses in the
IA LL were obtained to extend the valid lifetinme of
the addresses assigned to the A LL; Tl is a tine
duration relative to the current tine expressed in
units of seconds. A 4-octet field containing an
unsi gned i nt eger

T2 The tine interval after which the client should
contact any avail able server to extend the valid
lifetime of the addresses assigned to the A LL; T2
is atine duration relative to the current tine
expressed in units of seconds. A 4-octet field
cont ai ni ng an unsi gned i nteger.

IA LL-options Options associated with this A LL. A variable-
length field (12 octets less than the value in the
option-len field).

An A LL option may only appear in the options area of a DHCP
message. A DHCP nessage may contain multiple A LL options (though
each nust have a unique [AID).

The status of any operations involving this A LL is indicated in a
Status Code option (see Section 21.13 of [RFC8415]) in the I A LL-
options field.

Note that an IA LL has no explicit "lifetime" or "lease |length" of
its owm. When the valid lifetines of all of the addresses in an
IA LL have expired, the A LL can be considered to be expired. T1
and T2 are included to give servers explicit control over when a
client recontacts the server about a specific I A LL.

In a nessage sent by a client to a server, the T1 and T2 fields MJST
be set to 0. The server MJST ignore any values in these fields in
messages received froma client.

In a nessage sent by a server to a client, the client MJST use the
values in the Tl and T2 fields for the Tl and T2 tines, unless those
values in those fields are 0. The values in the Tl and T2 fields are
t he nunber of seconds until T1 and T2

As per Section 7.7 of [RFC8415], the value Oxffffffff is taken to
mean "infinity" and should be used carefully.

The server selects the T1 and T2 tinmes to allow the client to extend
the lifetimes of any address block in the A LL before the lifetines
expire, even if the server is unavailable for some short period of
time. Recommended values for T1 and T2 are .5 and .8 tines the
shortest valid |ifetine of the address blocks in the A that the

server is willing to extend, respectively. |If the "shortest” valid
lifetime is Oxffffffff ("infinity"), the reconmmended Tl and T2 val ues
are also Oxffffffff. |If the time at which the addresses in an A LL

are to be renewed is to be left to the discretion of the client, the
server sets T1 and T2 to 0. The client MJUST foll ow the rul es defi ned
in Section 14.2 of [RFC8415].
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If aclient receives an A LL with Tl greater than T2, and both T1
and T2 are greater than 0, the client discards the A LL option and
processes the renai nder of the nmessage as though the server had not
included the invalid A LL option

The 1A LL-options field typically contains one or nore LLADDR options
(see Section 11.2). |If a client does not include an LLADDR option in
a Solicit or Request nessage, the server MJST treat this as a request
for a single address and that the client has no hint as to the
address it would like.

2. Link-Layer Addresses Option

The Link-Layer Addresses option is used to specify an address bl ock
associated with an A LL. The option nust be encapsulated in the
IA LL-options field of an I A_LL option. The LLaddr-options field
encapsul ates those options that are specific to this address bl ock

The format of the Link-Layer Addresses option is:
0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| OPTI ON_LLADDR | option-len |
B T S i T s i i e e SEI S
| i nk-1ayer-type | l'ink-1ayer-1en |

i e R i e T o e i ik S S SR SN e S
I'i nk-1ayer-address

B T S i T s i i e e SEI S
| extra- addr esses |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| valid-lifetine |
i T s i o S i i S R I S I S S S M

LLaddr - opti ons
e e e e e e e e e e e e e e e e b e e e b e e e e e e e e e e e 4
Figure 2: LLADDR Option For mat
opti on-code OPTI ON_LLADDR (139).

option-len 12 + link-layer-len field value + |l ength of
LLaddr-options field. Assunming a |link-Iayer-
address length of 6 and no extra options, the
option-len would be 18.

l'ink-1ayer-type The |ink-layer type MJST be a valid hardware
type assigned by | ANA, as described in
[ RFC5494], and registered in the "Hardware
Types" registry at
<https://wwv. i ana. or g/ assi gnnent s/ ar p-
paraneters>. A 2-octet field containing an
unsi gned i nt eger

I'ink-1ayer-len Specifies the length, in octets, of the Iink-
| ayer-address field (typically 6 for a Iink-
| ayer-type of 1 (Ethernet) and 6 (1 EEE 802
Networks)). This is to accomobdate |ink |ayers
that may have vari abl e-1ength addresses. A
2-octet field containing an unsigned integer

I'i nk-1ayer-address Specifies the address of the first link-Iayer
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address that is being requested or assigned
dependi ng on the nessage. A client MAY send a
speci al value to request any address. For |ink-
| ayer types 1 and 6, see Section 7 for details
on this field. A link-layer-len |length octet
field containing an address.

extra-addresses Speci fies the nunber of additional addresses
that follow the address specified in |ink-Ilayer-
address. For a single address, 0 is used. For
exanpl e, link-layer-address 02:04:06: 08: 0Oa and
extra-addresses 3 designate a bl ock of four
addresses, starting from 02: 04: 06: 08: 0Oa and
ending with 02:04:06:08:0d (inclusive). A
4-octet field containing an unsigned integer

valid-lifetinme The valid lifetime for the address(es) in the
option, expressed in units of seconds. A
4-octet field containing an unsigned integer

LLaddr - opti ons Any encapsul ated options that are specific to
this particular address block. Currently, there
are no such options defined, but there may be in
the future.

In a nessage sent by a client to a server, the valid lifetinme field
MUST be set to 0. The server MJST ignore any received val ue.

In a message sent by a server to a client, the client MJST use the
value in the valid lifetine field for the valid lifetine for the
address block. The value in the valid lifetine field is the nunber
of seconds remaining in the lifetine.

As per Section 7.7 of [RFC8415], the valid lifetime of Oxffffffff is
taken to nean "infinity" and should be used carefully.

More than one LLADDR option can appear in an I A LL option
Sel ecting Link-Layer Addresses for Assignnent to an IA LL

A server selects link-layer addresses to be assigned to an | A LL
according to the assignment policies determ ned by the server
adm nistrator and the requirenents of that address space.

Li nk- | ayer addresses are typically specific to a link and the server
SHOULD follow the steps in Section 13.1 of [RFC8415] to determ ne the
client’s I|ink.

For | EEE 802 MAC addresses (see [|EEEStd802] as anended by
[ I EEESt d802c] ) :

1. Server administrators SHOULD foll ow the | EEE 802 Specifications
with regard to the unicast address pools nade avail able for
assi gnnent (see Appendix A and [I| EEESt d802c]) -- only address
space reserved for local use or with the authorization of the
assi gnee nay be used.

2. Servers MJUST NOT allow administrators to configure address pools
that woul d cross the boundary of 27(42) bits (for 48-bit MAC
addresses) to avoid issues with changes in the first octet of the
address and the special bits therein (see Appendix A). dients
MUST rej ect assignnents where the assigned block would cross this
boundary (they MJST decline the allocation -- see Section 18.2.8
of [ RFC8415]).

3. A server MAY use options supplied by a relay agent or client to
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15.

sel ect the quadrant (see Appendix A) fromwhich addresses are to
be assigned. This MAY include options |ike those specified in
[ RFC8948] .

| ANA Consi der ati ons

I ANA has assigned the OPTION I A LL (138) option code fromthe "Option
Codes" subregistry of the "Dynam ¢ Host Configuration Protocol for

| Pv6 (DHCPv6)" registry maintai ned at

<http://ww. i ana. or g/ assi gnment s/ dhcpv6- par anet er s>

Val ue: 138
Description: OPTION IA LL
Cient ORO No

Singl eton Option: No

Ref er ence: RFC 8947

I ANA has assigned the OPTION_LLADDR (139) option code fromthe
"Option Codes" subregistry of the "Dynam c Host Configuration
Protocol for I1Pv6 (DHCPv6)" registry maintai ned at

<http://ww. i ana. or g/ assi gnnent s/ dhcpv6- par anet er s>:

Val ue: 139
Description: OPTI ON_LLADDR
Cient ORO No

Singleton Option: No

Ref er ence: RFC 8947

Security Considerations

See Section 22 of [RFC8415] and Section 23 of [RFC7227] for the DHCP
security considerations. See [RFC8200] for the I Pv6 security
consi derati ons.

As di scussed in Section 22 of [RFC8415]:

| DHCP | acks end-to-end encryption between clients and servers;
| thus, hijacking, tanpering, and eavesdropping attacks are al
| possible as a result.

In sone network environnents, it is possible to secure them as
di scussed later in Section 22 of [RFC8415].

If not all parties on a link use this nmechanismto obtain an address
fromthe space assigned to the DHCP server, there is the possibility
of the sane |link-layer address being used by nore than one devi ce.
Note that this issue woul d exist on these networks even if DHCP were
not used to obtain the address.

Server inplenentations SHOULD consi der configuration options to limt
t he maxi mum nunber of addresses to allocate (both in a single request
and in total) to a client. However, note that this does not prevent
a bad client actor frompretending to be many different clients and
consum ng all avail abl e addresses.

Privacy Consi derations
See Section 23 of [RFC8415] for the DHCP privacy considerations.

For a client requesting a |ink-layer address directly froma server,
as the address assigned to a client will likely be used by the client
to comunicate on the Iink, the address will be exposed to those able
to listen in on this comunication. For those peers on the |ink that
are able to listen in on the DHCP exchange, they would al so be able
to correlate the client’s identity (based on the DU D used) with the
assi gned address. Additional nechani snms, such as the ones descri bed
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in [RFC7844], can also be used to inprove anonynmty by mnim zing
what is exposed.

As di scussed in Section 23 of [RFC8415], DHCP servers and hypervisors
may need to consider the inplications of assigning addresses
sequentially. Though in general, this is only of link-local concern
unlike for |1 Pv6 address assignnment and prefix del egation, as these
may be used for communi cation over the Internet.
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Appendi x A. | EEE 802c Sunmary
Thi s appendi x provides a brief sunmmary of | EEE 802c [ | EEESt d802c] .

The original | EEE 802 specifications assigned half of the 48-bit MAC
address space to local use -- these addresses have the UL bit set to
1 and are locally adm nistered with no inposed structure.

In 2017, the | EEE issued the I EEE Std 802c specification, which
defines a new optional "Structured Local Address Plan (SLAP) that
specifies different assignment approaches in four specified regions
of the | ocal MAC address space". Under this plan, there are four
SLAP quadrants that use different assignment policies.

The first octet of the MAC address Z and Y bits define the quadrant
for locally assigned addresses (X-bit is 1). |In |EEE representation,
these bits are as foll ows:

LSB VBB

M XY z2 - - - -

[ I

| | | +-------- SLAP Z-bit

| B e SLAP Y- bi t

I R R R X-bit (UL) =1 for locally assigned
R Mbit (I/G (unicast/group)

Figure 3: SLAP Bits

The SLAP quadrants are:



[ S el s el oo s s s e ety
| Quadrant | Y-bit | Z-bit | Local Identifier Type | Local |
| | | | | Identifier |
[ oo el s e sy e oo el s e e
| 01] O | 1 | Extended Local ELI |
R i +------- +------- B i T R +
| 11 ] 1 | 1 | Standard Assigned | SAl |
F--- - - +------- +------- B e ] I i +
| 00| O | O | Administratively | AAI |
| | | | Assigned I |
R +----- - +----- - I T R R I +
| 10 ] 1 | O | Reserved | Reserved |
F--- - - +------- +------- B i e R I +

Table 1. SLAP Quadrants

MAC addresses derived from an Extended Local ldentifier (ELI) are
based on an assigned Conpany ID (CID), which is 24 bits (including
the M X, Y, and Z bits) for 48-bit MAC addresses. This |eaves 24
bits for the |locally assigned address for each CID for unicast (Mbit
= 0) and also for multicast (Mbit = 1). The CID is assigned by the
| EEE Regi stration Authority (RA).

MAC addresses derived froma Standard Assigned ldentifier (SAl) are
assigned by a protocol specified in an | EEE 802 standard. For 48-bit
MAC addresses, 44 bits are available. Miltiple protocols for
assigning SAls may be specified in | EEE standards. Coexistence of
mul tiple protocols may be supported by Iimting the subspace

avai l abl e for assignnment by each protocol.

MAC addresses derived froman Adm nistratively Assigned ldentifier
(AAl) are assigned locally. Adnmnistrators nanage the space as
needed. Note that multicast | Pv6 packets [ RFC2464] use a destination
address starting in 33-33, so AAl addresses in that range should not
be assigned. For 48-bit MAC addresses, 44 bits are avail abl e.

The last quadrant is reserved for future use. Wile this quadrant
may al so be used simlar to AAl space, adnministrators should be aware
that future specifications may define alternate uses that could be

i ncompati bl e.
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