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Abstract

Thi s docunent defines a YANG data nodel for Layer 2 network
topologies. In particular, this data nodel augnents the generic
networ k and network topol ogy data nodels with topology attributes
that are specific to Layer 2.
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I nt roducti on

[ RFC8345] defines the YANG [ RFC6020] [ RFC7950] data nodels of the
abstract (generic) network and network topol ogy. Such nodels can be
augnmented with technol ogy-specific details to build nore specific

t opol ogy nodel s.

Thi s docunent defines the YANG data nodel for Layer 2 (L2) network
topol ogi es by augmenting the generic network (Section 6.1 of

[ RFC8345]) and network topol ogy (Section 6.2 of [RFC8345]) data
nmodel s with L2-specific topology attributes. An exanple is provided
i n Appendi x B.

There are multiple applications for such a data nodel. For exanple,
within the context of Interface to the Routing System (12RS), nodes
within the network can use the data nodel to capture their
under st andi ng of the overall network topol ogy and expose it to a
network controller. A network controller can then use the

instanti ated topol ogy data to conpare and reconcile its own view of
the network topology with that of the network elements that it
controls. Alternatively, nodes within the network nmay compare and
reconcil e this understanding either anong thenselves or with the help
of a controller. Beyond the network el enent and the i medi ate
context of I2RS itself, a network controller mght even use the data
model to represent its view of the topology that it controls and
expose it to external applications. Further use cases where the data
nmodel can be applied are described in [12RS- UR].

Thi s docunent uses the conmon YANG types defined in [ RFC6991] and
adopts the Network Managenment Datastore Architecture (NVDA)
[ RFC8342] .

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

The term nol ogy for describing YANG nodul es is defined in [ RFC7950].
The neani ngs of the synbols used in the tree diagramare defined in
[ RFC8340] .

Layer 2 Topol ogy Mbdel

The Layer 2 network topol ogy YANG nodul e is designed to be generic
and applicable to Layer 2 networks built with different Layer 2
technologies. It can be used to describe both the physical and the
| ogical (virtual) Layer 2 network topol ogies.

The rel ationshi p between the Layer 2 topol ogy nodul e and the generic
networ k and network topol ogy nodule is shown in Figure 1. In order
to represent a Layer 2 network topol ogy, the generic network and
topol ogy nodel s are augnmented with L2-specific information, such as
the identifiers, identities (e.g., Provider Backbone Bridgi ng

[ 1 EEE802. 1ah], Q nQ [| EEE802. 1ad], or Virtual eXtensible Local Area
Net wor k (VXLAN) [ RFC7348]), attributes, and states of the Layer 2
net wor ks, nodes, links, and ternination points. Sone of the
informati on may be collected via Link Layer Discovery Protocol (LLDP)
[ 1 EEEB02. 1AB] or other Layer 2 protocols, and sone of them may be

| ocal Iy confi gured.
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Figure 1: Layer 2 Topol ogy YANG Modul e Structure

The structure of the "ietf-1|2-topol ogy" YANG nodule is depicted in
the following tree di agram

modul e: ietf-I12-topol ogy
augnment / nw: net wor ks/ nw. net wor k/ nw. net wor k-t ypes:
+--rw | 2-t opol ogy!
augrment / nw net wor ks/ nw. net wor k:
+--rw | 2-topol ogy-attributes
+--rw nanme? string
+--rw fl ags* | 2-fl ag-type
augnment / nw net wor ks/ nw. net wor k/ hw. node:
+--rw | 2-node-attributes

+--rw name? string

+--rw fl ags* node-fl ag-type
+--rw bridge-id* string

+--rw managenent - addr ess* i net:ip-address
+--rw rmanagenent - mac? yang: mac- addr ess
+--rw managenent - vl an? string

augnment / nw net wor ks/ nw. net wor k/ nt : I i nk:
+--rw | 2-link-attributes

+--rw name? string

+--rw fl ags* l'ink-flag-type
+--rwrate? ui nt 64

+--rw del ay? ui nt 32

+--rw aut o- nego? bool ean

+--rw dupl ex? dupl ex- node

augnment / nw. net wor ks/ nw. net wor k/ nw. node/ nt: term nati on-point:
+--rw l2-term nation-point-attributes

+--rw interface-name? string

+--rw mac- addr ess? yang: mac- addr ess

+--rw port-numnber* ui nt 32

+--rw unnunber ed-i d* ui nt 32

+--rw encapsul ati on-type? i dentityref

+--rw outer-tag? dot 1g-types: vi d-range-type {VLAN}?
+--rw outer-tpid? dot 1g-types: dot 1g-tag-type {Q n@?
+--rw inner-tag? dot 1g-types: vi d-range-type {VLAN}?
+--rw inner-tpid? dot 1g-types: dot 1g-tag-type {Q n@Q?
+-rw lag? bool ean

+--rw nmenber -1 ink-tp*
-> [/ nw net wor ks/ net wor k/ node/ nt: term nati on-point/tp-id
+--rw vxl an { VXLAN}?
+--rw vni-id? vni

notifications:
+---n | 2- node- event
| +--ro event-type? | 2- net wor k- event -t ype
| +--ro node-ref?
-> / nw. net wor ks/ net wor k[ nw: net wor k-i d=current ()



[ ../ network-ref]/node/ node-id
+--ro network-ref? -> [ nw. net wor ks/ net wor k/ net wor k-i d
+--ro | 2-topol ogy!
+--ro | 2-node-attributes

I

I

I

| +--ro name? string

| +--ro flags* node-fl ag-type

| +--ro bridge-id* ui nt 64

| +--1r0 managenent - addr ess* i net:ip-address
| +--1r0 managenent - nac? yang: mac- addr ess
| +--r0 managenent - vl an? string

+---n | 2-1ink-event

| +--ro event-type? | 2- net wor k- event -t ype
I

+--ro link-ref?
-> [ nw. net wor ks/ net wor k[ nw. net wor k-i d=current ()
[..Inetwork-ref]/nt:link/link-id
+--ro0 network-ref? -> [/ nw. net wor ks/ net wor k/ net work-i d
+--ro | 2-topol ogy!
+--ro | 2-link-attributes

I
I
I
| +--ro name? string
| +--ro flags* link-flag-type
| +--ro rate? ui nt 64
| +--ro del ay? ui nt 32
| +--ro0 aut o-nego? bool ean
| +--ro dupl ex? dupl ex- node
+---n | 2-term nati on- poi nt - event
+--r0 event-type? | 2- net wor k- event -t ype

+--ro tp-ref?
-> [ nw. net wor ks/ net wor k[ nw. net wor k-i d=current ()
/..l network-ref]/node[ nw. node-i d=current ()
[..Inode-ref]/nt:termnation-point/tp-id
+--ro0 node-ref?
-> [ nw. net wor ks/ net wor k[ nw. net wor k-i d=current ()
[ ../ network-ref]/node/ node-id
+--ro network-ref? -> [/ nw net wor ks/ net wor k/ net work-i d
+--ro | 2-topol ogy!
+--ro | 2-term nation-point-attributes

+--ro interface-name? string

+--r0 mac- address? yang: mac- addr ess

+--r0 port-nunber* ui nt 32

+--ro unnunber ed-i d* ui nt 32

+--ro encapsul ati on-type? i dentityref

+--ro0 outer-tag? dot 1g-types: vi d-range-type {VLAN}?
+--ro0 outer-tpid? dot 1g-types: dot 1g-tag-type {Q nQ?
+--r0 inner-tag? dot 1g-types: vi d-range-type {VLAN}?
+--ro0 inner-tpid? dot 1g-types: dot 1g-tag-type {Q n@?
+--ro |l ag? bool ean

+--ro nmenber-1ink-tp*

-> / nw. net wor ks/ net wor k/ node/ nt: term nati on-point/tp-id
+--ro vxlan {VXLAN}?

+--ro vni-id? vn

The Layer 2 Topol ogy YANG nodul e augnents the "ietf-network" and
"i etf-network-topol ogy" YANG nodul es as foll ows:

* A new network type "l 2-network-type" is introduced. This is
represented by a container object and is inserted under the
"net wor k-types" container of the generic "ietf-network" nodule
defined in Section 6.1 of [RFC8345].

* Additional network attributes are introduced in a grouping "l 2-
networ k-attributes”, which augnents the "network"” |ist of the
"ietf-network" nodule. The attributes include the Layer 2 network
nane and a set of flags. Each type of flag is represented by a
separate identity.

* Additional data objects for Layer 2 nodes are introduced by



4.

augnmenting the "node" list of the generic "ietf-network" nodul e.
New obj ects include the Layer 2 node identifier, nmanagenent
address, nanagenent MAC address, managenent VLAN, and a set of
flags.

* Additional data objects for Layer 2 term nation points are
i ntroduced by augnenting the "term nation-point™ |list of the
"i etf-network-topol ogy" nodule defined in Section 6.2 of
[ RFC8345]. New objects include the interface nane, encapsul ation
type, lag support indication, and attributes that are specific to
the Layer 2 ternination point type.

* Links in the "ietf-network-topol ogy" nodul e are augmented as wel |
with a set of Layer 2 paraneters, allowing to associate a |link
with a name, a set of Layer 2 link attributes, and fl ags.

* Some optional Layer 2 technol ogy-specific attributes are
introduced in this nodul e as Layer 2 features because these
attributes may be useful to expose to above services/applications.
Note that |earning or configuring advanced Layer 2 technol ogy-
specific attributes is not within the scope of the Layer 2
Topol ogy YANG nodul e; dedi cated YANG nodul es shoul d be used
instead (e.g., [TRILL-YANG).

Layer 2 Topol ogy YANG Modul e

Thi s nodul e uses types defined in [ RFC6991], [ RFC7224],
[ 1 EEE802. 1Qxp], and [RFCB8345]. It also references [|EEE802. 1Q 2014],
[ | EEE802. 1ad], [RFC7348], and [ RFC7727].

<CODE BEG@ NS> file "ietf-12-topol ogy@020-11-15. yang"
nmodul e ietf-12-topol ogy {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-I2-topol ogy";
prefix |2t;

import ietf-network {
prefix nw
ref erence
"RFC 8345: A YANG Data Model for Network Topol ogi es";
}
i mport ietf-network-topol ogy {
prefix nt;
ref erence
"RFC 8345: A YANG Data Model for Network Topol ogi es";
}
inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Coormon YANG Dat a Types";
}
import ietf-yang-types {
prefix yang;
ref erence
"RFC 6991: Common YANG Data Types";
}
inmport iana-if-type {
prefix ianaift;
ref erence
"RFC 7224: | ANA Interface Type YANG Modul e";
}
i mport ieee802-dotlqg-types {
prefix dot 1g-types;
ref erence
"I EEE Std 802. 1Qcp-2018: Bridges and Bridged
Net wor ks - Amendnent: YANG Dat a Mbdel ";



}

organi zati on

"I ETF I 2RS (Interface to the Routing System) Wirking G oup";
cont act

"WG Web: <https://datatracker.ietf.org/wg/i2rs>

WG List: <mailto:i2rs@etf.org>

Edi t or: Ji e Dong
<mailto:jie.dong@uawei.conp
Edi t or: Xi ugang Wi
<mai | t 0: wei xi ugang@uawei . con®
Edi t or: Qn W
<mailto:bill.w@uawei.conp
Edi t or: Mohamed Boucadair

<mai | t o: rohaned. boucadai r @r ange. cone

Edi t or: Anders Liu
<mai | t o: andersliu@encent. com";
description
"This nodul e defines a basic nodel for the Layer 2 topol ogy
of a network.

Copyright (c) 2020 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license terns contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8944; see
the RFC itself for full legal notices.";

revision 2020-11-15 {
description
"lInitial revision.";
ref erence
"RFC 8944: A YANG Data Model for Layer 2 Network Topol ogi es";

}

feature VLAN {
description
"Enabl es VLAN tag support as defined in | EEE 802.1Q ";
ref erence
"I EEE Std 802.1Q 2014: Bridges and Bridged Networks";

}

feature Q nQ {
description
"Enabl es Q nQ doubl e tag support as defined in | EEE 802. lad.";
ref erence
"I EEE Std 802. lad: Provider Bridges";

}

feature VXLAN {
description
"Enabl es VXLAN support as defined in RFC 7348.";
ref erence
"RFC 7348: Virtual eXtensible Local Area Network (VXLAN)
A Framework for Overlaying Virtualized Layer 2



Net wor ks over Layer 3 Networks";

}

identity flag-identity {
description
"Base type for flags.";

}

identity eth-encapsul ation-type {
base ianaift:iana-interface-type;
description
"Base identity from which specific Ethernet
encapsul ati on types are derived.";
ref erence
"RFC 7224: | ANA Interface Type YANG Modul e";

}

identity ethernet ({
base et h-encapsul ati on-type;
description
"Native Ethernet encapsul ation.";

}

identity vlian {
base et h-encapsul ati on-type;
description
"VLAN encapsul ation.";

}

identity qing {
base et h-encapsul ati on-type;
description
"Q nQ encapsul ation.";

}

identity pbb {
base et h-encapsul ati on-type;
description
"Provi der Backbone Bridging (PBB) encapsul ation
The PBB functions are devel oped in | EEE 802. 1ah.";

}

identity trill {
base et h-encapsul ati on-type;
description
"Transparent Interconnection of Lots of Links (TRILL)
encapsul ation.";

}

identity vpls {
base et h-encapsul ation-type;
description
"Ethernet Virtual Private LAN Service (VPLS)
interface encapsul ation.";

}

identity vxlan {
base et h-encapsul ation-type;
description
"VXLAN Medi a Access Control (MAC) in UDP encapsul ation.”;
ref erence
"RFC 7348: Virtual eXtensible Local Area Network (VXLAN)
A Framework for Overlaying Virtualized Layer 2
Net wor ks over Layer 3 Networks";



typedef vni {

type uint32 {
range "0..16777215";

}

description
"VXLAN Network ldentifier or VXLAN Segnent |ID

It allows up to 16 M VXLAN segnents to coexi st

within the sane adm nistrative donain.

The use of value '0" is inplenentation specific.";
reference
"RFC 7348: Virtual eXtensible Local Area Network (VXLAN)
A Framework for Overlaying Virtualized Layer 2
Net wor ks over Layer 3 Networks";

}

typedef |2-flag-type {
type identityref {
base flag-identity;
}
description
"Base type for L2 flags. One exanple of L2 flag
type is trill, which represents the trill topol ogy
type.";
}

typedef node-flag-type {
type identityref {
base flag-identity;
}
description
"Node flag attributes. The physical node can be
one exanple of a node flag attribute.";

}

typedef |ink-flag-type {
type identityref {
base flag-identity;
}
description
"Link flag attributes. One exanple of a link flag
attribute is the pseudowire.";

}

typedef | 2-network-event-type {
type enuneration {
enum addi tion {
val ue O;
description
"A Layer 2 node or link or term nation-point
has been added.";
}
enum removal {
val ue 1;
description
"A Layer 2 node or link or term nation-point
has been renoved. ";

enum updat e {
val ue 2;
description
"A Layer 2 node or link or term nation-point
has been updated.";
}
}

description



"Layer 2 network event type for notifications.";

}

typedef dupl ex-node {
type enuneration {
enum ful | - dupl ex {
description
"Indi cates full-duplex node.";

enum hal f - dupl ex {
description
"I ndi cates hal f-dupl ex node.";
}

}

description
"Indicates the type of the duplex node.";

}

groupi ng | 2-network-type {
description
"Indi cates the topology type to be L2.";
contai ner |2-topology {
presence "Indicates L2 Network Topol ogy.";
description
"The presence of the container node indicates
L2 Network Topol ogy.";
}
}

groupi ng | 2-topol ogy-attributes {
description
"L2 topol ogy scope attributes.";
contai ner |2-topology-attributes {
description
"Contains L2 topology attributes.";
| eaf nane {
type string;
description
"Nanme of the topology.";

leaf-1ist flags {
type | 2-fl ag-type;
description
"Topol ogy flags.";
}

}
}

grouping | 2-node-attributes {
description
"L2 node attributes.";
contai ner |2-node-attributes {
description
"Contains L2 node attributes.";
| eaf nane {
type string;
description
"Node nane.";

leaf-1ist flags {
type node-fl ag-type;
description
"Node flags. It can be used to indicate
node flag attributes.";

}
leaf-1ist bridge-id {



type string {
pattern '[0-9a-fA-F]{2}(:[0-9a-fA-F]{2}){7};

description
"This is the bridge identifier represented as a
hexadeci mal 8-octet string. It has 4 bits of
priority, 12 bits of Miltiple Spanning Tree
Instance ldentifier (MSTI-ID), and the base bridge
identifier. There may be multiple for each
spanning tree instance.";
reference
"RFC 7727: Spanning Tree Protocol (STP) Application of
the Inter-Chassis Comunication Protoco
(reepyt;

| eaf -1 i st nmanagenent - address {
type inet:ip-address;
description
"I P address used for managenent purpose."”;
}
| eaf managenent - mac {
type yang: nmac- addr ess;
description
"This is a MAC address used for the bridge managenent.
It can be the Bridge Base VLAN ID (VID), interface
MAC address, or other. ";

}
| eaf managenent -vl an {
type string;
description
"This is a VLAN that supports the nmanagenent address.
The actual VLAN ID type and val ue woul d be a nenber of
this VLAN. ";
}

}
}

grouping | 2-link-attributes {
description
"L2 link attributes.";
container |2-link-attributes {
description
"Contains L2 link attributes.”;
| eaf nane {
type string;
description
"Link nane.";

leaf-list flags {
type link-flag-type;
description
"Link flags. It can be used to indicate
link flag attributes.";

| eaf rate {
type ui nt 64;
units "Kbps";
description
"Link rate. It specifies bandwi dth requirements
associated with the specific link. The link
contains a source and a destination.";

}

| eaf del ay {
type uint32;
units "m croseconds”;
description



"Unidirectional link delay in
m croseconds. ";
}
| eaf auto-nego {
type bool ean;
default "true";
description
"Set to true if auto-negotiation is supported.
Set to false if auto-negotiation is not supported.”;

| eaf duplex {
type dupl ex- node;
description
"Exposes the dupl ex node, full-duplex or half-duplex.";

}
}
}

grouping | 2-term nation-point-attributes {
description
"L2 term nation point attributes.";
container |2-termnation-point-attributes {
description
"Containing L2 term nation point attributes.";
| eaf interface-nane {
type string;
description
"Name of the interface. The nanme can (but does not
have to) correspond to an interface reference of a
containing node’s interface, i.e., the path name of a
correspondi ng interface data node on the contai ning
node is rem niscent of data type interface-ref defined
in RFC 8343. It should be noted that data type
interface-ref of RFC 8343 cannot be used directly,
as this data type is used to reference an interface
in a datastore of a single node in the network, not
to uniquely reference interfaces across a network.";

| eaf mac-address {
type yang: nmac- addr ess;
description
"Interface MAC address for logical link control.";

| eaf-1ist port-nunber {
type uint32;
description
" List of port nunbers of the bridge ports for which each
entry contains bridge nanagenent information.";

| eaf-1ist unnunbered-id {
type uint32;
description
"Li st of unnunbered interface identifiers.
The unnunbered interface identifier will correspond to
the iflndex value of the interface, i.e., the iflndex
value of the ifEntry that represents the interface in
i npl ement ati ons where the Interfaces G oup MB
(RFC 2863) is supported.”;
}
| eaf encapsul ation-type {
type identityref {
base et h-encapsul ati on-type;
}
description
"Encapsul ation type of this
term nation point.";



| eaf outer-tag {
if-feature "VLAN';
type dot 1g-types: vi d-range-type;
description
"The outermpst VLANtag. It may include a list of VLAN
I ds or nonoverl appi ng VLAN ranges.";

| eaf outer-tpid {
if-feature "Q nQ';
type dot 1g-types: dot 1g-tag-type;
description
"ldentifies a specific 802.1Q tag type of outernost VLAN
tag.";
}
| eaf inner-tag {
if-feature "VLAN';
type dot 1g-types: vi d-range-type;
description
"The inner VLAN tag. It may include a list of VLAN
I ds or nonoverl appi ng VLAN ranges.";
}
| eaf inner-tpid {
if-feature "Q nQ';
type dot 1g-types: dot 1g-tag-type;
description
"Identifies a specific 802.1Q tag type of inner VLAN tag.";

}
| eaf lag {

type bool ean;

default "fal se";

description

"Defines whether lag is supported or not.
When it is set to true, the lag is supported.”;

}

leaf-1ist nmenber-link-tp {
when "../lag = "true’ " {
description
"Rel evant only when the lag interface is supported."”;

}
type leafref {
pat h "/ nw net wor ks/ nw. net wor k/ nw. hode"
+ "/nt:termnation-point/nt:tp-id";
}

description
"List of nenber link term nation points associated with
specific L2 term nation point.";
}
cont ai ner vxlan {
when "derived-fromor-self(../encapsul ation-type,
+ " 2t:vxlan' )" {
description
"Only applies when the type of the Ethernet
encapsul ation is "vxlan .";

}
if-feature "VXLAN';
| eaf vni-id {
type vni;
description
"VXLAN Network ldentifier (VNI).";
}

description
"Vxl an encapsul ation type.";



augnment "/ nw networ ks/ nw. net wor k/ nw. net wor k-t ypes" {
description
"Introduces new network type for L2 topology.";
uses | 2-network-type;
}
augrment "/ nw net wor ks/ nw. net wor k" {
when '/ nw. net wor ks/ nw; net wor k/ nw. net wor k-t ypes/ | 2t: 1 2-topol ogy’
description
"Augnent ati on paraneters apply only for networks
with L2 topol ogy.";
}
description
"Configuration paraneters for the L2 network
as a whole.";
uses | 2-topol ogy-attributes;
}
augrment "/ nw networ ks/ nw. net wor k/ nw. node" {
when ’ / nw. net wor ks/ nw. net wor k/ nw. net wor k-t ypes/| 2t: 1 2-t opol ogy’
description
"Augnent ati on paraneters apply only for networks
with L2 topol ogy.";
}
description
"Configuration paraneters for L2 at the node
| evel . ";
uses | 2-node-attri butes;
}
augrment "/ nw networ ks/ nw. net wor k/ nt: 1ink" {
when ’ / nw net wor ks/ nw. net wor k/ nw. net wor k-t ypes/| 2t: 1 2-t opol ogy’
description
"Augnent ati on paraneters apply only for networks
with L2 topol ogy.";
}
description
"Augnents L2 topology link information.";
uses | 2-link-attri butes;
}
augnment "/ nw networ ks/ nw. net wor k/ nw. node/ nt:termnation-point" {
when '/ nw. net wor ks/ nw. net wor k/ nw. net wor k-t ypes/ | 2t: 1 2-topol ogy’
description
"Augnent ati on paraneters apply only for networks
with L2 topol ogy.";
}
description
"Augnents L2 topology ternination point information.";
uses | 2-termination-point-attributes;

}

notification |2-node-event {

description

"Notification event for L2 node.";
| eaf event-type {

type | 2- net wor k- event -t ype;

description

"Event type.",;

}

uses nw. node-ref;
uses | 2-network-type;
uses | 2-node-attributes;

}

notification |2-1ink-event {
description
"Notification event for L2 link.";
| eaf event-type {



type | 2- net wor k- event -t ype;
description
"Event type.",;

uses nt:link-ref;
uses | 2-network-type;
uses | 2-link-attributes;

}

notification |2-term nation-point-event {

description

"Notification event for L2 term nation point.";
| eaf event-type {

type | 2- net wor k-event -t ype;

description

"Event type.";

}

uses nt:tp-ref;
uses | 2-network-type;
uses | 2-termnation-point-attributes;

}
}
<CODE ENDS>

| ANA Consi der ations

I ANA has registered the following URIs in the "ns" subregistry within
"The | ETF XM. Regi stry" [ RFC3688]:

URI: wurn:ietf:params:xm:ns:yang:ietf-|2-topol ogy
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanespace

URI: wurn:ietf:paranms:xm:ns:yang:ietf-|2-topol ogy-state
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanespace

I ANA has registered the followi ng YANG nodul es in the "YANG Mdul e
Nanes" subregistry [RFC6020] within the "YANG Paraneters" registry.

Nane: ietf-12-topol ogy

Nanespace: urn:ietf:paranms: xn:ns:yang:ietf-I2-topol ogy
Prefix: |2t

Ref erence: RFC 8944

Nane: ietf-12-topology-state

Nanespace: urn:ietf:params: xn:ns:yang:ietf-I2-topol ogy-state
Prefix: 12t-s

Ref erence: RFC 8944

These nodul es are not nai ntai ned by | ANA
Security Considerations

The YANG nodul es specified in this docunent define a schema for data
that is designed to be accessed via network managenent protocols,
such as Network Configuration Protocol (NETCONF) [RFC6241] or
RESTCONF [ RFC8040]. The | owest NETCONF | ayer is the secure transport
| ayer, and the nmandatory-to-inplenent secure transport is Secure
Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer is HITPS, and the
mandat ory-t o-i npl ement secure transport is TLS [ RFC8446].

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.
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The Layer 2 topol ogy nodul e defines informati on that can be
configurable in certain instances, for exanple, in the case of

virtual topologies that can be created by client applications. In
such cases, a nalicious client could introduce topol ogies that are
undesired. Specifically, a malicious client could attenpt to renove
or add a node, a link, or a termnation point by creating or deleting

correspondi ng el enents in the node, link, and term nation point
lists, respectively. |In the case of a topology that is |earned, the
server will automatically prohibit such m sconfiguration attenpts.
In the case of a topology that is configured, i.e., whose originis

"intended", the undesired configuration could becone effective and be
reflected in the operational state datastore [RFC8342], leading to

di sruption of services provided via this topology. For those
reasons, it is inportant that the NACMis vigorously applied to
prevent topol ogy m sconfiguration by unauthorized clients.

There are a nunber of data nodes defined in this YANG nodul e that are
witable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes nmmy be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

| 2-networ k-attributes:
A malicious client could attenpt to sabotage the configuration of
any of the contained attributes, such as the name or the flag data
nodes.

| 2-node-attri butes:
A malicious client could attenpt to sabotage the configuration of
i mportant node attributes, such as the nane or the nanagenent -
addr ess.

| 2-1ink-attributes:
A malicious client could attenpt to sabotage the configuration of
important link attributes, such as the rate or the delay data
nodes.

| 2-termnation-point-attributes:
A malicious client could attenpt to sabotage the configuration of
important term nation point attributes (e.g., 'maxi numframne-
size').

Sone of the readabl e data nodes in this YANG nodul e may be consi dered

sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. In particular, the YANG nodul e

for Layer 2 topology may expose sensitive information, for exanple,
the MAC addresses of devices or VLAN VXLAN identifiers. Unrestricted
use of such information can lead to privacy violations. For exanple,
listing MAC addresses in a network allows nonitoring of devices and
their noverments. Location information can be derived from MAC
addresses of network devices, bypassing protection of |ocation
informati on by the Qperating System
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Appendi x A

The YANG
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Conpani on YANG Modul e for Non- NVDA- Conpl i ant
| mpl enent ati ons

nmodul e ietf-12-topology defined in this docunent augnents
es, "ietf-network" and "ietf-network-topol ogy", that are
to be used in conjunction with inplenmentations that support

the Network Managenent Datastore Architecture (NVDA) defined in



[ RFC8342]. In order to allow inplenentations to use the nodel even
in cases when NVDA is not supported, a set of conpani on nodul es have
been defined that represent a state nodel of networks and network
topol ogies, "ietf-network-state" and "ietf-network-topol ogy-state",
respectivel y.

In order to be able to use the nodel for Layer 2 topol ogi es defined
in this docunent in conjunction wth non- NVDA-conpli ant

i npl ementations, a correspondi ng conpani on nodul e is defined that
represents the operational state of Layer 2 network topol ogies. The
modul e "ietf-12-topol ogy-state” mirrors the nmodule "ietf-I2-topol ogy
defined in Section 4. However, it augnents "ietf-network-state" and
"ietf-network-topol ogy-state” (instead of "ietf-network” and "ietf-
net wor k-t opol ogy"”) and all its data nodes are nonconfigurabl e.

The conpani on nodul e "ietf-|2-topol ogy" SHOULD NOT be supported by
i mpl erentations that support NVDA. It is for this reason that this
modul e is defined in the informative appendi x.

As the structure of this nodule mrrors that of its underlying
nmodul es, the YANG tree is not depicted separately.

<CODE BEG@ NS> file "ietf-12-topol ogy-state@020-11-15. yang"
modul e ietf-12-topol ogy-state {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-I|2-topol ogy-state”;
prefix | 2t-s;

inmport ietf-network-state {
prefix nws;
ref erence
"RFC 8345: A YANG Data Model for Network Topol ogi es";
}
i mport ietf-network-topol ogy-state {
prefix nt-s;
ref erence
"RFC 8345: A YANG Data Model for Network Topol ogi es”;

}
import ietf-12-topology {
prefix |2t;
reference
"RFC 8944: A YANG Data Model for Layer 2 Network Topol ogi es”;
}

organi zati on

"IETF I 2RS (Interface to the Routing System) Wirking G oup";
cont act

"WG Web: <http://tools.ietf.org/wg/i2rs/>

WG List: <mailto:i2rs@etf.org>

Edi t or: Ji e Dong
<mailto:jie.dong@uawei.conp
Edi t or: Xi ugang Vi
<mai | t 0: wei xi ugang@uawei . conp
Edi t or: Qn W
<mailto:bill.w@uawei.conr
Edi t or: Mohamed Boucadai r

<mai | t o: nohaned. boucadai r @r ange. conp
Edi t or: Anders Liu
<andersliu@encent. conp";
description
"This nodul e defines a nodel for Layer 2 Network Topol ogy
state, representing topology that either is |earned or
results from applying topol ogy that has been configured per
the "ietf-12-topology’ nodel, mirroring the
correspondi ng data nodes in this nodel



This nodel mirrors 'ietf-12-topology but contains only
read-only state data. The nodel is not needed when the
underlying inplenmentation infrastructure supports the
Net wor k Managenent Datastore Architecture (NVDA)

Copyright (c) 2020 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permitted pursuant to, and subject
to the license terms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8944; see
the RFC itself for full legal notices.";

revision 2020-11-15 {
description
"Initial revision.";
reference
"RFC 8944: A YANG Data Model for Layer 2 Network Topol ogi es”;
}

/*
* Data nodes
*/

augrment "/ nw- s: net wor ks/ nw s: net wor k/ nws: net wor k-types” {
description
"Introduces a new network type for L2 topol ogy.";
uses | 2t: 1 2-network-type;

}

augment "/ nw- s: net wor ks/ nws: net wor k" {
when ' nws: network-types/|2t-s:|2-topol ogy’ {
description
"Augnent ati on paraneters apply only for networks
with L2 topol ogy.";
}
description
"Configuration paraneters for the L2 network
as a whole.";
uses | 2t: 1 2-topol ogy-attributes;

}

augrment "/ nw- s: net wor ks/ nw s: net wor k/ nw s: node" {
when ' ../ nws: network-types/|2t-s:|2-topol ogy’ {
description
"Augnent ati on paraneters apply only for networks
with L2 topol ogy.";
}
description
"Configuration paraneters for L2 at the node
| evel . ";
uses | 2t:12-node-attributes;

}

augrment "/ nw- s: networ ks/ nws: network/nt-s:1link" {
when ' ../ nws: network-types/|2t-s:|2-topol ogy’ {
description
"Augnent ati on paraneters apply only for networks
with L2 topol ogy.";



description
"Augnents L2 topology link information.";
uses | 2t:12-1ink-attributes;

}

augrment "/ nw- s: net wor ks/ nw s: net wor k/ nw s: node/ "
+ "nt-s:termnation-point" {
when ' ../../nws:network-types/| 2t-s:|2-topol ogy’ {
description
"Augnent ati on paraneters apply only for networks
with L2 topol ogy.";
}
description
"Augnments L2 topology termnation point information.";
uses | 2t:12-ternm nation-point-attributes;

}

/*
* Notifications
*/

notification |2-node-event {
description
"Notification event for L2 node.";
| eaf event-type {
type | 2t: | 2- networ k- event -t ype;
description
"Event type.";
}
uses nw- s: node-ref;
uses | 2t: 1 2- net work-type;
uses | 2t:|2-node-attributes;

}

notification |2-1ink-event {
description
"Notification event for an L2 link.";
| eaf event-type {
type | 2t: | 2- net wor k- event -t ype;
description
"Event type.";
}
uses nt-s:link-ref;
uses | 2t: | 2-network-type;
uses |2t:12-1ink-attributes;

}

notification |2-term nation-point-event {
description
"Notification event for L2 term nation point.";
| eaf event-type {
type | 2t: | 2-network-event-type;
description
"Event type.";
}
uses nt-s:tp-ref;
uses | 2t: | 2-network-type;
uses | 2t:12-termination-point-attributes;

}
}
<CODE ENDS>

Appendi x B. An Exanpl e

This section contains an exanple of an instance data tree in JSON
encodi ng [ RFC7951]. The exanple instantiates "ietf-12-topol ogy" for



the topology that is depicted in the followi ng diagram There are
three nodes: D1, D2, and D3. D1 has three term nation points: 1-0-1,
1-2-1, and 1-3-1. D2 has three termnation points as well: 2-1-1,
2-0-1, and 2-3-1. D3 has two term nation points: 3-1-1 and 3-2-1

For termination point 1-0-1, it provides |lag support and has two
menber |link term nation points: 1-0-1-1 and 1-0-1-2. In addition,
there are six links, two between each pair of nodes with one going in
each direction.

oo + oo +
D1 | | D2 |
1-0-1-1 /-\ /-\ /-\ /-\
S S| | 1-0-1 | |ececeeeeeenan- > | 2-1-1 | |
1-0-1-2 | | 121 | | Qecemmmmmmmmames I 2-0-1 | |
S >\-/ 1-3-1 \- \-/ 2-3-1  \-J
| I\ | I\
e B CEE e B CEE
PR PR
A | A
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|| I D3 I ||
| /-\ /-\ |
| A > | 3-1-1 | |------- + |
LEEEEEEEE || 3-2-1 | [<--------- +
\- 1 \-
I I
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Figure 2: A Network Topol ogy Exanpl e

The corresponding i nstance data tree is depicted bel ow

{

"ietf-network: networks": {
"network": |

"network-id": "l 2-topo-exanple",
"node": |

"node-id": "D1",
"ietf-network-topology:termnation-point": [
{
"tp-id": "1-0-1",
"ietf-12-topology:l2-termnation-point-attributes": {
"mac- address”: "00:00: 5e: 00: 53: d0",

"lag": true,
"menber-link-tp": [
"1-0-1-1",
"1-0-1-2"
]
}
H
{
"tp-id': "1-0-1-1",
"ietf-12-topology:l2-term nation-point-attributes": {
"mac- address”: "00: 00: 5e: 00: 53: d3"
}
H
{

"tp-id": "1-0-1-2",

"ietf-12-topology:l2-termnation-point-attributes": {
"mac-address": "00: 00: 5e: 00: 53: d4"

}



}1
{
"tp-id': "1-2-1",

"ietf-12-topology:l2-term nation-point-attributes":
"mac-address": "00: 00: 5e: 00: 53: d1"
}

}1
{
"tp-id': "1-3-1",

"ietf-12-topology:l2-term nation-point-attributes":
"mac-address": "00: 00: 5e: 00: 53: d2"
}

| }
"ietf—l2—topo|ogy:|2—node—attributes": {
"managenent - address": |

"192.0.2.1",
"2001:db8:0:1::"
]
}
¥
{

"node-id": "D2",

"ietf-network-topol ogy:termnation-point": [
"tp-id": "2-0-1",
"ietf-12-topology:l2-term nation-point-attributes”:

"mac-address": "00:00: 5e: 00: 53: e0"
}
b
{
"tp-id": "2-1-1",
"ietf-12-topology:l2-term nation-point-attributes”:
"mac-address": "00:00: 5e: 00: 53: el"
}
b
{
"tp-id": "2-3-1",
"ietf-12-topology:l2-term nation-point-attributes”:
"mac-address": "00:00: 5e: 00: 53: e2"
}
| }
"ietf-12-topol ogy:l2-node-attributes”: {
"managenent - addr ess": |
"192.0.2.2",
"2001: db8: 0: 2: : "
]
}
¥
{

"node-id": "D3",
"ietf-network-topol ogy:termination-point": [

"tp-id': "3-1-1",
"ietf-12-topology:l2-term nation-point-attributes”:
"mac-address": "00:00: 5e: 00: 53: f 0"

}
b
{
"tp-id': "3-2-1",
"ietf-12-topology:l2-term nation-point-attributes”:
"mac-address": "00:00: 5e: 00: 53: f 1"
}
}

1.



"ietf-12-topol ogy:|2-node-attributes”: {
"managenent - addr ess": |

"192.0.2.3",
"2001: db8:0:3::"
]
}
}
1,
"ietf-network-topol ogy:link": [
{
"l'ink-id": "D1, 1-2-1, D2, 2-1-1",
"source": {
"sour ce-node": "D1",
"source-tp": "1-2-1"
}

"’estination": {
"dest-node": "D2",
"dest-tp": "2-1-1"

} ]
"ietf-12-topology:l2-link-attributes": {

"rate": "1000"
}
}s
{
"l'ink-id": "D2,2-1-1,D1, 1-2-1"
"source": {
"sour ce-node": "D2",
"source-tp": "2-1-1"
}

"1estination": {
"dest-node": "D1",
"dest-tp": "1-2-1"

} i)
"ietf-12-topology:|l2-link-attributes": {

"rate": "1000"
}
H
{
"link-id": "D1, 1-3-1, D3, 3-1-1"
"source": {
"sour ce-node": "D1",
"source-tp": "1-3-1"
}

"destination": {
"dest-node": "D3",
"dest-tp": "3-1-1"

} i)

"ietf-12-topology:l2-link-attributes": {
"rate": "1000"

}

"link-id": "D3,3-1-1,D1, 1-3-1",
"source": {
"sour ce-node": "D3",
"source-tp": "3-1-1"
},
"destination": {
"dest-node": "D1",
"dest-tp": "1-3-1"

} ]

"ietf-12-topology:l2-link-attributes": {
"rate": "1000"

}

}
{



"link-id": "D2,2-3-1, D8, 3-2-1",
"source": {
"source-node": "D2",
"source-tp": "2-3-1"

}

"1estination": {
"dest-node": "D3",
"dest-tp": "3-2-1"

} i)
"ietf-12-topology:|l2-link-attributes": {

"rate": "1000"
}
b
{
"link-id": "D3,3-2-1, D2, 2-3-1",
"source": {
"source-node": "D3",
"source-tp": "3-2-1"
}

",estination": {
"dest - node": "D2",
"dest-tp": "2-3-1"

} i)
"ietf-12-topology:l2-link-attributes": {
"rate": "1000"
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