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"Structured Headers", or "Structured Trailers". It is intended for
use by specifications of new HTTP fields that wish to use a common
syntax that is nore restrictive than traditional HTTP field val ues.
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I nt roducti on

Speci fying the syntax of new HITP header (and trailer) fields is an
onerous task; even with the guidance in Section 8.3.1 of [RFC7231],
there are many decisions -- and pitfalls -- for a prospective HTTP
field author.

Once a field is defined, bespoke parsers and serializers often need
to be witten, because each field value has a slightly different
handl i ng of what | ooks |ike commobn synt ax.

Thi s document introduces a set of commobn data structures for use in
definitions of new HTTP field values to address these problens. In
particular, it defines a generic, abstract nodel for them along with
a concrete serialization for expressing that nmodel in HITP [ RFC7230]
header and trailer fields.

An HTTP field that is defined as a "Structured Header" or "Structured
Trailer"” (if the field can be either, it is a "Structured Field")
uses the types defined in this specification to define its syntax and
basic handling rules, thereby sinplifying both its definition by
specification witers and handling by inplenentations.

Additionally, future versions of HTTP can define alternative
serializations of the abstract nmodel of these structures, allow ng
fields that use that nodel to be transmitted nore efficiently wthout
bei ng redefi ned.

Note that it is not a goal of this docunent to redefine the syntax of
existing HTTP fields; the nechanisns described herein are only
intended to be used with fields that explicitly opt into them



Section 2 describes how to specify a Structured Fi el d.

Section 3 defines a nunber of abstract data types that can be used in
Structured Fiel ds.

Those abstract types can be serialized into and parsed from HTTP
field values using the algorithnms described in Section 4.

1.1. Intentionally Strict Processing

This specification intentionally defines strict parsing and
serialization behaviors using step-by-step algorithns; the only error
handling defined is to fail the operation altogether

It is designed to encourage faithful inplenentation and good
interoperability. Therefore, an inplenentation that tried to be
hel pful by being nore tolerant of input would nmake interoperability
worse, since that would create pressure on other inplenmentations to
implement simlar (but likely subtly different) workarounds.

In other words, strict processing is an intentional feature of this
specification; it allows non-conformant input to be discovered and
corrected by the producer early and avoids both interoperability and
security issues that mght otherw se result.

Note that as a result of this strictness, if a field is appended to
by multiple parties (e.g., internediaries or different conponents in
the sender), an error in one party’'s value is likely to cause the
entire field value to fail parsing

1.2. Not ati onal Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

Thi s docunent uses algorithns to specify parsing and serialization
behavi ors and the Augnment ed Backus- Naur Form (ABNF) notation of

[ RFC5234] to illustrate expected syntax in HTTP header fields. In
doing so, it uses the VCHAR, SP, DIG T, ALPHA, and DQUOTE rul es from
[ RFC5234]. It also includes the tchar and OA5 rul es from [ RFC7230].

When parsing fromHTTP fields, inplenentations MJUST have behavi or
that is indistinguishable fromfollowing the algorithns. |If there is
di sagreenment between the parsing algorithms and ABNF, the specified
al gorithms take precedence.

For serialization to HITP fields, the ABNF illustrates their expected
wire representations, and the algorithns define the recomended way
to produce them |Inplenentations MAY vary fromthe specified
behavi or so long as the output is still correctly handl ed by the
parsing al gorithm described in Section 4.2.

2. Defining New Structured Fields
To specify an HTTP field as a Structured Field, its authors need to:
* Normatively reference this specification. Recipients and
generators of the field need to know that the requirenents of this
docunent are in effect.
* ldentify whether the field is a Structured Header (i.e., it can

only be used in the header section -- the compn case), a
Structured Trailer (only in the trailer section), or a Structured



Field (both).

* Specify the type of the field value; either List (Section 3.1),
Dictionary (Section 3.2), or Item (Section 3.3).

* Define the semantics of the field val ue.

* Specify any additional constraints upon the field value, as wel
as the consequences when those constraints are viol at ed.

Typically, this nmeans that a field definition will specify the top-

|l evel type -- List, Dictionary, or Item-- and then define its
al | owabl e types and constraints upon them For exanple, a header
defined as a List might have all Integer nmenbers, or a mx of types;

a header defined as an Itemmght allow only Strings, and
additionally only strings beginning with the letter "Q', or strings
in lowercase. Likew se, Inner Lists (Section 3.1.1) are only valid
when a field definition explicitly allows them

When parsing fails, the entire field is ignored (see Section 4.2); in
nost situations, violating field-specific constraints should have the
same effect. Thus, if a header is defined as an Itemand required to
be an Integer, but a String is received, the field will by default be
ignored. If the field requires different error handling, this should
be explicitly specified.

Both Itens and Inner Lists allow paraneters as an extensibility
mechani sm this means that values can | ater be extended to
acconmodate nore information, if need be. To preserve forward
compatibility, field specifications are di scouraged fromdefining the
presence of an unrecogni zed paraneter as an error condition

To further assure that this extensibility is available in the future,
and to encourage consuners to use a conplete parser inplenmentation, a
field definition can specify that "grease" paraneters be added by
senders. A specification could stipulate that all paraneters that
fit a defined pattern are reserved for this use and then encourage
themto be sent on sone portion of requests. This helps to

di scourage recipients fromwiting a parser that does not account for
Par anmet er s.

Speci fications that use Dictionaries can also allow for forward
compatibility by requiring that the presence of -- as well as value
and type associated with -- unknown nenbers be ignored. Subsequent
specifications can then add additional nenbers, specifying
constraints on them as appropriate.

An extension to a Structured Field can then require that an entire
field value be ignored by a recipient that understands the extension
if constraints on the value it defines are not net.

A field definition cannot relax the requirements of this

speci fication because doing so would preclude handling by generic
software; they can only add additional constraints (for example, on
the nuneric range of Integers and Decimals, the format of Strings and
Tokens, the types allowed in a Dictionary's val ues, or the nunber of
Items in a List). Likewise, field definitions can only use this
specification for the entire field value, not a portion thereof.

Thi s specification defines mnimuns for the |l ength or nunber of
various structures supported by inplenentations. 1t does not specify
maxi mum si zes in nost cases, but authors should be aware that HTTP

i npl ementations do inpose various linmts on the size of individua
fields, the total nunber of fields, and/or the size of the entire
header or trailer section
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Specifications can refer to a field nane as a "structured header

nanme", "structured trailer name", or "structured field name" as
appropriate. Likew se, they can refer its field value as a
"structured header value", "structured trailer value", or "structured

field value" as necessary. Field definitions are encouraged to use
the ABNF rules beginning with "sf-" defined in this specification;
other rules in this specification are not intended to be used in
field definitions.

For exanple, a fictitious Foo-Exanple header field might be specified
as:

42. Foo- Exanpl e Header

The Foo- Exanpl e HTTP header field conveys infornmation about how
much Foo the nmessage has.

Foo- Exanple is an Item Structured Header [RFC38941]. Its value
MJST be an Integer (Section 3.3.1 of [RFC8941]). Its ABNF is:

I
I
I
I
I
I
I
| .
| Foo- Exanpl e = sf-integer

I

| Its value indicates the anobunt of Foo in the nessage, and it MJST

| be between 0 and 10, inclusive; other values MJST cause the entire
| header field to be ignored.

I

| The follow ng paraneter is defined:

| * A paraneter whose key is "foourl", and whose value is a String

| (Section 3.3.3 of [RFC8941]), conveying the Foo URL for the

| message. See bel ow for processing requirements.

I

| "foourl" contains a URI-reference (Section 4.1 of [RFC3986]). |If

| its value is not a valid URI-reference, the entire header field

| MJST be ignored. If its value is a relative reference

| (Section 4.2 of [RFC3986]), it MJST be resolved (Section 5 of

| [RFC3986]) before being used.

I

| For exanpl e:

I

| Foo- Exanpl e: 2; foourl="https://foo.exanple.com"

Structured Data Types

This section defines the abstract types for Structured Fields. The
ABNF provi ded represents the on-wire format in HTTP field val ues.

I'n sunmary:

* There are three top-level types that an HITP field can be defined
as: Lists, Dictionaries, and |Itens.

* Lists and Dictionaries are containers; their nenbers can be |tens
or Inner Lists (which are thenselves arrays of Itens).

* Both Itens and I nner Lists can be Parameterized with key/val ue
pairs.

Li sts

Lists are arrays of zero or nore nenbers, each of which can be an
Item (Section 3.3) or an Inner List (Section 3.1.1), both of which
can be Paraneterized (Section 3.1.2).

The ABNF for Lists in HTTP fields is:

sf-1ist = list-nenber *( ONE "," OANE |ist-menber )



I'ist-menber = sf-item/ inner-Ilist

Each nenber is separated by a comma and optional whitespace. For
example, a field whose value is defined as a List of Tokens could
| ook Iike:

Exanpl e-Li st: sugar, tea, rum

An enpty List is denoted by not serializing the field at all. This
inmplies that fields defined as Lists have a default enpty val ue.

Note that Lists can have their nenbers split across nultiple |ines of
the sane header or trailer section, as per Section 3.2.2 of

[ RFC7230]; for exanple, the follow ng are equival ent:

Exanpl e-Li st: sugar, tea, rum

and

Exanpl e-Li st: sugar, tea
Exanpl e-Li st: rum

However, individual nmenbers of a List cannot be safely split between
lines; see Section 4.2 for details.

Parsers MJST support Lists containing at |east 1024 nenbers. Field
specifications can constrain the types and cardinality of individua
Li st values as they require.

3.1.1. Inner Lists
An Inner List is an array of zero or nore Itens (Section 3.3). Both
the individual Items and the Inner List itself can be Paraneterized
(Section 3.1.2).
The ABNF for lnner Lists is:

i nner-1ist ="(" *SP [ sf-item*( 1*SP sf-item) *SP ] ")"
par anmet ers

I nner Lists are denoted by surroundi ng parenthesis, and their val ues
are delimted by one or nore spaces. A field whose value is defined
as a List of Inner Lists of Strings could |ook like:

Exampl e-List: ("foo" "bar"), ("baz"), ("bat" "one"), ()

Note that the last menmber in this exanmple is an enpty Inner List.

A header field whose value is defined as a List of Inner Lists with
Paranmeters at both | evels could | ook |ike:

Exampl e-List: ("foo"; a=1;b=2);lvl=5 ("bar" "baz");lvl=1

Parsers MJST support Inner Lists containing at |east 256 nenbers.
Fi el d specifications can constrain the types and cardinality of
i ndi vidual Inner List nenbers as they require.

3.1. 2. Paraneters

Paranmeters are an ordered nmap of key-value pairs that are associ ated
with an Item (Section 3.3) or Inner List (Section 3.1.1). The keys
are unique within the scope of the Paraneters they occur within, and
the values are bare itenms (i.e., they thensel ves cannot be
paraneterized; see Section 3.3).

I mpl enent ati ons MJST provi de access to Paraneters both by index and



by key. Specifications MAY use either means of accessing them

The ABNF for Paraneters is:

par anet ers =*( ";" *SP paraneter )
par anet er = paramkey [ "=" paramval ue ]
par am key = key
key = ( lcalpha / "*" )
*( lcalpha / DGEQT /[ "_" [ "-" [ "." [ "*")
| cal pha %61-7A ; a-z

par am val ue bare-item

Note that parameters are ordered as serialized, and paraneter keys
cannot contain uppercase letters. A paranmeter is separated fromits
Itemor Inner List and other paraneters by a sem colon. For exanple:

Exanpl e-Li st: abc; a=1; b=2; cde_456, (ghi;jk=41);q9="9";r=w

Par anmet ers whose val ue i s Bool ean (see Section 3.3.6) true MJST om't
that val ue when serialized. For exanple, the "a" paraneter here is
true, while the "b" paraneter is false

Exanpl e-Integer: 1; a; b=?0

Note that this requirement is only on serialization; parsers are
still required to correctly handle the true value when it appears in
a paraneter.

Parsers MJST support at |east 256 paraneters on an lItem or |nner

Li st, and support paraneter keys with at |east 64 characters. Field
specifications can constrain the order of individual paraneters, as
well as their values' types as required

3.2. Dictionaries

Dictionaries are ordered maps of key-value pairs, where the keys are
short textual strings and the values are Itens (Section 3.3) or
arrays of ltens, both of which can be Paraneterized (Section 3.1.2).
There can be zero or nore nenbers, and their keys are unique in the
scope of the Dictionary they occur within.

I mpl enent ati ons MJST provi de access to Dictionaries both by index and
by key. Specifications MAY use either means of accessing the
nenbers.

The ABNF for Dictionaries is:

sf-dictionary = dict-nenber *( O "," OAS dict-nmenber )
di ct - menber = menber-key ( paraneters / ( "=" menber-value ))
menber - key = key

menber - val ue sf-item/ inner-1list

Menbers are ordered as serialized and separated by a conma with
optional whitespace. Menber keys cannot contain uppercase
characters. Keys and val ues are separated by "=" (w thout

whi t espace). For exanpl e:

Exanpl e-Di ct: en="Appl epi ", da=: w4Zi bGVOW6ZydGU=:
Note that in this exanple, the final "=" is due to the inclusion of a
Byt e Sequence; see Section 3.3.5.

Menbers whose val ue i s Bool ean (see Section 3.3.6) true MJST omt
that value when serialized. For exanple, here both "b" and "c" are
true:



Exampl e-Dict: a=?0, b, c; foo=bar

Note that this requirenent is only on serialization; parsers are
still required to correctly handl e the true Bool ean val ue when it
appears in Dictionary val ues.

A Dictionary with a menber whose value is an Inner List of Tokens:
Example-Dict: rating=1.5, feelings=(joy sadness)

A Dictionary with a mix of Items and Inner Lists, sone with
par anet er s

Example-Dict: a=(1 2), b=3, c=4;aa=bb, d=(5 6);valid

As with Lists, an enpty Dictionary is represented by omtting the
entire field. This inplies that fields defined as Dictionaries have
a default enpty val ue.

Typically, a field specification will define the semantics of
Dictionaries by specifying the allowed type(s) for individual nenbers
by their keys, as well as whether their presence is required or
optional. Recipients MIST ignore nenbers whose keys that are

undefi ned or unknown, unless the field s specification specifically
di sal |l ows them

Note that Dictionaries can have their nmenbers split across multiple
lines of the sane header or trailer section; for exanple, the
foll owi ng are equival ent:

Exampl e-Dict: foo=1, bar=2
and

Exanmpl e-Dict: foo=1
Exampl e-Di ct: bar=2

However, individual nenbers of a Dictionary cannot be safely split
between lines; see Section 4.2 for details.

Parsers MJST support Dictionaries containing at |east 1024 key/val ue
pairs and keys with at |east 64 characters. Field specifications can
constrain the order of individual Dictionary menbers, as well as
their values' types as required

3.3. Itens
An Item can be an Integer (Section 3.3.1), a Decimal (Section 3.3.2),
a String (Section 3.3.3), a Token (Section 3.3.4), a Byte Sequence
(Section 3.3.5), or a Boolean (Section 3.3.6). It can have
associ ated paranmeters (Section 3.1.2).
The ABNF for ltens is:

sf-item
bare-item

bare-item paraneters
sf-integer / sf-decimal / sf-string / sf-token
[ sf-binary / sf-bool ean

For exanple, a header field that is defined to be an Itemthat is an
I nteger might |ook like:

Exanpl e-1 nteger: 5
or with paraneters:

Exanpl e- I nteger: 5; foo=bar



3.3.1. Integers
I ntegers have a range of -999, 999, 999, 999, 999 to 999, 999, 999, 999, 999
inclusive (i.e., up to fifteen digits, signed), for |IEEE 754
compatibility [|EEE754].
The ABNF for Integers is:
sf-integer = ["-"] 1*15DIG T
For exanpl e:
Exanpl e- I nteger: 42
Integers larger than 15 digits can be supported in a variety of ways;
for exanple, by using a String (Section 3.3.3), a Byte Sequence

(Section 3.3.5), or a parameter on an Integer that acts as a scaling
factor.

Wiile it is possible to serialize Integers with | eading zeros (e.g.,
"0002", "-01") and signed zero ("-0"), these distinctions may not be
preserved by inpl enentations.

Note that commas in Integers are used in this section’s prose only
for readability; they are not valid in the wire fornat.

3.3.2. Decimals

Decimal s are nunbers with an integer and a fractional conponent. The
i nt eger conponent has at nost 12 digits; the fractional conmponent has
at nost three digits.

The ABNF for decimals is:
sf-decimal =["-"] 1*12DIG T "." 1*3DIAT

For exanple, a header whose value is defined as a Decimal coul d | ook
I'ike:

Exanpl e-Decimal : 4.5

VWhile it is possible to serialize Decimals with | eading zeros (e.g.,
"0002.5", "-01.334"), trailing zeros (e.g., "5.230", "-0.40"), and
signed zero (e.g., "-0.0"), these distinctions may not be preserved
by inpl enmentations.

Note that the serialization algorithm(Section 4.1.5) rounds input
with nore than three digits of precision in the fractional component.
If an alternative rounding strategy is desired, this should be
specified by the header definition to occur before serialization

3.3.3. Strings
Strings are zero or nore printable ASCI1 [RFC0020] characters (i.e.,
the range %20 to %7E). Note that this excludes tabs, newines,
carriage returns, etc.

The ABNF for Strings is:

sf-string = DQUOTE *chr DQUOTE

chr = unescaped / escaped
unescaped = %20-21 / %23-5B / %5D- 7E
escaped ="\" ( DQUOTE / "\" )

Strings are delinmted with double quotes, using a backslash ("\") to



escape doubl e quotes and backsl ashes. For exanpl e:

Exampl e-String: "hello world"

Note that Strings only use DQUOTE as a delimiter; single quotes do
not delimt Strings. Furthernore, only DQUOTE and "\" can be
escaped; other characters after "\" MJST cause parsing to fail

Uni code is not directly supported in Strings, because it causes a
nunber of interoperability issues, and -- with few exceptions --
field values do not require it.

VWhen it is necessary for a field value to convey non-ASCI|I content, a
Byt e Sequence (Section 3.3.5) can be specified, along with a
character encoding (preferably UTF-8 [ STD63]).

Parsers MJUST support Strings (after any decoding) with at |east 1024
characters.

3.3.4. Tokens

Tokens are short textual words; their abstract nodel is identical to
their expression in the HTTP field value serialization

The ABNF for Tokens is:
sf-token = ( ALPHA / "*" ) *( tchar [/ ":" | "[" )
For exanpl e:
Exanpl e- Token: fo00123/ 456
Parsers MJST support Tokens with at | east 512 characters.
Note that Token allows the same characters as the "token" ABNF rule
defined in [RFC7230], with the exceptions that the first character is
required to be either ALPHA or "*", and ":" and "/" are also all owed
i n subsequent characters.
3.3.5. Byte Sequences
Byt e Sequences can be conveyed in Structured Fields.

The ABNF for a Byte Sequence is:

sf-binary
base64

":" *(base64) ":"
ALPHA / DG T/ "+ [ "[" | "="

A Byte Sequence is delimted with col ons and encoded using base64
([ RFC4648], Section 4). For exanple:

Exanpl e- Byt eSequence: :cHJl dGVuzCB0ad zI A zI GIpbnFyeSBj b250ZWs0Lg==

Parsers MJST support Byte Sequences with at | east 16384 octets after
decodi ng.

3.3.6. Bool eans
Bool ean val ues can be conveyed in Structured Fields.
The ABNF for a Bool ean is:

sf-bool ean = "?" bool ean
bool ean ="0" / "1

A Boolean is indicated with a |l eading "?" character followed by a "1"



for a true value or "0" for false. For example
Exanpl e- Bool ean: 2?1

Note that in Dictionary (Section 3.2) and Paraneter (Section 3.1.2)
val ues, Boolean true is indicated by omtting the val ue.

4. Working with Structured Fields in HITP
This section defines howto serialize and parse Structured Fields in
textual HTTP field values and other encodings conpatible with them
(e.g., in HITP/ 2 [ RFC7540] before conpressi on with HPACK [ RFC7541]).
4.1. Serializing Structured Fields

G ven a structure defined in this specification, return an ASCl |
string suitable for use in an HITP field val ue.

1. If the structure is a Dictionary or List and its value is enpty
(i.e., it has no nenbers), do not serialize the field at all
(i.e., omt both the field-nane and fiel d-val ue).

2. If the structure is a List, let output_string be the result of
running Serializing a List (Section 4.1.1) with the structure.

3. Else, if the structure is a Dictionary, |let output_string be the
result of running Serializing a Dictionary (Section 4.1.2) with
the structure

4. Else, if the structure is an Item let output_string be the
result of running Serializing an Item (Section 4.1.3) with the
structure.

5. Else, fail serialization

6. Return output_string converted into an array of bytes, using
ASCI | encodi ng [ RFC0020] .

4.1.1. Serializing a List

G ven an array of (menmber_val ue, parameters) tuples as input_list,
return an ASCI| string suitable for use in an HTTP field val ue.

1. Let output be an enpty string.
2. For each (nmenber _val ue, paraneters) of input I|ist:
1. If menber_value is an array, append the result of running
Serializing an Inner List (Section 4.1.1.1) with

(menber _val ue, paraneters) to output.

2. Oherw se, append the result of running Serializing an Item
(Section 4.1.3) with (menber_val ue, paraneters) to output.

3. If nmore nmenber_values remain in input_list:
1. Append "," to output.
2. Append a single SP to output.
3. Return output.
4.1.1.1. Serializing an Inner List

G ven an array of (menmber_val ue, parameters) tuples as inner_list,
and paraneters as list_paraneters, return an ASCI| string suitable



for use in an HITP field val ue.

5

Let output be the string "(".
For each (nenber_val ue, paranmeters) of inner_list:

1. Append the result of running Serializing an Item
(Section 4.1.3) with (nmenber _val ue, paraneters) to output.

2. If nore values remain in inner_list, append a single SP to
out put .

Append ")" to output.

Append the result of running Serializing Paraneters
(Section 4.1.1.2) with |ist_paranmeters to output.

Ret urn out put.

4.1.1.2. Serializing Paraneters

G ven an ordered Dictionary as input_paraneters (each nenber

havi ng a

param key and a paramvalue), return an ASCI| string suitable for use
in an HTTP field val ue.

1.

2

3.

Let output be an enpty string.

For each paramkey with a value of paramvalue in
i nput _par aneters:

1. Append ";" to output.

2. Append the result of running Serializing a Key
(Section 4.1.1.3) with paramkey to output.

3. If paramvalue is not Bool ean true:
1. Append "=" to output.

2. Append the result of running Serializing a bare Item
(Section 4.1.3.1) with paramval ue to output.

Ret urn out put.

4.1.1.3. Serializing a Key

4.

1.

G ven a key as input_key, return an ASCI| string suitable for use in
an HTTP field val ue.

1.

2

Convert input_key into a sequence of ASCI|I characters; if
conversion fails, fail serialization

If input_key contains characters not in |Icalpha, DAT, "_", "-",
".", or "*"  fail serialization.

If the first character of input_key is not |calpha or "*", fai
serialization.

Let output be an enpty string.
Append i nput _key to out put.
Ret urn out put.

Serializing a Dictionary



G ven an ordered Dictionary as input_dictionary (each nenber
menber _key and a tuple value of (nenber val ue, paraneters)),
an ASCI| string suitable for use in an HTTP field val ue.

1.

2

3.

4. 1.

Let output be an enpty string.

havi ng a
return

For each member_key with a val ue of (menber_val ue, parameters) in

i nput _dictionary:

1. Append the result of running Serializing a Key
(Section 4.1.1.3) with nenber’s nmenber_key to output.

2. |If nmenber_val ue is Bool ean true:

1. Append the result of running Serializing Paraneters

(Section 4.1.1.2) with paraneters to out put.
3. O herw se:
1. Append "=" to output.
2. |If nenber _value is an array, append the result of
Serializing an Inner List (Section 4.1.1.1) with

(menmber _val ue, paraneters) to output.

3. Oherwi se, append the result of running Serializi

runni ng

ng an

Item (Section 4.1.3) with (nmenber_val ue, paranmeters) to

out put .
4. |If nmore nmenbers remain in input_dictionary:
1. Append "," to output.

2. Append a single SP to output.
Ret urn out put.

Serializing an Item

Gven an Itemas bare_item and Paraneters as item paraneters,
an ASCI| string suitable for use in an HTTP field val ue.

1.

2

4.

Let output be an enpty string.

Append the result of running Serializing a Bare Item
(Section 4.1.3.1) with bare_itemto output.

Append the result of running Serializing Paraneters
(Section 4.1.1.2) with itemparaneters to output.

Ret urn out put.

4.1.3.1. Serializing a Bare Item

return

Gven an Itemas input_item return an ASCII string suitable for use
in an HTTP field val ue.

1.

If input _itemis an Integer, return the result of running

Serializing an Integer (Section 4.1.4) with input_item

If input_itemis a Decimal, return the result of running
Serializing a Decimal (Section 4.1.5) with input_item

If input _itemis a String, return the result of running
Serializing a String (Section 4.1.6) with input_item



4.1. 4.

If input_itemis a Token, return the result of running
Serializing a Token (Section 4.1.7) with input_item

If input _itemis a Byte Sequence, return the result of running
Serializing a Byte Sequence (Section 4.1.8) with input_item

If input_itemis a Boolean, return the result of running
Serializing a Boolean (Section 4.1.9) with input_item

O herwi se, fail serialization.

Serializing an Integer

G ven an Integer as input_integer, return an ASCI| string suitable
for use in an HTTP field val ue.

1.

4.1.5.

If input_integer is not an integer in the range of
- 999, 999, 999, 999, 999 to 999, 999, 999, 999, 999 i ncl usive, fai
serialization.

Let output be an enpty string.

If input_integer is less than (but not equal to) O, append "-" to

out put .

Append input _integer’s nuneric value represented in base 10 using
only decinal digits to output.

Ret urn out put .

Serializing a Decinal

G ven a decimal nunber as input_decinal, return an ASCI| string
suitable for use in an HTTP field val ue.

1.

2

10.

4.1.6.

If input_decimal is not a decimal nunber, fail serialization

If input_decinal has nore than three significant digits to the
right of the decimal point, round it to three decinmal places,
rounding the final digit to the nearest value, or to the even
value if it is equidistant.

If input_decimal has nore than 12 significant digits to the left
of the decimal point after rounding, fail serialization

Let output be an enpty string.

If input_decimal is |less than (but not equal to) 0, append
to output.

Append i nput _decimal’s integer conponent represented in base 10
(using only decinmal digits) to output; if it is zero, append

n OII i

Append "." to output.

If input_decinal’'s fractional conponent is zero, append "0" to
out put .

O herwi se, append the significant digits of input_decimal’s
fractional conponent represented in base 10 (using only deci nal
digits) to output.

Ret urn out put.

Serializing a String



4.

4.

1.

1.

Gven a String as input_string, return an ASCI| string suitable for
use in an HTTP field val ue.

1. Convert input_string into a sequence of ASCI| characters; if
conversion fails, fail serialization

2. If input_string contains characters in the range %00-1f or 9%7f-
ff (i.e., not in VCHAR or SP), fail serialization.

3. Let output be the string DQUOTE.
4. For each character char in input_string:
1. If char is "\" or DQUOTE:
1. Append "\" to output.
2. Append char to output.
5. Append DQUOTE to out put.
6. Return output.
7. Serializing a Token

G ven a Token as input_token, return an ASCI| string suitable for use
in an HTTP field val ue.

1. Convert input_token into a sequence of ASCI|I characters; if
conversion fails, fail serialization

2. If the first character of input_token is not ALPHA or "*",  or the

remai ni ng portion contains a character not in tchar, ":", or "/",
fail serialization.

3. Let output be an enpty string.
4. Append input_token to output.

5. Return output.

8. Serializing a Byte Sequence

G ven a Byte Sequence as input_bytes, return an ASCI| string suitable
for use in an HTITP field val ue.

1. If input_bytes is not a sequence of bytes, fail serialization.
2. Let output be an enpty string.
3. Append ":" to output.

4. Append the result of base64-encodi ng i nput_bytes as per
[ RFC4648], Section 4, taking account of the requirenments bel ow.

5. Append ":" to output.

6. Return output.
The encoded data is required to be padded with "=", as per [RFC4648],
Section 3. 2.

Li kewi se, encoded data SHOULD have pad bits set to zero, as per
[ RFC4648], Section 3.5, unless it is not possible to do so due to
i npl ement ati on constraints



4.1.9. Serializing a Bool ean

G ven a Bool ean as input_bool ean, return an ASCI| string suitable for
use in an HTTP field val ue.

1. If input_boolean is not a boolean, fail serialization
2. Let output be an enpty string.
3. Append "?" to output.
4. 1f input_boolean is true, append "1" to output.
5. If input_boolean is false, append "0" to output.
6. Return output.
4.2. Parsing Structured Fields

When a receiving inplenmentation parses HITP fields that are known to
be Structured Fields, it is inportant that care be taken, as there
are a nunber of edge cases that can cause interoperability or even
security problems. This section specifies the algorithmfor doing
so.

G ven an array of bytes as input_bytes that represent the chosen
field s field-value (which is enpty if that field is not present) and
field_type (one of "dictionary", "list", or "itenl), return the

par sed header val ue.

1. Convert input_bytes into an ASCI| string input_string; if
conversion fails, fail parsing.

2. Discard any |leading SP characters frominput_string.

3. If field_ type is "list", let output be the result of running
Parsing a List (Section 4.2.1) with input_string.

4. If field type is "dictionary", |let output be the result of
running Parsing a Dictionary (Section 4.2.2) with input_string.

5. If field_type is "itent, let output be the result of running
Parsing an Item (Section 4.2.3) with input_string.

6. Discard any |eading SP characters frominput_string.
7. If input_string is not enpty, fail parsing.
8. O herw se, return output.

When generating input_bytes, parsers MJST conbine all field lines in
the sane section (header or trailer) that case-insensitively match
the field name into one comma-separated fiel d-val ue, as per

[ RFC7230], Section 3.2.2; this assures that the entire field value is
processed correctly.

For Lists and Dictionaries, this has the effect of correctly
concatenating all of the field s lines, as |long as individual nenbers
of the top-level data structure are not split across nultiple header
instances. The parsing algorithnms for both types allow tab
characters, since these might be used to conbine field |lines by sone
i mpl ement ati ons.

Strings split across nultiple field Iines will have unpredictable
results, because one or nore comras (with optional whitespace) wll



becone part of the string output by the parser. Since concatenation
m ght be done by an upstreaminternediary, the results are not under
the control of the serializer or the parser, even when they are both
under the control of the sane party.

Tokens, Integers, Decinals, and Byte Sequences cannot be split across
multiple field |ines because the inserted commas w |l cause parsing
to fail.

Parsers MAY fail when processing a field value spread across nultiple
field Iines, when one of those lines does not parse as that field.

For exanple, a parsing handling an Exanple-String field that’s
defined as an sf-string is allowed to fail when processing this field
section:

Exanmpl e-String: "foo
Exanpl e- String: bar"

If parsing fails -- including when calling another algorithm-- the
entire field value MJST be ignored (i.e., treated as if the field
were not present in the section). This is intentionally strict, to
i mprove interoperability and safety, and specifications referencing
thi s docunent are not allowed to | oosen this requirenent.

Note that this requirenment does not apply to an inplementation that
is not parsing the field; for exanple, an internmediary is not
required to strip a failing field froma nessage before forwardi ng
it.

4.2.1. Parsing a List
G ven an ASCI| string as input_string, return an array of
(itemor _inner list, paraneters) tuples. input_string is nodified to
renove the parsed val ue.
1. Let nenbers be an enpty array.
2. Wile input_string is not enpty:

1. Append the result of running Parsing an Itemor Inner List
(Section 4.2.1.1) with input_string to nenbers.

2. Discard any | eading OA5 characters frominput_string.
3. If input_string is enpty, return nmenbers.

4. Consune the first character of input_string; if it is not

,", fail parsing
5. Discard any | eading OA5 characters frominput_string.

6. If input_string is enpty, there is a trailing comm; fai
par si ng.

3. No structured data has been found; return nenbers (which is
enmpty).

4.2.1.1. Parsing an Itemor Inner List

G ven an ASCI| string as input_string, return the tuple

(itemor _inner_list, paraneters), where itemor_inner_list can be
either a single bare itemor an array of (bare_item paraneters)
tuples. input_string is nodified to renove the parsed val ue.

1. If the first character of input_string is "(", return the result
of running Parsing an Inner List (Section 4.2.1.2) with



i nput _string.

2. Return the result of running Parsing an Item (Section 4.2.3) with
i nput _string.

4.2.1.2. Parsing an |Inner List
G ven an ASCI| string as input_string, return the tuple (inner_list,
paraneters), where inner_list is an array of (bare_item paraneters)
tuples. input_string is nodified to renpve the parsed val ue.

1. Consume the first character of input_string; if it is not "(",
fail parsing

2. Let inner_list be an enpty array.
3. Wiile input_string is not enpty:
1. Discard any |leading SP characters from i nput_string.
2. If the first character of input_stringis ")":
1. Consume the first character of input_string.

2. Let paraneters be the result of running Parsing
Paraneters (Section 4.2.3.2) with input_string.

3. Return the tuple (inner_list, paraneters).

3. Let itembe the result of running Parsing an Item
(Section 4.2.3) with input_string.

4. Append itemto inner_list.

5. If the first character of input_string is not SP or ")", fai
par si ng.

4. The end of the Inner List was not found; fail parsing.

4.2.2. Parsing a Dictionary
G ven an ASCI| string as input_string, return an ordered nap whose
values are (itemor_inner_list, paranmeters) tuples. input_string is
nodi fied to renove the parsed val ue.
1. Let dictionary be an enpty, ordered map.
2. Wile input_string is not enpty:

1. Let this_key be the result of running Parsing a Key
(Section 4.2.3.3) with input_string.

2. If the first character of input_string is "=":
1. Consune the first character of input_string.

2. Let nmenber be the result of running Parsing an Item or
Inner List (Section 4.2.1.1) with input_string.

3. O herw se:
1. Let val ue be Bool ean true.

2. Let parameters be the result of running Parsing
Paraneters (Section 4.2.3.2) with input_string.



3. Let nenber be the tuple (value, paraneters).

4. If dictionary already contains a key this_key (conparing
character for character), overwite its value wth nenber.

5. O herwi se, append key this_key with value menber to
di ctionary.

6. Di scard any | eading OAS characters from i nput_string.
7. If input_string is enpty, return dictionary.
8. Consune the first character of input_string; if it is not

,", fail parsing.

9. Di scard any | eading OAS characters frominput_string.
10. If input_string is enpty, there is a trailing comm; fail
par si ng.

No structured data has been found; return dictionary (which is
enpty).

Note that when duplicate Dictionary keys are encountered, all but the

| ast

4.2.3.

i nstance are ignored.

Parsing an Item

G ven an ASCI| string as input_string, return a (bare_item
paraneters) tuple. input_string is nodified to renove the parsed

val ue.

1. Let bare itembe the result of running Parsing a Bare Item
(Section 4.2.3.1) with input_string.

2. Let paraneters be the result of running Parsing Paraneters
(Section 4.2.3.2) with input_string.

3. Return the tuple (bare_item paraneters).

4.2.3.1. Parsing a Bare Item

G ven an ASCI| string as input_string, return a bare Item
input_string is nodified to renove the parsed val ue.

1.

If the first character of input_string is a "-" or a DIAT,
return the result of running Parsing an |Integer or Decinal
(Section 4.2.4) with input_string.

If the first character of input_string is a DQUOTE, return the
result of running Parsing a String (Section 4.2.5) with
i nput _string.

If the first character of input_string is an ALPHA or "*", return
the result of running Parsing a Token (Section 4.2.6) with

i nput _string.

If the first character of input_string is ":", return the result
of running Parsing a Byte Sequence (Section 4.2.7) with

i nput _string.

If the first character of input_string is "?", return the result
of running Parsing a Boolean (Section 4.2.8) with input_string.

O herwise, the itemtype is unrecogni zed; fail parsing.



4.2.3.2. Parsing Paraneters

G ven an ASCI| string as input_string, return an ordered nap whose
val ues are bare Itens. input_string is nodified to renpve the parsed
val ue.

1. Let paraneters be an enpty, ordered map.

2. Wile input_string is not enpty:

1. If the first character of input_string is not ";", exit the
| oop.
2. Consune the ";" character fromthe begi nning of input_string.

3. Discard any |l eading SP characters frominput_string.

4. Let paramkey be the result of running Parsing a Key
(Section 4.2.3.3) with input_string.

5. Let paramval ue be Bool ean true.

6. |If the first character of input_string is "=":

1. Consune the
i nput _string.

character at the begi nning of
2. Let paramvalue be the result of running Parsing a Bare
Item (Section 4.2.3.1) with input_string.
7. |If paraneters already contains a key param key (conparing
character for character), overwite its value with

par am val ue.

8. O herw se, append key paramkey with value paramvalue to
par amet er s

3. Return paraneters.

Not e that when duplicate paraneter keys are encountered, all but the
| ast instance are ignored.

4.2.3.3. Parsing a Key

4.

2

G ven an ASCI| string as input_string, return a key. input_string is
nmodi fied to renove the parsed val ue.

1. If the first character of input_string is not |cal pha or "*",
fail parsing

2. Let output_string be an enpty string.
3. Wile input_string is not enmpty:

1. If the first character of input_string is not one of |calpha,
pagT, "_", "-", ".", or "*", return output_string

2. Let char be the result of consuming the first character of
i nput _string.

3. Append char to output_string.
4. Return output_string.

4. Parsing an |Integer or Decinal



4.

G ven an ASCI| string as input_string, return an Integer or Deci nal
input_string is nodified to renove the parsed val ue.

NOTE: This al gorithm parses both Integers (Section 3.3.1) and
Decimal s (Section 3.3.2), and returns the corresponding structure.

1.

2

1

2

0.

5

Let type be "integer".

Let sign be 1.

Let

i nput _nunber be an enpty string.

If the first character of input_string is "-", consune it and
set sign to -1.

| f

input_string is enpty, there is an enpty integer; fai

par si ng.

If the first character of input_string is not a DIG@T, fail
par si ng.

Wil e input_string is not enpty:

1.

Let char be the result of consuming the first character of
i nput _string.

If char is a DDAT, append it to input_nunber.

Else, if type is "integer" and char is

1. If input_nunber contains nore than 12 characters, fai
par si ng.

2. O herwi se, append char to input_nunber and set type to
"deci mal ".

O herwi se, prepend char to input_string, and exit the | oop

If type is "integer" and input_nunber contains nore than 15
characters, fail parsing.

If type is "decimal" and input_nunber contains nore than 16
characters, fail parsing.

If type is "integer":

1. Parse input_nunber as an integer and | et output_nunber be
the product of the result and sign

G herwi se:

1. If the final character of input_nunber is ".", fail parsing.

2. If the number of characters after "." in input_nunber is
greater than three, fail parsing

3. Parse input_nunber as a decimal nunber and | et output numnber

be the product of the result and sign

Ret urn out put _nunber.

Parsing a String

G ven an ASCI| string as input_string, return an unquoted String.
input_string is nodified to renove the parsed val ue.



1. Let output_string be an enpty string.

2. If the first character of input_string is not DQUOTE, fail
par si ng.

3. Discard the first character of input_string.
4. Wiile input_string is not enpty:

1. Let char be the result of consunming the first character of
i nput _string.

2. If char is a backslash ("\")
1. If input_string is now enpty, fail parsing.

2. Let next_char be the result of consuming the first
character of input_string.

3. If next_char is not DQUOTE or "\", fail parsing.
4. Append next _char to output_string.
3. FElse, if char is DQUOTE, return output_string.

4. Else, if char is in the range %00-1f or W7f-ff (i.e., it is
not in VCHAR or SP), fail parsing.

5. Else, append char to output_string.

5. Reached the end of input_string without finding a closing DQUOTE;
fail parsing

4.2.6. Parsing a Token

G ven an ASCI| string as input_string, return a Token. input_string
is nodified to renove the parsed val ue.

1. If the first character of input _string is not ALPHA or "*", fai
par si ng.

2. Let output_string be an enpty string.
3. Wiile input_string is not enpty:

1. If the first character of input_string is not in tchar, ":",
or "/", return output_string.

2. Let char be the result of consuming the first character of
i nput _string.

3. Append char to output_string.
4. Return output_string.
4.2.7. Parsing a Byte Sequence

G ven an ASCI| string as input_string, return a Byte Sequence.
input_string is nodified to renove the parsed val ue.

1. If the first character of input_string is not ":", fail parsing.
2. Discard the first character of input_string.

3. |If there is not a
fail parsing

":" character before the end of input_string,



4.

7

4. Let b64 content be the result of consum ng content of
input_string up to but not including the first instance of the
character ":"

5. Consune the ":" character at the beginning of input_string.

6. |If b64 content contains a character not included in ALPHA, DIG T,
"+, "/", and "=", fail parsing.

7. Let binary_content be the result of base64-decodi ng [ RFC4648]
b64 content, synthesizing padding if necessary (note the
requi renents about recipient behavior below). |If base64 decoding
fails, parsing fails.

8. Return binary_content.

Because sone i npl enentati ons of base64 do not allow rejection of
encoded data that is not properly "=" padded (see [ RFC4648],
Section 3.2), parsers SHOULD NOT fail when "=" padding is not
present, unless they cannot be configured to do so.

Because sone inpl enmentations of base64 do not allow rejection of
encoded data that has non-zero pad bits (see [ RFC4648], Section 3.5),
parsers SHOULD NOT fail when non-zero pad bits are present, unless
they cannot be configured to do so.

Thi s specification does not relax the requirenents in [ RFC4648],
Sections 3.1 and 3.3; therefore, parsers MIST fail on characters
out si de the base64 al phabet and on |ine feeds in encoded data.

2.8. Parsing a Bool ean

G ven an ASCI| string as input_string, return a Boolean. input_string
is nodified to renove the parsed val ue.

1. If the first character of input_string is not "?", fail parsing.
2. Discard the first character of input_string.

3. If the first character of input_string nmatches "1", discard the
first character, and return true.

4. If the first character of input_string nmatches "0", discard the
first character, and return fal se.

5. No val ue has matched; fail parsing.

I ANA Consi derati ons
Thi s document has no | ANA acti ons.

Security Considerations
The size of nobst types defined by Structured Fields is not limted;
as a result, extrenely large fields could be an attack vector (e.g.,
for resource consunption). Most HTTP inplenentations linmt the sizes
of individual fields as well as the overall header or trailer section
size to mitigate such attacks.

It is possible for parties with the ability to inject new HTTP fields

to change the neaning of a Structured Field. |n some circunstances,
this will cause parsing to fail, but it is not possible to reliably
fail in all such circunstances
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Appendi x A.  Frequently Asked Questions

A. 1. Why Not JSON?



Earlier proposals for Structured Fields were based upon JSON

[ RFC8259]. However, constraining its use to nmake it suitable for
HTTP header fields required senders and recipients to inplenent
speci fic additional handling.

For exanple, JSON has specification issues around | arge nunbers and
objects with duplicate nenbers. Although advice for avoiding these
i ssues is available (e.g., [RFC7493]), it cannot be relied upon

Li kewi se, JSON strings are by default Unicode strings, which have a
nunber of potential interoperability issues (e.g., in conparison).

Al t hough i npl enenters can be advised to avoid non-ASCI| content where
unnecessary, this is difficult to enforce.

Anot her exanple is JSON's ability to nest content to arbitrary
depths. Since the resulting menory conmitment might be unsuitable
(e.g., in enbedded and other linited server deployments), it’s
necessary to limt it in some fashion; however, existing JSON

i npl ementations have no such limts, and even if alimt is
specified, it’s likely that sone field definition will find a need to
violate it.

Because of JSON s broad adoption and inplenentation, it is difficult
to impose such additional constraints across all inplenentations;
sonme depl oynents would fail to enforce them thereby harm ng
interoperability. |In short, if it looks |ike JSON, people will be
tenpted to use a JSON parser/serializer on field val ues

Since a major goal for Structured Fields is to inprove
interoperability and sinplify inplenmentation, these concerns led to a
format that requires a dedicated parser and serializer

Additionally, there were wi dely shared feelings that JSON doesn’'t
"l ook right" in HTTP fields.

Appendi x B. I nplenentati on Notes

A generic inplenentation of this specification should expose the top-
| evel serialize (Section 4.1) and parse (Section 4.2) functions.

They need not be functions; for exanple, it could be inplenented as
an object, with methods for each of the different top-Ievel types.

For interoperability, it's inportant that generic inplenentations be
conplete and follow the algorithns closely; see Section 1.1. To aid
this, a cormon test suite is being maintained by the community at
<https://github.com httpwg/structured-field-tests>

I mpl enenters should note that Dictionaries and Paraneters are order-
preserving maps. Sone fields may not convey neaning in the ordering
of these data types, but it should still be exposed so that it will
be available to applications that need to use it.

Li kewi se, inplenentations should note that it's inportant to preserve
the distinction between Tokens and Strings. VWile nmpost progranmm ng

| anguages have native types that nap to the other types well, it may

be necessary to create a wapper "token" object or use a paraneter on
functions to assure that these types remain separate.

The serialization algorithmis defined in a way that it is not
strictly limted to the data types defined in Section 3 in every
case. For exanple, Decimals are designed to take broader input and
round to all owed val ues.

I mpl enentations are allowed to limt the size of different
structures, subject to the m ninmuns defined for each type. When a



structure exceeds an inplenentation limt, that structure fails
parsing or serialization.
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