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I nt roducti on

Det Net (Determ nistic Networking) provides the ability to carry
specified unicast or nmulticast data flows for real-tine applications
with extrenmely | ow packet |oss rates and assured nmaxi num end-t o-end
delivery latency. A description of the general background and
concepts of DetNet can be found in [ RFC8655].

Thi s docunent describes the concepts needed by any Det Net data pl ane
specification (i.e., the DetNet-specific use of packet header fields)
and provides considerations for any correspondi ng i npl ementation. It
covers the building blocks that provide the DetNet service, the

Det Net service sub-layer, and the Det Net forwardi ng sub-Iayer
functions as described in the DetNet architecture [ RFC8655].

The Det Net architecture nodels the Det Net-rel ated data pl ane
functions as being deconposed into two sub-layers: a service

sub-l ayer and a forwardi ng sub-layer. The service sub-layer is used
to provide DetNet service protection and reordering. The forwarding
sub-l ayer |everages traffic engi neering nechani sns and provides
congestion protection (low |oss, assured |latency, and |linited out-of-
order delivery). A particular forwarding sub-layer nmay have
capabilities that are not available on other forwardi ng sub-Iayers.
Det Net makes use of the existing forwarding sub-layers with their
respective capabilities and does not require 1:1 equival ence between
different forwarding sub-layer capabilities.

As part of the service sub-layer functions, this docunment describes
typical Det Net node data plane operation. |t describes the
functionality and operation of the Packet Replication Function (PRF),
the Packet Elimination Function (PEF), and the Packet Ordering
Function (POF) within the service sub-layer. Furthernore, it

descri bes the forwardi ng sub-1|ayer.

As defined in [ RFC8655], DetNet flows may be carried over network
technol ogi es that can provide service characteristics required by
Det Net. For exanple, DetNet MPLS flows can be carried over |EEE
802.1 Time-Sensitive Networking (TSN) sub-networks [l EEE802. 1TSNTQ .



However, | EEE 802.1 TSN support is not required in DetNet. TSN frane
preenption is an exanple of a forwarding |ayer capability that is
typically not replicated in other forwardi ng technol ogi es. Mst of
Det Net's benefits can be gai ned by running over a data-link |ayer
that has not been specifically enhanced to support all TSN
capabilities, but for such networks and traffic m xes, delay and
jitter performance may vary due to the forwardi ng sub-layer’s
intrinsic properties.

Different application flows, such as Ethernet or I P, can be napped on
top of DetNet. DetNet can optionally reuse header information
provi ded by, or shared with, applications. An exanmple of shared
header fields can be found in [ RFC83939].
Thi s docunent al so covers basic concepts related to the Controller
Pl ane and Operations, Admnistration, and Miintenance (OAM. Data
pl ane OAM specifics are out of scope for this docunent.

2. Term nol ogy

2.1. Ternms Used in This Docunent
Thi s docunent uses the term nology established in the Det Net
architecture [RFC8655], and it is assuned that the reader is famliar
with that docunment and its term nol ogy.

2.2. Abbreviations

The foll owi ng abbreviations are used in this docunent:

BGP Bor der Gat eway Protocol

CoS Cl ass of Service

d- Cw Det Net Control Word

Det Net Det er m ni sti c NetworKki ng

DN Det Net

GWLS General i zed Multiprotocol Label Switching

GRE Generic Routing Encapsul ation

| Psec | P Security

L2 Layer 2

LSP Label Switched Path

MPLS Mul tiprotocol Label Switching

OAM Operations, Administration, and Mii ntenance
PCEP Pat h Conmput ati on El ement Communi cati on Protocol
PEF Packet Elim nation Function

POF Packet Ordering Function

PREOF Packet Replication, Elimnation, and O dering Functions
PRF Packet Replication Function

PSN Packet Switched Network



QS Quality of Service

S- Label Det Net "service" | abe

TDM Ti me- Di vi si on Ml tipl exing
TSN Ti me- Sensi ti ve Networ ki ng
YANG Yet Another Next Generation

Overvi ew of the DetNet Data Pl ane

Thi s docunent describes how application flows, or App-flows

[ RFC8655], are carried over DetNet networks. The DetNet architecture
[ RFC8655] npdels the DetNet-related data plane functions as
deconposed into two sub-layers: a service sub-layer and a forwarding
sub- I ayer.

Figure 1, reproduced from [ RFC8655], shows a | ogical DetNet service
with the two sub-Ilayers.
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Figure 1: DetNet Data Pl ane Protocol Stack

The Det Net forwardi ng sub-layer may be directly provided by the

Det Net service sub-layer -- for exanple, by IP tunnels or MPLS

Al ternatively, an overlay approach may be used in which the packet is
natively carried between key nodes within the Det Net network (say,

bet ween PRECF nodes), and a sub-layer is used to provide the

i nformati on needed to reach the next hop in the overl ay.

The forwardi ng sub-layer provides the QS-related functions needed by
the DetNet flow. It may do this directly through the use of queuing
techni ques and traffic engineering nmethods, or it nay do this through
the assistance of its underlying connectivity. For exanple, it may
call upon Ethernet TSN capabilities defined in | EEE 802.1 TSN

[1 EEE802. 1TSNTG . The forwardi ng sub-layer uses buffer resources for
packet queuing, as well as reservation and allocation of bandwi dth
capacity resources.

The service sub-layer provides additional support beyond the
connectivity function of the forwardi ng sub-layer. See Section 4.3
regardi ng PREOF. The POF uses sequence nunbers added to packets,
enabling a range of packet order protection fromsinple ordering and
droppi ng out-of -order packets to nore conplex reordering of a fixed
nunber of out-of-order, mininally del ayed packets. Reordering
requires buffer resources and has an inpact on the delay and jitter
of packets in the DetNet flow.



The nethod of instantiating each of the layers is specific to the
particul ar Det Net data plane nethod, and nore than one approach nay
be applicable to a given network type.

3. 1. Dat a Pl ane Characteristics

The data plane has two mmjor characteristics: the technology and the
encapsul ati on, as di scussed bel ow.

3.1.1. Data Plane Technol ogy

The Det Net data plane is provided by the Det Net service and
forwardi ng sub-layers. The DetNet service sub-layer generally
provides its functions for the DetNet application flows by using or
appl yi ng exi sting standardi zed headers and/ or encapsul ations. The
Det Net forwardi ng sub-layer may provide capabilities |everaging that
same header or encapsul ation technology (e.g., DN IP or DN MPLS), or
it may be achieved via other technol ogies, as shown in Figure 2
below. DetNet is currently defined for operation over packet-
switched (1 P) networks or |abel-swtched (MPLS) networks.

3.1.2. Encapsul ation

Det Net encodes specific flow attributes (flow identity and sequence
nunber) in packets. For exanple, in DetNet IP, zero encapsulation is
used, and no sequence nunber is available; in DetNet MPLS, Det Net-
specific informati on may be added explicitly to the packets in the
formof an S-Label and a d- CW [ Det Net- MPLS].

The encapsul ation of a DetNet flow allows it to be sent over a data
pl ane technol ogy other than its native type. DetNet uses header
information to performtraffic classification, i.e., identify DetNet
flows, and provide Det Net service and forwarding functions. As
menti oned above, Det Net may add headers, as is the case for DN MPLS,
or may use headers that are already present, as is the case for DN

IP. Figure 2 illustrates sone rel ati onshi ps between the conponents.
+--mna +
| TSN |
- + +o - - - - +- +
| DNIP | | DN MPLS
B e e S I —— +- +
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Fi gure 2: Det Net Service Exanples

The use of encapsulation is also required if additional information
(metadata) is needed by the Det Net data plane and either (1) there is
no ability toinclude it in the client data packet or (2) the
specification of the client data plane does not pernit the

nmodi fication of the packet to include additional data. An exanple of
such nmetadata is the inclusion of a sequence nunber required by
PRECF.

Encapsul ation nmay al so be used to carry or aggregate flows for
equi pmrent with linmted DetNet capability.

3.2. DetNet-Specific Mtadata
The Det Net data plane can provide or carry the foll ow ng netadata:
1. FlowID

2. Sequence nunber



The Det Net data plane franmework supports a FlowID (for
identification of the flow or aggregate flow) and/or a sequence
number (for PREOF) for each DetNet flow The Flow 1D is used by both
the service and forwardi ng sub-layers, but the sequence nunber is
only used by the service layer. Metadata can also be used for OAM

i ndi cations and instrunentation of DetNet data plane operation

Met adata inclusion can be inplicit or explicit. Explicit inclusions

i nvol ve a dedi cated header field that is used to include netadata in

a DetNet packet. |In the inplicit method, part of an al ready-existing
header field is used to encode the netadat a.

Explicit inclusion of netadata is possible through the use of IP
options or |P extension headers. New |IP options are al nost

i mpossible to get standardi zed or to deploy in an operational network
and wi Il not be discussed further in this text. [|Pv6 extension
headers are finding popularity in current |Pv6 devel opment work,
particularly in connection with Segnment Routing of IPv6 (SRv6) and I P
OAM  The design of a new | Pv6 extension header or the nodification
of an existing one is a technique available in the tool box of the

Det Net | P data plane desi gner

Explicit inclusion of nmetadata in an | P packet is al so possible
through the inclusion of an MPLS | abel stack and the MPLS d-CW using
one of the nethods for carrying MPLS over |P

[ Det Net - MPLS-over-UDP-1P]. This is described in nore detail in
Section 3.5.5.

Implicit metadata in I P can be included through the use of the

net wor k programm ng paradi gm [ SRv6- Net wor k- Prog], in which the suffix
of an I Pv6 address is used to encode additional information for use
by the network of the receiving host.

An MPLS exanple of explicit metadata is the sequence nunber used by
PREOF, or even the case where all the essential information is
included in the Det Net-over-MLS | abel stack (the d-CwWand the Det Net
S- Label ).

3.3. DetNet |P Data Pl ane

An | P data plane may operate natively or through the use of an
encapsul ati on. Many types of | P encapsul ation can satisfy Det Net
requirenents, and it is anticipated that nore than one encapsul ation
may be deployed -- for exanple, GRE, |Psec.

One nethod of operating an | P Det Net data plane without encapsul ation
is to use 6-tuple-based flow identification, where "6-tuple" refers
to information carried in I P-layer and hi gher-1layer protocol headers.
General background on the use of |IP headers and 6-tuples to identify
fl ows and support QS can be found in [RFC3670]. The extra field in
the 6-tuple is the DSCP field in the packet. [RFC7657] provides
useful background on differentiated services (Diffserv) and tuple-
based flow identification. DetNet flow aggregati on may be enabl ed
via the use of wldcards, masks, prefixes, and ranges. The operation
of this method is described in detail in [RFC8939].

The Det Net forwarding plane may use explicit route capabilities and
traffic engineering capabilities to provide a forwardi ng sub-Iayer

that is responsible for providing resource allocation and explicit

routes. It is possible to include such information in a native IP
packet either explicitly or inplicitly.

3.4. DetNet MPLS Data Pl ane

MPLS provides a forwarding sub-layer for traffic over inplicit and
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explicit paths to the point in the network where the next Det Net
service sub-layer action needs to take place. It does this through
the use of a stack of one or nore |abels with various forwarding

semanti cs.

MPLS al so provides the ability to identify a service instance that is
used to process the packet through the use of a |abel that maps the
packet to a service instance

In cases where netadata is needed to process an MPLS-encapsul at ed
packet at the service sub-layer, the d-CW][DetNet-MPLS] can be used.

Al t hough such d-CW\ are frequently 32 bits long, there is no

architectural constraint on the size of this structure -- only the
requirenent that it be fully understood by all parties operating on
it in the DetNet service sub-layer. The operation of this nethod is
described in detail in [DetNet-MLS].

Further Det Net Data Pl ane Consi derations

This section provides informative considerations related to providing
Det Net service to flows that are identified based on their header

i nformation.

1. Functions Provi ded on a Per-Fl ow Basi s

At a high level, the followi ng functions are provided on a per-flow
basi s.

3.5.1.1. Reservation and Al |l ocati on of Resources

Resources m ght be reserved in order to make them avail able for

all ocation to specific DetNet flows. This can elimnate packet
contention and packet |oss for DetNet traffic. This also can reduce
jitter for DetNet traffic. Resources allocated to a DetNet flow
protect it fromother traffic flows. On the other hand, it is
assuned that DetNet flows behave in accordance with the reserved
traffic profile. It nust be possible to detect ni sbehaving Det Net
flows and to ensure that they do not conprom se QS of other flows.
Queui ng, policing, and shaping policies can be used to ensure that
the allocation of resources reserved for DetNet is net.

3.5.1.2. Explicit Routes

A flow can be routed over a specific, preconputed path. This allows
control of network delay by steering the packet with the ability to
i nfluence the physical path. Explicit routes conpl ement reservation
by ensuring that a consistent path can be associated with its
resources for the duration of that path. Coupled with the traffic
mechanism this limts msordering and bounds |atency. Explicit
route conputation can enconpass a wi de set of constraints and can
optinize the path for a certain characteristic, e.g., highest

bandwi dth or lowest jitter. |In these cases, the "best" path for any
set of characteristics may not be a shortest path. The sel ection of
the path can take into account multiple network netrics. Sone of
these netrics are neasured and distributed by the routing system as
traffic engineering nmetrics.

3.5.1.3. Service Protection

Service protection involves the use of multiple packet streams using
multiple paths -- for exanple, 1+1 or 1:1 linear protection. For
DetNet, this primarily relates to packet replication and elimnation
capabilities. MPLS offers a nunber of protection schenmes. WMPLS
hitless protection can be used to switch traffic to an already-
established path in order to restore delivery rapidly after a
failure. Path changes, even in the case of failure recovery, can



lead to the out-of-order delivery of data requiring POFs either
within the Det Net service or at a high layer in the application
traffic. Establishnent of new paths after a failure is out of scope
for DetNet services

3.5.1.4. Network Coding

Net wor k Codi ng [nwcrg], not to be confused with network programm ng,
conprises several techniques where nultiple data flows are encoded.
These resulting flows can then be sent on different paths. The
encodi ng operation can conbine flows and error recovery infornmation.
When the encoded fl ows are decoded and recomnbi ned, the original flows
can be recovered. Note that Network Coding uses an alternative to
packet - by- packet PREOF. Therefore, for certain network topol ogies
and traffic | oads, Network Coding can be used to inprove a network’s
t hroughput, efficiency, latency, and scalability, as well as
resilience to partition, attacks, and eavesdropping, as conpared to
traditional methods. DetNet could use Network Coding as an
alternative to other nmeans of protection. Network Coding is often
applied in wirel ess networks and is being explored for other network

types.
3.5.1.5. Load-Sharing

The use of packet-by-packet | oad-sharing of the same Det Net flow over
multiple paths is not recommended, except for the cases |isted above
where PREOF are utilized to inprove protection of traffic and

mai ntain order. Packet-by-packet |oad-sharing, e.g., via Equal-Cost
Mul tipath (ECWP) or Unequal - Cost Multipath (UCWMP), inpacts ordering
and, possibly, jitter.

3.5.1.6. Troubl eshooting

Det Net | everages many different forwarding sub-layers, each of which
supports various tools to troubl eshoot connectivity -- for exanple,
identification of msbehaving flows. The DetNet service |ayer can

| everage existing mechanisnms to troubl eshoot or nonitor flows, such
as those in use by IP and MPLS networks. At the Application |ayer, a
client of a DetNet service can use existing techniques to detect and
moni t or del ay and | oss.

3.5.1.7. Flow Recognition for Analytics

Net wor k anal ytics can be inherited fromthe technol ogi es of the
service and forwardi ng sub-layers. At the DetNet service edge,
packet and bit counters (e.g., sent, received, dropped, out of
sequence) can be naintai ned.

3.5.1.8. Correlation of Events with Fl ows

The provider of a DetNet service may provide other capabilities to
monitor flows, such as nore detailed |oss statistics and tinestanping
of events. Details regarding these capabilities are out of scope for
this docunent.

3.5.2. Service Protection

Service protection allows DetNet services to increase reliability and
mai ntain a desired | evel of service assurance in the case of network
congestion or network failure. DetNet relies on the underlying
technol ogy capabilities for various protection schemes. Protection
schenes enabl e partial or conplete coverage of the network paths and
active protection with conbinations of the PRF, PEF, and POF

3.5.2.1. Linear Service Protection



An exanpl e Det Net MPLS network fragnment and its packet flow are
illustrated in Figure 3.

1 1.1 1.1 1.2.1 1.2.1 1.2.2
CEl----ENl-------- RIL------- R2------- R3-------- EN2- - - - - CE2
\ 1.2.1/ /
\1.2 [ + /
omoo o = +
1.2.2

Fi gure 3: Exanpl e of Packet Flow Protected by Det Net

In Figure 3, the nunbers are used to identify the instance of a
packet. Packet 1 is the original packet. Packets 1.1 and 1.2 are
two first-generation copies of packet 1, packet 1.2.1 is a second-
generation copy of packet 1.2, and so on. Note that these nunbers
never appear in the packet and are not to be confused with sequence
nunbers, labels, or any other identifiers that appear in the packet.
They sinmply indicate the generation nunber of the original packet so
that its passage through the network fragnment can be identified for
the reader.

Cust omer Equi prent devi ce CELl sends a packet into the DetNet-enabl ed
network. This is packet 1. Edge Node ENl encapsul ates the packet as
a Det Net packet and sends it to Relay Node R1 (packet 1.1). ENL
makes a copy of the packet (1.2), encapsulates it, and sends this
copy to Relay Node R4.

Note that RL nmay be directly attached to EN1l, or there may be one or
nmore nodes on the path that, for clarity, are not shown in Figure 3.
The sane holds true for any other path between two DetNet entities as
shown in the figure

Rel ay Node R4 has been configured to send one copy of the packet to
Rel ay Node R2 (packet 1.2.1) and one copy to Edge Node EN2 (packet
1.2.2).

R2 recei ves packet copy 1.2.1 before packet copy 1.1 arrives and,
havi ng been configured to perform packet elimnation on this DetNet
flow, forwards packet 1.2.1 to Relay Node R3. Packet copy 1.1 is of
no further use and so is discarded by R2.

Edge Node EN2 receives packet copy 1.2.2 from R4 before it receives
packet copy 1.2.1 fromR2 via Relay Node R3. EN2 therefore strips
any Det Net encapsul ation from packet copy 1.2.2 and forwards the
packet to CE2. When EN2 receives packet copy 1.2.1 later on, the
copy is discarded.

The above is of course illustrative of many network scenarios that
can be configured.

This exanple also illustrates a 1:1 protection schene, neaning there
is traffic over each segnment of the end-to-end path. Local Det Net
rel ay nodes determ ne which packets are elimnated and which packets
are forwarded. A 1+1 schene where only one path is used for traffic
at a time could use the sane topology. In this case, there is no
PRF, and traffic is switched upon detection of failure. An OAM
schene that nonitors the paths to detect the loss of a path or
traffic is required to initiate the switch. A PO- may still be used
in this case to prevent msordering of packets. 1In both cases, the
protection paths are established and mai ntained for the duration of
the Det Net service

3.5.2.2. Path Differential Delay

In the preceding exanple, proper operation of duplicate elimnation



and the reordering of packets are dependent on the nunber of out-of-
order packets that can be buffered and the difference in delay of the
arriving packets. DetNet uses flowspecific requirenents (e.qg.
maxi mum nunber of out-of-order packets, maxi mumlatency of the flow)
for configuration of PO--related buffers. |If the differential delay
between paths is excessively large or there is excessive nisordering
of the packets, then packets may be dropped instead of being
reordered. Likew se, the PEF uses the sequence nunber to identify
duplicate packets, and large differential delays conbined with high
nunbers of packets may exceed the PEF' s ability to work properly.

3.5.2.3. Ring Service Protection

Ring protection may al so be supported if the underlying technol ogy
supports it. Many of the same concepts apply; however, rings are
normal ly 1+1 protection for data efficiency reasons. [RFC8227]

provi des an exanple of an MPLS Transport Profile (MPLS-TP) data pl ane
that supports ring protection.

3.5.3. Aggregation Considerations

The Det Net data plane also allows for the aggregation of Det Net
flows, which can inprove scalability by reducing the per-hop state.
How this is acconplished is data plane or control plane dependent.
VWhen Det Net flows are aggregated, transit nodes provide service to
the aggregate and not on a per-DetNet-flow basis. Wen aggregating

Det Net flows, the flows should be conpatible, i.e., the same or very
simlar QS and CoS characteristics. 1In this case, nodes performng
aggregation will ensure that per-flow service requirenents are

achi eved.

I f bandwi dth reservations are used, the reservation should be the sum
of all the individual reservations; in other words, the reservations
shoul d not add up to an oversubscription of bandw dth reservation

I f maxi mum del ay bounds are used, the system should ensure that the
aggregat e does not exceed the delay bounds of the individual flows.

When an encapsul ation is used, the choice of reserving a maxi mum
resource |level and then tracking the services in the aggregated
service or adjusting the aggregated resources as the services are
added is inplenentation and technol ogy specific.

Det Net flows at edges nust be able to handle rejection to an
aggregation group due to lack of resources as well as conditions
where requirenents are not satisfied

3.5.3.1. 1P Aggregation

| P aggregati on has both data plane and Controller Plane aspects. For
the data plane, flows may be aggregated for treatnent based on shared
characteristics such as 6-tuple [ RFC8939]. Alternatively, an IP
encapsul ati on may be used to tunnel an aggregate nunber of Det Net

fl ows between rel ay nodes.

3.5.3.2. MPLS Aggregation

MPLS aggregation al so has data plane and Controller Plane aspects.
MPLS flows are often tunneled in a forwardi ng sub-layer, under the
reservation associated with that MPLS tunnel

3.5.4. End- System Specific Considerations

Data flows requiring DetNet service are generated and term nated on
end systens. Encapsul ation depends on the application and its
preferences. For exanple, in a DetNet MPLS donmin, the sub-I|ayer
functions use the d-CW, S-Labels, and F-Labels [DetNet-MPLS] to



provi de Det Net services. However, an application may exchange
further flowrelated paraneters (e.g., tinmestanps) that are not
provi ded by Det Net functions.

As a general rule, DetNet donmins are capable of forwarding any

Det Net flows, and the DetNet donain does not mandate the
encapsul ati on format for end systens or edge nodes. Unless some form
of proxy is present, end systens peer with simlar end systens using
the sane application encapsulation format. For exanple, as shown in
Figure 4, I P applications peer with I P applications, and Ethernet
applications peer with Ethernet applications.

O +
| X | +----- +
+---- - + | X
| &0 | PR +
Fo-m - + / \ | Eth |
v \_J W SR +
\ \
O======== tunnel -1 ========0_
| \
\ |
O========= tunnel - 2 =========0
I\ A
+----- + \__ DetNet MPLS donmin / \
| X | \ _ / +o---- +
PR + \ I\ / | X |
| 1P +o-m - +
Fo-m - + | 1P

Figure 4: End Systens and the DetNet MPLS Donain
3.5.5. Sub-network Considerations

Any of the DetNet service types may be transported by anot her Det Net
service. MPLS nodes may be interconnected by different sub-network
technol ogi es, which may include point-to-point links. Each of these
sub- network technol ogi es needs to provide appropriate service to

Det Net flows. In sone cases, e.g., on dedicated point-to-point |inks
or TDM technologies, all that is required is for a DetNet node to
appropriately queue its output traffic. |In other cases, DetNet nodes

will need to map DetNet flows to the flow semantics (i.e.,
identifiers) and nechani sns used by an underlying sub-network
technology. Figure 5 shows several exanples of sub-network
encapsul ati ons that can be used to carry DetNet MPLS fl ows over

di fferent sub-network technologies. L2 represents a generic Layer 2
encapsul ati on that m ght be used on a point-to-point link. TSN
represents the encapsul ati on used on an | EEE 802.1 TSN network, as
described in [Det Net-MPLS-over-TSN]. UDP/IP represents the
encapsul ati on used on a DetNet | P PSN, as described in

[ Det Net - MPLS- over - UDP- | P] .

+------ + - + - +
App-f1ow X 1 X 1 | X |
+--- - +======+- - +======+4- - +======+- - - - - +
Det Net - MPLS | d-cw| | d-cw| | d-cw|
+------ + +------ + +------ +
| Label s| | Label s| | Label s]
+----- 4=t - - ===t - === - - - - -
Sub- net wor k | L2 | | TSN | | UDP |
+------ + +------ + +------ +
| 1P
+------ +
| L2 |



Figure 5: Exanpl e Det Net MPLS Encapsul ati ons i n Sub-networks
4. Controller Plane (Managenent and Control) Considerations
4.1. DetNet Controller Plane Requirenents

The Controller Plane corresponds to the aggregation of the Contro
and Managenent Pl anes di scussed in [ RFC7426] and [ RFC8655]. Wile
nmore details regarding any Det Net Controller Plane are out of scope
for this docunent, there are particul ar considerations and
requirenents for the Controller Plane that result fromthe uni que
characteristics of the DetNet architecture and data pl ane as defined
her ei n.

The primary requirements of the DetNet Controller Plane are that it
must be able to:

* Instantiate DetNet flows in a DetNet domain (which may, for
exanpl e, include sone or all of the following: explicit path
determnation, |ink bandwi dth reservations, restricting flows to
| EEE 802.1 TSN |inks, node buffer and other resource reservations,
speci fication of required queuing disciplines along the path,
ability to manage bidirectional flows, etc.) as needed for a flow

* |In the case of MPLS, nmmanage DetNet S-Label and F-Label allocation
and distribution. In cases where the Det Net MPLS encapsul ation is
bei ng used, see [DetNet-MLS].

* Support DetNet flow aggregation

* Advertise static and dynam c node and |ink resources such as
capabilities and adjacencies to other network nodes (for dynamc
signal i ng approaches) or to network controllers (for centralized
appr oaches).

* Scale to handl e the nunber of DetNet flows expected in a domain
(which may require per-flow signaling or provisioning).

* Provision flow identification information at each of the nodes
along the path. Flowidentification my differ, depending on the
Il ocation in the network and the DetNet functionality (e.g.,
transit node vs. relay node).

These requirenents, as stated earlier, could be satisfied using
distributed control protocol signaling (such as RSVP-TE), centralized
net wor kK managenent provi si oni ng mechani sms (BGP, PCEP, YANG

[ Det Net - Fl ow- I nfo], etc.), or hybrid conbinations of the two, and
could al so make use of MPLS-based segnment routing.

In the abstract, the results of either distributed signaling or
centralized provisioning are equivalent froma DetNet data plane
perspective -- flows are instantiated, explicit routes are

determ ned, resources are reserved, and packets are forwarded through
the domai n using the Det Net data pl ane.

However, from a practical and inplenentation standpoint, Controller
Pl ane alternatives are not equivalent at all. Sone approaches are
nmore scal able than others in ternms of signaling | oad on the network.
Sone alternatives can take advantage of gl obal tracking of resources
in the Det Net domain for better overall network resource
optimzation. Sone solutions are nore resilient than others if I|ink,
node, or managenent equi pnent failures occur. Wile a detail ed

anal ysis of the control plane alternatives is out of scope for this
docunent, the requirenments fromthis docunment can be used as the
basis of a future analysis of the alternatives.



4.2. Ceneric Controller Plane Considerations

Thi s section covers control plane considerations that are independent
of the data plane technol ogy used for DetNet service delivery.

Wi | e t he managenent plane and the control plane are traditionally
consi dered separately, froma data pl ane perspective, there is no
practical difference based on the origin of flow provisioning
informati on, and the DetNet architecture [ RFC8655] refers to these
collectively as the "Controller Plane". This docunent therefore does
not di stinguish between information provided by distributed contro
pl ane protocols (e.g., RSVP-TE [ RFC3209] [RFC3473]) or centralized
net wor kK managenment mnechani snms (e.g., RESTCONF [ RFC8040], YANG

[ RFC7950], PCEP [PCECC]), or any conbination thereof. Specific
consi derations and requirenents for the DetNet Controller Plane are
di scussed in Section 4.1

Each respective data plane docunent al so covers the control plane
considerations for that technology. For exanple, [RFC38939] also
covers | P control plane normative considerations, and [ Det Net- MPLS]
al so covers MPLS control plane nornmative considerations.

4.2.1. Flow Aggregation Contro

Fl ow aggregation neans that nultiple App-flows are served by a single
new Det Net flow. There are nany techniques to achi eve aggregation
For exanple, in the case of IP, IP flows that share 6-tuple
attributes or flowidentifiers at the DetNet sub-layer can be
grouped. Anot her exanpl e includes aggregation acconplished through
the use of hierarchical LSPs in MPLS and tunnels.

Control of aggregation involves a set of procedures listed here.
Aggregation may use some or all of these capabilities, and the order
may vary:

Traffic engineering resource collection and distribution
Avai |l abl e resources are tracked through control plane or
managenent pl ane dat abases and distributed anobngst controllers or
nodes that can nanage resources.

Pat h conmputation and resource all ocati on:
When Det Net services are provisioned or requested, one or nore
pat hs neeting the requirenents are sel ected and the resources
verified and recorded.

Resource assi gnnent and data pl ane coordi nation
The assi gnment of resources along the path depends on the
technol ogy and incl udes assignment of specific |inks, coordination
of queuing, and other traffic nanagenent capabilities such as
policing and shapi ng.

Assi gned resource recordi ng and updati ng:
Dependi ng on the specific technol ogy, the assigned resources are
updated and distributed in the databases, preventing
oversubscri pti on.

4.2.2. Explicit Routes

Explicit routes are used to ensure that packets are routed through
the resources that have been reserved for them and hence provide the
Det Net application with the required service. A requirenent for the
Det Net Controller Plane will be the ability to assign a particul ar
identified DetNet IP flow to a path through the Det Net domain that
has been assigned the required per-node resources. This provides the
appropriate traffic treatment for the flow and al so incl udes



particular links as a part of the path that are able to support the
Det Net flow. For exanple, by using |EEE 802.1 TSN links (as

di scussed in [Det Net-MPLS-over-TSN]), DetNet paraneters can be

mai ntai ned. Further considerations and requirenments for the Det Net
Controller Plane are discussed in Section 4. 1.

Vet her configuring, calculating, and instantiating these routes is a
single-stage or nmulti-stage process, or is perforned in a centralized
or distributed manner, is out of scope for this docunent.

There are several approaches that could be used to provide explicit
routes and resource allocation in the DetNet forwarding sub-1ayer.
For exanpl e:

* The path could be explicitly set up by a controller that
cal culates the path and explicitly configures each node al ong that
path with the appropriate forwarding and resource all ocation
i nformation.

* The path could use a distributed control plane such as RSVP
[ RFC2205] or RSVP-TE [ RFC3473] extended to support DetNet I|IP
flows.

* The path could be inplenented using | Pv6-based segnent routing
when extended to support resource allocation

See Section 4.1 for further discussion of these alternatives. In
addi tion, [RFC2386] contains useful background information on QS-
based routing, and [ RFC5575] (which will be updated by

[ Fl ow Spec- Rul es]) di scusses a specific mechani smused by BGP for
traffic fl ow specification and policy-based routing.

4.2.3. Contention Loss and Jitter Reduction

Thi s docunent does not specify the nechani sns needed to elininate
packet contention or packet loss or to reduce jitter for DetNet flows
at the Det Net forwarding sub-layer. The ability to manage node and
link resources to be able to provide these functions is a necessary
part of the DetNet Controller Plane. It is also necessary to be able
to control the required queuing nechani snms used to provide these
functions along a flow s path through the network. See [RFC8939] and
Section 4.1 for further discussion of these requirenents. Sonme forns
of protection may mnim ze packet |oss or change jitter
characteristics in the cases where packets are reordered when out-of -
order packets are received at the service sub-I|ayer

4.2. 4. Bidirectional Traffic

In many cases, DetNet flows can be considered unidirectional and

i ndependent. However, there are cases where the Det Net service
requires bidirectional traffic froma DetNet application service
perspective. |P and MPLS typically treat each direction separately
and do not force interdependence of each direction. The |ETF MPLS
Worki ng Group has studied bidirectional traffic requirenents. The
definitions provided in [ RFC5654] are useful to illustrate terms such
as associ ated bidirectional flows and co-routed bidirectional flows.
MPLS defines a point-to-point associated bidirectional LSP as

consi sting of two unidirectional point-to-point LSPs, one fromAto B
and the other fromB to A which are regarded as providing a single

| ogi cal bidirectional forwarding path. This is anal ogous to standard
IP routing. MPLS defines a point-to-point co-routed bidirectiona

LSP as an associated bidirectional LSP that satisfies the additiona
constraint that its two unidirectional conponent LSPs follow the sane
path (in terns of both nodes and links) in both directions. An

i mportant property of co-routed bidirectional LSPs is that their

uni di recti onal conponent LSPs share fate. In both types of



bidirectional LSPs, resource reservations may differ in each
direction. The concepts of associated bidirectional flows and
co-routed bidirectional flows can also be applied to DetNet |P flows.

While the DetNet | P data plane nmust support bidirectional DetNet
flows, there are no special bidirectional features with respect to
the data plane other than the need for the two directions of a
co-routed bidirectional flowto take the sane path. That is to say,
bidirectional DetNet flows are solely represented at the nmanagenent

pl ane and control plane |levels, wthout specific support or know edge
within the Det Net data plane. Fate-sharing and associated or
co-routed bidirectional flows can be managed at the control |evel

Det Net's use of PREOF mmy increase the conplexity of using co-routing
bidirectional flows, because if PRECF are used, the replication
points in one direction would have to match the elinination points in
the other direction, and vice versa. |n such cases, the optinal
points for these functions in one direction may not match the optinma
points in the other, due to network and traffic constraints.
Furthernore, due to the per-packet service protection nature,
bidirectional forwarding may not be ensured. The first packet of
recei ved nenber flows is selected by the elimnation function

i ndependently of which path it has taken through the network.

Control and managenent nechani sns need to support bidirectiona

flows, but the specification of such nechanisns is out of scope for
this docunment. Exanple control plane solutions for MPLS can be found
in [ RFC3473], [RFC6387], and [RFC7551]. These requirenents are
included in Section 4.1

4.3. Packet Replication, Elimnation, and Odering Functions (PREOF)

The Controller Plane protocol solution required for managi ng the
processing of PREOF is outside the scope of this docunent. That

said, it should be noted that the ability to determine, for a
particular flow, optimal packet replication and elimnation points in
the Det Net domain requires explicit support. There may be existing
capabilities that can be used or extended -- for exanple, GWLS end-
to-end recovery [ RFC4872] and GWPLS segnent recovery [ RFC4873].

5. Security Considerations

Security considerations for DetNet are described in detail in

[ Det Net - Security]. GCeneral security considerations for the DetNet
architecture are described in [ RFC8655]. This section considers
architecture-level DetNet security considerations applicable to all
data pl anes.

Part of what nakes DetNet unique is its ability to provide specific
and reliable QS (delivering data flows with extrenely | ow packet

| oss rates and bounded end-to-end delivery latency), and the
security-rel ated aspects of protecting that QS are simlarly unique.

As for all comrunications protocols, the primary consideration for
the data plane is to maintain integrity of data and delivery of the
associ ated Det Net service traversing the Det Net network. Application
fl ows can be protected through whatever means is provided by the
underlying technol ogy. For exanple, encryption may be used, such as
that provided by | Psec [RFC4301] for IP flows and/or by an underlying
sub- networ k usi ng MACsec [| EEE802. 1AE-2018] for Ethernet (Layer 2)
flows.

At the managenent and control levels, DetNet flows are identified on
a per-flow basis, which may provide Controller Plane attackers with
additional information about the data fl ows (when conpared to
Controller Planes that do not include per-flow identification). This
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is an inherent property of DetNet that has security inplications that
shoul d be consi dered when deternmining if DetNet is a suitable
technol ogy for any given use case.

To provide uninterrupted availability of the DetNet service,

provi sions can be made agai nst DoS attacks and del ay attacks. To
protect agai nst DoS attacks, excess traffic due to malicious or

mal functi oni ng devices can be prevented or mtigated -- for exanple,
through the use of existing nmechani snms such as policing and shapi ng
applied at the input of a DetNet donmain. To prevent DetNet packets
from being del ayed by an entity external to a DetNet domain, DetNet
technol ogy definitions can allow for the mtigation of man-in-the-

m ddl e attacks -- for exanple, through the use of authentication and
aut hori zation of devices within the Det Net domai n.

In order to prevent or mtigate DetNet attacks on other networks via
fl ow escape, edge devices can, for exanple, use existing nechanisns
such as policing and shaping applied at the output of a DetNet

domai n.
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