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Randommess | nmprovenents for Security Protocols
Abst r act

Randommess is a crucial ingredient for Transport Layer Security (TLS)
and rel ated security protocols. Wak or predictable
"cryptographically secure" pseudorandom number generators (CSPRNGs)
can be abused or exploited for malicious purposes. An initia

entropy source that seeds a CSPRNG m ght be weak or broken as well,
which can also lead to critical and system c security problens. This
docunent describes a way for security protocol inplenentations to
augrment their CSPRNGs using |long-termprivate keys. This inproves
randommess from broken or otherw se subverted CSPRNGs.

Thi s docunent is a product of the Crypto Forum Research G oup (CFRG
in the | RTF.
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and how to provide feedback on it may be obtained at
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I ntroduction

Secure and properly inplenented random nunber generators, or
"cryptographically secure" pseudorandom nunber generators (CSPRNGs),
shoul d produce output that is indistinguishable froma random string
of the sane Iength. CSPRNGs are critical building blocks for TLS and
rel ated transport security protocols. TLS in particular uses CSPRNGs
to generate several values, such as epheneral key shares and
ClientHell o and ServerHell o random values. CSPRNG failures, such as
the Debi an bug described in [DebianBug], can lead to insecure TLS
connections. CSPRNGs nmay al so be intentionally weakened to cause
harm [Dual EC]. Initial entropy sources can al so be weak or broken,
and that would lead to insecurity of all CSPRNG i nstances seeded with
them |In such cases where CSPRNGs are poorly inplenented or

i nsecure, an adversary, Adv, may be able to distinguish its output
froma random string or predict its output and recover secret key
material used to protect the connection.

Thi s docunent proposes an inprovenent to randonmess generation in
security protocols inspired by the "NAXCS trick" [NAXOS].

Specifically, instead of using raw randomess where needed, e.g., in
generating ephemeral key shares, a function of a party’'s long-term
private key is nmixed into the entropy pool. In the NAXCS key

exchange protocol, raw random value x is replaced by H(x, sk), where
sk is the sender’s private key. Unfortunately, as private keys are
often isolated in Hardware Security Mdul es (HSMs), direct access to
compute H(x, sk) is inmpossible. Myreover, sone HSM APls may only
offer the option to sign nessages using a private key, yet offer no
ot her operations involving that key. An alternate, yet functionally
equi val ent construction, is needed.

The approach described herein replaces the NAXCS hash with a keyed
hash, or pseudorandom function (PRF), where the key is derived froma
raw random val ue and a private key signature. |nplenentations SHOULD
apply this technique a) when indirect access to a private key is
avai | abl e and CSPRNG r andomess guar ant ees are dubious or b) to
provi de stronger guarantees about possible future issues with the
randommess. Roughly, the security properties provided by the
proposed construction are as follows:

1. If the CSPRNG works fine (that is, in a certain adversary nodel,
the CSPRNG output is indistinguishable froma truly random
sequence), then the output of the proposed construction is al so
i ndi stinguishable froma truly random sequence in that adversary
nodel .

2. Adv with full control of a (potentially broken) CSPRNG and
ability to observe all outputs of the proposed construction does
not obtain any non-negligible advantage in | eaking the private
key (in the absence of side channel attacks).

3. If the CSPRNG is broken or controlled by Adv, the output of the
proposed construction remai ns indistinguishable fromrandom



provi ded that the private key remai ns unknown to Adv.

Thi s docunent represents the consensus of the Crypto Forum Research
G oup (CFRG.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Randomess W apper

The output of a properly instantiated CSPRNG shoul d be

i ndi stinguishable froma random string of the sane | ength. However,
as previously discussed, this is not always true. To mtigate this
probl em we propose an approach for wapping the CSPRNG output with a
construction that m xes secret data into a value that may be | acking
randommess.

Let G(n) be an algorithmthat generates n random bytes, i.e., the
output of a CSPRNG Define an augmented CSPRNG G as follows. Let
Sig(sk, m be a function that conputes a signature of nessage m given
private key sk. Let H be a cryptographic hash function that produces
output of length M Let Extract(salt, KM be a randomess
extraction function, e.g., HKDF-Extract [ RFC5869], which accepts a
salt and input keying material (IKM parameter and produces a

pseudor andom key of L bytes suitable for cryptographic use. It nust
be a secure PRF (for salt as a key of length M and preserve

uni formess of IKM (for details, see [SecAnalysis]). L SHOULD be a
fixed length. Let Expand(k, info, n) be a variable-length output

PRF, e.g., HKDF- Expand [ RFC5869], that takes as input a pseudorandom
key k of L bytes, info string, and output length n, and produces
output of n bytes. Finally, let tagl be a fixed, context-dependent
string, and let tag2 be a dynanmically changing string (e.g., a
counter) of L' bytes. W require that L >= n - L' for each val ue of
tag2.

The construction works as follows. |Instead of using (n) when
randommess i s needed, use G (n), where

G (n) = Expand(Extract(H(Sig(sk, tagl)), L)), tag2, n)

Functionally, this expands n random bytes froma key derived fromthe
CSPRNG out put and signature over a fixed string (tagl). See

Section 4 for details about how "tagl" and "tag2" shoul d be generated
and used per invocation of the randommess w apper. Expand()
generates a string that is conputationally indistinguishable froma
truly randomstring of n bytes. Thus, the security of this
construction depends upon the secrecy of H(Sig(sk, tagl)) and L).

If the sighature is | eaked, then security of G (n) reduces to the
scenari o wherein randomess i s expanded directly from L).

If a private key sk is stored and used inside an HSM then the
signature calculation is inplenented inside it, while all other
operations (including calculation of a hash function, Extract
function, and Expand function) can be inplemented either inside or
out si de the HSM

Sig(sk, tagl) need only be conputed once for the lifetinme of the
randommess w apper and MJUST NOT be used or exposed beyond its role in
this conputation. Additional recomendations for tagl are given in
the followi ng section.



Sig MIST be a deterministic signature function, e.g., determnistic
Elliptic Curve Digital Signature Al gorithm (ECDSA) [ RFC6979], or use
an i ndependent (and conpletely reliable) entropy source, e.g., if Sig
is inplemented in an HSMwith its own internal trusted entropy source
for signature generation.

Because Sig(sk, tagl) can be cached, the relative cost of using G (n)
instead of G(n) tends to be negligible with respect to cryptographic
operations in protocols such as TLS (the relatively inexpensive
conput ati onal cost of HKDF-Extract and HKDF- Expand domi nates when
comparing G to G. A description of the perfornance experinments and
their results can be found in [SecAnal ysis].

Mor eover, the values of G (n) may be preconputed and pooled. This is
possi bl e since the construction depends sol ely upon the CSPRNG out put
and private key.

Tag Generation

Both tags MUST be generated such that they never collide with another
contender or owner of the private key. This can happen if, for
exanple, one HSMwith a private key is used from several servers or
if virtual machines are cl oned.

The RECOMMENDED tag construction procedure is as follows:

tagl: Constant string bound to a specific device and protocol in
use. This allows caching of Sig(sk, tagl). Device-specific
informati on may include, for example, a Media Access Contro
(MAC) address. To provide security in the cases of usage of
CSPRNGs in virtual environments, it is RECOMVENDED to
incorporate all available information specific to the process
that woul d ensure the uni queness of each tagl val ue anong
different instances of virtual machines (including ones that
were cloned or recovered fromsnapshots). This is needed to
address the problem of CSPRNG state cloning (see [RY2010]).
See Section 5 for example protocol information that can be
used in the context of TLS 1.3. |If sk could be used for other
pur poses, then selecting a value for tagl that is different
than the formall owed by those ot her uses ensures that the
signature is not exposed.

tag2: A nonce, that is, a value that is unique for each use of the
same conbination of G L), tagl, and sk values. The tag2 val ue
can be inplenmented using a counter or a tiner, provided that
the timer is guaranteed to be different for each invocation of
G (n).

Application to TLS

The PRF randomess w apper can be applied to any protocol wherein a
party has a long-termprivate key and al so generates randomess.
This is true of nost TLS servers. Thus, to apply this construction
to TLS, one sinply replaces the "private" CSPRNG (n), i.e., the
CSPRNG t hat generates private values, such as key shares, with

G (n) = HKDF- Expand( HKDF- Ext ract (H(Si g(sk, tagl)), GL)), tag2, n)
I mpl ement ati on Cui dance

Recal | that the w apper defined in Section 3 requires L >=n - L',
where L is the Extract output length and n is the desired amount of
randommess. Sone applications may require n to exceed this bound.
W apper inplenentations can support this use case by invoking G

mul tiple tines and concatenating the results.
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| ANA Consi der ations
Thi s docunent has no | ANA acti ons.
Security Considerations

A security analysis was performed in [ SecAnalysis]. Generally
speaking, the followi ng security theorem has been proven: if Adv

| earns only one of the signature or the usual randommess generated on
one particular instance, then, under the security assunptions on our
primtives, the wapper construction should output randomess that is
i ndi stingui shable froma random string.

The main reason one m ght expect the signature to be exposed is via a
si de-channel attack. It is therefore prudent when inplenenting this
construction to take into consideration the extra |ong-term key
operation if equipnment is used in a hostile environnent when such
consi derations are necessary. Hence, it is recomended to generate a
key specifically for the purposes of the defined construction and not
to use it another way.

The signature in the construction, as well as in the protocol itself,
MUST NOT use randommess from entropy sources w th dubi ous security
guarantees. Thus, the signature scheme MUST either use a reliable
entropy source (independent fromthe CSPRNG that is being inproved
with the proposed construction) or be determnistic; if the
signatures are probabilistic and use weak entropy, our construction
does not help, and the signatures are still vul nerable due to repeat
randommess attacks. |In such an attack, Adv might be able to recover
the long-termkey used in the signature.

Under these conditions, applying this construction should never yield
worse security guarantees than not applying it, assum ng that

appl ying the PRF does not reduce entropy. W believe there is always
merit in analyzing protocols specifically. However, this
construction is generic so the anal yses of many protocols will stil
hold even if this proposed construction is incorporated.

The proposed construction cannot provi de any guarantees of security
if the CSPRNG state is cloned due to the virtual nachi ne snapshots or
process forking (see [ MAFS2017]). It is RECOMVENDED that tagl
incorporate all avail able information about the environment, such as
process attributes, virtual nachine user information, etc.

Conparison to RFC 6979

The construction proposed herein has simlarities with that of

[ RFC6979]; both of themuse private keys to seed a determnistic
random nunber generator. Section 3.3 of [RFC6979] recomends
determnistically instantiating an instance of the HVAC DRBG

pseudor andom nunber generator, described in [ SP8B0090A] and Annex D of
[ X962], using the private key sk as the entropy_input paranmeter and
H(m as the nonce. The construction G (n) provided herein is
simlar, with such difference that a key derived from G n) and

H(Si g(sk, tagl)) is used as the entropy input and tag2 is the nonce.

However, the semantics and the security properties obtained by using
these two constructions are different. The proposed construction
ainms to i nprove CSPRNG usage such that certain trusted randomess
would remain even if the CSPRNG is conpletely broken. Using a
signature schene that requires entropy sources according to [ RFC6979]
is intended for different purposes and does not assunme possession of
any entropy source -- even an unstable one. For exanple, if in a
certain systemall private key operations are performed within an

HSM then the differences will nmanifest as follows: the HVAC DRBG
construction described in [RFC6979] may be inpl enented inside the HSM



10.

10.

10.

for the sake of signature generation, while the proposed construction
woul d assune calling the signature inplenented in the HSM
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