I nternet Engi neering Task Force (IETF) A. Backman, Ed.
Request for Comments: 8936 Amazon
Cat egory: Standards Track M Jones, Ed.
| SSN: 2070-1721 M crosoft
M Scurtescu

Coi nbase

M Ansari

A. Nadalin

I ndependent

Novenber 2020

Pol | - Based Security Event Token (SET) Delivery Using HTTP
Abst r act

Thi s specification defines how a series of Security Event Tokens
(SETs) can be delivered to an intended recipient using HTTP POST over
TLS initiated as a poll by the recipient. The specification also
defines how delivery can be assured, subject to the SET Recipient’s
need for assurance.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww.rfc-editor.org/info/rfc8936

Copyri ght Notice

Copyright (c) 2020 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction and Overvi ew
1.1. Notational Conventions
1.2 Definitions

2. SET Delivery

Polling Delivery using HTTP
2 Pol I i ng HTTP Request

3. Polling HTTP Response

4. Poll Request

2.4.1. Poll-Only Request

NN
e



2.4.2. Acknow edge- Only Request

2.4.3. Poll with Acknow edgenent

2.4.4. Poll with Acknow edgenent and Errors
2.5. Poll Response

2.5.1. Poll Error Response
2.6. FError Response Handling

3. Authentication and Aut hori zation
4. Security Considerations
.1. Authentication Using Signed SETs
2. HTTP Consi derations
.3. Confidentiality of SETs
.4. Access Token Consi derations
4.4.1. Bearer Token Consi derations
5. Privacy Considerations
6. | ANA Consi derations
7. References

7.1. Normative References

7.2. Informative References
Appendi x A.  Unencrypted Transport Consi derations
Acknowl edgnent s
Aut hors’ Addr esses

I ntroducti on and Overvi ew

Thi s specification defines how a stream of Security Event Tokens
(SETs) [ RFC8417] can be transmitted to an intended SET Reci pi ent
usi ng HTTP [ RFC7231] over TLS. The specification defines a nethod to
pol | for SETs using HTTP POST. This is an alternative SET delivery
met hod to the one defined in [ RFC8935].

Pol | -based SET delivery is intended for scenarios where all of the
fol |l owi ng appl y:

* The recipient of the SET is capable of making outbound HTTP
requests.

* The transmitter is capable of hosting a TLS-enabl ed HTTP endpoi nt
that is accessible to the recipient.

* The transnitter and recipient are willing to exchange data with
one anot her.

In sone scenarios, either push-based or poll-based delivery could be
used, and in others, only one of them would be applicable.

A mechani sm for exchangi ng configuration netadata such as endpoi nt
URLs, cryptographic keys, and possible inplenentation constraints
such as buffer size limtations between the transmtter and recipient
is out of scope for this specification. How SETs are defined and the
process by which security events are identified for SET Recipients
are specified in [ RFC8417].

.1.  Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Thr oughout this document, all figures may contain spaces and extra
line wapping for readability and due to space limtations.

. 2. Definitions

This specification utilizes term nology defined in [ RFC8417] and



[ RFC8935] .
2. SET Delivery

When a SET is available for a SET Recipient, the SET Transmtter
queues the SET in a buffer so that a SET Reci pient can poll for SETs
usi ng HTTP POST.

In poll-based SET delivery using HTTP over TLS, zero or nore SETs are
delivered in a JSON [ RFC8259] docunent to a SET Recipient in response
to an HTTP POST request to the SET Transmitter. Then in a follow ng
request, the SET Recipi ent acknow edges received SETs and can pol

for more. Al requests and responses are JSON documents and use a
"Cont ent - Type" of "application/json", as described in Section 2.2.

After successful (acknow edged) SET delivery, SET Transmitters are
not required to retain or record SETs for retransnission. Once a SET
i s acknow edged, the SET Recipient SHALL be responsible for

retention, if needed. Transmitters may al so discard undelivered SETs
under depl oynent -specific conditions, such as if they have not been
polled for over too long a period of time or if an excessive anount

of storage is needed to retain them

Upon receiving a SET, the SET Recipient reads the SET and vali dates
it in the manner described in Section 2 of [RFC38935]. The SET
Reci pi ent MUST acknow edge receipt to the SET Transmitter, and SHOULD
do so in a tinely fashion, as described in Section 2.4. The SET
Reci pi ent SHALL NOT use the event acknow edgenment nechani smto report
event errors other than those relating to the parsing and validation
of the SET.

2.1. Polling Delivery using HTTP

This nmethod all ows a SET Reci pient to use HTTP POST (Section 4.3.3 of
[ RFC7231]) to acknow edge SETs and to check for and receive zero or
more SETs. Requests MAY be nade at a periodic interval (short
polling) or requests MAY wait, pending availability of new SETs using
Il ong polling, per Section 2 of [RFC6202]. Note that short polling
wWill result in retrieving zero or nore SETs whereas |long polling will
typically result in retrieving one or nore SETs unless a tinmeout
occurs.

The delivery of SETs in this method is facilitated by HITP POST
requests initiated by the SET Recipient in which

* The SET Recipi ent makes a request for avail able SETs using an HTTP
POST to a pre-arranged endpoi nt provided by the SET Transmitter,
or

* after validating previously received SETs, the SET Reci pi ent
initiates another poll request using HTTP POST that includes
acknow edgenent of previous SETs and requests the next batch of
SETs.

The purpose of the acknow edgenent is to informthe SET Transmtter
that delivery has succeeded and redelivery is no |onger required.

Bef ore acknow edgenent, SET Recipients validate the received SETs and
retain themin a nmanner appropriate to the recipient’s requirenents.
The | evel and nethod of retention of SETs by SET Recipients is out of
scope of this specification

2.2. Polling HTTP Request
When initiating a poll request, the SET Recipient constructs a JSON

docunent that consists of polling request parameters and SET
acknow edgenent parameters in the formof JSON objects.



When making a request, the HITP "Content-Type" header field is set to
"application/json".

The foll owi ng JSON object nmenmbers are used in a polling request:

Request Processing Paraneters
maxEvent s

An OPTI ONAL i nteger val ue indicating the maxi num nunber of
unacknowl edged SETs to be returned. The SET Transmitter SHOULD
NOT send nore SETs than the specified maximum |f nore than
t he maxi mum nunber of SETs are avail able, the SET Transmtter
determnes which to return first; the ol dest SETs avail abl e MAY
be returned first, or another selection algorithm MAY be used,
such as prioritizing SETs in sonme manner that nakes sense for
the use case. A value of "0" MAY be used by SET Recipients
that would like to performan acknow edge-only request. This
enabl es the Recipient to use separate HITP requests for

acknow edgenent and reception of SETs. |If this paraneter is
omtted, nolimt is placed on the nunber of SETs to be
returned.

returnl nredi ately
An OPTI ONAL JSON bool ean val ue that indicates the SET
Transmitter SHOULD return an inmedi ate response even if no
results are available (short polling). The default value is
"fal se", which indicates the request is to be treated as an
HTTP | ong poll, per Section 2 of [RFC6202]. The tineout for
the request is part of the configuration between the
participants, which is out of scope of this specification

SET Acknow edgrment Paraneters
ack

A JSON array of strings whose values are the "jti" [RFC7519]
val ues of successfully received SETs that are being
acknow edged. If there are no outstanding SETs to acknow edge,
this menber is omtted or contains an enpty array. Once a SET
has been acknow edged, the SET Transmitter is rel eased from any
obligation to retain the SET.

setErrs
A JSON object with one or nore nmenbers whose keys are the "jti"
val ues of invalid SETs received. The values of these objects
are thensel ves JSON objects that describe the errors detected
using the "err" and "description" values specified in

Section 2.6. |If there are no outstanding SETs with errors to
report, this menber is omitted or contains an enpty JSON
obj ect .

2.3. Polling HTTP Response

In response to a poll request, the SET Transmitter checks for
avai | abl e SETs and responds with a JSON docunment containing the
foll owi ng JSON obj ect menbers:

sets
A JSON obj ect containing zero or nore SETs being returned. Each
menber nane is the "jti" of a SET to be delivered, and its val ue
is a JSON string representing the corresponding SET. |If there are
no outstanding SETs to be transmitted, the JSON object SHALL be
enpty. Note that both SETs being transmitted for the first time
and SETs that are being retransnmitted after not having been
acknow edged are communi cated here.

nor eAvai | abl e
A JSON bool ean value that indicates if nore unacknow edged SETs



are available to be returned. This nmenber MAY be omitted, with
the neaning being the sane as including it with the bool ean val ue
"fal se".

When making a response, the HTTP "Content-Type" header field is set
to "application/json".

.4. Poll Request

The SET Recipient perforns an HITP POST (see Section 4.3.4 of

[ RFC7231]) to a pre-arranged polling endpoint URI to check for SETs
that are avail able. Because the SET Recipient has no prior SETs to
acknow edge, the "ack" and "setErrs" request parameters are omtted.

After a period of tinme configured in an out-of-band manner between
the SET Transmitter and Recipient, a SET Transmitter MAY redeliver
SETs it has previously delivered. The SET Recipi ent SHOULD accept
repeat SETs and acknow edge the SETs regardl ess of whether the
Reci pi ent believes it has already acknow edged the SETs previously.
A SET Transmitter MAY |imt the nunber of tinmes it attenpts to
deliver a SET.

If the SET Recipient has received SETs fromthe SET Transmitter, the
SET Reci pi ent parses and validates that received SETs neet its own
requi renents and SHOULD acknow edge receipt in a tinely fashion
(e.g., seconds or mnutes) so that the SET Transmitter can nark the
SETs as received. SET Recipients SHOULD acknow edge recei pt before
taking any | ocal actions based on the SETs to avoid unnecessary del ay
i n acknow edgenent, where possi bl e.

Pol | requests have three variations:
Pol | -Only
In this scenario, a SET Recipient asks for the next set of
events where no previous SET deliveries are acknow edged (such
as in the initial poll request).

Acknowl edge-Only
In this scenario, a SET Recipient sets the "maxEvents" value to
"0" along with "ack" and "setErrs" nenbers indicating the SET
Reci pi ent is acknow edgi ng previously received SETs and does
not want to receive any new SETs in response to the request.

Conbi ned Acknow edge and Pol
In this scenario, a SET Recipient is both acknow edgi ng
previously received SETs using the "ack" and "setErrs" nenbers
and will wait for the next group of SETs in the SET
Transmitters response.

.4.1. Poll-Only Request

In the case where no SETs were received in a previous poll (see
Figure 7), the SET Recipient sinply polls wthout acknow edgenent
paraneters ("ack" and "setErrs").

The following is a non-normative exanpl e request made by a SET
Reci pi ent that has no outstanding SETs to acknowl edge and is polling
for available SETs at the endpoint "https://notify.idp.exanple.com
Events":

POST /Events HITP/ 1.1
Host: notify.idp.exanple.com
Cont ent - Type: application/json

"returnl mediatel y": true

}



Figure 1. Exanple Initial Poll Request

A SET Reci pient can poll using default paraneter val ues by passing an
enpty JSON obj ect .

The following is a non-normative exanple default poll request to the
endpoint "https://notify.idp.exanple.com Events":

POST /Events HTTP/ 1.1
Host: notify.idp. exanpl e.com
Cont ent - Type: application/json

{}
Fi gure 2: Exanple Default Poll Request

2.4.2. Acknow edge- Only Request

In this variation, the SET Recipi ent acknow edges previously received
SETs and indicates it does not want to receive SETs in response by
setting the "maxEvents" value to "0". This variation night be used,
for instance, when a SET Recipi ent needs to acknow edge received SETs
i ndependently (e.g., on separate threads) fromthe process of

recei ving SETS.

If the poll needs to return inmedi ately, then "returnl mediately"

MJUST al so be present with the value "true". |If it is "false", then a
long poll will still occur until an event is ready to be returned,
even though no events will be returned.

The following is a non-nornmative exanple poll request wth
acknow edgenent of SETs received (for exanmple, as shown in Figure 6):

POST /Events HITP/ 1.1
Host: notify.idp. exanpl e.com
Cont ent - Type: application/json

{
"ack":
"4d3559ec67504aaba65d40b0363f aad8",
"3d0c3cf 797584bd193bd0f blbd4e7d30"
1.
"maxEvents": O,
"returnl mediatel y": true
}

Fi gure 3: Exanpl e Acknow edge- Only Request
2.4.3. Poll with Acknow edgenent

This variation allows a recipient thread to sinultaneously
acknow edge previously received SETs and wait for the next group of
SETs in a single request.

The following is a non-normative exanple poll w th acknow edgenent of
the SETs received in Figure 6:

POST /Events HITP/ 1.1
Host: notify.idp. exanple.com
Cont ent - Type: application/json

"ack": [
"4d3559ec67504aaba65d40b0363f aad8",
"3d0c3cf 797584bd193bd0f blbd4e7d30"



]

eturnl mredi atel y": fal se

Fi gure 4: Example Poll with Acknow edgerment and No Errors

In the above acknow edgement, the SET Reci pi ent has acknow edged
receipt of two SETs and has indicated it wants to wait until the next
SET i s avail abl e.

2.4.4. Poll with Acknow edgenent and Errors

In the case where errors were detected in previously delivered SETs,
the SET Reci pient MAY use the "setErrs" nmenber to communi cate the
errors in the followi ng poll request.

The following is a non-nornmative exanple of a response acknow edgi ng
one successfully received SET and one SET with an error fromthe two
SETs received in Figure 6:

POST /Events HTTP/ 1.1

Host: notify.idp. exanpl e.com
Cont ent - Language: en-US
Cont ent - Type: application/json

{
"ack": ["3d0c3cf797584bd193bd0f blbd4e7d30"],
"setErrs": {
" 4d3559ec67504aaba65d40b0363f aad8": {
"err": "authentication failed",
"description": "The SET could not be authenticated”
}
},
"returnl mediatel y": true
}

Figure 5: Exanple Poll Acknow edgenent with Error
2.5. Poll Response

In response to a valid poll request, the service provider MAY respond
imediately if SETs are available to be delivered. |If no SETs are
available at the tine of the request, the SET Transnmitter SHALL del ay
responding until a SET is available or the tineout interval has

el apsed unl ess the poll request paranmeter "returnlmediately" is
present with the value "true".

As described in Section 2.3, a JSON docunent is returned containing
menbers including "sets", which SHALL contain zero or nore SETs.

The following is a non-nornmative exanple response to the request
shown in Section 2.4. This exanple shows two SETs bei ng returned:

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{

"sets":

" 4d3559ec67504aaba65d40b0363f aads"

"eyJhbGei G Jub25l | nO.
eyJqdCki G | 0ZDMLNTI | Yz Y3NTAOYWFi YTY1ZDQwYj AzNj NmYWFkOCI s ml hdC
| 6MTQLODQEN] QMNOW aXNzl j oi aHROCHMVBLY 9z Y21 t LmVAYWLwoGUUY29t | i wi
YXVKI j pbl mhOdHBz O 8vc2Npb S5l eGRt ¢Gxl Lm\vbS9GZWk cy850GQLM Q2MNV
ZhNWi Yzg30TUSMR1 3NzUOI | wi aHROCHMBLY 9z Y21 t Lmv4YWLwbGUuY29t LOZI
Z\WWRz Lz VK Nz YWNDUX Niml X ZDA4N] QxZDc2Nz Zi ZTci XSwi ZXZI bnRzl j p71 nVybj



ppZXRmOnBhentt czpz Y2l t OnV2ZWs00OmNy ZWFOZSI 6eyJyZWYi O JodHRwezov
L3N aWuzXhhbXBsZS5j b20vVXN cnM/NDRmNj EOMYRNOTZi ZDZhYj YxZTc1M
FkCSI sl nFOdHIpYNVOZXM A si aWQ LCIJuYWLI |i wi dXNI ck5hbWJi LCIWYXNz
d29yZzC sl nwvt YW scyJdf X19. ",
"3d0c3cf 797584bd193bd0f b1bd4e7d30":
"eyJhbGeci G Jub25l | nO.
eyJqdCki O | zZDBj M2NmiNzk3NTgOYmQxOTNi ZDBmYj Fi ZDRI N2QzMCI sl ml hdC
| 6MIQLODQBN AyNSwi aXNzl j oi aHROCHMBLY 9z Y2l t LmivVAYWLwWbhGUuY29t | i wi
YXVKI j pbl mh0dHBz O 8vanhlYi 51 eGFt cGxl LmMNvbS9GZW Kk cy 850GQ1LM QMW
ZhNWi Yzg3OTUsM2I 3Nz UOI i wi aHROcHMBLY9qaHVi LnivAYWLwbhGUUY29t LOZ
ZWRz Lz Vk Nz YWNDUX NmM x ZDA4N] QxZDc2NzZI ZTci XSwi ¢3Vi | j oi aHROCHMGLY
9zY2l t LnVAYWLwoGUUY29t L1VzZXJzLzQZj YXNDIkZj k2YmR2 YW 2MAUSNTI x
ZDKki LCII dmVudHM Onsi dXJuOm | dGY6cGFy YWLzOnN) aWD6ZXZI bnQcGFzc3
dvcnRSZXN dCl 6eyJpZCl 61 j QUZj YXNDIKZj k2YmR YW 2MAU3NTI xZDki f Sw
aHROCcHMBLY 9! eGFt cGxl Lm\vbS9zY2! t L2V2ZWs0L3Bhc3N3b3Jk UnVz ZXRFeH
Q Onsi cnVzZXRBAHR bXBOcyl 6NX19f Q "

}
}

Figure 6: Exanple Poll Response

In the above exanple, two SETs whose "jti" values are
"4d3559ec67504aaba65d40b0363f aad8" and
"3d0c3cf 797584bd193bd0f b1lbd4e7d30" are del i vered.

The following is a non-nornative exanple response to the request
shown in Section 2.4.1, which indicates that no new SETs or
unacknowl edged SETs are avail abl e:

HTTP/ 1.1 200 K
Cont ent - Type: application/json

"sets": {}

}
Figure 7: Exanple No SETs Poll Response

Upon receiving the JSON docunent (e.g., as shown in Figure 6), the
SET Reci pient parses and verifies the received SETs and notifies the
SET Transmitter of successfully received SETs and SETs with errors
via the next poll request to the SET Transmitter, as described in
Sections 2.4.3 and 2.4.4.

2.5.1. Poll Error Response

In the event of a general HITP error condition in the context of
processing a poll request, the service provider responds with the
appl i cabl e HTTP response status code, as defined in Section 6 of

[ RFC7231] .

Servi ce providers MAY respond to any invalid poll request with an
HTTP response status code of 400 (Bad Request) even when a nore
specific code m ght apply, for exanple, if the service provider
deened that a nore specific code presented an information disclosure
risk. Wen no nore specific code m ght apply, the service provider
SHALL respond to an invalid poll request with an HTTP status code of
400.

The response body for responses to invalid poll requests is left
undefined, and its contents SHOULD be i gnored.

The following is a non-nornative exanple of a response to an invalid
pol | request:

HTTP/ 1.1 400 Bad Request



Figure 8: Exanple Poll Error Response
2.6. FError Response Handling

If a SET is invalid, error codes fromthe | ANA "Security Event Token
Error Codes" registry established by [ RFC8935] are used in error
responses. As described in Section 2.3 of [RFC8935], an error
response is a JSON obj ect providing details about the error that

i ncludes the foll owi ng nane/val ue pairs:

err: A value fromthe I ANA "Security Event Token Error Codes”
registry that identifies the error

description: A human-readabl e string that provides additiona
di agnostic information.

When included as part of a batch of SETs, the above JSON is included
as part of the "setErrs" nenber, as defined in Sections 2.2 and
2.4.4.

When the SET Recipi ent includes one or nore error responses in a
request to the SET Transmitter, it rmust also include in the request a
" Cont ent - Language" header field whose val ue indicates the | anguage of
the error descriptions included in the request. The nethod of

| anguage selection in the case when the SET Reci pient can provide
error nessages in multiple | anguages is out of scope for this

speci fication.

3. Authentication and Aut horization

The SET delivery nethod described in this specification is based upon
HTTP over TLS [RFC2818] and standard HTTP aut henticati on and

aut hori zati on schenes, as per [RFC7235]. The TLS server certificate
MUST be validated using DNS-ID [ RFC6125] and/ or DNS-Based

Aut hentication of Named Entities (DANE) [ RFC6698]. As per

Section 4.1 of [RFC/7235], a SET delivery endpoint SHALL indicate
supported HTTP aut hentication schenmes via the "WWV Aut henti cate”
header field when using HTTP authentication

Aut hori zation for the eligibility to provide actionable SETs can be
determned by using the identity of the SET |Issuer, validating the
identity of the SET Transmitter, or via other enployed authentication
met hods. Li kewi se, the SET Transmtter may choose to validate the
identity of the SET Reci pient, perhaps using nutual TLS. Because
SETs are not conmands, SET Recipients are free to ignore SETs that
are not of interest after acknow edging their receipt.

4. Security Considerations
4.1. Authentication Using Signed SETs
JWE signed SETs can be used (see [RFC7515] and Section 5 of
[ RFC8417]) to enable the SET Recipient to validate that the SET
I ssuer is authorized to provide actionabl e SETs.
4.2. HTITP Consi derations
SET delivery depends on the use of the Hypertext Transfer Protoco
and is thus subject to the security considerations of HITP (Section 9
of [RFC7230]) and its related specifications.
4.3. Confidentiality of SETs

SETs may contain sensitive information, including Personally
Identifiable Information (PIl), or be distributed through third



parties. In such cases, SET Transmitters and SET Recipients MJST
protect the confidentiality of the SET contents. |n sone use cases,
using TLS to secure the transmitted SETs will be sufficient. In

ot her use cases, encrypting the SET as described in JSON Wb
Encryption (JWE) [RFC7516] will also be required. The Event delivery
endpoi nt MJST support at |east TLS version 1.2 [RFC5246] and SHOULD
support the newest version of TLS that neets its security
requirenents, which as of the tinme of this publicationis TLS 1.3

[ RFC8446]. The client MJUST performa TLS/ SSL server certificate
check using DNS-I1D [ RFC6125] and/or DANE [ RFC6698]. How a SET
Reci pi ent determ nes the expected service identity to match the SET
Transmitter’s server certificate against is out of scope for this
docunent. The inplenmentation security considerations for TLS in
"Recommendati ons for Secure Use of Transport Layer Security (TLS) and
Dat agram Transport Layer Security (DTLS)" [RFC7525] MUST be fol |l owed.

4.4. Access Token Consi derations

If HITP Authentication is performed using QAuth access tokens
[ RFC6749], inplementers MJST take into account the threats and
count er measures docunented in Section 8 of [RFC7521].

4.4.1. Bearer Token Consi derations

Transmitting bearer tokens [ RFC6750] using TLS hel ps prevent their
i nterception.

Bearer tokens SHOULD have a linited lifetime that can be determ ned
directly or indirectly (e.g., by checking with a validation service)
by the service provider. By expiring tokens, clients are forced to
obtain a new token (which usually involves re-authentication) for
continued authorized access. For exanple, in QAuth 2.0, a client NMAY
use an QAuth refresh token to obtain a new bearer token after

aut henticating to an authorization server, per Section 6 of

[ RFC6749] .

I mpl enent ati ons supporting QAuth bearer tokens need to factor in
security considerations of this authorization method [ RFC7521].

Since security is only as good as the weakest |ink, inplenmenters also
need to consider authentication choices coupled with QAuth bearer
tokens. The security considerations of the default authentication
met hod for QAuth bearer tokens, HTTP Basic, are well documented in

[ RFC7617]; therefore, inplementers are encouraged to prefer stronger
aut henti cati on met hods.

5. Privacy Considerations

SET Transmitters should attenpt to deliver SETs that are targeted to
the specific business and protocol needs of subscribers.

When sharing personally identifiable information or information that
is otherwise considered confidential to affected users, SET
Transmitters and Recipients MJST have the appropriate | ega
agreenents and user consent or ternms of service in place.
Furthernore, data that needs confidentiality protection MIST be
encrypted, at least with TLS and sonetinmes al so using JSON Wb
Encryption (JWE) [RFC7516].

In sone cases, subject identifiers thenselves may be consi dered
sensitive information, such that their inclusion within a SET may be
considered a violation of privacy. SET Issuers and SET Transmitters
shoul d consider the ram fications of sharing a particul ar subject
identifier with a SET Recipient (e.g., whether doing so could enable
correlation and/ or de-anonym zation of data) and choose appropriate
subject identifiers for their use cases.



6.

7.

7.

1.

| ANA Consi

der ati ons

Thi s docunent has no | ANA acti ons.
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Appendi x A, Unencrypted Transport Consi derations

Earlier versions of this specification nade the use of TLS optiona
and described security and privacy considerations resulting from use
of unencrypted HTTP as the underlying transport. When the working
group decided to nandate usage of HTTP over TLS, it also decided to
preserve the description of these considerations in a non-nornative
nmanner .

The considerations for using unencrypted HITP with this protocol are
the sane as those described in Appendi x A of [RFC8935], and are
theref ore not repeated here.
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