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can nake deli berate decisions regardi ng which services to provide, as
wel | as understandi ng how t hose decisions and the alternatives inpact
the privacy of users.
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described in RFC 6841.
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I nt roduction

The Domain Nanme System (DNS) is at the core of the Internet; alnost
every activity on the Internet starts with a DNS query (and often
several). However, the DNS was not originally designed with strong
security or privacy mechani sms. A nunber of devel opments have taken
place in recent years that aimto increase the privacy of the DNS,
and these are now seeing sone deploynent. This |atest evolution of
the DNS presents new chall enges to operators, and this docunent
attenpts to provide an overvi ew of considerations for privacy-focused
DNS servi ces



In recent years, there has al so been an increase in the availability
of "public resolvers" [RFC8499], which users may prefer to use

i nstead of the default network resol ver, either because they offer a
specific feature (e.g., good reachability or encrypted transport) or
because the network resol ver |lacks a specific feature (e.g., strong
privacy policy or unfiltered responses). These public resolvers have
tended to be at the forefront of adoption of privacy-related
enhancenents, but it is anticipated that operators of other resol ver
services will follow

Whi | st protocols that encrypt DNS nessages on the wire provide
protection against certain attacks, the resolver operator still has
(inprinciple) full visibility of the query data and transport
identifiers for each user. Therefore, a trust relationship (whether
explicit or inplicit) is assunmed to exist between each user and the
operator of the resolver(s) used by that user. The ability of the
operator to provide a transparent, well-docunmented, and secure
privacy service will likely serve as a major differentiating factor
for privacy-conscious users if they make an active selection of which
resol ver to use

It should al so be noted that there are both advantages and

di sadvant ages to a user choosing to configure a single resolver (or a
fixed set of resolvers) and an encrypted transport to use in al
networ k environnents. For exanple, the user has a clear expectation
of which resolvers have visibility of their query data. However

this resolver/transport selection may provide an added nechani sm f or
tracking them as they nove across network environments. Commtnents
fromresol ver operators to minimze such tracking as users nove

bet ween networks are also likely to play a role in user selection of
resol vers

More recently, the global |egislative |andscape with regard to
personal data collection, retention, and pseudonyni zati on has seen
significant activity. Providing detailed practice advice about these
areas to the operator is out of scope, but Section 5.3.3 describes
some mitigations of data-sharing risk

Thi s docunent has two nmain goal s:

* To provide operational and policy guidance related to DNS over
encrypted transports and to outline recomrendations for data
handl i ng for operators of DNS privacy services.

* To introduce the Recursive operator Privacy Statenent (RPS) and
present a framework to assist witers of an RPS. An RPS is a
docunent that an operator should publish that outlines their
operational practices and commitnments with regard to privacy,
thereby providing a nmeans for clients to evaluate both the
nmeasur abl e and cl ai med privacy properties of a given DNS privacy
service. The franmework identifies a set of elenents and specifies
an outline order for them This docunent does not, however,
define a particular privacy statenent, nor does it seek to provide
| egal advice as to the contents of an RPS

A desired operational inpact is that all operators (both those
providing resolvers within networks and those operating |arge public
services) can denonstrate their comitment to user privacy, thereby
driving all DNS resolution services to a nore equitable footing.
Choices for users would (in this ideal world) be driven by other
factors -- e.g., differing security policies or mnor differences in
operator policy -- rather than gross disparities in privacy concerns.

Conmuni ty insight (or judgnment?) about operational practices can
change quickly, and experience shows that a Best Current Practice
(BCP) docunent about privacy and security is a point-in-time



statenment. Readers are advised to seek out any updates that apply to
t hi s docunent.

Scope

"DNS Privacy Considerations" [RFC7626] describes the general privacy
i ssues and threats associated with the use of the DNS by Internet
users; nmuch of the threat analysis here is lifted fromthat docunent
and [ RFC6973]. However, this docunent is limted in scope to best-
practice considerations for the provision of DNS privacy services by
servers (recursive resolvers) to clients (stub resolvers or
forwarders). Choices that are made exclusively by the end user, or
those for operators of authoritative nameservers, are out of scope.

Thi s docunent includes (but is not limted to) considerations in the
fol |l owi ng areas:

1. Data "on the wire" between a client and a server.
2. Data "at rest" on a server (e.g., in logs).

3. Data "sent onwards" fromthe server (either on the wire or shared
with a third party).

VWil st the issues raised here are targeted at those operators who
choose to offer a DNS privacy service, considerations for areas 2 and
3 could equally apply to operators who only of fer DNS over
unencrypted transports but who woul d otherwise Iike to align with
privacy best practice.

Privacy- Rel at ed Docunents

There are various docunents that describe protocol changes that have
the potential to either increase or decrease the privacy properties
of the DNS in various ways. Note that this does not inply that sone
docunents are good or bad, better or worse, just that (for exanple)
some features may bring functional benefits at the price of a
reduction in privacy, and conversely sonme features increase privacy
with an acconpanying increase in conplexity. A selection of the nost
rel evant docunments is listed in Appendix A for reference.

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

DNS term nology is as described in [ RFC8499], except with regard to
the definition of privacy-enabling DNS server in Section 6 of
[RFC8499]. In this docunent we use the full definition of a DNS over
(D) TLS privacy-enabling DNS server as given in [ RFC8310], i.e., that
such a server should also offer at | east one of the credentials
described in Section 8 of [RFC8310] and inplenment the (D)TLS profile
described in Section 9 of [RFC8310].

O her Terns:

RPS: Recursive operator Privacy Statenment; see Section 6.

DNS privacy service: The service that is offered via a privacy-
enabling DNS server and is docunented either in an infornal

statenment of policy and practice with regard to users privacy or a
formal RPS.
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Recomendati ons for DNS Privacy Services

In the followi ng sections, we first outline the threats relevant to
the specific topic and then discuss the potential actions that can be
taken to nmitigate them

We describe two cl asses of threats:

* Threats described in [RFC6973], "Privacy Considerations for
I nternet Protocols"”

- Privacy term nology, threats to privacy, and mtigations as
described in Sections 3, 5, and 6 of [RFC6973].

* DNS Privacy Threats

- These are threats to the users and operators of DNS privacy
services that are not directly covered by [ RFC6973]. These may
be nore operational in nature, such as certificate-nmanagenent
or service-availability issues.

We describe three classes of actions that operators of DNS privacy
services can take:

* Threat mtigation for well-understood and documented privacy
threats to the users of the service and, in sone cases, the
operators of the service

* Optimzation of privacy services froman operational or managenent
per specti ve.

* Additional options that could further enhance the privacy and
usability of the service.

Thi s docunent does not specify policy, only best practice. However,
for DNS privacy services to be considered conpliant with these best-
practice guidelines, they SHOULD i nmpl enent (where appropriate) all

* Threat nmitigations to be mininmally conpliant.

* (Optimzations to be noderately conpliant.

* Additional options to be maxinmally conpliant.

The rest of this docunment does not use normative | anguage but instead
refers only to the three differing classes of action that correspond
to the three nanmed | evel s of conpliance stated above. However,
compliance (to the indicated level) remains a normative requirenent.

1. On the Wre between Cient and Server

In this section, we consider both data on the wire and the service
provided to the client.

1.1. Transport Recommendati ons

Threats described in [ RFC6973]:
Surveil |l ance:
Passi ve surveillance of traffic on the wire.

DNS Privacy Threats:
Active injection of spurious data or traffic.

M ti gations:
A DNS privacy service can nmitigate these threats by providing
service over one or nore of the follow ng transports:



* DNS over TLS (DoT) [RFC7858] [RFC8310].
* DNS over HTTPS (DoH) [RFC8484].

It is noted that a DNS privacy service can al so be provided over DNS
over DTLS [RFC8094]; however, this is an Experinmental specification,
and there are no known inplenmentations at the tine of witing.

It is also noted that DNS privacy service night be provided over
DNSCrypt [DNSCrypt], |Psec, or VPNs. However, there are no specific
RFCs that cover the use of these transports for DNS, and any

di scussi on of best practice for providing such a service is out of
scope for this docunent.

Whi | st encryption of DNS traffic can protect against active injection
on the paths traversed by the encrypted connection, this does not
di m ni sh the need for DNSSEC, see Section 5.1.4.

5.1.2. Authentication of DNS Privacy Services

Threats described in [ RFC6973]:
Surveil | ance:
Active attacks on client resolver configuration

M ti gations:
DNS privacy services should ensure clients can authenticate the
server. Note that this, in effect, conmits the DNS privacy
service to a public identity users will trust.

When using DoT, clients that select a "Strict Privacy" usage
profile [RFC8310] (to mitigate the threat of active attack on the
client) require the ability to authenticate the DNS server. To
enabl e this, DNS privacy services that offer DoT need to provide
credentials that will be accepted by the client’s trust nodel, in
the formof either X 509 certificates [RFC5280] or Subject Public
Key Info (SPKI) pin sets [RFC3310].

When offering DoH [ RFC8484], HITPS requires authentication of the
server as part of the protocol

5.1.2.1. Certificate Managenent

Anecdot al evidence to date highlights the nanagenent of certificates
as one of the nore chall enging aspects for operators of traditiona
DNS resol vers that choose to additionally provide a DNS privacy
service, as manhagenment of such credentials is new to those DNS
oper at or s.

It is noted that SPKI pin set managenent is described in [ RFC7858]
but that key-pinning nmechanisns in general have fallen out of favor
operationally for various reasons, such as the |ogistical overhead of
rolling keys.

DNS Privacy Threats:
* Invalid certificates, resulting in an unavail abl e servi ce,
which nmight force a user to fall back to cleartext.

* Msidentification of a server by a client -- e.g., typos in DoH
URL templ ates [ RFC8484] or authentication domai n nanes
[ RFC8310] that accidentally direct clients to attacker-
controll ed servers

M ti gations:
It is recomended that operators:



Fol | ow t he guidance in Section 6.5 of [RFC7525] with regard to
certificate revocation.

Aut omat e the generation, publication, and renewal of
certificates. For exanple, Automatic Certificate Managenent
Envi ronment (ACME) [ RFC8555] provides a mechanismto actively
manage certificates through automati on and has been i npl enent ed
by a nunber of certificate authorities.

Monitor certificates to prevent accidental expiration of
certificates.

Choose a short, nenorabl e authentication domain name for the
servi ce.

5.1.3. Protocol Reconmendati ons

5.1.3.1. DoT

DNS Privacy Threats:
* Known attacks on TLS, such as those described in [ RFC7457].
* Traffic analysis, for exanple: [Pitfalls-of-DNS-Encryption]

(focused on DoT).

* Potential for client tracking via transport identifiers.
* Bl ocking of well-known ports (e.g., 853 for DoT).

M tigations:
In the case of DoT, TLS profiles from Section 9 of [RFC3310] and

the "Counterneasures to DNS Traffic Anal ysis" from Section 11.1 of
[ RFC8310] provide strong mtigations. This includes but is not
limted to:

*

Opti mi
*

Addi ti

Adhering to [ RFC7525].

I mpl enenting only (D)TLS 1.2 or later, as specified in
[ RFC8310] .

I mpl ementi ng Extensi on Mechani snms for DNS (EDNS(0)) Paddi ng
[ RFC7830] using the guidelines in [ RFC8467] or a successor
speci fication.

Servers should not degrade in any way the query service |eve
provided to clients that do not use any form of session
resunption nechani sm such as TLS session resunpti on [ RFC5077]
with TLS 1.2 (Section 2.2 of [RFC8446]) or Donain Name System
(DNS) Cooki es [ RFC7873].

A DoT privacy service on both port 853 and 443. |f the
operat or deploys DoH on the sane | P address, this requires the
use of the "dot" Application-Layer Protocol Negotiation (ALPN)
val ue [dot-ALPN].

zati ons:

Concurrent processing of pipelined queries, returning responses
as soon as available, potentially out of order, as specified in
[RFC7766]. This is often called "OOOR' -- out-of-order
responses (providing processing performance simlar to HITP

mul ti pl exi ng) .

Managenent of TLS connections to optimze perfornmance for
clients using [ RFC7766] and EDNS(0) Keepalive [RFC7828]

onal Options:



Management of TLS connections to optimze performance for clients
usi ng DNS Stateful Operations [ RFC8490].

5.1.3.2. DoH

DNS Privacy Threats:
* Known attacks on TLS, such as those described in [ RFC7457].

* Traffic analysis, for exanple: [DNS-Privacy-not-so-private]
(focused on DoH)

* Potential for client tracking via transport identifiers.

M ti gations:
* Cdients nust be able to forgo the use of HTTP cooki es [ RFC6265]
and still use the service.

* Use of HITP/ 2 paddi ng and/ or EDNS(0) paddi ng, as described in
Section 9 of [RFC8484].

* (Cients should not be required to include any headers beyond
the absolute mnimumto obtain service froma DoH server. (See
Section 6.1 of [BU LD WHTTP].)

5.1.4. DNSSEC

DNS Privacy Threats:
Users may be directed to bogus | P addresses that, depending on the
application, protocol, and authentication nmethod, m ght |ead users
to reveal personal information to attackers. One exanple is a
website that doesn’t use TLS or whose TLS authentication can
sonehow be subverted

M ti gations:
Al'l DNS privacy services nust offer a DNS privacy service that
performs Domai n Name System Security Extensions ( DNSSEC)
validation. |In addition, they nmust be able to provide the DNSSEC
Resource Records (RRs) to the client so that it can performits
own validation.

The addition of encryption to DNS does not renove the need for DNSSEC
[ RFC4033]; they are independent and fully conpatible protocols, each
solving different problens. The use of one does not dimnish the
need nor the useful ness of the other

Wil e the use of an authenticated and encrypted transport protects
origin authentication and data integrity between a client and a DNS
privacy service, it provides no proof (for a nonvalidating client)
that the data provided by the DNS privacy service was actually DNSSEC

authenticated. As with cleartext DNS, the user is still solely
trusting the Authentic Data (AD) bit (if present) set by the
resol ver.

It should al so be noted that the use of an encrypted transport for
DNS actually sol ves many of the practical issues encountered by DNS
validating clients -- e.g., interference by m ddl eboxes wth
cleartext DNS payloads is conpletely avoided. |In this sense, a
validating client that uses a DNS privacy service that supports
DNSSEC has a far sinpler task in terns of DNSSEC roadbl ock avoi dance
[ RFC8027] .

5.1.5. Availability
DNS Privacy Threats:

A failing DNS privacy service could force the user to swtch
providers, fall back to cleartext, or accept no DNS service for
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the duration of the outage.

M ti gations:
A DNS privacy service should strive to engineer encrypted services
to the sane availability level as any unencrypted services they
provide. Particular care should to be taken to protect DNS
privacy services agai nst denial -of-service (DoS) attacks, as
experience has shown that unavailability of DNS resol ving because
of attacks is a significant notivation for users to switch
services. See, for exanple, Section |V-C of
[ Passi ve- Cbservati ons- of - a- Lar ge- DNS] .

Techni ques such as those described in Section 10 of [RFC7766] can
be of use to operators to defend agai nst such attacks.

6. Service Options

DNS Privacy Threats:
Unfairly disadvantagi ng users of the privacy service with respect
to the services available. This could force the user to swtch
providers, fall back to cleartext, or accept no DNS service for
the duration of the outage.

M tigations:
A DNS privacy service should deliver the same | evel of service as
of fered on unencrypted channels in terns of options such as
filtering (or lack thereof), DNSSEC validation, etc.

7. lInpact of Encryption on Mnitoring by DNS Privacy Service
Operators

DNS Privacy Threats:
I ncreased use of encryption can inpact a DNS privacy service
operator’s ability to nonitor traffic and therefore manage their
DNS servers [ RFC8404].

Many nonitoring solutions for DNS traffic rely on the plaintext
nature of this traffic and work by intercepting traffic on the wire,
either using a separate view on the connection between clients and
the resolver, or as a separate process on the resol ver systemthat

i nspects network traffic. Such solutions will no |onger function
when traffic between clients and resolvers is encrypted. Many DNS
privacy service operators still need to inspect DNS traffic -- e.qg.,

to nonitor for network security threats. Operators may therefore
need to invest in an alternative neans of nonitoring that relies on
either the resolver software directly, or exporting DNS traffic from
the resol ver using, for exanple, [dnstap].

Optim zati on:
When i npl ementing alternative nmeans for traffic nonitoring,
operators of a DNS privacy service should consider using privacy-
consci ous nmeans to do so. See Section 5.2 for nore details on
data handling and the di scussion on the use of BloomFilters in
Appendi x B

8. Limtations of Fronting a DNS Privacy Service with a Pure TLS
Pr oxy

DNS Privacy Threats:
* Limted ability to manage or nonitor incom ng connections using
DNS- speci fi c techni ques.

* Msconfiguration (e.g., of the target-server address in the
proxy configuration) could lead to data | eakage if the proxy-
to-target-server path is not encrypted
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Optim zati on:

2

2

1.

Sone operators nay choose to inplenent DoT using a TLS proxy
(e.g., [nginx], [haproxy], or [stunnel]) in front of a DNS
nameserver because of proven robustness and capacity when handling
| arge nunbers of client connections, |oad-bal ancing capabilities,
and good tooling. Currently, however, because such proxies
typically have no specific handling of DNS as a protocol over TLS
or DTLS, using themcan restrict traffic managenent at the proxy

| ayer and the DNS server. For exanple, all traffic received by a
naneserver behind such a proxy will appear to originate fromthe
proxy, and DNS techni ques such as Access Control Lists (ACLS),
Response Rate Linmting (RRL), or DNS64 [ RFC6147] will be hard or

i npossible to inplenment in the naneserver

Qperators nmay choose to use a DNS-aware proxy, such as [dnsdist],
that offers customoptions (sinmlar to those proposed in

[DNS- XPF]) to add source information to packets to address this
shortcomng. It should be noted that such options potentially
significantly increase the | eaked information in the event of a
m sconfi gurati on.

Data at Rest on the Server

Dat a Handl i ng

Threats described in [ RFC6973]:
*

Surveil | ance.
* Stored-data conprom se
* Correlation
* ldentification.
* Secondary use

* Disclosure.

O her Threats

Contravention of |egal requirenents not to process user data.

M tigations:

The following are reconmendations relating to conmon activities
for DNS service operators; in all cases, data retention should be
m nimzed or conpletely avoided if possible for DNS privacy
services. |If data is retained, it should be encrypted and either
aggr egat ed, pseudonymni zed, or anonym zed whenever possible. In
general, the principle of data mnimzation described in [ RFC6973]
shoul d be appli ed.

* Transient data (e.g., data used for real-time nonitoring and
threat analysis, which mght be held only in nenory) should be
retained for the shortest possible period deenmed operationally
f easi bl e.

* The retention period of DNS traffic |ogs should be only as |ong
as is required to sustain operation of the service and neet
regul atory requirenments, to the extent that they exist.

* DNS privacy services should not track users except for the
particul ar purpose of detecting and renedying technically
mal i ci ous (e.g., DoS) or anonal ous use of the service.

* Data access should be minimized to only those personnel who
require access to performoperational duties. It should also
be limted to anonym zed or pseudonyni zed data where



operationally feasible, with access to full logs (if any are
hel d) only permtted when necessary.

Optim zati ons:
* Consider use of full-disk encryption for |ogs and data-capture
st or age.

.2.2. Data Mnimzation of Network Traffic

Data minimzation refers to collecting, using, disclosing, and
storing the mniml data necessary to performa task, and this can be
achi eved by renoving or obfuscating privacy-sensitive information in
network traffic logs. This is typically personal data or data that
can be used to link a record to an individual, but it may al so

i nclude other confidential information -- for exanple, on the
structure of an internal corporate network.

The problem of effectively ensuring that DNS traffic | ogs contain no
or minimal privacy-sensitive information is not one that currently
has a generally agreed solution or any standards to informthis

di scussion. This section presents an overview of current techni ques
to sinply provide reference on the current status of this work.

Research into data mnimzation techniques (and particularly IP

addr ess pseudonymi zati on/ anonym zati on) was sparked in the |ate 1990s
/| early 2000s, partly driven by the desire to share significant
corpuses of traffic captures for research purposes. Severa

techni ques reflecting different requirenments in this area and
different performance/resource trade-offs energed over the course of
the decade. Devel opnents over the | ast decade have been both a

bl essing and a curse; the large increase in size between an |Pv4 and
an | Pv6 address, for exanple, renders sone techniques inpractical,
but al so nakes avail able a nmuch | arger anobunt of input entropy, the
better to resist brute-force re-identification attacks that have
grown in practicality over the period.

Techni ques enpl oyed may be broadly categorized as either

anonym zati on or pseudonym zation. The follow ng discussion uses the
definitions from|[RFC6973], Section 3, with additional observations
from[van-Dijkhuizen-et-al].

* Anonym zation. To enable anonymty of an individual, there nust
exi st a set of individuals that appear to have the sane
attribute(s) as the individual. To the attacker or the observer,
these individuals nmust appear indistinguishable fromeach other

* Pseudonyni zation. The true identity is determnistically replaced
with an alternate identity (a pseudonym. Wen the
pseudonymi zati on schema is known, the process can be reversed, so
the original identity becones known again.

In practice, there is a fine line between the two; for exanple, it is
difficult to categorize a deterninistic algorithmfor data

m nimzation of | P addresses that produces a group of pseudonyns for
a single given address.

.2.3. | P Address Pseudonym zati on and Anonym zati on Met hods

A major privacy risk in DNS is connecting DNS queries to an
i ndividual, and the nmajor vector for this in DNS traffic is the
client |IP address.

There is active discussion in the space of effective pseudonym zation
of IP addresses in DNS traffic |ogs; however, there seens to be no
single solution that is widely recogni zed as suitable for all or nost
use cases. There are also as yet no standards for this that are
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unencunbered by patents.

Appendi x B provides a nore detailed survey of various techniques
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3.

enpl oyed or under devel opnent in 2020.

Pseudonyni zati on, Anonym zation, or Discarding of O her
Correl ati on Data

DNS Privacy Threats:
*

Fi ngerprinting of the client OS via various neans, including:
IP TTL/Hoplimt, TCP paraneters (e.g., w ndow size, Explicit
Congestion Notification (ECN) support, selective acknow edgnent
(SACK)), OS-specific DNS query patterns (e.g., for network
connectivity, captive portal detection, or OS-specific

updat es) .

Fingerprinting of the client application or TLS library by, for
exanpl e, HITP headers (e.g., User-Agent, Accept, Accept-

Encodi ng), TLS version/ G pher-suite conbi nations, or other
connection parameters.

Correlation of queries on multiple TCP sessions originating
fromthe sanme | P address.

Correlating of queries on multiple TLS sessions originating
fromthe sane client, including via session-resunption
mechani sns.

Resol vers _might_ receive client identifiers -- e.g., Media
Access Control (MAC) addresses in EDNS(0) options. Some
customer pren ses equi pment (CPE) devices are known to add them
[ MAC- addr ess- EDNS] .

M ti gations:

Data m nimzation or discarding of such correlation data.

Cache Snoopi ng

Threats described in [ RFC6973]:
Surveil | ance:

Profiling of client queries by malicious third parties.

M tigations:
See [ | SC- Knowl edge- dat abase- on-cache-snoopi ng] for an exanple
di scussi on on def endi ng agai nst cache snooping. Options proposed
include limting access to a server and limting nonrecursive
queri es.

Data Sent Onwards fromthe Server

In this section, we consider both data sent on the wire in upstream
queries and data shared with third parties

Pr ot ocol Reconmmendati ons

Threats described in [ RFC6973]:
Surveil | ance:

Transm ssion of identifying data upstream

M tigations:
The server shoul d:

i mpl ement QNAME mini mi zation [ RFC7816] .

honor a SOURCE PREFI X- LENGTH set to O in a query containing the
EDNS(0) Cient Subnet (ECS) option ([ RFC7871], Section 7.1.2).
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This is as specified in [ RFC8310] for DoT but applicable to any
DNS privacy service

Optim zati ons:
As per Section 2 of [RFC7871], the server should either

* not use the ECS option in upstreamqueries at all, or

* offer alternative services, one that sends ECS and one that
does not.

If operators do offer a service that sends the ECS options upstream
they shoul d use the shortest prefix that is operationally feasible
and ideally use a policy of allowisting upstreamservers to which to
send ECS in order to reduce data | eakage. Operators should rmake
clear in any policy statenment what prefix length they actually send
and the specific policy used.

Allowisting has the benefit that not only does the operator know

whi ch upstream servers can use ECS, but also the operator can decide
whi ch upstream servers apply privacy policies that the operator is
happy with. However, sone operators consider allowisting to incur
significant operational overhead compared to dynamic detection of ECS
support on authoritative servers.

Addi tional options:

*  "Aggressive Use of DNSSEC- Validated Cache" [RFC8198] and
"NXDOVAI N: There Really Is Nothing Underneath" [RFC8020] to reduce
the nunber of queries to authoritative servers to increase
privacy.

* Run a local copy of the root zone [ RFC8806] to avoid naking
queries to the root servers that mght |eak information.

3.2. dient Query Obfuscation
Addi tional options:

Since queries fromrecursive resolvers to authoritative servers are
performed using cleartext (at the tine of witing), resolver services
need to consider the extent to which they may be directly | eaking
informati on about their client community via these upstream queries
and what they can do to nmitigate this further. Note that, even when
all the relevant techniques descri bed above are enpl oyed, there may
still be attacks possible -- e.g., [Pitfalls-of-DNS-Encryption]. For
exanple, a resolver with a very small community of users risks
exposing data in this way and ought to obfuscate this traffic by
mxing it with "generated” traffic to nake client characterization
harder. The resolver could also enpl oy aggressive prefetch

techni ques as a further neasure to counter traffic analysis.

At the tine of witing, there are no standardized or widely
recogni zed techni ques to perform such obfuscation or bul k prefetches.

Anot her technique that particularly snall operators may consider is
forwarding local traffic to a |larger resolver (with a privacy policy
that aligns with their own practices) over an encrypted protocol, so
that the upstream queries are obfuscated anbng those of the |arge
resol ver.

3.3. Data Sharing

Threats described in [ RFC6973]:
* Surveillance.
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* Stored-data conprom se
* Correlation.

* ldentification.

* Secondary use

* Disclosure.

DNS Privacy Threats:
Contravention of |egal requirenents not to process user data.

M ti gations:
Qperators should not share identifiable data with third parti es.

If operators choose to share identifiable data with third parties
in specific circunstances, they should publish the terns under
whi ch data is shared

Qperators shoul d consider including specific guidelines for the
col l ection of aggregated and/or anonym zed data for research
purposes, within or outside of their own organization. This can
benefit not only the operator (through inclusion in nove

research) but also the wider Internet cormunity. See the policy
publ i shed by SURFnet [ SURFnet-policy] on data sharing for research
as an exanpl e.

Recursive Operator Privacy Statenent (RPS)
To be conpliant with this Best Current Practice docunment, a DNS
recursive operator SHOULD publish a Recursive operator Privacy
Statement (RPS). Adopting the outline, and including the headings in
the order provided, is a benefit to persons conparing RPSs from
mul ti pl e operators.

Appendi x C provides a conparison of some existing policy and privacy
statenents.

Qutline of an RPS

The contents of Sections 6.1.1 and 6.1.2 are non-nornmative, other
than the order of the headings. Material under each topic is present
to assist the operator developing their own RPS. This materi al

* Relates _only to matters around the technical operation of DNS
privacy services, and no other matters.

* Does not attenpt to offer an exhaustive list for the contents of
an RPS.

* |s not intended to formthe basis of any |egal/conpliance
docunent ati on.

Appendi x D provides an exanple (al so non-normative) of an RPS
statenent for a specific operator scenario.

1. Policy

1. Treatnment of |IP addresses. Make an explicit statenent that IP
addresses are treated as personal data.

2. Data collection and sharing. Specify clearly what data
(including | P addresses) is:

* Collected and retained by the operator, and for what period it
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i s retained.
* Shared with partners.
* Shared, sold, or rented to third parties.

In each case, specify whether data is aggregated, pseudonynized,
or anonym zed and the conditions of data transfer. \Were
possi bl e provide details of the techniques used for the above
data minim zations.

Exceptions. Specify any exceptions to the above -- for exanple,
technically malicious or anomal ous behavi or

Associ ated entities. Declare and explicitly enunerate any
partners, third-party affiliations, or sources of funding.

Correlation. Wether user DNS data is correl ated or conbi ned
with any ot her personal information held by the operator.

Result filtering. This section should explain whether the
operator filters, edits, or alters in any way the replies that it
receives fromthe authoritative servers for each DNS zone before
forwarding themto the clients. For each category listed bel ow,
the operator should al so specify howthe filtering lists are
created and managed, whether it enploys any third-party sources
for such lists, and which ones.

* Specify if any replies are being filtered out or altered for
net wor k- and conputer-security reasons (e.g., preventing
connections to mal war e-spreadi ng websites or botnet contro
servers).

* Specify if any replies are being filtered out or altered for
mandat ory | egal reasons, due to applicable |egislation or
bi ndi ng orders by courts and other public authorities.

* Specify if any replies are being filtered out or altered for
voluntary |l egal reasons, due to an internal policy by the
operator aimng at reducing potential |egal risks.

* Specify if any replies are being filtered out or altered for
any ot her reason, including conmercial ones.

Practice

Conmruni cate the current operational practices of the service

1.

Devi ati ons. Specify any tenporary or permanent deviations from
the policy for operational reasons.

Client-facing capabilities. Wth reference to each subsection of
Section 5.1, provide specific details of which capabilities
(transport, DNSSEC, padding, etc.) are provided on which client-
faci ng addresses/port conbination or DoH URI tenplate. For
Section 5.1.2, clearly specify which specific authentication
mechani sns are supported for each endpoint that offers DoT:

a. The authentication domain name to be used (if any).

b. The SPKI pin sets to be used (if any) and policy for rolling
keys.

Upstream capabilities. Wth reference to Section 5.3, provide
specific details of which capabilities are provided upstream for
data sent to authoritative servers
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4. Support. Provide contact/support information for the service.
5. Data Processing. This section can optionally comunicate |inks
to, and the high-level contents of, any separate statenments the
operator has published that cover applicabl e data-processing
| egislation or agreenents with regard to the |location(s) of
service provision.
2. Enforcenent/Accountability

Transparency reports may help with building user trust that operators
adhere to their policies and practices.

Wher e possi bl e, independent nonitoring or analysis could be perfornmed
of :

*  ECS, QNAME minimzation, EDNS(0) padding, etc.

* Filtering.

*  Uptine.
This is by analogy with several TLS or website-analysis tools that
are currently available -- e.g., [SSL-Labs] or [Internet.nl].

Additionally, operators could choose to engage the services of a
third-party auditor to verify their conpliance with their published
RPS.

| ANA Consi der ations
Thi s docunent has no | ANA acti ons.
Security Considerations

Security considerations for DNS over TCP are given in [ RFC7/766], many
of which are generally applicable to session-based DNS. GQui dance on
operational requirenents for DNS over TCP are also available in

[ DNS- OVER- TCP]. Security considerations for DoT are given in

[ RFC7858] and [ RFC8310], and those for DoH in [ RFC3484].

Security considerations for DNSSEC are given in [ RFC4033], [ RFC4034],
and [ RFC4035] .
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Appendi x A, Documents

A 1.

A 2.

A 3.

Thi s section provides an overview of some DNS privacy-rel ated
docunents. However, this is neither an exhaustive list nor a
definitive statement on the characteristics of any docunment with
regard to potential increases or decreases in DNS privacy.
Potential Increases in DNS Privacy

These docunents are limted in scope to comunications between stub
clients and recursive resolvers:

* "Specification for DNS over Transport Layer Security (TLS)"
[ RFC7858] .

* "DNS over Datagram Transport Layer Security (DTLS)" [RFC8094].
Note that this docunment has the category of Experinental.

* "DNS Queries over HTTPS (DoH)" [ RFCB8484].
* "Usage Profiles for DNS over TLS and DNS over DTLS" [RFC8310].

*  "The EDNS(0) Paddi ng Option" [RFC7830] and "Padding Policies for
Ext ensi on Mechani sns for DNS (EDNS(0))" [RFC8467].

These docunents apply to recursive and authoritative DNS but are
rel evant when considering the operation of a recursive server:

*  "DNS Query Name M ninisation to |Inprove Privacy" [RFC7816].
Potential Decreases in DNS Privacy

These docunents relate to functionality that could provide increased
tracking of user activity as a side effect:

* "Client Subnet in DNS Queries" [RFC7871].

*  "Domain Nanme System (DNS) Cookies" [RFC7873]).

* "Transport Layer Security (TLS) Session Resunption w thout Server-
Side State" [RFC5077], referred to here as sinply TLS session

resunpti on.

* [ RFCB446], Appendix C. 4 describes client tracking prevention in
TLS 1.3

*  "Conpacted-DNS (C-DNS): A Format for DNS Packet Capture"
[ RFC8618] .

* Passive DNS [ RFC8499].

* Section 8 of [RFC8484] outlines the privacy considerations of DoH.
Note that (while that docunent advises exposing the mninmal set of
data needed to achieve the desired feature set), depending on the
specifics of a DoH inplenentation, there may be increased
identification and tracking conpared to other DNS transports.

Rel at ed Operational Docunents

* "DNS Transport over TCP - Inplenentation Requirenments" [RFC7766].

* "DNS Transport over TCP - Qperational Requirenents”
[ DNS- OVER- TCP] .

*  "The edns-tcp-keepalive EDNSO Option" [RFC7828].



* "DNS Stateful Operations" [RFC8490].
Appendi x B. | P Address Techni ques

The following table presents a high-1evel conparison of various
techni ques enpl oyed or under devel oprment in 2019 and cl assifies them
according to categorization of technique and other properties. Both
the specific techniques and the categorizations are described in nore
detail in the followi ng sections. The list of techniques includes
the main techniques in current use but does not claimto be

conpr ehensi ve.

[ et —————————————————— L—— —— j——t— [——ty ——ry p—ty ——r
| Categorization/Property | GA|] d|] TC| C| TS| i | B |
[ ey plp——_— pl—j—t" h——(— —j—t— plp—j——r plp—p— —pj—r
| Anonymi zation | X | X| X | | | | X |
e e T R e e O Sk S S
| Pseudonym zati on | | | | X X | X| |
o e e e e e LTI T Sy Y S
| Format preserving | X | X| X | X]| X | X| |
T R S S S T S S
| Prefix preserving | | | X | X| X | | |
e e T R e e O Sk S S
| Repl acement | | | X ] | | | |
o e e e e e LTI T Sy Y S
| Filtering X 1 I I
R e T R S S S T S S
| Generalization | | | | | | | X

e e T R e e O Sk S S
| Enuneration | | X | | | | | |
o e e e e e LTI T Sy Y S
| Reordering/ Shuffling | | | X | | | |
R e e T R S S S T S S
| Random substitution | | | X ] | | | |
e e T R e e O Sk S S
| Cryptographic permutation | | | | X X | X| |
o e e e e e LTI T Sy Y S
| 1'Pv6 issues | | | | | X | | |
R e T R S S S T S S
| CPU intensive | | | | X | | | |
e e T R e e O Sk S S
| Mernory intensive | | | X | | | | |
o e e e e e LTI T Sy Y S
| Security concerns | | | | | | X | |
R e T R S S S T S S

Table 1: Cdassification of Techni ques

Legend of techni ques:

GA = Google Analytics
d = dnswasher

TC = TCPdpriv

C = Crypt oPANn

TS = TSA

i = i pci pher

B = Bloomfilter

The choi ce of which nmethod to use for a particular application wll
depend on the requirements of that application and consideration of
the threat analysis of the particular situation

For exanple, a comon goal is that distributed packet captures nust
be in an existing data format, such as PCAP [ pcap] or Conpacted- DNS
(C-DNS) [RFC8618], that can be used as input to existing analysis
tools. In that case, use of a format-preserving technique is



essential. This, though, is not cost free; several authors (e.g.,
[ Brekne- and- Arnes]) have observed that, as the entropy in an | Pv4d
address is limted, if an attacker can

* ensure packets are captured by the target and

* send forged traffic with arbitrary source and destination
addresses to that target and

* obtain a de-identified log of said traffic fromthat target,

any format-preserving pseudonym zation is vulnerable to an attack
along the lines of a cryptographic chosen-plaintext attack

B.1. Categorization of Techniques

Data m nim zati on nethods nay be categorized by the processing used
and the properties of their outputs. The follow ng builds on the
categori zation enployed in [ RFC6235]:

Format - preserving. Nornally, when encrypting, the original data
| ength and patterns in the data should be hidden froman attacker
Sone applications of de-identification, such as network capture
de-identification, require that the de-identified data is of the
same formas the original data, to allowthe data to be parsed in
the sane way as the original

Prefix preservation. Values such as |IP addresses and MAC addresses
contain prefix information that can be valuable in analysis --
e.g., manufacturer IDin MAC addresses, or subnet in |IP addresses.
Prefix preservation ensures that prefixes are de-identified
consistently; for exanple, if two | P addresses are fromthe sane
subnet, a prefix preserving de-identification will ensure that
their de-identified counterparts will also share a subnet. Prefix
preservation may be fixed (i.e., based on a user-selected prefix
length identified in advance to be preserved ) or general

Repl acenent. A one-to-one replacenent of a field to a new val ue of
the sane type -- for exanple, using a regular expression

Filtering. Renoving or replacing data in a field. Field data can be
overwritten, often with zeros, either partially (truncation or
reverse truncation) or conpletely (black-marker anonym zation).

Generalization. Data is replaced by nore general data with reduced
specificity. One exanple would be to replace all TCP/ UDP port
numbers with one of two fixed val ues indicating whether the
original port was epheneral (>=1024) or nonepheneral (>1024).
Anot her exanpl e, precision degradation, reduces the accuracy of,
for exanple, a nuneric value or a tinmestanp.

Enunmeration. Wth data froma well-ordered set, replace the first
data item s data using a randominitial value and then allocate
ordered val ues for subsequent data itenms. Wen used with
timestanp data, this preserves ordering but |oses precision and
di st ance.

Reordering/shuffling. Preserving the original data, but rearranging
its order, often in a random manner.

Random substitution. As replacenment, but using randomy generated
r epl acenent val ues.

Cryptographic pernutation. Using a permutation function, such as a
hash function or cryptographic bl ock cipher, to generate a
repl acenent de-identified val ue.



B.2. Specific Techni ques
B.2.1. Google Analytics Non-Prefix Filtering

Since May 2010, Google Analytics has provided a facility

[1 P- Anonymi zation-in-Anal ytics] that allows website owners to request
that all their users’ |P addresses are anonym zed wi thin Google

Anal ytics processing. This very basic anonym zation sinply sets to
zero the least significant 8 bits of |Pv4 addresses, and the | east
significant 80 bits of |1 Pv6 addresses. The |level of anonym zation
this produces is perhaps questionable. There are sone anal ysis
results [Ceol ocation-1npact-Assessnment] that suggest that the inpact
of this on reducing the accuracy of determning the user’s |ocation
fromtheir IP address is |l ess than m ght be hoped; the average

di screpancy in identification of the user city for UK users is no
nmore than 17%

Anonym zation: Format-preserving, Filtering (truncation).
B.2.2. dnswasher

Si nce 2006, PowerDNS has included a de-identification tool, dnswasher
[ Power DNS- dnswasher], with their Power DNS product. This is a PCAP
filter that performs a one-to-one mappi ng of end-user |P addresses
with an anonym zed address. A table of user |IP addresses and their
de-identified counterparts is kept; the first |IPv4 user addresses is
translated to 0.0.0.1, the second to 0.0.0.2, and so on. The de-

i dentified address therefore depends on the order that addresses
arrive in the input, and when running over a |arge anmount of data,
the address translation tables can growto a significant size.

Anonymi zation: Fornmat-preserving, Enuneration
B.2.3. Prefix-Preserving Map

Used in [tcpdpriv], this algorithmstores a set of original and
anonym zed | P address pairs. Wen a new | P address arrives, it is
conpared with previous addresses to determ ne the |ongest prefix

mat ch. The new address is anonym zed by using the same prefix, with
the remai nder of the address anonym zed with a random val ue. The use
of a random val ue neans that TCPdpriv is not determnistic; different
anonym zed values will be generated on each run. The need to store
previ ous addresses neans that TCPdpriv has significant and unbounded
menory requirements. The need to allocate anonym zed addresses
sequentially nmeans that TCPdpriv cannot be used in parall el
processi ng.

Anonym zation: Format-preserving, prefix preservation (general).
B.2.4. Cryptographic Prefix-Preserving Pseudonym zati on

Crypt ographi c prefix-preserving pseudonym zation was originally
proposed as an inprovenent to the prefix-preserving map i npl enent ed
in TCPdpriv, described in [Xu-et-al] and inplenented in the
[Crypto-PAn] tool. Crypto-PAn is now frequently used as an acronym
for the algorithm Initially, it was described for |Pv4 addresses
only; extension for |IPv6 addresses was proposed in [Harvan]. This
uses a cryptographic algorithmrather than a random val ue, and thus
pseudonymity is determ ned uniquely by the encryption key, and is
deterministic. It requires a separate AES encryption for each out put
bit and so has a nontrivial calculation overhead. This can be
mtigated to sone extent (for IPv4, at |east) by precal culating
results for some nunber of prefix bits.

Pseudonyni zati on: Format-preserving, prefix preservation (general).



B.2.5. Top-Hash Subtree-Replicated Anonym zation

Proposed i n [ Ramaswany-and- Wl f], Top-hash Subtree-replicated
Anonym zation (TSA) originated in response to the requirenent for
faster processing than Crypto-PAn. It used hashing for the nost
significant byte of an |IPv4 address and a precal cul ated binary-tree
structure for the remainder of the address. To save nenory space,
replication is used within the tree structure, reducing the size of
the precal culated structures to a few nmegabytes for |Pv4 addresses.
Addr ess pseudonymi zation is done via hash and table | ookup and so
requires mnimal conputation. However, due to the nmuch-increased
address space for 1 Pv6, TSA is not nenory efficient for |Pv6.

Pseudonyni zation: Fornmat-preserving, prefix preservation (general).

B.2.6. ipcipher

A recently rel eased proposal from PowerDNS, ipcipher [ipcipher1]
[ipcipher2], is a sinple pseudonym zation technique for IPv4 and | Pv6
addresses. | Pv6 addresses are encrypted directly with AES-128 using
a key (which may be derived froma passphrase). |Pv4 addresses are
simlarly encrypted, but using a recently proposed encryption
[ipcrypt] suitable for 32-bit block | engths. However, the author of

i pcrypt has since indicated [ipcrypt-analysis] that it has | ow
security, and further analysis has revealed it is vulnerable to

att ack.

Pseudonym zation: Format-preserving, cryptographic permutation.

B.2.7. BloomFilters

van Rijswijk-Deij et al. have recently described work using Bl oom
Filters [Bloomfilter] to categorize query traffic and record the
traffic as the state of nultiple filters. The goal of this work is
to allow operators to identify so-called Indicators of Conprom se
(IQCs) originating fromspecific subnets wi thout storing information
about, or being able to nonitor, the DNS queries of an individua
user. By using a BloomFilter, it is possible to deternine with a
hi gh probability if, for exanple, a particular query was nade, but
the set of queries nade cannot be recovered fromthe filter
Simlarly, by mxing queries froma sufficient nunber of users in a
single filter, it becones practically inpossible to determne if a
particul ar user perfornmed a particular query. Large nunbers of
queries can be tracked in a nmenory-efficient way. As filter status
is stored, this approach cannot be used to regenerate traffic and so
cannot be used with tools used to process live traffic.

Anonym zed: Ceneralization

Appendix C. Current Policy and Privacy Statenents
A tabul ar conparison of policy and privacy statenents from vari ous
DNS privacy service operators based | oosely on the proposed RPS
structure can be found at [policy-comparison]. The analysis is based
on the data avail abl e in Decenber 2019

We note that the existing policies vary widely in style, content, and

detail, and it is not uncommon for the full text for a given operator
to equate to nore than 10 pages (A4 size) of text in a noderate-sized
font. It is a nontrivial task today for a user to extract a

meani ngf ul overvi ew of the different services on offer

It is also noted that Mzilla has published a DoH resol ver policy
[ DoH-resol ver-policy] that describes the mni mumset of policy
requirenents that a party must satisfy to be considered as a



App

D. 1.

potential partner for Myzilla s Trusted Recursive Resolver (TRR
program

endi x D. Exanpl e RPS

The foll owing exanple RPS is very | oosely based on sone el ements of
publ i shed privacy statenments for sone public resolvers, with
additional fields populated to illustrate what the full contents of
an RPS mght look like. This should not be interpreted as

* havi ng been reviewed or approved by any operator in any way

* having any |egal standing or validity at al

* being conplete or exhaustive

This is a purely hypothetical exanple of an RPS to outline exanple

contents -- in this case, for a public resolver operator providing a
basic DNS Privacy service via one |IP address and one DoH URI wth
security-based filtering. It does aimto neet mninml conpliance as

specified in Section 5.
Pol i cy

1. Treatnent of |IP addresses. Many nations classify |IP addresses as
personal data, and we take a conservative approach in treating IP
addresses as personal data in all jurisdictions in which our
systens reside.

2. Data collection and sharing.

a. |P addresses. Qur nornal course of data managenent does not
have any | P address information or other personal data | ogged
to disk or transmtted out of the location in which the query
was received. W may aggregate certain counters to |arger
network bl ock levels for statistical collection purposes, but
those counters do not maintain specific |IP address data, nor
is the format or nodel of data stored capabl e of being
reverse-engi neered to ascertain what specific | P addresses
made what queri es.

b. Data collected in logs. W do keep some generalized | ocation
information (at the city / metropolitan-area |level) so that
we can conduct debuggi ng and anal yze abuse phenonena. W
al so use the collected information for the creation and
sharing of telemetry (tinmestanp, geol ocation, nunber of hits,
first seen, last seen) for contributors, public publishing of
general statistics of systemuse (protections, threat types,
counts, etc.). \When you use our DNS services, here is the
full list of itens that are included in our |ogs:

* Requested domain nane -- e.g., exanple.net

* Record type of requested domain -- e.g., A AAAA NS, M
TXT, etc.

* Transport protocol on which the request arrived -- i.e.,
ubP, TCP, DoT, DoH

* Oigin I P general geolocation information -- i.e.,
geocode, region ID, city ID, and metro code

* | P protocol version -- |Pv4d or |Pv6

* Response code sent -- e.g., SUCCESS, SERVFAIL, NXDOWVAI N,
etc.



* Absolute arrival tine using a precision in ns
* Nanme of the specific instance that processed this request

* | P address of the specific instance to which this request
was addressed (no relation to the requestor’s | P address)

We may keep the following data as summary infornmation,
including all the above EXCEPT for data about the DNS record
request ed:

* Currently advertised BGP-sunmarized | P prefix/netmask of
apparent client origin

*  Aut ononpus system nunber (BGP ASN) of apparent client
origin

Al the above data may be kept in full or partial formin
per manent archi ves.

c. Sharing of data. Except as described in this docunent, we do
not intentionally share, sell, or rent individual persona
i nformati on associated with the requestor (i.e., source IP
address or any other information that can positively identify
the client using our infrastructure) with anyone w thout your
consent. W generate and share high-1evel anonym zed
aggregate statistics, including threat nmetrics on threat
type, geolocation, and if avail able, sector, as well as other
vertical metrics, including performance nmetrics on our DNS
Services (i.e., nunber of threats blocked, infrastructure
uptine) when available with our Threat Intelligence (TI)
partners, acadenic researchers, or the public. CQur DNS
servi ces share anonym zed data on specific domains queried
(records such as dommin, tinmestanp, geol ocation, nunber of
hits, first seen, last seen) with our Threat Intelligence
partners. Qur DNS service also builds, stores, and may share
certain DNS data streans which store high level informtion
about domain resolved, query types, result codes, and
ti mestanp. These streams do not contain the |IP address
i nformati on of the requestor and cannot be correlated to I P
address or other personal data. W do not and never will
share any of the requestor’s data with marketers, nor will we
use this data for denopgraphi c anal ysis.

Exceptions. There are exceptions to this storage nodel: In the
event of actions or observed behaviors that we deem malicious or
anomal ous, we may utilize nore detailed |logging to collect nore
specific | P address data in the process of normal network defense
and mtigation. This collection and transm ssion off-site wll
be linmted to | P addresses that we determne are involved in the
event .

Associ ated entities. Details of our Threat Intelligence partners
can be found at our website page (insert |ink).

Correlation of Data. W do not correlate or conbine infornmation
fromour logs with any personal information that you have
provided us for other services, or with your specific |IP address.

Result filtering.

a. Filtering. W utilize cyber-threat intelligence about
mal i ci ous donmains froma variety of public and private
sources and bl ock access to those malicious domai ns when your
system attenpts to contact them An NXDOMAIN is returned for



bl ocked sites.

i Censorship. We will not provide a censoring conponent
and will limt our actions solely to the bl ocking of
mal i ci ous domai ns around phi shing, malware, and exploit-
kit domai ns.

ii. Accidental blocking. W inplenent allowisting
algorithms to nake sure legitinate domains are not
bl ocked by accident. However, in the rare case of
bl ocking a legitinmate domain, we work with the users to
quickly allowist that domain. Please use our support
form(insert link) if you believe we are blocking a
domain in error.

D.2. Practice
1. Deviations fromPolicy. None in place since (insert date).
2. (dient-facing capabilities.
a. W offer UDP and TCP DNS on port 53 on (insert |IP address)
b. We offer DNS over TLS as specified in RFC 7858 on (insert IP
address). It is available on port 853 and port 443. W also
i mpl ement RFC 7766.

i The DoT aut hentication donmain nane used is (insert
donmai n nane).

ii. We do not publish SPKI pin sets.

c. W offer DNS over HITPS as specified in RFC 8484 on (insert
URl tenplate).

d. Both services offer TLS 1.2 and TLS 1. 3.
e. Both services pad DNS responses according to RFC 8467
f. Both services provi de DNSSEC val i dation
3. Upstream capabilities.
a. Qur servers inplenment QNAME minim zation
b. CQur servers do not send ECS upstream

4. Support. Support information for this service is available at
(insert link).

5. Data Processing. W operate as the legal entity (insert entity)
registered in (insert country); as such, we operate under (insert
country/region) law. Qur separate statenent regarding the
specifics of our data processing policy, practice, and agreements
can be found here (insert link).
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