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Trail er Encapsul ati ons

Status of this Meno

This RFC di scusses the motivation for use of "trailer encapsul ati ons”
on | ocal -area networks and descri bes the inplenentation of such an
encapsul ati on on various nedia. This docunent is for infornmation
only. This is NOT an official protocol for the ARPA Internet

conmuni ty.

I nt roduction

A trailer encapsulation is a link | evel packet fornmat enployed by
4.2BSD UNI X (anong others). A trailer encapsulation, or "trailer",
may be generated by a systemunder certain conditions in an effort to
m nimze the nunber and size of menory-to-nmenory copy operations
performed by a receiving host when processing a data packet.
Trailers are strictly a link level packet format and are not visible
(when properly inplenented) in any higher |evel protocol processing.
This note cites the notivation behind the trail er encapsul ati on and
describes the trailer encapsul ati on packet formats currently in use
on 3 My/s Experinmental Ethernet, 10 Md/s Ethernet, and 10 My/s V2LN
ring networks [1].

The use of a trailer encapsul ati on was suggested by Geg Chesson, and
t he encapsul ati on described here was designed by Bill Joy.

Mot i vati on

Trailers are notivated by the overhead which may be incurred during
protocol processing when one or nore nenory to nmenory copies nust be
performed. Copying can be required at many | evels of processing,
from novi ng data between the network nedium and the host’s nenory, to
passi ng data between the operating system and user address spaces.

An optimal network inplenentation woul d expect to incur zero copy
operations between delivery of a data packet into host nmenory and
presentation of the appropriate data to the receiving process. Wile
many packets may not be processed without sone copyi ng operations,
when the host conputer provides suitable nmenory managenment support it
may often be possible to avoid copying sinply by manipul ating the
appropriate virtual menory hardware.

In a page mapped virtual nmenory environnent, two prerequisites are

usual ly required to achieve the goal of zero copy operations during
packet processing. Data destined for a receiving agent nust be
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al i gned on a page boundary and must have a size which is a nultiple
of the hardware page size (or filled to a page boundary). The latter
restriction assunes virtual nenory protection is naintained at the
page level; different architectures nmay alter these prerequisites.

Data to be transmitted across a network may easily be segnented in
the appropriate size, but unless the encapsul ating protocol header
information is fixed in size, alignment to a page boundary is
virtually inpossible. Protocol header information may vary in size
due to the use of nmultiple protocols (each with a different header),
or it may vary in size by agreement (for exanple, when optiona
information is included in the header). To insure page alignnment the
header information which prefixes data destined for the receiver nust
be reduced to a fixed size; this is normally the case at the link

| evel of a network. By taking all (possibly) variable |ength header
informati on and noving it after the data segnment a sendi ng host nmay
"do its best" in allow ng the receiving host the opportunity to
receive data on a page aligned boundary. This rearrangenment of data
at the link level to force variable |Iength header information to
"trail" the data is the substance of the trailer encapsul ation

There are several inplicit assunptions in the above argunent.

1. The receiving host nmust be willing to accept trailers. As this
is alink I evel encapsul ation, unless a host to host negotiation
is perforned (preferably at the link level to avoid violating

| ayering principles), only certain hosts will be able to converse,
or their communi cation may be significantly inpaired if trailer
packets are mixed with non-trailer packets.

2. The cost of receiving data on a page aligned boundary shoul d be
conparable to receiving data on a non-page aligned boundary. |If
the overhead of insuring proper alignnent is too high, the savings
i n avoi di ng copy operations may not be cost effective.

3. The size of the variable | ength header information should be
significantly |l ess than that of the data segnment being
transmtted. It is possible to nove trailing information wthout
physically copying it, but often inplenentation constraints and
the characteristics of the underlying network hardware preclude
nmerely remappi ng the header(s).

4. The menory to nenory copyi ng overhead which is expected to be
performed by the receiver nmust be significant enough to warrant
the added conplexity in the both the sending and receiving host
sof t war e

The first point is well known and the notivation for this note.
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Thought has been given to negotiating the user of trailers on a per
host basis using a variant of the Address Resol ution Protocol [2]
(actual |y augmenting the protocol), but at present all systens using
trailers require hosts sharing a network nmediumto uniformy accept
trailers or never transmt them (The latter is easily carried out
at boot time in 4.2BSD w t hout nodifying the operating system source
code.)

The second point is (to our know edge) insignificant. While a host
may not be able to take advantage of the alignnent and size
properties of a trailer packet, it should nonethel ess never hanper
it.

Regarding the third point, let us assune the trailing header
information is copied and not remapped, and consi der the header
overhead in the TCP/IP protocols as a representative exanple [3]. |If
we assume both the TCP and I P protocol headers are part of the

vari abl e I ength header information, then the smallest trailer packet
(generated by a VAX) woul d have 512 bytes of data and 40+ bytes of
header information (plus the trailer header described later). Wile
the trailing header could have | P and/or TCP options included this
would normal ly be rare (one woul d expect nost TCP options, for
exanmple, to be included in the initial connection setup exchange) and
certainly much smaller than 512 bytes. |If the data segment is

|l arger, the ratio decreases and the expected gain due to fewer copies
on the receiving end increases. Gven the relative overheads of a
menory to nmenory copy operation and that of a page nmap nani pul ati on
(including translation buffer invalidation), the advantage is

obvi ous.

The fourth issue, we believe, is actually a non-issue. In our

i npl ementation the additional code required to support the trailer
encapsul ati on amounts to about a dozen lines of code in each |ink
| evel "network interface driver". The resulting performance

i nprovenent nmore than warrants this mnor investment in software

It should be recognized that nodifying the network (and normal [ink)
| evel format of a packet in the manner described forces the receiving
host to buffer the entire packet before processing. Cever

i npl ementations nmay parse protocol headers as the packet arrives to
find out the actual size (or network | evel packet type) of an
incom ng nessage. This allows these inplenmentations to avoid
preal | ocati ng maxi mum si zed buffers to i ncom ng packets which it can
recogni ze as unacceptable. |nplenentations which parses the network
|l evel format on the fly are violating |ayering principles which have
been extolled in design for sone tine (but often violated in

i mpl ementation). The problem of postponing link | evel type
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recognition is a valid criticism In the case of network hardware
whi ch supports DMA, however, the entire packet is always received
bef ore processi ng begins.

Trail er Encapsul ati on Packet Formats

In this section we describe the link | evel packet formats used on the
3 Mo/s Experinental Ethernet, and 10 Md/ s Et hernet networks as well
as the 10 Mo/s V2LNI ring network. The fornmats used in each case
differ only in the format and type field values used in each of the

| ocal area network headers

The format of a trailer packet is shown in the foll ow ng di agram

o m e o e o e e e e e ee oo +----+

| LH | dat a | TH |

o -+
N ( N ) N

LH:

The fixed-size |ocal network header. For 10 a Mo/ s Ethernet,
the 16-byte Ethernet header. The type field in the header

i ndi cates that both the packet type (trailer) and the | ength of
the data segnent.

For the 10 Mo/s Ethernet, the types are between 1001 and 1010
hexadeci mal (4096 and 4112 decinmal). The type is calcul ated as
1000 (hex) plus the nunber of 512-byte pages of data. A

maxi mum of 16 pages of data may be transmitted in a single
trail er packet (8192 bytes).

dat a:

The "data" portion of the packet. This is normally only data
to be delivered to the receiving processes (i.e. it contains no
TCP or I P header information). Data size is always a multiple
of 512 bytes.

TH:
The "trailer". This is actually a conposition of the origina
protocol headers and a fixed size trailer prefix which defines
the type and size
of the trailing data. The fornat of a trailer is shown bel ow.
The carats (”) indicate the page boundaries on which the receiving
host would place its input buffer for optimal alignment when
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receiving a trailer packet. The link |level receiving routine is able
to locate the trailer using the size indicated in the link | eve
header’s type field. The receiving routine is expected to discard
the link | evel header and trailer prefix, and remap the trailing data
segnment to the front of the packet to regenerate the original network
| evel packet format.

Trail er Fornmat

o a o o a o Fomm o - ~ L e e e +
| TYPE | HEADER LENGTH | ORI G NAL HEADER(S) |
oo o - oo o - Fom e e - - ~ L~ e e e e +
Type: 16 bits

The type field encodes the original link | evel type of the

transmtted packet. This is the value which would normally be
placed in the link level header if a trailer were not generated.

Header | ength: 16 bits

The header length field of the trailer data segnent. This
specifies the length in bytes of the foll owi ng header data.

Original headers: <variable |ength>

The header information which logically belongs before the data
segnment. This is normally the network and transport |eve
prot ocol headers.

Sunmmary

A link level encapsul ation which pronotes alignnent properties
necessary for the efficient use of virtual nenory hardware facilities
has been described. This encapsulation format is in use on nany
systens and is a standard facility in 4.2BSD UNI X. The encapsul ati on
provi des an efficient mechani sm by which cooperating hosts on a | oca
network may obtain significant perfornmance i nprovenents. The use of
this encapsul ation technique currently requires uniform cooperation
fromall hosts on a network; hopefully a per host negotiation
mechani sm may be added to all ow consenting hosts to utilize the
encapsul ati on in a non-uniform environnent.
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