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Aut hors’ Addresses

I nt roducti on

Et hernet bridging per | EEE Std 802.1 [l EEESt d8021( provi des an
efficient and reliabl e broadcast service for w red networks;
applications and protocols have been built that heavily depend on
that feature for their core operation. Unfortunately, Low Power and
Lossy Networks (LLNs) and | ocal wireless networks generally do not
provi de the broadcast capabilities of Ethernet bridging in an
economi cal fashion.

As a result, protocols designed for bridged networks that rely on
mul ti cast and broadcast often exhibit di sappointing behavi ors when
enpl oyed unnodified on a | ocal wreless medium (see

[ MCAST- PROBLEMS] ) .

W-Fi [lEEEstd80211] Access Points (APs) deployed in an Extended
Service Set (ESS) act as Ethernet bridges [|EEEstd8021Q, with the
property that the bridging state is established at the tine of
association. This ensures connectivity to the end node (the W-Fi
Station (STA)) and protects the wrel ess nedi um agai nst broadcast -

i ntensive transparent bridging [|EEEstd8021Q reactive |ookups. In
ot her words, the association process is used to register the |ink-

| ayer address of the STAto the AP. The AP subsequently proxies the
bridgi ng operation and does not need to forward the broadcast | ookups
over the radio.

In the same way as transparent bridging, the IPv6 [ RFC8200] Nei ghbor
Di scovery (1 Pv6 ND) protocol [RFC4861] [ RFC4862] is a reactive
protocol, based on multicast transm ssions to |ocate an on-1link
correspondent and ensure the uni queness of an |Pv6 address. The
mechani sm for Duplicate Address Detection (DAD) [RFC4862] was
designed for the efficient broadcast operation of Ethernet bridging.
Si nce broadcast can be unreliable over wirel ess nmedia, DAD often
fails to discover duplications [DAD-1SSUES]. 1In practice, the fact
that | Pv6 addresses very rarely conflict is nostly attributable to
the entropy of the 64-bit Interface | Ds as opposed to the successfu
operation of the 1Pv6 ND DAD and resol uti on nmechani smis.

The 1 Pv6 ND Nei ghbor Solicitation (NS) [RFC4861] message is used for
DAD and address | ookup when a node noves or wakes up and reconnects
to the wireless network. The NS nessage is targeted to a Solicited-
Node Multicast Address (SNMA) [ RFC4291] and should, in theory, only
reach a very small group of nodes. But, inreality, IPv6 multicast
messages are typically broadcast on the wirel ess nedium so they are
processed by nmost of the wirel ess nodes over the subnet (e.g., the



ESS fabric) regardl ess of how few of the nodes are subscribed to the
SNVA. As a result, |IPv6 ND address | ookups and DADs over a |large

wi rel ess network and/or LLN can consune enough bandw dth to cause a
substantial degradation to the unicast traffic service.

Because | Pv6 ND nmessages sent to the SNMA group are broadcast at the
radio link layer, wireless nodes that do not belong to the SNVA group
still have to keep their radio turned on to listen to nmulticast NS
nmessages, which is a waste of energy for them |In order to reduce
their power consunption, certain battery-operated devices such as
Internet of Things (10T) sensors and smartphones ignore sonme of the
broadcasts, naking | Pv6é ND operations even |less reliable.

These probl ens can be alleviated by reducing the 1Pv6 ND broadcasts
over wireless access links. This has been done by splitting the
broadcast donmai ns and routing between subnets. At the extreme, this
can be done by assigning a /64 prefix to each wirel ess node (see

[ RFC8273]). But deploying a single | arge subnet can still be
attractive to avoid renunbering in situations that involve |arge
nunbers of devices and nobility within a bounded area.

A way to reduce the propagation of 1 Pv6 ND broadcast in the wireless
domai n while preserving a large single subnet is to forma Milti-Link
Subnet (MLSN). Each link in the MSN, including the backbone, is its
own broadcast domain. A key property of M.SNs is that |ink-Ioca
unicast traffic, link-scope nulticast, and traffic with a hop Iimt
of 1 will not transit to nodes in the same subnet on a different

Iink, which is sonething that may produce unexpected behavior in
software that expects a subnet to be entirely contained within a
singl e Iink.

Thi s specification considers a special type of MLSNwith a centra
backbone that federates edge (LLN) links, with each |ink providing
its own protection agai nst rogue access and tenpering or replaying
packets. In particular, the use of classical |IPv6 ND on the backbone
requires that the all nodes are trusted and that rogue access to the
backbone is prevented at all times (see Section 11).

In that particular topology, ND proxies can be placed at the boundary
of the edge links and the backbone to handle |Pv6 ND on behal f of

Regi stered Nodes and to forward | Pv6 packets back and forth. The ND
proxy enables the continuity of |Pv6 ND operations beyond the
backbone and enabl es conmuni cati on using d obal or Unique Loca

Addr esses between any pair of nodes in the M.SN

The 6LOWPAN Backbone Router (6BBR) is a Routing Registrar [RFC8505]
that provides ND proxy services. A 6BBR acting as a Bridging Proxy
provides an ND proxy function with Layer 2 continuity and can be
collocated with a W-Fi AP as prescribed by IEEE Std 802. 11

[1 EEESt d80211]. A 6BBR acting as a Routing Proxy is applicable to
any type of LLN, including LLNs that cannot be bridged onto the
backbone, such as | EEE Std 802.15.4 [| EEEst d802154].

Know edge of which address to proxy can be obtained by snooping the

I Pv6 ND protocol (see [SAVI-WAN]), but it has been found to be
unreliable. An |IPv6 address nmay not be discovered i mediately due to
a packet loss or if a "silent" node is not currently using one of its
addresses. A change of state (e.g., due to novenent) may be nissed
or misordered, leading to unreliable connectivity and inconplete
know edge of the state of the network.

Wth this specification, the address to be proxied is signaled
explicitly through a registration process. A 6LoOoWPAN Node (6LN)
registers all of its IPv6 addresses using NS nessages with an

Ext ended Address Regi stration Option (EARO as specified in [ RFC8505]
to a 6LOWPAN Router (6LR) to which it is directly attached. If the
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6LR is a 6BBR, then the 6LN is both the Regi stered Node and the

Regi stering Node. |If not, then the 6LoOWPAN Border Router (6LBR) that
serves the LLN proxies the registration to the 6BBR In that case,
the 6LN is the Registered Node and the 6LBR is the Regi stering Node.
The 6BBR performs | Pv6 ND operations on its backbone interface on
behal f of the 6LNs that have Regi stered Addresses on its LLN
interfaces, wi thout the need of a broadcast over the wirel ess nedi um

A Regi stering Node that resides on the backbone does not register to
the SNMA groups associated to its Registered Addresses and defers to
the 6BBR to answer or preferably forward the correspondi ng mul ticast
packets to it as unicast.

Ter mi nol ogy
Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

New Ter ns
Thi s docunent introduces the follow ng term nol ogy:

Federated: A subnet that conprises a backbone, and one or nore
(wireless) access links, is said to be federated into one M.SN
The ND proxy operation of 6BBRs over the backbone extends |Pv6 ND
operation over the access |inks.

Sl eep Proxy: A 6BBR acts as a Sleep Proxy if it answers |IPv6 ND NSs
over the backbone on behal f of the Registering Node that is in a
sl eep state and that cannot answer in due tine.

Routing Proxy: A Routing Proxy provides IPv6 ND proxy functions and
enabl es the M.SN operation over federated |links that nay not be
conpatible for bridging. The Routing Proxy advertises its own
link-1ayer address as the Target Link-Layer Address (TLLA) in the
proxi ed Nei ghbor Advertisements (NAs) over the backbone and routes
at the network | ayer between the federated I|inks.

Br

dging Proxy: A Bridging Proxy provides |Pv6 ND proxy functions
whil e preserving forwarding continuity at the link layer. 1In that
case, the link-layer address and the nobility of the Registering
Node is visible across the bridged backbone. The Bridgi ng Proxy
advertises the link-layer address of the Registering Node in the
TLLAO in the proxied NAs over the backbone, and it proxies ND for
al | unicast addresses including link-local addresses. |Instead of
replying on behalf of the Registering Node, a Bridging Proxy will
preferably forward the NS(Lookup) and Nei ghbor Unreachability
Detecti on (NUD) nmessages that target the Registered Address to the
Regi stering Node as unicast franes, so it can respond in its own.

Bi nding Tabl e: The Binding Table is an abstract database that is
mai ntai ned by the 6BBR to store the state associated with its
regi strations.

Binding: A Binding is an abstract state associated to one

registration; in other words, it’s associated to one entry in the

Bi ndi ng Tabl e.

Abbr evi ati ons

Thi s docunent uses the foll ow ng abbreviations:



6BBR: 6LoWPAN Backbone Rout er

6LBR: 6LOoWPAN Bor der Router

6LN: 6LoWPAN Node

6LR: 6LoWPAN Rout er

AP: Access Poi nt

ARO Addr ess Regi stration Option

DAC: Duplicate Address Confirmation
DAD: Dupl i cate Address Detection

DAR: Dupl i cate Address Request

DODAG: Destination-Oriented Directed Acyclic G aph
EARO Ext ended Address Registration Option
EDAC: Ext ended Duplicate Address Confirmation
EDAR: Ext ended Duplicate Address Request
ESS: Ext ended Servi ce Set

LLA: Li nk- Layer Address

LLN: Low Power and Lossy Network

M_SN: Mul ti-Link Subnet

MU Maxi mum Transmi ssion Unit

NA: Nei ghbor Adverti senent

NCE: Nei ghbor Cache Entry

ND: Nei ghbor Di scovery

NS: Nei ghbor Solicitation

NUD: Nei ghbor Unreachability Detection
ODAD: Optim stic DAD

RA: Rout er Adverti senent

ROVR: Regi stration Omership Verifier
RPL: Routing Protocol for LLNs

RS: Router Solicitation

SLLAGC Sour ce Link-Layer Address Option
SNMVA: Solicited-Node Multicast Address
STA: Station

TI D Transaction |ID

TLLAG Target Link-Layer Address Option

.4. Background

In this docunment, readers will encounter terns and concepts that are
di scussed in the foll owi ng docunents:

Classical I1Pv6 ND: "Neighbor Discovery for IP version 6 (IPv6)"

[ RFC4861], "IPv6 Statel ess Address Autoconfiguration" [RFCA862],
and "Optimstic Duplicate Address Detection (DAD) for |Pv6"
[ RFC4429] ;

| Pv6 ND over multiple links: "Neighbor Discovery Proxies (ND Proxy)"
[ RFC4389] and "Ml ti-Link Subnet |ssues" [RFC4903];

6LOWPAN: "Problem Statenent and Requirenments for | Pv6 over Low Power
Wrel ess Personal Area Network (6LoWPAN) Routing" [ RFC6606]; and

6LOWPAN ND:  Nei ghbor Di scovery Optimzation for |Pv6 over Low Power
Wrel ess Personal Area Networks (6LoWPANs) [RFC6775],
"Regi stration Extensions for |Pv6 over Low Power Wrel ess Personal
Area Network (6LoWPAN) Nei ghbor Di scovery" [RFC8505], and
" Addr ess- Prot ect ed Nei ghbor Discovery for Low Power and Lossy
Net wor ks" [ RFC8928] .

Overvi ew
This section and its subsections present a non-normative high-1evel
view of the operation of the 6BBR The foll owi ng sections cover the
normative part.

Figure 1 illustrates a Backbone Link that federates a collection of
LLNs as a single |IPv6 subnet, with a nunber of 6BBRs providi ng ND



proxy services to their attached LLNs.

Fo-mm - + Fo-mm - + S + | Pvb
(default) | | (optional) | | | | Node
Rout er | | 6LBR | | | | or
+----- + +----- + +----- + O6LN
| Backbone Side | |
e e o e oo e e oo i
I I I
- + - + - +
| 6BBR | | 6BBR | | 6BBR |
| | | | | |
+omm e + +omm e + +omm e +
o] Wrel ess Side o] 0o o o] 0o
0o 0O 0 O 0O 0 0O 0O 0 O 00 O O OO o] o]
0O 00 0O 00 O 0 0O 0 0O O 0 0O 0 00O
0 0O 0O 0O O O o 0 o LLN o 0O 0O O O 0 0O O 0
0 0o 0 0 0o o 0o o 0 0 0 0o
o] o] 0

Fi gure 1: Backbone Link and Backbone Routers

The LLN may be a hub-and-spoke access |ink such as (Low Power) | EEE
Std 802.11 (W-Fi) [IEEEstd80211] and | EEE Std 802.15.1 (Bl uetooth)

[ 1 EEESt d802151] or a nesh-under or a route-over network [RFC8505].
The proxy state can be distributed across multiple 6BBRs attached to
t he same backbone.

The main features of a 6BBR are as foll ows:

* DM.SN functions (provided by the 6BBR on t he backbone) perforned on
behal f of Regi stered Nodes

* Routing Registrar services that reduce nulticast within the LLN

- Bi nding Tabl e managenent
- failover, e.g., due to nobility

Each Backbone Router (6BBR) maintains a data structure for its

Regi stered Addresses called a Binding Table. The abstract data that
is stored in the Binding Table includes the Regi stered Address;
anchor information on the Registering Node such as the connecting
interface, link-1ocal address, and link-layer address (LLA) of the
Regi stering Node on that interface; the EARO including ROVR and TI D
a state that can be either Reachable, Tentative, or Stale; and other
i nformati on such as a trust |evel that may be configured, e.g., to
protect a server. The conbined Binding Tables of all the 6BBRs on a
backbone form a distributed database of Regi stered Nodes that reside
in the LLNs or on the | Pv6 Backbone.

Unl ess ot herw se configured, a 6BBR does the follow ng:

* Creates a newentry in a Binding Table for a newy Regi stered
Address and ensures that the address is not duplicated over the
backbone.

* Advertises a Registered Address over the backbone using an NA
message as either unsolicited or a response to an NS nessage.
This includes joining the nmulticast group associated to the SNVA
derived fromthe Registered Address, as specified in Section 7.2.1
of [RFC4861], over the backbone.

*  The 6BBR MAY respond inmediately as a proxy in lieu of the
Regi stering Node, e.g., if the Registering Node has a sleep cycle
that the 6BBR does not want to interrupt or if the 6BBR has a



recent state that is deenmed fresh enough to permt the proxied
response. It is preferred, though, that the 6BBR checks whether
the Registering Node is still responsive on the Registered
Address. To that effect:

- as a Bridging Proxy:
the 6BBR forwards the multicast DAD and address | ookup nessages
as a unicast link-layer franme to the link-layer address of the
Regi stering Node that matches the target in the ND nessage; the
Nei ghbor Unreachability Detection (NUD) message i s unicast and

is forwarded as is. In all cases, the goal is to let the
Regi steri ng Node answer with the ND Message and options that it
sees fit.

- as a Routing Proxy:
the 6BBR checks the liveliness of the Registering Node, e.g.,
using a NUD verification, before answering on its behal f.

* Delivers packets arriving fromthe LLN, using Nei ghbor
Solicitation messages to | ook up the destination over the
backbone.

* Forwards or bridges packets between the LLN and t he backbone.
* Verifies liveness for a registration, when needed.

The first of these functions enables the 6BBR to fulfill its role as
a Routing Registrar for each of its attached LLNs. The remaining
functions fulfill the role of the 6BBRs as the border routers that
federate the Multi-Link | Pv6 Subnet.

The operation of 1Pv6 ND and ND proxy are not mutually exclusive on
t he backbone, neaning that nodes attached to the backbone and using
I Pv6 ND can transparently interact with 6LNs that rely on a 6BBR to
ND proxy for them whether the 6LNs are reachable over an LLN or
directly attached to the backbone.

The registration nechani sm [ RFC8505] used to | earn addresses to be
proxied may coexist in a 6BBRwith a proprietary snooping or the
traditional bridging functionality of an AP, in order to support

| egacy LLN nodes that do not support this specification

The registration to a proxy service uses an NS/ NA exchange w th EARO
The 6BBR operation resenbles that of a Mbile I Pv6 (M Pv6) [ RFC6275]
Hone Agent (HA). The conbination of a 6BBR and a M Pv6é HA enabl es
full nmobility support for 6LNs, inside and outside the |inks that
formthe subnet.

6BBRs perform | Pv6e ND functions over the backbone as foll ows:

*  The EARO [ RFC8505] is used in IPv6 ND exchanges over the backbone
bet ween the 6BBRs to hel p distinguish duplication from novenent.
Ext ended Duplicate Address Messages (EDAR and EDAC) nmay al so be
used to conmunicate with a 6LBR, if one is present. Address
duplication is detected using the ROVR field. Conflicting
registrations to different 6BBRs for the sane Regi stered Address
are resolved using the TID field, which forns an order of
regi strations.

* The LLA that the 6BBR advertises for the Registered Address on
behal f of the Regi stered Node over the backbone can belong to the
Regi stering Node; in that case, the 6BBR (acting as a Bridging
Proxy (see Section 8)) bridges the unicast packets.

Al ternatively, the LLA can be that of the 6BBR on the backbone
interface, in which case, the 6BBR (acting as a Routing Proxy (see
Section 7)) receives the unicast packets at Layer 3 and routes
over.
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Updating RFCs 6775 and 8505

Thi s specification adds the EARO as a possible option in RS, NS(DAD),
and NA messages over the backbone. This docunent specifies the use
of those ND nessages by 6BBRs over the backbone, at a high level in
Section 6 and in nore detail in Section 9

| Note: [RFC8505] requires that the registration NS(EARO) contain
| a Source Link-Layer Address Option (SLLAO. [RFC4862] requires
| that the NS(DAD) be sent fromthe unspecified address for which
| there cannot be an SLLAO  Consequently, an NS(DAD) cannot be

| confused with a registration.

This specification allows the deploynment of a 6LBR on the backbone
wher e EDAR and EDAC nmessages coexist with classical ND. It al so adds
the capability to insert 1Pv6 ND options in the EDAR and EDAC
messages. A 6BBR acting as a 6LR for the Regi stered Address can
insert an SLLAO in the EDAR to the 6LBR in order to avoid causing a
mul ticast NS(| ookup) back. This enables the 6LBR to store the |ink-

| ayer address associated with the Registered Address on a link and to
serve as a mappi ng server as described in [ UN CAST- LOOKUP] .

This specification allows an address to be registered to nmore than
one 6BBR  Consequently, a 6LBR that is depl oyed on the backbone MJST
be capabl e of maintaining state for each of the 6BBRs that have
registered with the same TID and same ROVR

Access Link

The sinplest M.SN topol ogy fromthe Layer 3 perspective occurs when
the wirel ess network appears as a singl e-hop hub-and-spoke network as
shown in Figure 2. The Layer 2 operation may effectively be hub-and-
spoke (e.g., W-Fi) or nmesh-under, with a Layer 2 protocol handling
the conpl ex topol ogy.

+----- + +----- + +----- + | Pv6
(default) | | (optional) | | | | Node
Rout er | | 6LBR | | | | or
+--- - - + +--- - - + +--- - - + 6LN
| Backbone Side | |
B o e e e oo Fom e e e a - R
I I I
Femmm o - + Femmm o - + Femmm o - +
| 6BBR | | 6BBR | | 6BBR |
| 6LR | | 6LR | | 6LR |
Fom e e - - + Fom e e - - + Fom e e - - +
(6LN) (6LN) (6LN) (6LN) (6LN) (6LN) (6LN) (6LN)
Figure 2: Access Link Use Case
Figure 3 illustrates a flow where 6LN fornms an | Pv6 address and

registers it to a 6BBR acting as a 6LR [ RFC8505]. The 6BBR applies
Optimstic Duplicate Address Detection (ODAD) (see Section 3.6) to
the Regi stered Address to enabl e connectivity while the nessage fl ow
is still in progress.

6LN( STA) 6BBR( AP) 6LBR default GW

I I I
| LLN Access Link | 1Pv6 Backbone (e.g., Ethernet)

| I I
| RS(nulticast) | |
Rl |
| RA(PIO, Unicast)| I

I



| NS(EARO |

I I
R > | |
| | Extended DAR | I
I > |
| | Extended DAC | |
| | <oemmm | |
| | NS- DAD( EARO, mul ti cast) |
| [EEREEEEE > |
| |- >
| | RS(no SLLAQ, for ODAD) |
I T N, >
| | if (no fresher Binding) NS(Lookup)
| | S REREEEEEREETEEE |
| R R LR EED |
| | NA(SLLAO, not (0O, EARO |
| R AR EEEEEEEE >
| | RA( uni cast) |
| | |
I | . o I
| | Pv6 Packets in Optimstic Mde |
I e R >|
| | |
|  NA(EARO | <DAD ti nmeout >
I
I

Figure 3: Initial Registration Flowto a 6BBR Acting as a Routing
Pr oxy

In this exanple, a 6LBR is deployed on the Backbone Link to serve the
whol e subnet, and EDAR/ EDAC nessages are used in conbination with DAD
to enabl e coexistence with I Pv6 ND over the backbone.

The RS sent initially by the 6LN (e.g., a W-Fi STA) is transmtted
as a multicast, but since it is intercepted by the 6BBR, it is never
effectively broadcast. The multiple arrows associated to the ND
messages on the backbone denote a real Layer 2 broadcast.

3. 3. Rout e- Over Mesh

A nmore conpl ex MLSN topol ogy occurs when the wirel ess network appears
as a Layer 3 nmesh network as shown in Figure 4. A so-called route-
over routing protocol exposes routes between 6LRs towards both 6LRs
and 6LNs, and a 6LBR acts as the Root of the Layer 3 nesh network and
proxy-regi sters the LLN addresses to the 6BBR

S e + S e + S e + | Pv6
(default) | | (optional) | | | | Node
Rout er | | 6LBR | | | | or
+--m - - + +--m - - + +--m - - + 6LN
| Backbone Side | |
B e o e e e e oo Fom e e e e oo S R
I I I
+emmmm- + +emmmm- + +emmmm- +
| 6BBR | | 6BBR | | 6BBR |
S + S + S +
I I I
+omm e + +omm e + +omm e +
| 6LBR | | 6LBR | | 6LBR |
+emmmm- + +emmmm- + +emmmm- +
(6LN) (6LR) (6LN) (6LR) (6LN) (6LR (6LR) (6LR)(6LN)

(6LN) (6LR) (6LR) (6LN)  (6LN) (6LR)(6LN) (6LR) (6LR) (6LR) (6LN)



(6LR) (6LR) (6LR) (6LR)  (6LR) (BLN) (6LR) (6LR) (6LR)
(6LR)  (6LR) (6LR)  (B6LR) (B6LN)(6LR) (6LR) (6LR) (6LR) (6LR)

(6LN) (6LN) (6LN) (6LN) (6LN) (6LN) (6LN) (6LN) (6LN) (6LN)
Fi gure 4: Route-Over Mesh Use Case

Figure 5 illustrates I Pv6 signaling that enables a 6LN (the

Regi stered Node) to forma A obal or a Unique Local Address and
register it to the 6LBR that serves its LLN using [RFC8505] and a
nei ghboring 6LR as relay. The 6LBR (the Registering Node) then
proxies the registration [ RFC8505] to the 6BBR to obtain ND proxy
services fromthe 6BBR

The RS sent initially by the 6LNis transmtted as a nulticast and
contai ned within 1-hop broadcast range where hopefully a 6LR is
found. The 6LR is expected to be already connected to the LLN and
capabl e of reaching the 6LBR, which is possibly multiple hops away,
usi ng uni cast messages.

6LoWPAN Node 6LR 6LBR 6BBR
(mesh | eaf) (mesh router) (mesh root)
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Figure 5: Initial Registration Flow over Route-Over Mesh

As a non-normative exanple of a route-over mesh, the |IPv6 over the
TSCH node of | EEE 802. 15. 4e (6Ti SCH) architecture [6Ti SCH suggests
usi ng the RPL [ RFC6550] and collocating the RPL root with a 6LBR that
serves the LLN. The 6LBR is also either collocated with or directly
connected to the 6BBR over an | Pv6 |ink.

3.4. The Binding Table
Addresses in an LLN that are reachable fromthe backbone by way of
the 6BBR function nust be registered to that 6BBR, using an NS(EARO
with the R flag set [RFC8505]. The 6BBR answers with an NA(EARO and
mai ntains a state for the registration in an abstract Binding Table.

An entry in the Binding Table is called a "Binding". A Binding my



be in Tentative, Reachable, or Stale state.

The 6BBR uses a conbi nation of [RFC8505] and | Pv6é ND over the
backbone to advertise the registration and avoid a duplication.
Conflicting registrations are solved by the 6BBRs transparently to
the Regi stering Nodes.

Only one 6LN may register a given address, but the address may be
registered to nmultiple 6BBRs for higher availability.

Over the LLN, Binding Table managenent is as foll ows:

* De-registrations (newer TID, same ROVR, null Lifetine) are
accepted with a status code of 4 ("Renoved"); the entry is
del et ed.

*  Newer registrations (newer TID, sane ROVR, non-null Lifetine) are
accepted with a status code of 0 ("Success"); the Binding is
updated with the new TID, the Registration Lifetine, and the
Regi stering Node. 1In Tentative state, the EDAC response is held
and nay be overwitten; in other states, the Registration Lifetine
timer is restarted, and the entry is placed in Reachable state.

* ldentical registrations (same TID, sane ROVR) fromthe sane
Regi stering Node are accepted with a status code of 0 ("Success").
In Tentative state, the response is held and may be overwitten,
but the response is eventually produced, carrying the result of
t he DAD process.

* (Odder registrations (older TID, sane ROVR) fromthe sane
Regi steri ng Node are di scarded.

* |dentical and ol der registrations (not-newer TID, same ROVR) from
a different Registering Node are rejected with a status code of 3
("Mowved"); this may be rate-limted to avoi d undue interference.

* Any registration for the sane address but with a different ROVR is
rejected with a status code of 1 ("Duplicate Address").

The operation of the Binding Table is specified in detail in
Section 9.

.5. Primary and Secondary 6BBRs

A Regi stering Node MAY register the sane address to nore than one
6BBR, in which case, the Registering Node uses the same EARO in all
the parallel registrations. On the other hand, there is no provision
in 6LOWPAN ND for a 6LN (acting as Registered Node) to select its
6LBR (acting as Registering Node), so it cannot select nore than one
either. To allow for this, NS(DAD) and NA nessages with an EARO
recei ved over the backbone that indicate an identical Binding in

anot her 6BBR (sane Regi stered Address, sanme TID, sanme ROVR) are
silently ignored except for the purpose of selecting the primry 6BBR
for that registration.

A 6BBR may be either prinmary or secondary. The primary is the 6BBR
that has the highest 64-bit Extended Unique Identifier (EU -64)
address of all the 6BBRs that share a registration for the sane

Regi stered Address, with the sane ROVR and same Transaction ID, and
the EUl -64 address is considered an unsigned 64-bit integer. A given
6BBR can be primary for a given address and secondary for another
address, regardl ess of whether or not the addresses belong to the
same 6LN.

In the followi ng sections, it is expected that an NA will be sent
over the backbone only if the node is primary or does not support the
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concept of primary. More than one 6BBR cl ai mi ng or defending an
address generates unwanted traffic, but there is no reachability

i ssue since all 6BBRs provide reachability fromthe backbone to the
6LN.

If a Registering Node | oses connectivity to its 6BBR or one of the
6BBRs to which it registered an address, it retries the registration
to the (one or nore) avail able 6BBR(s). Wen doing that, the

Regi stering Node MJUST increnent the TID in order to force the
mgration of the state to the new 6BBR and the resel ection of the
primary 6BBR if it is the node that was |ost.

Using Optimstic DAD

ODAD [ RFC4429] specifies how an | Pv6 address can be used before
conpl eti on of DAD. (ODAD guarantees that this behavior will not cause
harmif the new address is a duplicate.

Support for ODAD avoids delays in installing the Nei ghbor Cache Entry
(NCE) in the 6BBRs and the default router, enabling i mediate
connectivity to the Registered Node. As shown in Figure 3, if the
6BBR is aware of the LLA of a router, then the 6BBR sends a Router
Solicitation (RS), using the Registered Address as the |IP Source
Address, to the known router(s). The RS is sent without an SLLAO to
avoid invalidating a preexisting NCE in the router

Fol | owi ng ODAD, the router may then send a unicast RAto the

Regi stered Address, and it may resolve that address using an

NS( Lookup) message. In response, the 6BBR sends an NA with an EARO
and the Override flag [ RFC4861] that is not set. The router can then
determ ne the freshest EARO in case of conflicting NA(EARO nessages,
usi ng the nmethod described in Section 5.2.1 of [RFC8505]. |If the
NA(EARO is the freshest answer, the default router creates a Binding
with the SLLAO of the 6BBR (in Routing Proxy node) or that of the
Regi stering Node (in Bridging Proxy nopde), so traffic fromto the
Regi stered Address can flow i nedi ately.

Mul ti-Li nk Subnet Consi derations

The backbone and the federated LLN Iinks are considered to be
different links in the MLSN, even if nmultiple LLNs are attached to
the sane 6BBR. ND nessages are |ink-scoped and are not forwarded by
the 6BBR between the backbone and the LLNs, though sone packets may
be reinjected in Bridging Proxy node (see Section 8).

Legacy nodes | ocated on the backbone expect that the subnet is

depl oyed within a single link and that there is a common Maxi num
Transmi ssion Unit (MIU) for intra-subnet conmunication: the Link MU
They will not performthe |IPv6 Path MIU D scovery [ RFC8201] for a
destination within the subnet. For that reason, the MIU MJST have
the same value on the backbone and on all federated LLNs in the M.SN
As a consequence, the 6BBR MJST use the sane MIU value in RAs over
the backbone and in the RAs that it transmits toward the LLN Iinks.

Optional 6LBR Serving the Multi-Link Subnet

A 6LBR can be depl oyed to serve the whole M.SN as shown in Figure 4.
It may be attached to the backbone, in which case it can be

di scovered by its capability advertisenent (see Section 4.3 of

[ RFC8505]) in RA nmessages.

When a 6LBR i s present, the 6BBR uses an EDAR/ EDAC nessage exchange
with the 6LBR to check if the new registration corresponds to a
duplication or a nmovenment. This is done prior to the NS(DAD)
process, which nay be avoided if the 6LBR already maintains a
conflicting state for the Registered Address.



If this registration is a duplicate or not the freshest, then the
6LBR replies with an EDAC nessage with a status code of 1 ("Duplicate
Address") or 3 ("Moved"), respectively. |If this registration is the
freshest, then the 6LBR replies with a status code of 0 ("Success").
In that case, if this registration is fresher than an existing
registration for another 6BBR, then the 6LBR al so sends an
asynchronous EDAC with a status code of 4 ("Renobved") to the ol der
6BBR.

The EDAR nessage SHOULD carry the SLLAO used in NS nessages by the
6BBR for that Binding, and the EDAC nessage SHOULD carry the Target

Li nk- Layer Address Option (TLLAO) associated with the currently
accepted registration. This enables a 6BBR to | ocate the new
position of a nobile 6LN in the case of a Routing Proxy operation and
opens the capability for the 6LBR to serve as a mapping server in the
future.

Note that if |ink-local addresses are registered, then the scope of
uni queness on which the address duplication is checked is the total
collection of links that the 6LBR serves, as opposed to the sole link
on which the link-1ocal address is assigned.

Using 1 Pv6 ND over the Backbone Link

On the backbone side, the 6BBR MJST join the SNMA group correspondi ng
to a Registered Address as soon as it creates a Binding for that
address and maintain that SNVA nmenbership as long as it maintains the
registration. The 6BBR uses either the SNMA or plain unicast to
defend the Regi stered Addresses in its Binding Table over the
backbone (as specified in [ RFC4862]). The 6BBR advertises and

def ends the Regi stered Addresses over the Backbone Link using RS
NS(DAD), and NA nmessages with the Regi stered Address as the Source or
Target Address.

The 6BBR MUST pl ace an EARO in the I Pv6 ND nessages that it generates
on behalf of the Registered Node. Note that an NS(DAD) does not
contain an SLLAO and cannot be confused with a proxy registration
such as perforned by a 6LBR

| Pv6 ND operates as follows on the backbone:

* Section 7.2.8 of [RFC4861] specifies that an NA nessage generated
as a proxy does not have the Override flag set in order to ensure
that if the real owner is present on the link, its own NA will
take precedence, and this NA does not update the NCE for the rea
owner if one exists.

* A node that receives multiple NA messages updates an existing NCE
only if the Override flag is set; otherw se, the node will probe
the cached address.

*  When an NS(DAD) is received for a tentative address, which means
that two nodes formthe sane address at nearly the same tine, the
node that first clained the address cannot be detected per
Section 5.4.3 of [RFC4862], and the address is abandoned.

* In any case, [RFC4862] indicates that a node never responds to a
Nei ghbor Solicitation for a tentative address.

Thi s specification adds informati on about proxied addresses that
hel ps to sort out a duplication (different ROVR) from a novenent
(same ROVR, different TID); in the latter case, the ol der
registration is sorted out fromthe fresher one (by conparing TIDs).

When a Regi stering Node noves fromone 6BBR to the next, the 6BBRs



send NA nessages over the backbone to update existing NCEs. A node
that receives nmultiple NA nessages with an EARO option and the sane
ROVR MUST favor the NA with the freshest EARO over the others.

The new 6BBR MAY set the Override flag in the NA nmessages if it does
not conpete with the Registering Node for the NCE i n backbone nodes.
This is assured if the Registering Node is attached via an interface
that cannot be bridged onto the backbone, nmaking it inpossible for
the Registering Node to defend its own addresses there. This may

al so be signaled by the Registering Node through a protocol extension
that is not in scope for this specification

VWhen the Binding is in Tentative state, the 6BBR acts as foll ows:

* an NS(DAD) that indicates a duplication can still not be asserted
for first come, but the situation can be avoided using a 6LBR on
t he backbone that will serialize the order of appearance of the
address and ensure first-cone, first-served.

* an NS or an NA that denotes an older registration for the sane
Regi stered Node is not interpreted as a duplication as specified
in Sections 5.4.3 and 5.4.4 of [RFC4862], respectively.

When the Binding is no longer in Tentative state, the 6BBR acts as
fol | ows:

* an NS or an NA with an EARO that denotes a duplicate registration
(different ROVR) is answered with an NA message that carries an
EARO with a status code of 1 ("Duplicate Address"), unless the
received nmessage is an NA that carries an EARO with a status code
of 1 ("Duplicate Address")

In any state, the 6BBR acts as foll ows:

* an NS or an NA with an EARO that denotes an ol der registration
(same ROVR) is answered with an NA nessage that carries an EARO
with a status code of 3 ("Mwved") to ensure that the Stale state
is renoved rapidly.

This behavior is specified in nore detail in Section 9.

Thi s specification enables proxy operation for the 1Pv6 ND resol ution
of LLN devices, and a prefix that is used across an M.SN MAY be
advertised as on-link over the backbone. This is done for backward
conmpatibility with existing IPv6 hosts by setting the L flag in the
Prefix Information Option (PIO of RA nessages [ RFC4861].

For nmovenent involving a slow reattachment, the NUD procedure defined
in [RFC4861] may tinmeout too quickly. Nodes on the backbone SHOULD
support [ RFC7048] whenever possible.

Routing Proxy Operations

A Routing Proxy provides | Pv6 ND proxy functions for G obal and

Uni que Local Addresses between the LLN and the backbone, but not for
link-1ocal addresses. It operates as an |Pv6 border router and
provides a full link-1ayer isolation

In this node, it is not required that the Iink-layer addresses of the
6LNs be visible at Layer 2 over the backbone. Thus, it is usefu

when t he messagi ng over the backbone that is associated with wrel ess
mobi l ity becomes expensive, e.g., when the Layer 2 topology is
virtualized over a wide area | P underl ay.

This node is definitely required when the LLN uses a |ink-Iayer
address format that is different fromthat on the backbone (e.g.,



EU - 64 versus EU -48). Since a 6LN nmay not be able to resolve an
arbitrary destination in the MLSN directly, a prefix that is used
across a MLSN MUST NOT be advertised as on-link in RA nessages sent
towards the LLN

In order to maintain IP connectivity, the 6BBR installs a connected
host route to the Registered Address on the LLN interface, via the
Regi stering Node as identified by the source address and the SLLAO in
the NS(EARO) nessages.

When operating as a Routing Proxy, the 6BBR MJST use its Layer 2
address on its backbone interface in the SLLAO of the RS nessages and
the TLLAO of the NA messages that it generates to advertise the
Regi st ered Addresses.

For each Regi stered Address, nultiple peers on the backbone nay have
resolved the address with the 6BBR |ink-Iayer address, maintaining
that mapping in their Neighbor Cache. The 6BBR SHOULD maintain a
list of the peers on the backbone that have associated its |ink-I|ayer
address with the Registered Address. |If that Registered Address
nmoves to another 6BBR, the previous 6BBR SHOULD uni cast a gratuitous
NA to each such peer, to supply the LLA of the new 6BBR in the TLLAO
for the address. A 6BBR that does not maintain this Iist MAY

mul ticast a gratuitous NA message; this NAwill possibly hit all the
nodes on the backbone, whether or not they maintain an NCE for the
Regi stered Address. 1In either case, the 6BBR MAY set the Override
flag if it is known that the Registered Node cannot attach to the
backbone; this will avoid interruptions and save probing flows in the
future.

If a correspondent fails to receive the gratuitous NA, it will keep
sending traffic to a 6BBR to which the node was previously
registered. Since the previous 6BBR renoved its host route to the
Regi stered Address, it will ook up the address over the backbone,
resolve the address with the LLA of the new 6BBR, and forward the
packet to the correct 6BBR  The previ ous 6BBR SHOULD al so i ssue a
redirect nessage [ RFC4861] to update the cache of the correspondent.

Bri dgi ng Proxy Operations

A Bridging Proxy provides | Pv6 ND proxy functions between the LLN and
t he backbone while preserving the forwarding continuity at the |ink
layer. It acts as a Layer 2 bridge for all types of unicast packets
including |ink-scoped, and it appears as an | Pv6 Host on the
backbone.

The Bridging Proxy registers any Binding, including a |ink-Ioca
address to the 6LBR (if present), and defends it over the backbone in
| Pv6 ND procedures

To achieve this, the Bridging Proxy intercepts the I Pv6 ND nessages
and nay reinject themon the other side, respond directly, or drop
them For instance, an NS(Lookup) fromthe backbone that matches a
Bi ndi ng can be responded to directly or turned into a unicast on the
LLN side to let the 6LN respond.

As a Bridging Proxy, the 6BBR MJST use the Registering Node's Layer 2
address in the SLLAO of the NS/ RS nessages and the TLLAO of the NA
messages that it generates to advertise the Registered Addresses.

The Regi stering Node's Layer 2 address is found in the SLLAO of the
regi strati on NS(EARO) and mai ntained in the Binding Table.

The M.SN prefix SHOULD NOT be advertised as on-link in RA nessages

sent towards the LLN. |If a destination address is seen as on-link,
then a 6LN nmay use NS(Lookup) messages to resolve that address. In
that case, the 6BBR MJST either answer the NS(Lookup) message



directly or reinject the message on the backbone, as either a Layer 2
uni cast or a nulticast.

If the Registering Node owns the Registered Address, meaning that the
Regi stering Node is the Registered Node, then its nobility does not

i mpact existing NCEs over the backbone. In a network where proxy
registrations are used, meaning that the Registering Node acts on
behal f of the Registered Node, if the Registered Node selects a new
Regi stering Node, then the existing NCEs across the backbone pointing
at the old Registering Node must be updated. In that case, the 6BBR
SHOULD attenpt to fix the existing NCEs across the backbone pointing
at ot her 6BBRs using NA nessages as described in Section 7.

This nethod can fail if the nmulticast nessage is not received; one or
nmore correspondent nodes on the backbone m ght maintain a stale NCE
and packets to the Registered Address nmay be lost. Wen this
condition happens, it is eventually di scovered and resol ved usi ng NUD
as defined in [ RFC4861].

Creating and Maintaining a Binding

Upon receiving a registration for a new address (i.e., an NS(EARO
with the Rflag set), the 6BBR creates a Binding and operates as a
6LR according to [ RFC8505], interacting with the 6LBRif one is
present.

An inpl enentation of a Routing Proxy that creates a Binding MJST al so
create an associated host route pointing to the Registering Node in
the LLN interface fromwhich the registration was received

Acting as a 6BBR, the 6LR operation is nodified as foll ows:

* Acting as a Bridging Proxy, the 6LR MJST ND proxy over the
backbone for registered |ink-1ocal addresses.

* EDAR and EDAC messages SHOULD carry an SLLAO and a TLLAO,
respectively.

* An EDAC nessage with a status code of 9 ("6LBR Registry
Saturated") is assimlated as a status code of 0 ("Success") if a
foll owi ng DAD process protects the address agai nst duplication

Thi s specification enabl es nodes on a Backbone Link to coexist al ong
with nodes inplenenting I Pv6 ND [ RFC4861] as well as other non-
normative specifications such as [SAVI-W.AN]. It is possible that
not all |IPv6 addresses on the backbone are registered and known to
the 6LBR, and an EDAR/ EDAC exchange with the 6LBR ni ght succeed even
for a duplicate address. Consequently, the 6BBR still needs to
perform |1 Pv6 ND DAD over the backbone after an EDAC with a status
code of 0 ("Success") or 9 ("6LBR Registry Saturated")

For the DAD operation, the Binding is placed in Tentative state for a
duration of TENTATI VE _DURATI ON (Section 12), and an NS(DAD) nessage
is sent as a multicast nessage over the backbone to the SNVA
associated with the Regi stered Address [RFC4862]. The EARO fromthe
regi stration MJST be placed unchanged in the NS(DAD) nessage.

If a registration is received for an existing Binding with a non-nul
Registration Lifetime and the registration is fresher (same ROVR
fresher TID), then the Binding is updated with the new Regi stration
Lifetime, TID, and possibly Registering Node. In Tentative state
(see Section 9.1), the current DAD operation continues unaltered. In
other states (see Sections 9.2 and 9.3 ), the Binding is placed in
Reachabl e state for the Registration Lifetinme, and the 6BBR returns
an NA(EARO) to the Registering Node with a status code of O
("Success").



Upon a registration that is identical (sanme ROVR TID, and

Regi stering Node), the 6BBR does not alter its current state. In
Reachabl e state, it returns an NA(EARO back to the Registering Node
with a status code of 0 ("Success"). A registration that is not as
fresh (same ROVR, older TID) is ignored.

If aregistration is received for an existing Binding and a

Regi stration Lifetinme of O, then the Binding is renmoved, and the 6BBR
returns an NA(EARO) back to the Registering Node with a status code
of 0 ("Success"). An inplenentation of a Routing Proxy that renoves
a Bi nding MJUST renove the associ ated host route pointing on the

Regi st eri ng Node.

The ol d 6BBR renpbves its Binding Table entry and notifies the

Regi stering Node with a status code of 3 ("Mved") if a new 6BBR
clains a fresher registration (sane ROVR, fresher TID) for the same
address. The ol d 6BBR MAY preserve a tenporary state in order to
forward packets in flight. The state may be, for instance, an NCE
that was fornmed when an NA nessage was received. It nay also be a
Bi nding Table entry in Stale state, pointing at the new 6BBR on the
backbone or any other abstract cache entry that can be used to
resolve the link-layer address of the new 6BBR. The old 6BBR SHOULD
al so use REDI RECT nessages pointing at the new 6BBR to update the
correspondents of the Registered Address, as specified in [ RFC4861].

.1. Operations on a Binding in Tentative State

The Tentative state covers a DAD period over the backbone during
whi ch an address being registered is checked for duplication using
the procedures defined in [ RFC4862].

For a Binding in Tentative state:

* The Binding MJST be renoved if an NA nessage is received over the
backbone for the Registered Address with no EARO or with an EARO
that indicates an existing registration owed by a different
Regi stering Node (different ROVR). In that case, an NA is sent
back to the Registering Node with a status code of 1 ("Duplicate
Address") to indicate that the Binding has been rejected. This
behavi or m ght be overridden by policy, in particular if the
registration is trusted, e.g., based on the validation of the ROVR
field (see [ RFC8928]).

* The Binding MJST be renoved if an NS(DAD) nessage is received over
t he backbone for the Registered Address with no EARO or with an
EARO that has a different ROVR that indicates a tentative
registration by a different Registering Node. 1In that case, an NA
is sent back to the Registering Node with a status code of 1
("Duplicate Address"). This behavior m ght be overridden by
policy, in particular if the registration is trusted, e.g., based
on the validation of the ROVR field (see [ RFC8928]).

* The Binding MIST be removed if an NA or an NS(DAD) nessage is
recei ved over the backbone for the Registered Address and contains
an EARO that indicates a fresher registration [ RFC8505] for the
same Regi stering Node (same ROVR). |In that case, an NA MJST be
sent back to the Registering Node with a status code of 3
(" Moved").

* The Bi ndi ng MJST be kept unchanged if an NA or an NS(DAD) nessage
is received over the backbone for the Registered Address and
contains an EARO that indicates an ol der registration [ RFC8505]
for the same Registering Node (same ROVR). The nessage is
answered with an NA that carries an EAROw th a status code of 3
("Mwved") and the Override flag not set. This behavior m ght be



overridden by policy, in particular if the registration is not
trust ed.

* (Other NS(DAD) and NA nessages fromthe backbone are ignored.

* NS(Lookup) and NS(NUD) messages SHOULD be optimistically answered
with an NA nessage containing an EAROwith a status code of O
("Success") and the Override flag not set (see Section 3.6). |If
optinmstic DAD is disabled, then they SHOULD be queued to be
answer ed when the Binding goes to Reachabl e state.

When t he TENTATI VE_DURATI ON (Section 12) timer elapses, the Binding
is placed in Reachable state for the Registration Lifetine, and the
6BBR returns an NA(EARO) to the Registering Node with a status code
of 0 ("Success").

The 6BBR al so attenpts to take over any existing Binding from ot her
6BBRs and to update existing NCEs in backbone nodes. This is done by
sendi ng an NA nessage with an EARO and the Override flag not set over
t he backbone (see Sections 7 and 8).

9.2. COperations on a Binding in Reachable State

The Reachabl e state covers an active registration after a successful
DAD process.

If the Registration Lifetine is of a long duration, an inplenentation
m ght be configured to reassess the availability of the Registering
Node at a | ower period, using a NUD procedure as specified in

[ RFC7048]. If the NUD procedure fails, the Binding SHOULD be pl aced
in Stale state i medi ately.

For a Binding i n Reachabl e state:

* The Binding MIJST be renmoved if an NA or an NS(DAD) nessage is
recei ved over the backbone for the Registered Address and contains
an EARO that indicates a fresher registration [ RFC8505] for the
same Regi stered Node (i.e., sane ROVR but fresher TID). A status
code of 4 ("Renobved") is returned in an asynchronous NA(EARO to
the Registering Node. Based on configuration, an inplenmentation
may delay this operation by a timer with a short setting, e.g., a
few seconds to a minute, in order to allow for a parallel
registration to reach this node, in which case the NA nmi ght be
i gnor ed.

* NS(DAD) and NA nessages containing an EARO that indicates a
registration for the sane Registered Node that is not as fresh as
this Binding MIST be answered with an NA nmessage contai ning an
EARO with a status code of 3 ("Mved").

* An NS(DAD) with no EARO or with an EARO that indicates a duplicate
registration (i.e., different ROVR) MJIST be answered with an NA
message containing an EAROwith a status code of 1 ("Duplicate
Address") and the Override flag not set, unless the received
message is an NA that carries an EAROwith a status code of 1
("Duplicate Address"), in which case the node refrains from
answeri ng.

*  Other NS(DAD) and NA nessages fromthe backbone are ignored.

* NS(Lookup) and NS(NUD) nessages SHOULD be answered with an NA
message containing an EAROwith a status code of 0 ("Success") and
the Override flag not set. The 6BBR MAY check whet her the
Regi stering Node is still available using a NUD procedure over the
LLN prior to answering; this behavior depends on the use case and
is subject to configuration.
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When the Registration Lifetine tinmer el apses, the Binding is placed
in Stale state for a duration of STALE DURATION (Section 12).

Qperations on a Binding in Stale State

The Stal e state enabl es tracking of the backbone peers that have a
NCE pointing to this 6BBR in case the Regi stered Address shows up
| ater.

If the Registered Address is clainmed by another 6LN on the backbone,
with an NS(DAD) or an NA, the 6BBR does not defend the address.

For a Binding in Stale state:

* The Binding MIJST be renoved if an NA or an NS(DAD) nessage is
recei ved over the backbone for the Registered Address with no EARO
or with an EARO that indicates either a fresher registration for
the sane Regi stered Node or a duplicate registration. A status
code of 4 ("Renoved") MAY be returned in an asynchronous NA( EARO
to the Regi stering Node.

*  NS(DAD) and NA nessages containing an EARO that indicates a
registration for the sane Registered Node that is not as fresh as
this MIST be answered with an NA message containing an EAROw th a
status code of 3 ("Mved").

* |f the 6BBR receives an NS(Lookup) or an NS(NUD) nessage for the
Regi st ered Address, the 6BBR MJST attenpt a NUD procedure as
specified in [RFC7048] to the Registering Node, targeting the
Regi stered Address, prior to answering. |f the NUD procedure
succeeds, the operation in Reachable state applies. [If the NUD
fails, the 6BBR refrains from answeri ng.

*  Other NS(DAD) and NA nessages fromthe backbone are ignored.

VWhen the STALE DURATI ON (Section 12) timer el apses, the Bindi ng MJST
be renoved

Regi st eri ng Node Consi derations

A Regi stering Node MJST inplenent [ RFC8505] in order to interact with
a 6BBR (which acts as a Routing Registrar). Follow ng [ RFC8505], the
Regi stering Node signals that it requires I Pv6 ND proxy services from
a 6BBR by registering the corresponding | Pv6 address using an

NS( EARO nessage with the R flag set.

The Regi stering Node may be the 6LN owning the | Pv6 address or a 6LBR
that perforns the registration on its behalf in a route-over nesh

A 6LN MUST register all of its IPv6 addresses to its 6LR, which is
the 6BBR when they are connected at Layer 2. Failure to register an
address may result in the address bei ng unreachabl e by other parties.
Thi s woul d happen, for instance, if the 6BBR propagates the

NS( Lookup) fromthe backbone only to the LLN nodes that do not

regi ster their addresses.

The Regi stering Node MJUST refrain fromusing multicast NS(Lookup)
when the destination is not known as on-link, e.g., if the prefix is
advertised in a PIOwith the L flag not set. 1In that case, the

Regi stering Node sends its packets directly to its 6LR

The Regi stering Node SHOULD al so foll ow BCP 202 [ RFC7772] in order to
limt the use of nulticast RAs. It SHOULD al so inplenent "Sinple
Procedures for Detecting Network Attachnent in | Pv6" [RFC6059] (DNA
procedures) to detect novements and support "Packet-Loss Resiliency
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for Router Solicitations” [RFC7559] in order to inprove reliability
for the unicast RS nessages.

Security Considerations

The procedures in this docunent nodify the nechani sns used for |Pv6
ND and DAD and shoul d not affect other aspects of |Pv6 or higher-

| evel -protocol operation. As such, the main classes of attacks that
are in play are those that work to bl ock Nei ghbor Di scovery or to
forcibly claiman address that another node is attenpting to use. In
the absence of cryptographic protection at higher |ayers, the latter
class of attacks can have significant consequences, with the attacker
being able to read all the "stolen"” traffic that was directed to the
target of the attack.

This specification applies to LLNs and a backbone in which the

i ndi vidual links are protected agai nst rogue access on the LLN by

aut henticating a node that attaches to the network and encrypting the
transm ssions at the link layer and on the backbone side, using the
physi cal security and access control neasures that are typically
applied there; thus, packets may neither be forged nor overheard.

In particular, the LLN link layer is required to provide secure
uni cast to/fromthe Backbone Router and secure broadcast fromthe
routers in a way that prevents tanpering with or replaying the ND
messages.

For the 1 Pv6 ND operation over the backbone, and unless the cl assica
ND is disabled (e.g., by configuration), the classical ND nessages
are interpreted as enmtted by the address owner and have precedence
over the 6BBR that is only a proxy.

As a result, the security threats that are detailed in Section 11.1
of [RFC4861] fully apply to this specification as well. In short:

* Any node that can send a packet on the backbone can take over any
address, including addresses of LLN nodes, by claiming it with an
NA message and the Override bit set. This neans that the rea
owner will stop receiving its packets.

* Any node that can send a packet on the backbone can forge traffic
and pretend it is issued froman address that it does not own,
even if it did not claimthe address using ND.

* Any node that can send a packet on the backbone can present itself
as a preferred router to intercept all traffic outgoing on the
subnet. It may even expose a prefix on the subnet as "not-on-
l'ink" and intercept all the traffic within the subnet.

* |f the rogue can receive a packet fromthe backbone, it can al so
snoop all the intercepted traffic, by stealing an address or the
role of a router.

Thi s means that any rogue access to the backbone must be prevented at
all tinmes, and nodes that are attached to the backbone nmust be fully
trusted / never conpromn sed

Usi ng address registration as the sole ND nmechanismon a |ink and
coupling it with [ RFC8928] guarantees the ownership of a Registered
Address within that |ink

* The protection is based on a proof of ownership encoded in the
ROVR field, and it protects against address theft and
i mpersonation by a 6LN, because the 6LR can chall enge the
Regi stered Node for a proof of ownership.



* The protection extends to the full LLN in the case of an LLN I|ink,
but it does not extend over the backbone since the 6BBR cannot
provi de the proof of ownership when it defends the address.

A possi ble attack over the backbone can be done by sending an NS with
an EARO and expecting the NA(EARO) back to contain the TID and ROVR
fields of the existing state. Wth that information, the attacker
can easily increase the TID and take over the Binding.

If the classical ND is disabled on the backbone and the use of
[ RFC8928] and a 6LBR are mandated, the network will benefit fromthe
fol |l owi ng new advant ages:

Zero-trust security for ND flows within the whole subnet: the
i ncreased security that [RFC8928] provides on the LLN will also
apply to the backbone; it becones inpossible for an attached node
to claiman address that bel ongs to another node using ND, and the
network can filter packets that are not originated by the owner of
the source address (Source Address Validation |Inprovenent (SAVI)),
as long as the routers are known and trusted.

Renote ND DoS attack avoi dance: the conplete list of addresses in
the network will be known to the 6LBR and avail able to the default
router; with that information, the router does not need to send a
mul ticast NS(Lookup) in case of a Neighbor Cache nmiss for an
i ncom ng packet, which is a source of renote DoS attack agai nst
t he network.

Less IPv6 ND-related nulticast on the backbone: DAD and NS(Lookup)
becone uni cast queries to the 6LBR

Better DAD operation on wireless: DAD has been found to fail to
detect duplications on large W-Fi infrastructures due to the
unrel i abl e broadcast operation on wireless; using a 6LBR enables a
uni cast | ookup.

Less Layer 2 churn on the backbone: Using the Routing Proxy
approach, the link-layer address of the LLN devices and their
mobility are not visible in the backbone; only the |ink-Layer
addresses of the 6BBR and backbone nodes are visible at Layer 2 on
the backbone. This is mandatory for LLNs that cannot be bridged
on the backbone and useful in any case to scale down, stabilize
the forwarding tables at Layer 2, and avoid the gratuitous franes
that are typically broadcasted to fix the transparent bridging
tabl es when a wirel ess node roans froman AP to the next.

This specification introduces a 6BBR that is a router on the path of
the LLN traffic and a 6LBR that is used for the | ookup. They could
be interesting targets for an attacker. A conproni sed 6BBR can
accept a registration but block the traffic or refrain from proxying.
A conprom sed 6LBR nay unduly accept the transfer of ownership of an
address or block a newconer by faking that its address is a
duplicate. But those attacks are possible in a classical network
froma conprom sed default router and a DHCP server, respectively,
and can be prevented using the sanme met hods.

A possible attack over the LLN can still be done by conprom sing a
6LR. A conpromi sed 6LR nmay nodify the ROVR of EDAR nessages in
flight and transfer the ownership of the Registered Address to itself
or atier. It may also claimthat a ROVR was val i dated when it
really wasn’t and reattribute an address to itself or to an attached
6LN. This neans that 6LRs, as well as 6LBRs and 6BBRS, nust still be
fully trusted / never conproni sed

Thi s specification mandates checking on the 6LBR on the backbone
before doing the classical DAD, in case the address already exists.
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13.

14.

This may del ay the DAD operation and shoul d be protected by a short
timer, in the order of 100 ns or less, which will only represent a
smal | extra delay versus the 1 s wait of the DAD operation.

Prot ocol Constants
Thi s specification uses the follow ng constants:
TENTATI VE_DURATI ON: 800 nil |l iseconds
In LLNs with long-lived addresses such as Low Power WAN (LPWANs),
STALE_DURATI ON SHOULD be configured with a relatively long value to

cover an interval when the address may be reused and before it is
safe to expect that the address was definitively released. A good

default value is 24 hours. |In LLNs where addresses are renewed
rapidly, e.g., for privacy reasons, STALE DURATI ON SHOULD be
configured with a relatively shorter value -- 5 nminutes by default.
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Appendi x A, Possi bl e Future Extensions

Wth the current specification, the 6LBR is not |everaged to avoid
mul ti cast NS(Lookup) on the backbone. This could be done by adding a
| ookup procedure in the EDAR/ EDAC exchange.

By default, the specification does not have a fine-grained trust
nmodel : all nodes that can authenticate to the LLN link |ayer or
attach to the backbone are equally trusted. It would be desirable to
provi de a stronger authorization nodel, e.g., whereby nodes that
associate their address with a proof of ownership [ RFC8928] shoul d be
trusted nore than nodes that do not. Such a trust nodel and rel ated
signaling could be added in the future to override the default
operation and favor trusted nodes.

As an alternate to the ND Proxy operation, the registration my be
redistributed as a host route in a routing protocol that would



operate over the backbone; this is already happening in |I0oT networks
[ RPL- LEAVES] and Data Center Routing [RI FT] and could be extended to
other protocols, e.g., BG [ RFC4271] and OSPFv3 [ RFC5340]. The
registration may al so be advertised in an overlay protocol such as
Mobile I Pv6 (M Pv6) [RFC6275], the Locator/ID Separation Protoco

(LI SP) [ RFC6830], or Ethernet VPN (EVPN) [RFC7432].

Appendi x B. Applicability and Requirenents Served

Thi s docunent specifies ND proxy functions that can be used to
federate an | Pv6 Backbone Link and nultiple IPv6 LLNs into a single
MLSN. The ND proxy functions enable 1 Pv6 ND services for DAD and
address | ookup that do not require broadcasts over the LLNs.

The termLLN is used to cover nultiple types of W.ANs and WPANSs,

i ncluding (Low Power) W-Fi, BLUETOOTH(R) Low Energy, |EEE Std
802. 11ah and | EEE Std 802.15.4 wirel ess neshes, and the types of
networks listed in "Requirenments Related to Various Low Power Link
Types" (see Appendi x B.3 of [RFC8505]).

Each LLN in the subnet is attached to a 6BBR  The Backbone Routers
i nterconnect the LLNs and advertise the addresses of the 6LNs over
t he Backbone Link using ND proxy operations.

Thi s specification updates | Pv6 ND over the backbone to distinguish
address nmovenent fromduplication and elimnate Stale state in the
backbone routers and backbone nodes once a 6LN has roaned. This way,
mobi | e nodes may roamrapidly fromone 6BBR to the next, and
requirenents are net per "Requirenents Related to Mbility" (see
Appendi x B.1 of [RFC8505]).

A 6LN can register its |Pv6 addresses and thereby obtain ND proxy
services over the backbone, neeting the requirenents expressed in
"Requirenments Related to Proxy Operations" (see Appendi x B.4 of

[ RFC8505] .

The negative inpact of the I Pv6 ND-rel ated broadcasts can be limted
to one of the federated |inks, enabling the nunber of 6LNs to grow.
The Routing Proxy operation avoids the need to expose the link-Iayer
addresses of the 6LNs onto the backbone, keeping the Layer 2 topol ogy
sinmple and stable. This neets the requirenments in "Requirenents

Rel ated to Scal ability" (see Appendix B.6 of [RFC8505]), as long as
the 6BBRs are dinensioned for the nunber of registrations that each
needs to support.

In the case of a W-Fi access link, a 6BBR nay be collocated with the
AP, a Fabric Edge (FE), or a Control and Provisioning of Wreless
Access Points (CAPWAP) [ RFC5415] Wreless LAN Controller (W.C). In
those cases, the wireless client (STA) is the 6LN that makes use of

[ RFC8505] to register its IPv6 address(es) to the 6BBR acting as the
Routing Registrar. The 6LBR can be centralized and either connected
to the Backbone Link or reachable over IP. The 6BBR ND proxy
operations elimnate the need for wireless nodes to respond
synchronously when a | ookup is performed for their |Pv6 addresses.
This provides the function of a Sleep Proxy for ND [ DAD- APPROACHES]

For the Tine-Slotted Channel Hopping (TSCH) node of [|EEEstd802154],
the 6Ti SCH architecture [6Ti SCH descri bes how a 6LOWPAN ND host
could connect to the Internet via a RPL nesh network, but doing so
requires extensions to the 6LOAPAN ND protocol to support nmobility
and reachability in a secure and manageabl e environnent. The
extensions detailed in this docunent also work for the 6Ti SCH
architecture, serving the requirenments listed in "Requirenents

Rel ated to Routing Protocol s" (see Appendi x B.2 of [RFC8505]).

The regi stration nechani smmay be seen as a nore reliable alternate



to snooping [SAVI-W.AN]. Note that registration and snoopi ng are not
mut ual Iy excl usive. Snooping may be used in conjunction with the
registration for nodes that do not register their |IPv6 addresses.

The 6BBR assunes that if a node registers at |east one |Pv6 address
toit, then the node registers all of its addresses to the 6BBR

Wth this assunption, the 6BBR can possibly cancel all undesirable
mul ti cast NS messages that woul d otherw se have been delivered to

t hat node.

Scalability of the M.SN [ RFC4903] requires avoidance of nulticast/
broadcast operations as much as possi ble even on the backbone

[ MCAST- PROBLEMS] . Al t hough hosts can connect to the backbone using

I Pv6 ND operations, multicast RAs can be saved by using [ RS- REFRESH],
whi ch al so requires the support of [RFC7559].
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