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Abstract

Thi s docunent updates the | Pv6 over Low Power Wrel ess Personal Area
Net wor k ( 6LOWPAN) Nei ghbor Di scovery (ND) protocol defined in RFCs
6775 and 8505. The new extension is called Address-Protected

Nei ghbor Di scovery (AP-ND), and it protects the owner of an address
agai nst address theft and inpersonation attacks in a Low Power and
Lossy Network (LLN). Nodes supporting this extension conmpute a
cryptographic identifier (Crypto-1D), and use it with one or nore of
their Registered Addresses. The Crypto-ID identifies the owner of
the Regi stered Address and can be used to provi de proof of ownership
of the Regi stered Addresses. Once an address is registered with the
Crypto-1D and a proof of ownership is provided, only the owner of
that address can nmodify the registration information, thereby
enforcing Source Address Validation.
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I nt roduction

Nei ghbor Di scovery optim zations for 6LoOWPAN networ ks (aka 6LoWPAN
ND) [ RFC6775] adapts the original |Pv6 Nei ghbor D scovery protocols
defined in [ RFC4861] and [ RFC4862] for constrai ned Low Power and
Lossy Networks (LLNs). In particular, 6LOWPAN ND introduces a

uni cast host Address Registration mechanismthat reduces the use of
mul ticast conpared to the Duplicate Address Detection (DAD) mechani sm
defined in Pv6 ND. 6LoWPAN ND defines a new Address Registration
Option (ARO that is carried in the unicast Neighbor Solicitation
(NS) and Nei ghbor Advertisenment (NA) nessages exchanged between a
6LoWPAN Node (6LN) and a 6LOWPAN Router (6LR). It also defines the
Duplicate Address Request (DAR) and Duplicate Address Confirmation
(DAC) nessages between the 6LR and the 6LoWPAN Border Router (6LBR).
In LLNs, the 6LBR is the central repository of all the Registered
Addresses in its domain.

The registration nechani smin "Nei ghbor D scovery Optimzation for

I Pv6 over Low Power Wrel ess Personal Area Networks (6LoWPANs) ™

[ RFC6775] prevents the use of an address if that address is already
registered in the subnet (first come, first served). |In order to

val i dat e address ownership, "Registration Extensions for |Pv6 over
Low Power Wrel ess Personal Area Network (6LoWPAN) Nei ghbor

Di scovery" [RFC8505] defines a Registration Omership Verifier (ROVR
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field. [RFC8505] enables a 6LR and 6LBR to validate the association
bet ween the Registered Address of a node and its ROVR The ROVR can
be derived fromthe |ink-layer address of the device (using the
64-bit Extended Unique ldentifier (EU -64) address fornmat specified
by I EEE). However, the EU -64 can be spoofed; therefore, any node
connected to the subnet and aware of a registered-address-to- ROVR
mappi ng could effectively fake the ROVR  This would all ow an
attacker to steal the address and redirect traffic for that address.
[ RFC8505] defines an Extended Address Regi stration Option (EARO that
transports alternate forns of ROVRs and is a prerequisite for this
speci fication.

In this specification, a 6LN generates a cryptographic identifier
(Crypto-1D) and places it in the ROVR field during the registration
of one (or nore) of its addresses with the 6LR(s). Proof of
ownership of the Crypto-IDis passed with the first registration
exchange to a new 6LR and enforced at the 6LR.  The 6LR vali dates
ownership of the Crypto-I1D before it creates any new regi stration
state or changes existing information.

The protected address registration protocol proposed in this docunent
provi des the sane conceptual benefit as Source Address Validation

I mprovenment (SAVI) [RFC7039] in that only the owner of an | Pv6
address may source packets with that address. As opposed to

[ RFC7039], which relies on snooping protocols, the protection
provided by this docunent is based on a state that is installed and
mai ntained in the network by the owner of the address. Wth this
specification, a 6LN may use a 6LR for forwarding an | Pv6 packet if
and only if it has registered the address used as the source of the
packet with that 6LR

Wth the 6LoWPAN adaptation |layer in [ RFC4944] and [ RFC6282], a 6LN
can obtain better conmpression for an | Pv6 address with an Interface
ID(IID that is derived froma Layer 2 (L2) address. Such
conpression is inconmpatible with "SEcure Nei ghbor Di scovery (SEND")
[ RFC3971] and "Cryptographically Generated Addresses (CGAs)"
[ RFC3972], since they derive the 11D from cryptographic keys. This
specification, on the other hand, separates the I1D generation from
crypt ographi ¢ conputati ons and can enabl e better conpression

Ter mi nol ogy

Requi renent s Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
Backgr ound

The reader may get additional context for this specification fromthe
foll owi ng references:

* "SEcure Nei ghbor Discovery (SEND)" [ RFC3971],

*  "Cryptographically Generated Addresses (CEA)" [RFC3972],
*  "Nei ghbor Discovery for IP version 6 (lIPv6)" [RFC4861] ,
* "] Pv6 Statel ess Address Autoconfiguration" [RFC4862], and

* "|Pv6 over Low Power Wreless Personal Area Networks (6L0OWPANS):
Overvi ew, Assunptions, Problem Statenent, and Coal s" [RFC4919].
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Abbr evi ati ons

Thi s docunent uses the foll ow ng abbreviations:

6BBR: 6LOWPAN Backbone Router

6LBR: 6LoWPAN Bor der Rout er

6LN: 6LoWPAN Node

6LR: 6LoWPAN Rout er

AP- ND: Addr ess- Prot ect ed Nei ghbor Di scovery
CGA: Crypt ographi cal | y Generated Address

DAD: Dupl i cate Address Detection

EARO Ext ended Address Registration Option
ECC. Elliptic Curve Cryptography

ECDH: Elliptic Curve Diffie-Hellnman

ECDSA: Elliptic Curve Digital Signhature Al gorithm
EDAC: Ext ended Duplicate Address Confirmation
EDAR: Ext ended Duplicate Address Request

Cl PO Crypto-1D Paranmeters Option

LLN: Low Power and Lossy Network

NA: Nei ghbor Adverti senent

ND: Nei ghbor Di scovery

NDP: Nei ghbor Di scovery Protocol

NDPSO. Nei ghbor Di scovery Protocol Signature Option
NS: Nei ghbor Solicitation

ROVR: Regi stration Omership Verifier

RA: Rout er Adverti senent

RS: Router Solicitation

RSAC RSA Si gnature Option

SHA: Secure Hash Al gorithm

SLAAC: St at el ess Address Autoconfiguration

TI D Transaction ID

Updati ng RFC 8505

Section 5.3 of [RFC8505] introduces the ROVR that is used to detect
and reject duplicate registrations in the DAD process. The ROVRis a
generic object that is designed for both backward conpatibility and
the capability to introduce new conputation nmethods in the future.
Using a Crypto-I1D per this specification is the RECOWENDED net hod.
Section 7.5 di scusses collisions when heterogeneous nethods to
compute the ROVR field coexist inside a network.

Thi s specification introduces a new identifier called a Crypto-1D
that is transported in the ROVR field and used to indirectly prove
the ownership of an address that is being registered by neans of

[ RFC8505]. The Crypto-ID is derived froma cryptographic public key
and additional paraneters.

The overall nechanismrequires the support of Elliptic Curve
Cryptography (ECC) and a hash function as detailed in Section 6.2.
To enabl e the verification of the proof, the Registering Node needs
to supply certain paranmeters including a nonce and a signature that
will denonstrate that the node possesses the private key
corresponding to the public key used to build the Crypto-ID.

The elliptic curves and the hash functions listed in Table 1 in
Section 8.2 can be used with this specification; nore nay be added in
the future to the corresponding | ANA registry. The cryptographic

al gorithnms used (including the curve and the representation
conventions) are signaled by the Crypto-Type field in a new | Pv6 ND
Crypto-1D Paraneters Option (Cl PO (see Section 4.3) that contains
the paraneters that are necessary for address validation. A new NDP
Signature Option (Section 4.4) is also specified in this docunent to
carry the resulting signature. A Nonce Option [RFC3971] is added in
the NA(EARO) that is used to request the validation, and all three
options are needed in the NS(EARO) that provides the validation.
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New Fi el ds and Options
1. New Crypto-ID

The Crypto-IDis transported in the ROVR field of the EARO and the
Ext ended Duplicate Address Request (EDAR) nessage and is associ ated
with the Registered Address at the 6LR and the 6LBR  The ownership
of a Crypto-1D can be denonstrated by cryptographi ¢ nmechani snms, and
by association, the ownership of the Registered Address can be
ascertai ned.

A node in possession of the necessary cryptographic primtives SHOULD
use Crypto-1D by default as ROVR in its registrations. Wether a
ROVR is a Crypto-IDis indicated by a new "C' flag in the EARO of the
NS( EARO) nessage.

The Crypto-ID is derived fromthe public key and a nodifier as
fol | ows:

1. The hash function used internally by the signature schene and
i ndi cated by the Crypto-Type (see Table 1 in Section 8.2) is
applied to the CIPO  Note that all the reserved and padding bits
MJUST be set to zero.

2. The leftnost bits of the resulting hash, up to the desired size,
are used as the Crypto-I1D.

At the tine of this witing, a minimal size for the Crypto-1D of 128
bits i s RECOVWENDED unl ess backward conpatibility is needed [ RFC8505]
(in which case it is at least 64 bits). The size of the Crypto-IDis
likely to increase in the future.

2. Updated EARO

Thi s specification updates the EARO to enabl e the use of the ROVR
field to transport the Crypto-1D. The resulting format is as
fol | ows:

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Type | Length | St at us | Opaque |
el i I e i it T e e e e i i T o S e e S e T R R
|Rsvd |C] | |RT] TID | Regi stration Lifetine |
I S i o T s S S S e s s T
I

Regi stration Omership Verifier (ROVR l
L- B e T i T S i i I S T T i i i S N L
Figure 1: Enhanced Address Registration Option
Type: 33

Length: Defined in [ RFC8505] and copied in the "EARO Length" field
in the associated Cl PO

Status: Defined in [ RFC8505].
Opaque: Defined in [ RFC8505].

Rsvd (Reserved): 3-bit unsigned integer. |t MJST be set to zero by
the sender and MJST be ignored by the receiver.

C. This "C' flag is set to indicate that the ROVR field contains a



Crypto-1D and that the 6LN MAY be chal |l enged for ownership as
specified in this docunent.

I, R T. Defined in [ RFC8505].
TID and Registration Lifetine: Defined in [ RFC8505].

Regi stration Owmership Verifier (ROVR): Wen the "C' flag is set,
this field contains a Crypto-ID.

This specification uses the status codes "Validation Requested" and
"Val idation Failed", which are defined in [ RFC8505].

Thi s specification does not define any new status codes.
4.3. Crypto-ID Paraneters Option

Thi s specification defines the CIPO. The CIPO carries the paraneters
used to forma Crypto-ID.

In order to provide cryptographic agility [BCP201], this
specification supports different elliptic-curve-based signature
schenes, indicated by a Crypto-Type field:

* The ECDSA256 signature scheme, which uses ECDSA with the N ST
P-256 curve [FI PS186-4] and the hash function SHA-256 [ RFC6234]
internally, MJST be supported by all inplenentations.

*  The Ed25519 signature schene, which uses the Pure Edwards-Curve
Digital Signature Al gorithm (PureEdDSA) [RFC8032] with the tw sted
Edwar ds curve Edwards25519 [RFC7748] and the hash function SHA-512
[ RFC6234] internally, MAY be supported as an alternative.

*  The ECDSA25519 signature schene, which uses ECDSA [ FI PS186-4] with
the Weierstrass curve Wi 25519 (see Appendi x B.4) and the hash
function SHA-256 [RFC6234] internally, MAY al so be support ed.

Thi s specification uses signature schenes that target simlar
cryptographic strength but rely on different curves, hash functions,
signature algorithns, and/or representation conventions. Future
specification may extend this to different cryptographic algorithms
and key sizes, e.g., to provide better security properties or a
simpl er inplenmentation.

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Type | Lengt h | Reservedl| Public Key Length |
B i s T T i i o S o T Ji I
| Crypto-Type | Modifier | EARO Length |

+-

I

T N L o S s L i o S +

Public Key (variable |ength)
i I i S e S it SN DU DU SRS
. Paddi ng .
B i s T T i i o S o T Ji I
Figure 2: Crypto-ID Paraneters Option

Type: 8-bit unsigned integer. |ANA has assigned value 39; see
Tabl e 2.



Length: 8-bit unsigned integer. The length of the option in units
of 8 octets.

Reservedl: 5-bit unsigned integer. It MJST be set to zero by the
sender and MJUST be ignored by the receiver.

Public Key Length: 11-bit unsigned integer. The length of the
Public Key field in bytes. The actual |ength depends on the
Crypto- Type val ue and how the public key is represented. The
valid values with this docunment are provided in Table 1.

Crypto-Type: 8-bit unsigned integer. The type of cryptographic
algorithmused in calculation of the Crypto-1D indexed by ANA in
the "Crypto-Types" subregistry in the "Internet Control Message
Protocol version 6 (I CMPv6) Paraneters" registry (see
Section 8.2).

Modifier: 8-bit unsigned integer. Set to an arbitrary value by the
creator of the Crypto-ID. The role of the nodifier is to enable
the formation of multiple Crypto-1Ds fromthe sane key pair. This
reduces the traceability and, thus, inproves the privacy of a
constrai ned node wi thout requiring many key pairs.

EARO Length: 8-bit unsigned integer. The option Iength of the EARO
that contains the Crypto-1D associated with the Cl PO

Public Key: A variable-length field; the size is indicated in the
Public Key Length field.

Paddi ng: A variable-length field that conpletes the Public Key field
to align to the next 8-byte boundary. It MJST be set to zero by
the sender and MJST be ignored by the receiver.

The inplementation of nultiple hash functions in a constrained device
may consunme excessive anmounts of program nenory. This specification
enabl es the use of the sane hash function SHA-256 [ RFC6234] for two
of the three supported ECC- based signature schenes. Sone code
factorization is al so possible for the ECC conputation itself.

[ CURVE- REPR] provides information on how to represent Montgonery
curves and (tw sted) Edwards curves as curves in short-Wierstrass
form and it illustrates howthis can be used to inplenent elliptic
curve computations using existing inplenentations that already
provide, e.g., ECDSA and ECDH using N ST [ FI PS186-4] prine curves.
For nore details on representation conventions, refer to Appendi x B.

4.4. NDP Signature Option

Thi s specification defines the NDP Signature Option (NDPSO . The
NDPSO carries the signature that proves the ownership of the Crypto-
I D and validates the address being registered. The fornmat of the
NDPSO is illustrated in Figure 3.

As opposed to the RSA Signature Option (RSAO defined in Section 5.2

of SEND [ RFC3971], the NDPSO does not have a key hash field.

Instead, the leftnmost 128 bits of the ROVR field in the EARO are used
as hash to retrieve the CIPO that contains the key naterial used for

signature verification, left-padded if needed.

Anot her difference is that the NDPSO signs a fixed set of fields as
opposed to all options that appear prior to it in the ND nessage that
bears the signature. This allows a ClPOthat the 6LR al ready
received to be onmitted, at the expense of the capability to add
arbitrary options that would be signhed with an RSAQO



An ND nessage that carries an NDPSO MUST have one and only one EARQO
The EARO MUST contain a Crypto-IDin the ROVR field, and the Crypto-
I D MUST be associated with the key pair used for the digital
signature in the NDPSO

The Cl PO may be present in the same nmessage as the NDPSO. If it is
not present, it can be found in an abstract table that was created by
a previous nessage and i ndexed by the hash.

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type | Length | Reservedl| Signature Length |
el i I e i it T e e e e i i T o S e e S e T R R
| Reserved2 |

i e R i e i i i e i i St S N e S
Digital Signature (variable |ength)
i e R i e i i i e i i St S N e S
. Paddi ng .
B T S i T s i i e e SEI S
Figure 3: NDP Signature Option
Type: |1 ANA has assigned val ue 40; see Table 2.

Length: 8-bit unsigned integer. The length of the option in units
of 8 octets.

Reservedl: 5-bit unsigned integer. It MJST be set to zero by the
sender and MJUST be ignored by the receiver.

Digital Signature Length: 11-bit unsigned integer. The |ength of
the Digital Signature field in bytes.

Reserved2: 32-bit unsigned integer. It MJST be set to zero by the
sender and MUST be ignored by the receiver.

Digital Signature: A variable-length field containing the digital
signature. The length and conputation of the digital signature
bot h depend on the Crypto-Type, which is found in the associated
Cl PO, see Appendix B. For the values of the Crypto-Type defined
in this specification, and for future values of the Crypto-Type
unl ess specified otherw se, the signature is conputed as detail ed
in Section 6. 2.

Padding: A variable-length field conpleting the Digital Signature
field to align to the next 8-byte boundary. It MJST be set to
zero by the sender and MJST be ignored by the receiver.

4.5. Extensions to the Capability Indication Option

Thi s specification defines one new capability bit in the 6LOWAN
Capability Indication Option (6ClI O, as defined by [ RFC7400], for use
by the 6LR and 6LBR in | Pv6 ND RA messages.

0 1 2 3

01234567890123456789012345678901
i i i i S it SR SR S S U it SR S S
| Type | Length = 1 | Reserved | AD L| Bl P E G
s i S e i i T s S S T ol ST S e e



Reserved
el i I e i it T e e e e i i T o S e e S e T R R

Figure 4: New Capability Bit in the 6ClIO
New Option Field:

A 1-bit flag. Set to indicate that AP-ND is globally activated in
t he network.

The "A" flag is set by the 6LBR that serves the network and is
propagated by the 6LRs. It is typically turned on when all 6LRs are
mgrated to this specification.

Pr ot ocol Scope

The scope of the protocol specified here is a 6LOWPAN LLN, typically
a stub network connected to a larger IP network via a border router
called a 6LBR per [RFC6775]. A 6LBR has sufficient capability to
satisfy the needs of DAD.

The 6LBR maintains registration state for all devices in its attached
LLN. Together with the first-hop router (the 6LR), the 6LBR assures
uni queness and grants ownership of an | Pv6 address before it can be
used in the LLN. This is in contrast to a traditional network that
relies on I Pv6 address autoconfiguration [ RFC4862], where there is no
guarantee of ownership fromthe network, and each | Pv6 Nei ghbor

Di scovery packet mnust be individually secured [ RFC3971].

| Ext er nal Net wor k

0 0 o(6LR)
N
0 0 | LLN I'ink

v
o( 6LN)

Fi gure 5: Basic Configuration

In a mesh network, the 6LR is directly connected to the host device.
Thi s specification mandates that the peer-wise L2 security is

depl oyed so that all the packets froma particular host are
protected. The 6LR nay be multiple hops away fromthe 6LBR  Packets
are routed between the 6LR and the 6LBR via other 6LRs.

Thi s specification mandates that all the LLN links between the 6LR
and the 6LBR are protected so that a packet that was validated by the
first 6LR can be safely routed by other on-path 6LRs to the 6LBR

Pr ot ocol Fl ows

The 6LR/ 6LBR ensures first come, first served by storing the ROVR
associated to the address being registered upon the first
registration and rejecting a registration with a different ROVR
value. A 6LN can claimany address as long as it is the first to
make that claim After a successful registration, the 6LN becones
the owner of the Registered Address, and the address is bound to the



ROVR val ue in the 6LR/ 6LBR registry.

Thi s specification protects the ownership of the address at the first
hop (the edge). |Its use in a network is signaled by the "A" flag in
the 6C1 O The flag is set by the 6LBR and propagated unchanged by
the 6LRs. Once every node in the network is upgraded to support this
specification, the "A" flag can be set to turn the protection on

gl obal | y.

The 6LN places a cryptographic identifier, the Crypto-1D, in the ROVR
that is associated with the address at the first registration,
enabling the 6LR to later challenge it to verify that it is the

ori ginal Registering Node. The challenge may happen at any tinme at
the discretion of the 6LR and the 6LBR A valid registration in the
6LR or the 6LBR MJUST NOT be altered until the challenge is conplete.

When the "A" flag in a subnet is set, the 6LR MJUST chal |l enge the 6LN
before it creates a Binding with the "C' flag set in the EARO. The
6LR MUST al so chal |l enge the 6LN when a new registration attenpts to
change a paraneter of an already validated Binding for that 6LN, for
instance, its Source |link-layer address. Such verification protects
agai nst an attacker that attenpts to steal the address of an honest
node.

The 6LR MUST indicate to the 6LBR that it perforned a successful
validation by setting a status code of 5 ("Validation Requested") in
the EDAR. Upon a subsequent EDAR froma new 6LR with a status code
that is not 5 for a validated Binding, the 6LBR MJST indicate to the
new 6LR that it needs to challenge the 6LN using a status code of 5
in the Extended Duplicate Address Confirmation (EDAC).

The 6LR MUST chal | enge the 6LN when the 6LBR signals to do so, which
is done with an EDAC nessage with a status code of 5. The EDAC is
echoed by the 6LR in the NA(EARO back to the Registering Node. The
6LR SHOULD al so challenge all its attached 6LNs at the tine the 6LBR
turns the "A" flag on in the 6ClOin orders to detect an issue

i medi at el y.

If the 6LR does not support the Crypto-Type, it MJST reply with an
EARO status code of 10 "Validation Failed" without a challenge. In
that case, the 6LN may try another Crypto-Type until it falls back to
Crypto-Type 0, which MJST be supported by all 6LRs.

A node may use nore than one | Pv6 address at the sane tine. The
separation of the address and the cryptographic material avoids the
need for the constrai ned device to conpute nultiple keys for multiple
addresses. The 6LN MAY use the sane Crypto-1D to prove the ownership
of multiple IPv6 addresses. The 6LN MAY al so derive nultiple Crypto-
IDs fromthe sane key pair by changing the nodifier.

6.1. First Exchange with a 6LR

A 6LN registers to a 6LR that is one hop away fromit with the "C'
flag set in the EARO indicating that the ROVR field contains a
Crypto-1D. The Target Address in the NS nessage indicates the |Pv6
address that the 6LN is trying to register [ RFC8505]. The on-link
(local) protocol interactions are showmn in Figure 6. |If the 6LR does
not have a state with the 6LN that is consistent with the NS(EARO,
then it replies with a chall enge NA(EARO, status=Validation

Request ed) that contains a Nonce Option (shown as NoncelLR in

Fi gure 6).



[semmmmm e NS with EARO (Crypto-1D) ---=----=---- >

| |
| | option
| <- NA with EARQ(status=Validation Requested), NonceLR | |
I | v
[------- NS with EARO, CI PO, NonceLN and NDPSO -------- >|
I I
R NA with EARO ------------oommmmomn |
I I
| _ |
[----cmmmm e NS with EARO (Crypto-1D) ------------- >|
I I
R NA with EARO ------------oommmmomn |
I I
| _ |
[----cmmmm e NS with EARO (Crypto-1D) ------------- >|
I I
R NA with EARO ------------cmmmmmomn |

Figure 6: On-Link Protocol Qperation

The Nonce Option contains a nonce value that, to the extent possible
for the inplenentation, was never used before. This specification
inherits the idea from|[RFC3971] that the nonce is a random val ue.
Ideally, an inplenentation uses an unpredictable cryptographically
random val ue [ BCP106]. But that nay be inpractical in some LLN
scenarios with resource-constrai ned devices.

Al ternatively, the device may use an al ways-increnenting val ue saved
in the sane stable storage as the key, so they are |ost together, and
start at a best-effort random value as either the nonce value or a
conmponent to its conputation.

The 6LN replies to the challenge with an NS(EARO) that includes the
Nonce Option (shown as NonceLN in Figure 6), the Cl PO (Section 4.3),
and t he NDPSO containing the signature. Both nonces are included in
the signed naterial. This provides a "contributory behavior" that
results in better security even when the nonces of one party are not
generated as specified.

The 6LR MJST store the information associated with a Crypto-I1D on the
first NS exchange where it appears in a fashion that the Cl PO
paraneters can be retrieved fromthe Crypto-1D al one.

The steps for the registration to the 6LR are as foll ows:

Upon the first exchange with a 6LR, a 6LN will be challenged to prove
ownership of the Crypto-ID and the Target Address being registered in
the Nei ghbor Solicitation nessage. Wen a 6LR receives an NS(EARO
registration with a new Crypto-1D as a ROVR, and unl ess the
registration is rejected for another reason, it MJST chal |l enge by
responding with an NA(EARO) with a status code of "Validation

Request ed".

Upon receiving a first NA(EARO wth a status code of "Validation
Requested" froma 6LR, the Registering Node SHOULD retry its
registration with a CIPO (Section 4.3) that contains all the
necessary material for building the Crypto-I1D, the NonceLN that it
generated, and the NDP Signature Option (Section 4.4) that proves its
ownership of the Crypto-ID and intent of registering the Target
Address. I n subsequent revalidation with the same 6LR, the 6LN MAY
try to omt the CIPOto save bandwi dth, with the expectation that the
6LR saved it. |If the validation fails and it gets chall enged again,
then it SHOULD add the Cl PO agai n.



In order to validate the ownership, the 6LR perforns the sane steps
as the 6LN and rebuilds the Crypto-I1D based on the paraneters in the
CIPO. If the rebuilt Crypto-1D matches the ROVR, the 6LN al so
verifies the signature contained in the NDPSO. At that point, if the
signature in the NDPSO can be verified, then the validation succeeds.
O herwi se, the validation fails.

If the 6LR fails to validate the signed NS(EARO), it responds with a
status code of "Validation Failed". After receiving an NA(EARO) with
a status code of "Validation Failed", the Registering Node SHOULD try
an alternate Crypto-Type; even if Crypto-Type O fails, it may try to
register a different address in the NS message.

6.2. NDPSO Ceneration and Verification

The signature generated by the 6LN to provi de proof of ownership of
the private key is carried in the NDPSO It is generated by the 6LN
in a fashion that depends on the Crypto-Type (see Table 1 in

Section 8.2) chosen by the 6LN as foll ows:

* Formthe nessage to be signed, by concatenating the follow ng
byte-strings in the order |isted:

1. The 128-bit Message Type tag [ RFC3972] (in network byte
order). For this specification, the tag is given in
Section 8.1. (The tag val ue has been generated by the editor
of this specification on <https://ww.random org>.)

2. The C PO

3. The 16-byte Target Address (in network byte order) sent in the
NS message. It is the address that the 6LN is registering
with the 6LR and 6LBR.

4. The NoncelLR received fromthe 6LR (in network byte order) in
the NA nessage. The nonce is at |least 6 bytes |ong as defined
in [ RFC3971].

5. The NonceLN sent fromthe 6LN (in network byte order). The
nonce is at least 6 bytes long as defined in [ RFC3971].

6. The 1-byte option length of the EARO containing the Crypto-ID

* Apply the signature algorithm specified by the Crypto-Type using
the private key.

Upon receiving the NDPSO and Cl PO options, the 6LR first checks that
the EARO Length in the Cl PO nmatches the I ength of the EARO. If so,
it regenerates the Crypto-1D based on the CIPO to nmake sure that the
| eftnost bits up to the size of the ROVR natch.

If, and only if, the check is successful, it tries to verify the
signature in the NDPSO using the foll owi ng steps:

* Formthe nessage to be verified, by concatenating the follow ng
byte-strings in the order |isted:

1. The 128-bit Message Type tag given in Section 8.1 (in network
byt e order).

2. The Cl PO
3. The 16-byte Target Address (in network byte order) received in

the NS nessage. It is the address that the 6LN is registering
with the 6LR and 6LBR.



6. 3.

4. The NoncelLR sent in the NA nessage. The nonce is at least 6
bytes long as defined in [ RFC3971].

5. The NoncelLN received fromthe 6LN (in network byte order) in
the NS nmessage. The nonce is at least 6 bytes |ong as defined
in [ RFC3971].

6. The 1-byte EARO Length received in the Cl PO

* Verify the signature on this nessage with the public key in the
Cl PO and the locally conputed val ues using the signature al gorithm
specified by the Crypto-Type. |If the verification succeeds, the
6LR propagates the information to the 6LBR usi ng an EDAR/ EDAC
flow.

* pDue to the first-come, first-served nature of the registration, if
the address is not registered to the 6LBR then flow succeeds and
both the 6LR and 6LBR add the state information about the Crypto-
I D and Target Address being registered to their respective
abstract databases.

Mul ti-Hop Operation

A new 6LN that joins the network autoconfigures an address and
performs an initial registration to a neighboring 6LR with an NS
message that carries an EARO [ RFC8505] .

In a nmulti-hop 6LOWPAN, the registration with Crypto-1D is propagated
to 6LBR as shown in Figure 7, which illustrates the registration flow
all the way to a 6LoWPAN Backbone Router (6BBR) [ RFC8929].

6LN 6LR 6LBR 6BBR

I I I

I NS( EARO) I I I

[-----mmmmmmm - >| I I

| | Extended DAR | |

I [EEEEEEEEEE R >| I

I I I pr oxy NS( EARO) I
_______________ >

I I I | NS( DAD)

I I R B >

| | | |

I I I | <wait>

I I I I

I I | proxy NA(EARO |

I I | <----mmmmmee--- I

I I I

| |

I I

I

I

Figure 7: (Re-)Registration Flow

The 6LR and the 6LBR conmuni cate using | CMPv6 EDAR and EDAC nessages
[ RFC8505] as shown in Figure 7. This specification extends EDAR/ EDAC
messages to carry cryptographically generated ROVR

The assunption is that the 6LR and the 6LBR maintain a security
association to authenticate and protect the integrity of the EDAR and
EDAC nessages, so there is no need to propagate the proof of
ownership to the 6LBR  The 6LBR inplicitly trusts that the 6LR
performs the verification when the 6LBR requires it, and if there is
no further exchange fromthe 6LR to renove the state, the
verification succeeded.



7.1.

7.2.

7.3.

Security Considerations
Brown Field

Only 6LRs that are upgraded to this specification are capabl e of
chal l enging a registration and avoiding an attack. In a brown

(m xed) network, an attacker may attach to a | egacy 6LR and fool the
6LBR. So even if the "A" flag could be set at any tine to test the
protocol operation, the security will only be effective when all the
6LRs are upgraded.

Threats ldentified in RFC 3971

observations regarding the following threats to the | ocal network in
[ RFC3971] also apply to this specification

Nei ghbor Solicitation/ Advertisenent Spoofing: Threats in
Section 9.2.1 of [RFC3971] apply. AP-ND counters the threats on
NS( EARO nessages by requiring that the NDPSO and Cl PO be present
in these solicitations.

Dupl i cate Address Detection DoS Attack: Inside the LLN, duplicate
addresses are sorted out using the ROVR A different ROVR for the
same Registered Address entails a rejection of the second
regi stration [ RFC8505]. DADs conming fromthe backbone network are
not forwarded over the LLN to provi de sonme protection agai nst DoS
attacks inside the resource-constrained part of the network.
However, the EARO is present in the NS/ NA nessages exchanged over
the backbone network. This protects against nisinterpreting node
movenent as a duplication and enabl es the Backbone Routers to
det erm ne whi ch subnet has the npbst recent registration [ RFC8505]
and is thus the best candidate to validate the registration
[ RFC8929] .

Router Solicitation and Advertisement Attacks: This specification
does not change the protection of RS and RA, which can still be
protected by SEND.

Repl ay Attacks: Nonces should never repeat but they do not need to
be unpredictable for secure operation. Using nonces (NoncelLR and
NoncelLN) generated by both the 6LR and 6LN ensures a contributory
behavi or that provides an efficient protection against replay
attacks of the challenge/response flow. The quality of the
protection by a random nonce depends on the random numnber
gener at or.

&

i ghbor Di scovery DoS Attack: A rogue node that can access the L2
network may form many addresses and regi ster them using AP-ND.
The perinmeter of the attack is all the 6LRs in range of the
attacker. The 6LR MUST protect itself against overfl ows and
reject excessive registration with a status code of 2 "Nei ghbor
Cache Full". This effectively bl ocks another (honest) 6LN from
registering to the same 6LR, but the 6LN may register to other
6LRs that are in its range but not in that of the attacker

Rel ated to 6LoWPAN ND

The threats and nitigations discussed in 6LOWPAN ND [ RFC6775]
[ RFC8505] al so apply here, in particular, denial-of-service (DoS)
attacks against the registry at the 6LR or 6LBR

Secure ND [ RFC3971] forces the I Pv6 address to be cryptographic since
it integrates the CGA as the IIDin the IPv6 address. In contrast,
this specification saves about 1 KB in every NS/ NA nmessage. Al so,
this specification separates the cryptographic identifier fromthe



regi stered | Pv6 address so that a node can have nore than one | Pv6
address protected by the sane cryptographic identifier.

Wth this specification, the 6LN can freely formits |IPv6 address(es)
in any fashion, thereby enabling either 6LOWPAN conpression for |Pv6
addresses that are derived fromL2 addresses or tenporary addresses
that cannot be compressed, e.g., formed pseudorandomy and rel eased
in relatively short cycles for privacy reasons [ RFC8064][ RFC8065].

Thi s specification provides added protection for addresses that are
obt ai ned foll owi ng due procedure [ RFC8505] but does not constrain the
way the addresses are formed or the nunber of addresses that are used
in parallel by a sanme entity. An attacker may still performa DoS
attack against the registry at the 6LR or 6LBR or attenpt to deplete
the pool of avail able addresses at L2 or L3.

.4. Conpromn sed 6LR

This specification distributes the challenge and its validation at
the edge of the network, between the 6LN and its 6LR  This protects
agai nst DoS attacks targeted at that central 6LBR  This al so saves
back-and-forth exchanges across a potentially |arge and constrai ned
net wor k.

The downside is that the 6LBR needs to trust the 6LR to performthe
checki ng adequately, and the communi cati on between the 6LR and the
6LBR nmust be protected to avoid tanpering with the result of the
val i dati on.

If a 6LR is conprom sed, and provided that it knows the ROVR field
used by the real owner of the address, the 6LR may pretend that the
owner has noved, is now attached to it, and has successfully passed
the Crypto-1D validation. The 6LR may then attract and inject
traffic at will on behalf of that address, or let an attacker take
ownershi p of the address.

. 5. ROVR Col | i si ons

A collision of ROVRs (i.e., the Crypto-IDin this specification) is
possible, but it is a rare event. Assunming that the hash used for
calculating the Crypto-1D is a well-behaved cryptographi c hash, and,
thus, random collisions are the only ones possible, if n = 27(k) is

t he maxi num nunber of hash values (i.e., a k-bit hash) and p is the
nunber of nodes, then (assumi ng one Crypto-ID per node) the fornmula 1
- eM-pM(2)/(2n)) provides an approxi mation of the probability that
there is at |east one collision (birthday paradox).

If the Crypto-1IDis 64 bits (the | east possible size allowed), the
chance of a collision is 0.01%for a network of 66 m|lion nodes.
Moreover, the collision is only relevant when this happens within one
stub network (6LBR). In the case of such a collision, an honest node
m ght accidentally claimthe Registered Address of another |egitimate
node (with the sane Crypto-ID). To prevent such rare events, it is
RECOMVENDED t hat nodes do not derive the address being registered
fromthe ROVR

.6. Inplenentation Attacks

The signature schenes referenced in this specification conply with
NI ST [ FI PS186-4] or Crypto Forum Research G oup (CFRG standards

[ RFC8032] and offer strong algorithmc security at roughly a 128-bit
security level. These signature schenmes use elliptic curves that
either were specifically designed with exception-free and constant-
time arithrmetic in nmind [ RFC7748] or have extensive inplenentation
experience of resistance to timng attacks [FlIPS186-4].



However, careless inplenentations of the signing operations could
neverthel ess | eak information on private keys. For exanple, there
are nmicro-architectural side channel attacks that inplenentors should
be aware of [breaking-ed25519]. |Inplenentors should be particularly
aware that a secure inplenentation of Ed25519 requires a protected

i mpl ement ati on of the hash function SHA-512, whereas this is not
required with inplenmentati ons of the hash functi on SHA-256 used with
ECDSA256 and ECDSA25519

7.7. Cross-Algorithmand Cross-Protocol Attacks

The key pair used in this specification can be self-generated, and
the public key does not need to be exchanged, e.g., through
certificates, with a third party before it is used

New key pairs can be forned for new registrations if the node
desires. However, the sane private key MJUST NOT be reused with nore
than one instantiation of the signature scheme in this specification
Al so, the same private key MJUST NOT be used for anything other than
conputi ng NDPSO signatures per this specification

ECDSA shall be used strictly as specified in [FIPS186-4]. In
particul ar, each signing operation of ECDSA MJST use randomy
gener at ed epheneral private keys and MJUST NOT reuse the ephenera
private key k across signing operations. This precludes the use of
determnistic ECDSA without a randominput for the determ nation of
k, which is deened dangerous for the intended applications this
docunent aims to serve

7.8. Public Key Validation

Public keys contained in the CIPO field (which are used for signature
verification) shall be verified to be correctly formed, by checking
that this public key is indeed a point of the elliptic curve

i ndi cated by the Crypto-Type and that this point does have the proper
or der.

For points used with the signature schene Ed25519, one MJST check
that this point is not in the small subgroup (see Appendi x B.1 of

[ CURVE-REPR]); for points used with the signature scheme ECDSA (i.e.,
bot h ECDSA256 and ECDSA25519), one MUST check that the point has the
same order as the base point of the curve in question. This is
commonly called "full public key validation" (again, see Appendix B.1
of [ CURVE- REPR]).

7.9. Correlating Registrations

The ROVR field in the EARO i ntroduced in [ RFC8505] extends the EU -64
field of the ARO defined in [RFC6775]. One of the drawbacks of using
an EU -64 as ROVR is that an attacker that is aware of the
registrations can correlate traffic for the sane 6LN across nultiple
addresses. Section 3 of [RFC8505] indicates that the ROVR and the
address being registered are decoupled. A 6LN rmay use the sane ROVR
for multiple registrations or a different ROVR per registration, and
the 11D nust not be derived fromthe ROVR In theory, different 6LNs
could use the same ROVR as |long as they do not attenpt to register

t he same address.

The nodifier used in the conputation of the Crypto-1D enables a 6LN
to build different Crypto-1Ds for different addresses with the sane
key pair. Using that facility inproves the privacy of the 6LN at the
expense of storage in the 6LR, which will need to store nultiple
ClPCs that contain the sane public key. Note that if an attacker
gains access to the 6LR then the nodifier alone does not provide
protection, and the 6LN would need to generate different key pairs
and |ink-layer addresses in an attenpt to obfuscate its nultiple
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8.

8.

8.

owner shi p.
I ANA Consi derations
1. CGA Message Type

Thi s docunent defines a new 128-bit CGA Extension Type Tag under the
"CGA Extension Type Tags" subregistry of the Cryptographically
Gener at ed Addresses (CGA) Message Type Nane Space created by

[ RFC3972] .

Tag: 0x8701 55c8 Occa dd32 6ab7 e415 f 148 84dO0.
2. Crypto-Type Subregistry

| ANA has created the "Crypto-Types" subregistry in the "Internet
Control Message Protocol version 6 (I CWMPv6) Paraneters" registry.
The registry is indexed by an integer in the interval 0..255 and
contains an elliptic curve, a hash function, a signature algorithm
representation conventions, public key size, and signature size, as
shown in Table 1, which together specify a signature schene.

Det ai | ed expl anations are provided in Appendi x B.

The foll owi ng Crypto-Type values are defined in this docunent:

[ s el s s, e el ey o
| Crypto- Type | 0 (ECDSA256) | 1 (Ed25519) | 2 (ECDSA25519) |
| Val ue | | | |
| Elliptic Curve | NI ST P-256 | Curve25519 | Curve25519 |
| | [ FI PS186- 4] | [RFC7748] | [ RFC7748] |
S o e e e e oo R o e e e e oo +
| Hash Functi on | SHA- 256 [ RFC6234] | SHA- 512 | SHA- 256 [ RFC6234] |
I I | [RFC6234] | I
o a o o o e e o - o +
| Si gnature | ECDSA [ FI PS186- 4] | Ed25519 | ECDSA [ FI PS186- 4] |
| Al gorithm | | [RFC8032] | |
S o e e e e oo R o e e e e oo +
| Representation | Wei erstrass, | Edwar ds, | Wei erstrass, |
| Conventi ons | (un)conpressed, | conpressed, | (un)conpressed, |
| | MSB/nsb-order, |LSB/Isb-order,| MSB/ nmsb-order, |
| | [ SEC1] | [RFC8032] | [ CURVE- REPR] |
o e o e e e oo o e e - o e e e oo +
| Public Key Size | 33/ 65 bytes | 32 bytes | 33/ 65 bytes |
| | (conpressed/ | (conpressed) | (conpressed/ |
| | unconpressed) | | unconpressed) |
o a o o o e e o - o +
| Signature Size | 64 bytes | 64 bytes | 64 bytes |
o e o e e e oo o e e - o e e e oo +
| Ref er ence | RFC 8928 | RFC 8928 | RFC 8928 |
o a o o e e e oo oo s o e e e oo +

Table 1: Crypto-Types

New Crypto- Type values providing simlar or better security may be
defined in the future.

Assi gnnent of values for new Crypto-Type MJST be done through | ANA
with either "Specification Required" or "IESG Approval " as defined in
BCP 26 [ RFC8126].
3. 1Pv6 ND Option Types

Thi s docunent registers two new ND option types under the subregistry
"I Pv6 Nei ghbor Discovery Option Formats":



[} g ————————————————————————— L p—p—_—_ Llp—p—p—_—(——(—(———r L
| Description | Type | Reference |
[ sy ey Lty o
| Crypto-ID Parameters Option (CTPO | 39 | RFC 8928 |
o m m e e e e e e e e ee oo S R +
| NDP Signature Option (NDPSO) | 40 | RFC 8928 |
o e e e e e e e e e e e e e e R R +

Tabl e 2: New ND Options
8.4. New 6LOWPAN Capability Bit

| ANA has nmade an addition to the subregistry for "6LOWPAN Capability
Bits" created for [ RFC7400] as foll ows:

[ bbb oo oo e e sl oo e
| Bit | Description | Reference |
B ool e s b sl e oo, °)
| 9 | AP-ND Enabled (1 bit) | RFC 8928 |
+----- B e ] F-- - - - +

Tabl e 3: New 6LOWPAN Capability Bit
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Appendi x A.  Requirenments Addressed in This Docunent

In this section, the requirenents of a secure Nei ghbor D scovery
protocol for LLNs are stated.

*

The protocol MJST be based on the Nei ghbor D scovery Optim zation
for the LLN protocol defined in [RFC6775]. RFC 6775 utilizes
optim zations such as host-initiated interactions for sleeping
resour ce-constrai ned hosts and the elimnation of multicast
address resol ution.

New options to be added to Nei ghbor Solicitati on messages MJST

|l ead to small|l packet sizes, especially conpared with existing
protocols such as SEND. Smaller packet sizes facilitate | ow power
transm ssi on by resource-constrai ned nodes on | ossy |inks.

The regi stration nechani sm SHOULD be extensible to other LLN Iinks
and not be limted to | EEE 802.15.4 only. LLN links for which a
6lo "I Pv6 over foo" specification exist, as well as |ow power W -
Fi, SHOULD be supported.

As part of this protocol, a mechanismto conpute a uni que
identifier should be provided with the capability to forma Link
Local Address that SHOULD be unique at |east within the LLN
connected to a 6LBR

The Address Registration Option used in the ND registrati on SHOULD
be extended to carry the relevant forns of the unique identifier.

The Nei ghbor Di scovery should specify the formation of a site-



| ocal address that follows the security recomrendati ons from
[ RFC7217] .

Appendi x B. Representation Conventions
B.1. Signature Schenes

The signature schene ECDSA256 corresponding to Crypto-Type O is
ECDSA, as specified in [ FIPS186-4], instantiated with the N ST prine
curve P-256, as specified in Appendix D.1.2 of [FIPS186-4], and the
hash function SHA-256, as specified in [ RFC6234], where points of
this NI ST curve are represented as points of a short-Wierstrass
curve (see [FIPS186-4]) and are encoded as octet strings in nost-
significant-bit first (nmsb) and nost-significant-byte first (MSB)
order. The signature itself consists of two integers (r and s),

whi ch are each encoded as fixed-size octet strings in MSB and nsb
order. For further details, see [FIPS186-4] for ECDSA, see
Appendi x B.3 for the encodi ng of public keys, and see Appendix B.2
for signature encoding.

The signature schene Ed25519 corresponding to Crypto-Type 1 is EdJDSA,
as specified in [RFC8032], instantiated with the Montgomery curve
Curve25519, as specified in [ RFC7748], and the hash function SHA-512,
as specified in [RFC6234], where points of this Mntgonery curve are
represented as points of the corresponding tw sted Edwards curve
Edwar ds25519 (see Appendi x B.4) and are encoded as octet strings in

| east-significant-bit first (lIsb) and | east-significant-byte first
(LSB) order. The signature itself consists of a bit string that
encodes a point of this tw sted Edwards curve, in conpressed format,
and an integer encoded in LSB and |sb order. For details on EJDSA
and the encodi ng of public keys and signatures, see the specification
of pure Ed25519 in [ RFC8032].

The signature schene ECDSA25519 corresponding to Crypto-Type 2 is
ECDSA, as specified in [ FIPS186-4], instantiated with the Montgomery
curve Curve25519, as specified in [RFC7748], and the hash function
SHA- 256, as specified in [ RFC6234], where points of this Montgonery
curve are represented as points of the correspondi ng short-

Wei erstrass curve Wi 25519 (see Appendi x B.4) and are encoded as
octet strings in MSB and nsb order. The signature itself consists of
a bit string that encodes two integers (r and s), which are each
encoded as fixed-size octet strings in MSB and nsb order. For
further details, see [FIPS186-4] for ECDSA, see Appendix B.3 for the
encodi ng of public keys, and see Appendi x B.2 for signature encodi ng.

B.2. Representation of ECDSA Signatures

Wth ECDSA, each signature is an ordered pair (r, s) of integers

[ FI PS186- 4], where each integer is represented as a 32-octet string
according to the Fiel dEl enent-to-OctetString conversion rules in

[ SEC1] and where the ordered pair of integers is represented as the
ri ght concatenation of these representation values (thereby resulting
in a 64-octet string). The inverse operation checks that the
signature is a 64-octet string and represents the |l eft-side and
right-side halves of this string (each a 32-octet string) as the
integers r and s, respectively, using the CctetString-to-Fiel dEl enent
conversion rules in [SECl]. |In both cases, the field with these
conversion rules is the set of integers nodulo n, where nis the
(prine) order of the base point of the curve in question. (For
elliptic curve nonencl ature, see Appendi x B.1 of [CURVE-REPR].)

B.3. Representation of Public Keys Used with ECDSA
ECDSA is specified to be used with elliptic curves in short-

Weierstrass form Each point of such a curve is represented as an
octet string using the Elliptic-Curve-Point-to-Cctet-String



conversion rules in [ SEC1l], where point conpression may be enabl ed
(which is indicated by the | eftnost octet of this representation).
The inverse operation converts an octet string to a point of this
curve using the Cctet-String-to-Elliptic-Curve-Point conversion rules
in [SECl], whereby the point is rejected if this is the so-called
point at infinity. (This is the case if the input to this inverse
operation is an octet string of length 1.)

B.4. Alternative Representations of Curve25519

The elliptic curve Curve25519, as specified in [RFC7748], is a so-
call ed Montgomery curve. Each point of this curve can al so be
represented as a point of a twi sted Edwards curve or as a point of an
elliptic curve in short-Wierstrass form via a coordinate
transformation (a so-called isonorphic mapping). The paraneters of
the Montgonery curve and the correspondi ng i sonorphic curves in

twi sted Edwards curve and short-Wierstrass formare as indicated
bel ow. Here, the donmain parameters of the Montgonery curve
Curve25519 and of the twi sted Edwards curve Edwards25519 are as
specified in [RFC7748]; the donain paraneters of the elliptic curve
Wei 25519 in short-Wierstrass formconply with Section 6.1.1 of

[ FIPS186-4]. For further details on these curves and on the

coordi nate transformati ons referenced above, see [ CURVE- REPR].

General paraneters (for all curve nodel s)

p 2°{255}-19
(=OXTFFFffff FEEFFEFF FEFFAFFf FEEFFFFF FEFFFFff FREFFFFF FEFFFFFff
fEEfffed)

h 8

723700557733226221397318656304299424085711635937990760600195093828
5454250989
(=27{252} + Oxl4def9de a2f79cd6 5812631la 5cf5d3ed)

Mont gomrery curve-specific paranmeters (for Curve25519):

486662
1
9 (=0x9)

QQUJ:D

147816194475895447910205935684099868872646061346164752889648818377
55586237401

(=0x20ael9al b8a086b4 eOledd2c 7748dl4c 923d4d7e 6d7c61b2 29e9c5a2
7eced3d9)

Twi st ed Edwards curve-specific paraneters (for Edwards25519):

-1 (-0x01)

- 121665/ 121666
(=3709570593466943934313808350875456518954211387984321901638878553
3085940283555)

(=0x52036cee 2b6ffe73 8cc74079 7779e898 00700add 4141d8ab 75ebddca
135978a3)

oo

151122213495354007725011514095885315114540126930418572060461132839
49847762202

(=0x216936d3 cd6e53fe c0ad4e231 fddédc5c 692cc760 9525a7b2 ¢9562d60
8f 25d51a)

G 4/5
(=4631683569492647816942839400347516314130799386625622561578303360
3165251855960)

(=0x66666666 66666666 66666666 66666666 66666666 66666666 66666666
66666658)

Wei erstrass curve-specific paranmeters (for Wi 25519):



192986815395526992372618308347813179755449974442734273399095973345
73241639236

(=Ox2aaaaaaa aaaaaaaa aaaaaaaa aaaaaaaa aaaaaaaa aaaaaaaa aaaaaads
4914a144)

557517466698189089076452890782571408182411037279010123152944008379
56729358436

(=0x7b425ed0 97b425ed 097b425e d097b425 ed097b42 5ed097b4 260b5e9c
7710c864)

192986815395526992372618308347813179755449974442734273399095973346
52188435546

(=0x2aaaaaaa aaaaaaaa aaaaaaaa aaaaaaaa aaaaaaaa aaaaaaaa aaaaaaaa
aaad245a)

147816194475895447910205935684099868872646061346164752889648818377
55586237401

(=0x20ael9al b8a086b4 eOledd2c 7748dl4c 923d4d7e 6d7c61b2 29e9c5a2
7eced3d9)
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