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I nt roducti on

One of the biggest chall enges of deploying I Pv6-only LANs is that
such networks m ght contain a rather heterogeneous collection of
hosts. Wil e some hosts are capable of operating in | Pv6-only node
(either because the CS and all applications are | Pv6-only capable or
because the host has sone form of 464XLAT [ RFC6877] depl oyed), others
m ght still have | Pv4 dependenci es and need | Pv4 addresses to operate
properly. To increnmentally roll out |Pv6-only, network operators

m ght need to provide |IPv4 on demand, whereby a host receives an | Pv4
address if it needs it, while |IPv6-only-capable hosts (such as nodern
nmobi | e devices) are not allocated |IPv4 addresses. Traditionally,

that goal is achieved by placing | Pv6-only-capabl e devices in a

dedi cated | Pv6-only network segment or W-Fi Service Set ldentifier
(SSI D), while dual-stack devices reside in another network with | Pv4
and DHCPv4 enabl ed. However, such an approach has a nunmber of

dr awbacks, including, but not limted to, the foll ow ng:

* Doubling the nunber of network segnents | eads to operationa
compl exity and inpact on performance -- for instance, due to high
menory utilization caused by an increased nunber of Access Contro
List (ACL) entries.

* Placing a host in the correct network segnment is problematic. For
example, in the case of 802.11 W-Fi, the user mght select the
wong SSID. In the case of wired 802.1x authentication, the
aut henti cation server m ght not have all the information required
to nmake the correct decision and choose between an | Pv6-only VLAN
and a dual -stack VLAN.

It woul d be beneficial for |IPv6 deploynent if operators could

i mpl ement | Pv6-nostly (or | Pv4-on-denmand) segments where | Pv6-only
hosts coexist with | egacy dual -stack devices. The trivial solution
of disabling the 1 Pv4 stack on | Pv6-only-capabl e hosts is not
feasible, as those clients nust be able to operate on |Pv4-only
networks as well. While I Pv6-only-capable devices mght use a
heuristic approach to learning if the network provides |Pv6-only
functionality and stop using IPv4 if it does, such an approach m ght
be undesirable in practice. One inmportant reason is that when a host
connects to a network, it does not know whether the network is

| Pv4-only, dual-stack, or IPv6-only. To ensure that connectivity
over whatever protocol is present becones avail abl e as soon as
possi bl e, the host usually starts configuring both IPv4 and | Pv6

imediately. |f hosts were to delay requesting |Pv4 until |Pv6
reachability is confirmed, that would penalize |IPv4-only and dual -
stack networks, which does not seem practical. Requesting |IPv4 and

then releasing it later, after IPv6 reachability is confirmed, m ght
cause errors that are visible to users, as it would be disruptive for
applications that have already started using the assigned |Pv4
address. Instead, it would be useful to have a mechani smthat would
allow a host to indicate that its request for an |IPv4 address is
optional and a network to signal that IPv6-only functionality (such
as NAT64 [ RFC6146]) is available. This docunent provides such a
solution via a new DHCPv4 option that a client uses to indicate that
it does not need an I Pv4 address if the network provides |Pv6-only
connectivity (as NAT64 and DNS64). |If the particul ar network segnent
provi des | Pv4 on demand, such clients would not be supplied with |Pv4



addresses, while | Pv4 addresses woul d be provided on I Pv4-only or
dual - stack segnents wi t hout NAT64 services

[ RFC2563] introduced the Auto-Configure DHCPv4 option and descri bes
DHCPv4 server behavior if no address is chosen for a host. This
docunent updates [ RFC2563] to nodify server behavior if the DHCPOFFER
contains the IPv6-Only Preferred option

.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

.2.  Term nol ogy

Dual - stack network or device: A network or device that has both
versions of the Internet Protocol (IPv4 and | Pv6) enabl ed and
oper ati onal

| Pv6-onl y-capabl e host: A host that does not require an |Pv4 address
and can operate on | Pv6-only networks. Mre precisely, |Pv6-only
capability is specific to a given interface of the host: if some
applications on a host require | Pvd and the 464XLAT CLAT
(custoner-side translator) [RFC6877] is only enabled on one
interface, the host is IPv6-only capable if connected to a NAT64
network via that interface. This document inplies that |Pv6-only-
capabl e hosts reach I Pv4-only destinations via a NAT64 service
provi ded by the network. Section 4 discusses hypothetica
scenarios for other transition technol ogi es bei ng used.

| Pv4-requiring host: A host that is not |Pv6-only capable and cannot
operate in an | Pv6-only network providing NAT64 service.

I Pv4 on demand: A depl oynent scenario where end hosts are expected
to operate in IPv6-only node by default and | Pv4 addresses can be
assigned to sone hosts if those hosts explicitly opt in to receive
| Pv4 addresses.

| Pv6-nostly network: A network that provides NAT64 (possibly with
DNS64) service as well as IPv4 connectivity and all ows the
coexi stence of |Pv6-only, dual-stack, and |Pv4-only hosts on the
same segnment. Such a deploynment scenario allows operators to
incrementally turn off |1 Pv4 on end hosts, while still providing
I Pv4 to devices that require IPv4 to operate. But |Pv6-only-
capabl e devi ces need not be assigned | Pv4 addresses.

| Pv6-only node: A node of operation where a host acts as an | Pv6-
onl y-capabl e host and does not have | Pv4 addresses assi gnhed
(except that IPv4 Iink-l1ocal addresses [RFC3927] nay have been
confi gured).

| Pv6-only network: A network that does not provide routing
functionality for IPv4 packets. Such networks may or may not
allowintra-LAN | Pv4 connectivity. An |IPv6-only network usually
provi des access to | Pv4-only resources via NAT64 [ RFC6146].

NAT64: Net wor k Address and Protocol Translation fromIPv6 Cients to
| Pv4 Servers [ RFC6146] .

Rout er Advertisement (RA): A nessage used by |Pv6 routers to
advertise their presence, together with various |ink and Internet
paraneters [ RFC4861].
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DNS64: A nechani sm for synt hesi zi ng AAAA records from A records
[ RFC6147] .

Net work attachnment event: A link up event, as described by
[ RFC4957], that results in a host detecting an avail abl e network.

Di sabling the I Pv4 stack on the host interface: Host behavi or when
t he host

* does not send any | Pv4 packets fromthat interface,

* drops all IPv4 packets received on that interface, and

* does not forward any | Pv4 packets to that interface.
Reasons to Signal |Pv6-Only Support in DHCPv4 Packets

For networks that contain a mx of both |Pv6-only-capable hosts and

| Pv4d-requiring hosts and that utilize DHCPv4 for configuring the |Pv4
network stack on hosts, it seens natural to | everage the sane
protocol to signal that IPv4 is discretional on a given segnent. An
ability to renotely disable | Pv4 on a host can be seen as a new

deni al -of -service attack vector. The approach provided in this
docunent limts the attack surface to DHCPv4-rel ated attacks w thout

i ntroduci ng new vul nerabl e el enents.

Anot her benefit of using DHCPv4 for signaling is that IPv4 will be
disabled only if both the client and the server indicate |Pv6-only
capability. It allows |Pv6-only-capable hosts to turn off 1Pv4 only
upon receiving an explicit signal fromthe network and operate in

dual -stack or IPv4-only node otherwi se. 1In addition, the mechani sm
defined in this docunment does not introduce any additional delays to
the process of configuring an I P stack on hosts. |If the network does

not support |Pv6-only/|Pv4-on-demand node, an | Pv6-only-capabl e host
woul d configure an | Pv4 address as quickly as any other host.

Being a client/server protocol, DHCPv4 allows |IPv4 to be selectively
di sabl ed on a per-host basis on a given network segnent. The

coexi stence of |Pv6-only, dual-stack, and even |Pv4-only hosts on the
sane LAN woul d not only allow network administrators to preserve
scarce | Pv4 addresses but would al so drastically sinmplify incremental
depl oynent of | Pv6-only networks, positively inpacting | Pv6 adoption

| Pv6-Only Preferred Option
1. Option Format

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Code | Length | Val ue |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Val ue (cont.) |
il s ST I S S I S T T S

Figure 1. IPv6-Only Preferred Option Fornat
Fi el ds:
Code: 8-bit identifier of the IPv6-Only Preferred option code as
assigned by IANA: 108. The client includes the Code in the
Par amet er Request List in DHCPDI SCOVER and DHCPREQUEST nessages as
described in Section 3.2.

Length: 8-bit unsigned integer. The length of the option, excluding
the Code and Length Fields. The server MJST set the length field
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to 4. The client MJST ignore the IPv6-Only Preferred option if
the length field value is not 4.

Val ue: 32-bit unsigned integer. The nunber of seconds for which the
client should di sabl e DHCPv4 (V6ONLY_WAIT configuration variable).
If the server pool is explicitly configured with a V6BONLY WAI' T
timer, the server MIST set the field to that configured val ue.
O herw se, the server MJST set it to zero. The client MJUST
process that field as described in Section 3.2.

The client never sets this field, as it never sends the ful
option but includes the option code in the Paraneter Request Li st
as described in Section 3.2.

DHCPv4 C i ent Behavi or

A DHCPv4 client SHOULD all ow a device adm nistrator to configure

| Pv6-only capability either for a specific interface (to indicate
that the device is IPv6-only capable if connected to a NAT64 network
via that interface) or for all interfaces. |If only a specific
interface is configured as |Pv6-only capable, the DHCPv4 client MJST
NOT consi der the host an |Pv6-only-capable host for the purpose of
sendi ng/ recei vi ng DHCPv4 packets over any other interfaces.

The DHCPv4 client on an | Pv4-requiring host MJST NOT include the

I Pv6-Only Preferred option code in the Paraneter Request List of any
DHCPv4 packets and MJST ignore that option in packets received from
DHCPv4 servers.

DHCPv4 clients running on | Pv6-only-capable hosts SHOULD i ncl ude the
I Pv6-Only Preferred option code in the Paranmeter Request List in
DHCPDI SCOVER and DHCPREQUEST nessages for interfaces so enabled and
foll ow the processing as descri bed bel ow on a per-enabl ed-interface
basi s.

If the client did not include the IPv6-Only Preferred option code in
the Paraneter Request List in the DHCPDI SCOVER or DHCPREQUEST
message, it MJUST ignore the I1Pv6-Only Preferred option in any
nmessages received fromthe server

If the client includes the IPv6-Only Preferred option code in the

Par amet er Request List and the DHCPOFFER nmessage fromthe server
contains a valid IPv6-Only Preferred option, the client SHOULD NOT
request the I Pv4 address provided in the DHCPOFFER. |If the I Pv6-Only
Preferred option returned by the server contains a value greater than
or equal to M N V6BONLY WAIT, the client SHOULD set the V6ONLY WAI'T
timer to that value. Oherw se, the client SHOULD set the

VEONLY WAIT timer to M N _VEBONLY WAIT. The client SHOULD stop the
DHCPv4 configuration process for VGONLY WAI T seconds or until a
networ k attachment event, whichever happens first. The host NMNAY

di sable the I Pv4 stack completely on the affected interface for
V6ONLY_WAI T seconds or until the network attachment event, whichever
happens first.

The 1 Pv6-Only Preferred option SHOULD be included in the Paraneter
Request List in DHCPREQUEST nessages (after receiving a DHCPOFFER
wi thout this option, for an | NI T-REBOOT, or when renew ng or

rebinding a | eased address). |f the DHCPv4 server responds with a
DHCPACK t hat includes the IPv6-Only Preferred option, the client’s
behavi or depends on the client’s state. |If the client is in the

I NI T-REBOOT state, it SHOULD stop the DHCPv4 configuration process or
di sable the 1 Pv4 stack conpletely for VBONLY WAIT seconds or unti

the network attachnent event, whichever happens first. It also MAY
send a DHCPRELEASE message. |If the client is in any other state, it
SHOULD continue to use the assigned | Pv4 address until further DHCPv4
reconfiguration events.



If the client includes the IPv6-Only Preferred option code in the
Par anet er Request List and the server responds with a DHCPOFFER
message without a valid | Pv6-Only Preferred option, the client MJST
proceed as normal wth a DHCPREQUEST.

If the client waits for multipl e DHCPOFFER responses and sel ects one
of them it MJST follow the processing for the IPv6-Only Preferred
option based on the selected response. A client MAY use the presence
of the IPv6-Only Preferred option as a selection criterion

When an | Pv6-only-capable client receives the IPv6-Only Preferred
option fromthe server, the client MAY configure an |IPv4 |link-1oca
address [RFC3927]. |In that case, |Pv6-only-capabl e devices ni ght
still be able to comuni cate over |1 Pv4 to other devices on the |link
The Auto-Configure option [ RFC2563] can be used to control the

aut oconfiguration of IPv4 link-local addresses. Section 3.3.1

di scusses the interaction between the IPv6-Only Preferred option and
t he Auto-Configure option

3.3. DHCPv4 Server Behavi or

The DHCPv4 server SHOULD be able to configure all or individual pools
to include the IPv6-Only Preferred option in DHCPv4 responses if the
client included the option code in the Paraneter Request List. The
DHCPv4 server MAY have a configuration option to specify the

V6ONLY WAIT timer for all or individual |IPv6-nostly pools.

The server MJUST NOT include the IPv6-Only Preferred option in the
DHCPOFFER or DHCPACK nessage if the sel ected pool is not configured
as | Pv6e-nostly. The server MJST NOT include the IPv6-Only Preferred
option in the DHCPOFFER or DHCPACK nessage if the option was not
present in the Paraneter Request List sent by the client.

If the IPv6-Only Preferred option is present in the Parameter Request
Li st received fromthe client and the correspondi ng DHCPv4 pool is
explicitly configured as belonging to an I Pv6-nostly network segnent,
the server MUST include the IPv6-Only Preferred option when
respondi ng with the DHCPOFFER or DHCPACK nessage. |If the server
responds with the IPv6-Only Preferred option and the V6ONLY WAI T
timer is configured for the pool, the server MJST copy the configured
value to the IPv6-Only Preferred option value field. Oherwise, it
MJST set the field to zero. The server SHOULD NOT assign an address
fromthe pool. Instead, it SHOULD return 0.0.0.0 as the offered
address. Alternatively, if offering 0.0.0.0 is not feasible -- for
exanple, due to sone limtations of the server or the network
infrastructure -- the server MAY include in the DHCPOFFER an

avail abl e 1 Pv4 address fromthe pool, as per recomendations in

[ RFC2131]. In this case, the offered address MJST be a valid address
that is not commtted to any other client. Because the client is not
ever expected to request this address, the server SHOULD NOT reserve
t he address and SHOULD NOT verify its uniqueness. |f the client then
i ssues a DHCPREQUEST for the address, the server MJST process it per
[ RFC2131], including replying with a DHCPACK for the address if it
has not been conmtted to another client in the nmeantine.

If a client includes both a Rapid Commit option [ RFC4039] and an

| Pv6-Only Preferred option in the DHCPDI SCOVER nessage, the server
SHOULD NOT honor the Rapid Commit option if the response to the
client would contain the IPv6-Only Preferred option. It SHOULD

i nstead respond with a DHCPOFFER as i ndi cated above.

If the server receives a DHCPREQUEST contai ning the | Pv6-Only
Preferred option for the address froma pool configured as
| Pv6-nostly, the server MJST process it per [RFC2131].
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3. 4.

1. Interaction with RFC 2563

[ RFC2563] defines an Auto-Configure DHCPv4 option to disable |Pv4d
I'ink-1ocal address configuration for IPv4 clients. Cients can
support both the IPv6-Only Preferred option and the Auto-Configure
option, just one of the options, or neither option. |If a client
sends both the 1Pv6-Only Preferred option and the Auto-Configure
option, the network adm nistrator can prevent the host from
configuring an I Pv4 |ink-local address on an | Pv6-nostly network. To
achi eve this, the server needs to send a DHCPCFFER t hat contains a
"yiaddr’ of 0.0.0.0, and the Auto-Configure flag set to

" DoNot Aut oConfi gure".

However, special care should be taken in a situation where a server
supports both options and receives just an IPv6-Only Preferred option
froma client. Section 2.3 of [RFC2563] states that if no address is
chosen for the host (which would be the case for |Pv6-only-capable
clients on an | Pv6-nostly network), then "If the DHCPDI SCOVER does
not contain the Auto-Configure option, it is not answered." Such
behavi or woul d be undesirable for clients supporting the IPv6-Only
Preferred option w thout supporting the Auto-Configure option, as
they woul d not receive any response fromthe server and woul d keep
requesting a response instead of disabling DHCPv4 for V6ONLY WAI T
seconds. Therefore, the followi ng update is nade to Section 2.3 of

[ RFC2563] .

OLD TEXT:

However, if no address is chosen for the host, a few additiona
steps MUST be taken.

I f the DHCPDI SCOVER does not contain the Auto-Configure option, it
i s not answered.

However, if no address is chosen for the host, a few additiona
steps MUST be taken.

|

|

| If the DHCPDI SCOVER does not contain the Auto-Configure option and
| the IPv6-Only Preferred option is not present, it is not answered.
| If the DHCPDI SCOVER does not contain the Auto-Configure option but
| contains the IPv6-Only Preferred option, the processing rules for

| the IPv6-Only Preferred option apply.

Constants and Configuration Vari abl es

V6ONLY _WAIT: The time for which the client SHOULD stop the DHCPv4
configuration process. The value MJST NOT be | ess than
M N _V6ONLY_ WAI T seconds. Default: 1800 seconds

M N_V6ONLY_WAIT: The | ower boundary for V6ONLY_WAIT. Value: 300
seconds

I Pv6-Only Transition Technol ogy Consi derations

Until 1Pv6 adoption in the Internet reaches 100% conmmruni cation

bet ween an | Pv6-only host and an | Pv4-only destination requires sone
formof a transition nechani sm deployed in the network. At the tine
of witing, the only such mechanismthat is w dely supported by end
hosts is NAT64 [ RFC6146] (either with or w thout 464XLAT).

Therefore, the IPv6-Only Preferred option is only sent by hosts
capabl e of operating on NAT64 networks. In a typical depl oynent
scenario, a network adm nistrator would not configure the DHCPv4
server to return the IPv6-Only Preferred option unless the network
provi des NAT64 service



Hypothetically, it is possible for nmultiple transition technol ogi es
to coexist. In such a scenario, sonme formof negotiation would be
required between a client and a server to ensure that the transition
technol ogy supported by the client is the one the network provides.
However, it seens unlikely that any new transition technol ogy woul d
ari se and be widely adopted in the foreseeable future. Therefore,
addi ng support for non-existing technol ogi es seens to be suboptinal,
so this docunent inplies that NAT64 is used to facilitate
connectivity between IPv6 and IPv4. In the unlikely event that a new
transition mechani sm becones wi dely depl oyed, the applicability of
the 1Pv6-Only Preferred option to that mechanismw ||l depend on the
nature of the new nmechanism |[|f the new nechanismis designed in
such a way that it's fully transparent for hosts that support NAT64
and the IPv6-Only Preferred option, then the option can continue to
be used with the new nmechanism |f the new mechanismis not
conmpatible with NAT64 and inplenmentation on the host side is required
to support it, then a new DHCPv4 option needs to be defined

It should also be noted that declaring a host (technically, a host
interface) | Pv6-only capable is a policy decision. For exanple,

* An OS vendor nmay meke such a decision and configure their DHCPv4
clients to send the I1Pv6-Only Preferred option by default if the
OS has a 464XLAT CLAT [ RFC6877] enabl ed.

* An enterprise network adm nistrator nmay provision the corporate
hosts as | Pv6-only capable if all applications that users are
supposed to run have been tested in an | Pv6-only environnent (or
if a 464XLAT CLAT is enabled on the devices).

* |Internet of Things (10T) devices nmay be shipped in | Pv6-only-
capabl e node if they are designed to connect to an |Pv6-enabl ed
cl oud destination only.

| ANA Consi der ati ons

The |1 ANA has assigned a new DHCPv4 option code for the | Pv6-Only
Preferred option fromthe "BOOTP Vendor Extensions and DHCP Opti ons”
registry, located at <https://ww.iana. org/ assi gnnent s/ boot p- dhcp-
par anet ers/ >

Tag: 108

Nanme: |Pv6-Only Preferred

Data Length: 4

Meani ng: Nunber of seconds that DHCPv4 shoul d be disabl ed
Ref erence: RFC 8925

Security Considerations

An attacker might send a spoofed DHCPOFFER contai ning an | Pv6-Only
Preferred option with the value field set to a | arge nunber, such as
oxffffffff, effectively disabling DHCPv4 on clients supporting the
option. If the network is IPv4-only, such clients would | ose
connectivity, while on a dual -stack network w t hout NAT64 servi ce,
only connectivity to I Pv4-only destinations would be affected.
Recovery from such an attack would require triggering a network
attachnent event. However, it should be noted that if the network
does not provide protection froma rogue DHCPv4 server, the simlar
attack vector can be executed by offering an invalid address and
setting the Lease Tinme option [ RFC2132] value field to Oxffffffff.
The latter attack would affect all hosts -- not just hosts that
support the IPv6-Only Preferred option. Therefore, the security
measur es agai nst rogue DHCPv4 servers woul d be sufficient to prevent
attacks specific to the IPv6-Only Preferred option. Additionally,
such attacks can only be executed if the victimprefers the rogue



DHCPOFFER over legitimate offers. Therefore, for the attack to be
successful, the attacker needs to know the selection criteria used by
the client and be able to nake its rogue offer preferable to other

of fers.

It should be noted that disabling |IPv4 on a host upon receiving the
I Pv6-Only Preferred option fromthe DHCPv4 server protects the host
froml|Pv4-rel ated attacks and therefore coul d be considered a
security feature, as it reduces the attack surface.
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