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I nt roducti on

Servi ce Function Chaining (SFC) enables the creation of conposite
services that consist of an ordered set of Service Functions (SFs)
that are to be applied to any traffic selected as a result of
classification [RFC7665]. SFC is a concept that provides for nore
than just the application of an ordered set of SFs to sel ected
traffic; rather, it describes a nethod for deploying SFs in a way
that enabl es dynam c ordering and topol ogi cal independence of those
SFs as well as the exchange of netadata between participating
entities. The foundations of SFC are described in the follow ng
document s:

* SFC Probl em Statenment [ RFC7498]

* SFC Architecture [ RFC7665]

The reader is assuned to be famliar with the material in [ RFC7665].
Thi s docunent provides a reference franework for Operations,

Adm ni stration, and Mui ntenance (QAM [RFC6291] of SFC.
Specifically, this docunent provides:

* an SFC | ayering nodel (Section 2),

* aspects nonitored by SFC OAM (Section 3),

* functional requirenments for SFC OAM (Section 4),

* a gap analysis for SFC OAM (Section 5),

* operational aspects of SFC OAM at the service |ayer (Section 6),
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* applicability of various OAMtools (Section 7), and
* manageabi lity considerations for SF and SFC (Section 8).

SFC OAM sol uti on docunents should refer to this docunent to indicate
the SFC OAM conmponent and the functionality they target.

OAM controllers are SFC-aware network devices that are capabl e of
generati ng OAM packets. They should be within the sane

adm nistrative domain as the target SFC-enabl ed domain.

1. Docunent Scope

The focus of this docunent is to provide an architectural franework
for SFC OAM particularly focused on the aspect of the Operations
component within OAM Actual solutions and mechani sns are outside
the scope of this docunent.

2. Acronyns and Term nol ogy

2.1. Acronyns

BFD Bi di rectional Forwardi ng Detection

CLI Command- Li ne Interface

DVWDM Dense Wavel ength Division Miltiplexing
E- CAM Et her net OAM

hSFC Hi erarchical Service Function Chaining
| BN I nternal Boundary Node

| PPM | P Performance Metrics

MPLS Mul ti protocol Label Switching

MPLS _PM MPLS Per f ormance Measur enent

NETCONF Net wor k Confi guration Protocol

NSH Net wor k Servi ce Header

NVO3 Network Virtualization over Layer 3

QAM Operations, Adm nistration, and M ntenance
PCs Packet over SONET

RSP Rendered Service Path

SF Servi ce Function

SFC Servi ce Function Chain

SFF Servi ce Function Forwarder

SFP Servi ce Function Path

SNVP Si npl e Net wor k Managenent Prot ocol

TRI LL Transparent |nterconnection of Lots of Links

VM Vi rtual Machi ne
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2. Term nol ogy

Thi s docunent uses the termninology defined in [ RFC7665] and
[ RFC8300], and readers are expected to be famliar with it.

SFC Layeri ng Model

Multiple layers cone into play for inplenmenting the SFC. These
i nclude the service layer and the underlying |ayers (network |ayer,
link layer, etc.).

* The service |layer consists of SFC data-plane el ements that include
classifiers, Service Functions (SFs), Service Function Forwarders
(SFF), and SFC Proxies. This |layer uses the overlay network |ayer
for ensuring connectivity between SFC dat a- pl ane el enents.

* The overlay network |ayer |everages various overlay network
technologies (e.g., Virtual eXtensible Local Area Network (VXLAN))
for interconnecting SFC data-plane el enents and al |l ows
establishing Service Function Paths (SFPs). This layer is nostly
transparent to the SFC data-pl ane el enents, as not all the data-
pl ane el enents process the overlay header

* The underlay network layer is dictated by the networking
technol ogy deployed within a network (e.g., |P, MPLS)

* The link layer is tightly coupled with the physical technol ogy
used. Ethernet is one such choice for this |layer, but other
alternatives may be depl oyed (e.g., POS and DWDM). In a virtual
environment, virtualized 1/0O technol ogi es, such as Single Root /0O
Virtualization (SR-10V) or simlar, are also applicable for this
| ayer. The sanme or distinct link | ayer technol ogi es may be used
in each |l eg shown in Figure 1.

O-------mmmmm - Service Layer---------------------- o]
S I S T E T e i S h T R
| dassi|---|SF1|---|SF2|---|SF3|---|SF4|---]| SF5|---]| SF6| ---| SF7
|fier | +-- -+ +-- -+ +-- -+ +-- -+ +-- -+ +-- -+ +-- -+
Fom e e - - +
<------ VML- - - - - - > <--VM2--> <--VMB-->
A R E T A A T T A Overlay
Net wor k
O-----------me - - - - O-------mmmme - e m - O--------------- o Underl ay
Net wor k
0-------- 0-------- 0-------- O---------- 0------- 0------- o Link

Figure 1: SFC Layering Exanple

In Figure 1, the service-layer elenents, such as classifier and SF
are depicted as virtual entities that are interconnected using an
overlay network. The underlay network nmay conprise nultiple

i nt ermedi at e nodes not shown in the figure that provide underl ay
connectivity between the service-layer elenents.

VWhile Figure 1 depicts an exanple where SFs are enabled as virtua
entities, the SFC architecture does not nmake any assunptions on how
the SFC data-pl ane el ements are deployed. The SFC architecture is

fl exi bl e and accommpdat es physical or virtual entity depl oynent. SFC
OAM accounts for this flexibility, and accordingly it is applicable
whet her SFC dat a- pl ane el enents are depl oyed directly on physica



hardware, as one or nore virtual entities, or any conbination
t her eof .

3. SFC OAM Conponents

The SFC operates at the service |layer. For the purpose of defining
the OAM franmework, the service layer is broken up into three distinct
conmponent s:

SF conponent:
OAM functions applicable at this conponent include testing the SFs
fromany SFC-aware network device (e.g., classifiers, controllers,
and ot her service nodes). Testing an SF may be nore expansive
than just checking connectivity to the SF, such as checking if the
SF is providing its intended service. Refer to Section 3.1.1 for
a nore detailed discussion.

SFC conponent :
OAM functions applicable at this conmponent include (but are not
limted to) testing the SFCs and the SFPs, validation of the
correl ation between an SFC and the actual forwarding path foll owed
by a packet matching that SFC, i.e., the Rendered Service Path
(RSP). Some of the hops of an SFC may not be visible when
Hi erarchical Service Function Chaining (hSFC) [RFC8459] is in use.
In such schenes, it is the responsibility of the Internal Boundary
Node (IBN) to glue the connectivity between different levels for
end-to-end OAM functionality.

Cl assifier conponent:
OAM functions applicable at this conponent include testing the
validity of the classification rules and detecting any incoherence
anong the rules installed when nore than one classifier is used,
as explained in Section 2.2 of [RFC7665].

Figure 2 illustrates an exanple where OAM for the three defined
components are used within the SFC environnent.

+-Classifier +-Service Function Chain OAM
| OAM I
I I
| \ /\ Servi ce Function Chain \
| \ [\ +---+ +---+ +----- +  4---+ )\
| \ \ | SF1| | SF2| | Proxy|--]SF3] \
| S RS + \/ \ +-- -+ +-- -+ +--mna +  +---+ \
eoe> | NP | | )
| d assi | \ / A + A + A + /
|fier | \ / | SFF1|----| SFF2|----| SFF3] /
| \ +- N+ Foomo - + +----- + /
t----| -+ \/ | /
I I
Fomem- - SF OAM - - - - - - +

+-- -+ +-- -+
+SF_OAM>| SF3| | SF5|
| +- -+ +- -+

oo |-+ |

| Controller| +- SF_QAM+

Servi ce Function OAM ( SF_0AM
Fi gure 2: SFC OAM Conponents
It is expected that nmultiple SFC OAM sol utions will be defined, each
targeting one specific conponent of the service layer. However, it

is critical that SFC OAM sol uti ons together provide the coverage of
all three SFC OAM conponents: the SF conponent, the SFC conponent,
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and the classifier conmponent.
The SF Conponent
1. SF Availability

One SFC QAM requirenment for the SF conponent is to allow an SFC- aware
network device to check the availability of a specific SF (instance),
| ocated on the sane or different network device(s). For cases where
mul ti ple instances of an SF are used to realize a given SF for the
pur pose of |oad sharing, SF availability can be perforned by checking
the availability of any one of those instances, or the availability
check may be targeted at a specific instance. SF availability is an
aspect that raises an interesting question: How does one determ ne
that an SF is available? At one end of the spectrum one m ght argue
that an SF is sufficiently available if the service node (physical or
virtual) hosting the SF is available and is functional. At the other
end of the spectrum one nmight argue that the SF's availability can
only be deduced if the packet, after passing through the SF, was
examined and it was verified that the packet did indeed get the
expect ed servi ce.

The former approach will likely not provide sufficient confidence
about the actual SF availability, i.e., a service node and an SF are
two different entities. The latter approach is capable of providing
an extensive verification but conmes at a cost. Sone SFs neke direct
nmodi fi cations to packets, while others do not. Additionally, the

pur pose of some SFs nmay be to drop certain packets intentionally. In
such cases, it is normal behavior that certain packets will not be
egressing out fromthe SF. The OAM mechani sm needs to take into
account such SF specifics when assessing SF availability. Note that
there are many flavors of SFs avail able and many nore that are likely
be introduced in the future. Even a given SF nay introduce a new
functionality (e.g., a newsignature in a firewall). The cost of
this approach is that the OAM nmechanismfor some SF will need to be
continuously nodified in order to "keep up" with new functionality
bei ng i ntroduced.

The SF availability check can be perfornmed using a generalized
approach, i.e., at an adequate granularity to provide a basic SF
service. The task of evaluating the true availability of an SF is a
compl ex activity, currently having no sinple, unified solution

There is currently no standard nmeans of doing so. Any such mechani sm
woul d be far froma typical OAM function, so it is not explored as
part of the analysis in Sections 4 and 5.

2. SF Performance Measurenent

The second SFC OAM requirenment for the SF component is to allow an
SFC-awar e network device to check the performance netrics, such as

| oss and del ay induced by a specific SF for processing legitimte
traffic. Performance measurenent can be passive by using live
traffic, an active neasurenent by using synthetic probe packets, or a
hybrid method that uses a conbination of active and passive
measurenent. Mre details about this OQAMfunction is explained in
Section 4. 4.

On the one hand, the performance of any specific SF can be quantified
by measuring the loss and delay nmetrics of the traffic fromthe SFF
to the respective SF, while on the other hand, the performance can be
measured by | everaging the loss and delay nmetrics fromthe respective
SFs. The latter requires SF involvenent to performthe neasurenent,
while the forner does not. For cases where multiple instances of an
SF are used to realize a given SF for the purpose of |oad sharing, SF
performance can be quantified by neasuring the nmetrics for any one

i nstance of SF or by measuring the nmetrics for a specific instance.



The netrics measured to quantify the perfornmance of the SF conponent
are not just limted to loss and delay. Oher netrics, such as

t hroughput, al so exist and the choice of netrics for performance
measurenent is outside the scope of this docunent.

3.2. The SFC Component
3.2.1. SFC Availability

An SFC coul d conprise varying SFs, and so the QAM | ayer is required
to performvalidation and verification of SFs within an SFP, in
addition to connectivity verification and fault isolation.

In order to performservice connectivity verification of an SFC SFP
the OAM functions could be initiated fromany SFC aware network

devi ce of an SFC-enabl ed domain for end-to-end paths, or partial
paths terminating on a specific SF, within the SFC SFP. The goal of
this OAM function is to ensure the SFs chai ned together have
connectivity, as was intended at the tinme when the SFC was
established. The necessary return codes should be defined for
sendi ng back in the response to the OAM packet, in order to conplete
the verification.

VWhen ECMP is in use at the service |ayer for any given SFC, there
must be the ability to discover and traverse all avail abl e paths.

A detail ed explanation of the mechanismis outside the scope of this
docunent and is expected to be included in the actual solution
docunent .

3.2.2. SFC Per f or mance Measur enent

Any SFC-aware network device should have the ability to make
performance neasurenments over the entire SFC (i.e., end-to-end) or on
a specific segnent of SFs within the SFC

3.3. Cdassifier Conponent

A classifier maintains the classification rules that map a flowto a
specific SFC. It is vital that the classifier is correctly
configured with updated classification rules and is functioning as
expected. The SFC OAM nmust be able to validate the classification
rul es by assessing whether a flow is appropriately mapped to the

rel evant SFC and detect any nisclassification. Sanple OAM packets
can be presented to the classifiers to assess the behavior with
regard to a given classification entry.

The classifier availability check may be performed to check the
availability of the classifier to apply the rules and classify the
traffic flows. Any SFC aware network device should have the ability
to performavailability checking of the classifier conponent for each
SFC.

Any SFC-aware networ k device should have the ability to perform
performance neasurenent of the classifier conponent for each SFC
The performance can be quantified by neasuring the performance
metrics of the traffic fromthe classifier for each SFC SFP

3.4. Underl ay Network
The underl ay network provides connectivity between the SFC
conponents, so the availability or the performance of the underlay
network directly inpacts the SFC OAM

Any SFC-aware network device nay have the ability to perform an
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availability check or performance neasurement of the underlay network
usi ng any existing OAM functions listed in Section 5.1

Overl ay Network

The overlay network provides connectivity for the service plane
bet ween the SFC conmponents and is nmostly transparent to the SFC dat a-
pl ane el enents.

Any SFC-aware network device nay have the ability to perform an
availability check or performance nmeasurenment of the overlay network
usi ng any existing OAM functions listed in Section 5.1

SFC OAM Functi ons

Section 3 described SFC OAM conponents and the associ ated OAM
operations on each of them This section explores SFC OAM functi ons
that are applicable for nore than one SFC comnponent.

The various SFC OAM requirenents listed in Section 3 highlight the
need for various OAM functions at the service layer. As listed in
Section 5.1, various OAM functions are in existence that are defined
to perform OAM functionality at different layers. |In order to apply
such OAM functions at the service layer, they need to be enhanced to
operate on a single SF/ SFF or nultiple SFs/SFFs spanni ng across one
or nmore SFCs.

Connectivity Functions

Connectivity is mainly an on-demand function to verify that
connectivity exists between certain network el ements and that the SFs
are avail able. For exanple, Label Switched Path (LSP) Ping [ RFC38029]
is a conmon tool used to performthis function for an MPLS net work.
Sone of the OAM functions performed by connectivity functions are as
fol | ows:

* Verify the Path MIU from a source to the destination SF or through
the SFC. This requires the ability for the OAM packet to be of
vari abl e | ength.

* Detect any packet reordering and corruption
* Verify that an SFC or SF is applying the expected policy.
* Verify and validate forwardi ng paths.

* Proactively test alternate or protected paths to ensure
reliability of network configurations.

Continuity Functions

Continuity is a nodel where OAM nessages are sent periodically to
validate or verify the reachability of a given SF within an SFC or
for the entire SFC. This allows a nmonitoring network device (such as
the classifier or controller) to quickly detect failures, such as
link failures, network element failures, SF outages, or SFC outages.
BFD [ RFC5880] is one such protocol that helps in detecting failures
qui ckly. OAM functions supported by continuity functions are as
fol | ows:

* Provision a continuity check to a given SF within an SFC or for
the entire SFC

* Proactively test alternate or protected paths to ensure
reliability of network configurations.
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* Notifying other OAM functions or applications of the detected
failures so they can take appropriate action

Trace Functi ons

Tracing is an OQAM function that allows the operation to trigger an
action (e.g., response generation) fromevery transit device (e.qg.,
SFF, SF, and SFC Proxy) on the tested layer. This function is
typically useful for gathering information fromevery transit device
or for isolating the failure point to a specific SF within an SFC or
for an entire SFC. Some of the OAM functions supported by trace
functions are:

* the ability to trigger an action fromevery transit device at the
SFC | ayer, using TTL or other neans,

* the ability to trigger every transit device at the SFC layer to
generate a response with OAM code(s) using TTL or other neans,

* the ability to discover and traverse ECVMP paths within an SFC, and

* the ability to skip SFs that do not support OAM whil e tracing SFs
in an SFC.

Per f or mance Measur enment Functi ons

Per f ormance neasurenent functions invol ve nmeasuring of packet | oss,
del ay, delay variance, etc. These performance netrics nmay be
measured proactively or on demand

SFC OAM shoul d provide the ability to neasure packet |oss for an SFC
On-demand neasurenent can be used to estinmate packet |oss using
statistical nmethods. To ensure accurate estinmations, one needs to
ensure that OAM packets are treated the sane and al so share the sane
fate as regular data traffic.

Del ay within an SFC coul d be neasured based on the time it takes for
a packet to traverse the SFC fromthe ingress SFC node to the egress
SFF. Measurenent protocols, such as the One-Way Active Measurenent
Prot ocol (OMMP) [RFC4656] and the Two-Way Active Measurenent

Prot ocol (TWAMP) [ RFC5357], can be used to neasure del ay
characteristics. As SFCs are unidirectional in nature, neasurenent
of one-way delay [RFC/679] is inportant. |In order to measure one-way
del ay, tine synchronization nust be supported by means such as NTP
GPS, Precision Tine Protocol (PTP), etc.

One-way del ay variation [RFC3393] could al so be cal cul ated by sendi ng
OAM packets and nmeasuring the jitter for traffic passing through an
SFC.

Sone of the OAM functions supported by the perfornmance neasurenent
functions are:

* the ability to measure the packet processing delay induced by a
single SF or the one-way delay to traverse an SFP bound to a given
SFC, and

* the ability to nmeasure the packet |oss [RFC7680] within an SF or
an SFP bound to a given SFC

Gap Anal ysi s

This section identifies various OAM functions available at different
|l ayers introduced in Section 2. It also identifies various gaps that
exist within the current tool set for perfornm ng OAM functions
required for SFC



5.1. Existing OAM Functions

There are various OAM tool sets available to perform OAM functi ons
within various |layers. These OAM functions may be used to validate
some of the underlay and overlay networks. Tools like ping and trace
are in existence to performconnectivity checks and trace

intermedi ate hops in a network. These tools support different
network types, like IP, MPLS, TRILL, etc. Ethernet OAM ( E- CAM
[Y.1731] [EFM and Connectivity Fault Managenent (CFM [DOT1Q offer
OAM nechani sns, such as a continuity check for Ethernet links. There
is an effort around NVO3 QAM to provi de connectivity and continuity
checks for networks that use NVOG3. BFD is used for the detection of
data-pl ane forwarding failures. The |IPPM franmework [RFC2330] offers
tool s such as OMMP [ RFC4656] and TWAMP [ RFC5357] (collectively
referred to as IPPMin this section) to neasure various performance
metrics. MPLS Packet Loss Measurenment (LM and Packet Del ay
Measurenment (DM (collectively referred to as MPLS PMin this
section) [RFC6374] offer the ability to neasure performance netrics
in MPLS networks. There is also an effort to extend the toolset to
provi de connectivity and continuity checks within overlay networKks.
BFD is another tool that helps in detecting data forwarding failures.
Table 1 below is not exhaustive.

[ ety ey e fu gy sl poj—p—j—p b pojfpj—p—j——_—
| Layer | Connectivity | Continuity | Trace | Perfornance |
[ ool e s e et e e e
| Underl ay | Ping | E-OAM BFD | Trace | |PPM |
| network | | | | MPLS PM |
R o e e - R R, S +
| Overlay | Ping | BFD, NVGB | Trace | |PPM |
| network | | OAM | | |
S Iy I S Iy L T - +
| dassifier | Ping | BFD | Trace | None |
Fomm e oo - S Fomm e oo - N o m e e e oo - +
| SF | None | None | None | None |
R R R AR, S +
| SFC | None | None | None | None |
S Iy I S Iy L T - +

Table 1: OAM Tool Gap Anal ysis
5.2. M ssing OAM Functi ons

As shown in Table 1, there are no standards-based tools avail abl e at
the tinme of this witing that can be used natively (i.e., wthout
enhancement) for the verification of SFs and SFCs.

5.3. Required OAM Functi ons

Primary OAM functions exist for underlying layers. Tools |ike ping,
trace, BFD, etc. exist in order to performthese OAM functi ons.

As depicted in Table 1, toolsets and solutions are required to
performthe OAM functions at the service |ayer.

6. Operational Aspects of SFC OAM at the Service Layer

Thi s section describes the operational aspects of SFC OAM at the
service layer to performthe SFC OAM function defined in Section 4
and anal yzes the applicability of various existing OAMtool sets in
the service |ayer.

6.1. SFC OAM Packet MNarker



SFC OAM nessages shoul d be encapsul ated with the necessary SFC header
and wi th OAM nmar ki ngs when testing the SFC conponent. SFC OAM
nmessages may be encapsul ated with the necessary SFC header and with
OAM mar ki ngs when testing the SF conponent.

The SFC OAM function described in Section 4 performed at the service
| ayer or overlay network | ayer nmust mark the packet as an QOAM packet
so that rel evant nodes can differentiate OAM packets from data
packets. The base header defined in Section 2.2 of [RFC8300] assigns
a bit to indicate OAM packets. Wen NSH encapsul ation is used at the
service layer, the Obit nust be set to differentiate the OAM packet.
Any ot her overlay encapsul ati ons used at the service |ayer must have
a way to mark the packet as an OAM packet.

6.2. OAM Packet Processing and Forwardi ng Semantic

Upon receiving an OAM packet, an SFC-aware SF may choose to discard
the packet if it does not support OAM functionality or if the |ocal
policy prevents it from processing the OAM packet. Wen an SF
supports OAM functionality, it is desirable to process the packet and
provi de an appropriate response to allow end-to-end verification. To
limt performance inpact due to QAM SFC-aware SFs should rate-limt
the nunber of OAM packets processed.

An SFF may choose to not forward the OAM packet to an SF if the SF
does not support OAMor if the policy does not allow the forwarding
of OAM packets to that SF. The SFF nmay choose to skip the SF, nodify
the packet’s header, and forward the packet to the next SFC node in
the chain. It should be noted that skipping an SF night have

i nplications on some OAM functions (e.g., the delay measurenent nay
not be accurate). The nethod by which an SFF detects if the
connected SF supports or is allowed to process OAM packets is outside
the scope of this docunment. It could be a configuration paraneter
instructed by the controller, or it can be done by dynanic

negoti ati on between the SF and SFF.

If the SFF receiving the OAM packet bound to a given SFCis the |ast
SFF in the chain, it nmust send a relevant response to the initiator
of the OAM packet. Depending on the type of OAM sol ution and tool set
used, the response could be a sinple response (such as | CVWP reply) or
coul d include additional data fromthe received OAM packet (Ilike
statistical data consolidated along the path). The details are
expected to be covered in the solution docunents.

Any SFC-aware node that initiates an OAM packet nust set the OAM
marker in the overlay encapsul ati on.

6.3. OAM Function Types

As described in Section 4, there are different OAM functions that may
require different OAM solutions. Wile the presence of the OAM

mar ker in the overlay header (e.g., Obit in the NSH header)
indicates it as an OAM packet, it is not sufficient to indicate what
OAM function the packet is intended for. The Next Protocol field in
the NSH header may be used to indicate what OAM function is intended
or what toolset is used. Any other overlay encapsul ati ons used at
the service layer nust have a sinilar way to indicate the intended
OAM functi on.

7. Candi date SFC OAM Tool s

As described in Section 5.1, there are different tool sets avail abl e
to perform OAM functions at different |ayers. This section describe
the applicability of some of the available toolsets in the service

| ayer.



7.1. 1CwW

[ RFC0792] and [ RFC4443] describe the use of ICMP in IPv4 and | Pv6
networ ks respectively. It explains how | CWM nessages can be used to
test the network reachability between different end points and
perform basi c network diagnostics.

| CMP coul d be | everaged for connectivity functions (defined in
Section 4.1) to verify the availability of an SF or SFC. The
initiator can generate an | CVP echo request nmessage and control the
servi ce-layer encapsul ati on header to get the response fromthe

rel evant node. For exanple, a classifier initiating OAM can generate
an | CVMP echo request nessage, set the TTL field in the NSH header

[ RFC8300] to 63 to get the response fromthe | ast SFF, and thereby
test the SFC availability. Alternatively, the initiator can set the
TTL to sone other value to get the response froma specific SF and
thereby partially test SFC availability, or the initiator could send
OAM packets with sequentially incrementing TTL in the NSH to trace

t he SFP.

It could be observed that ICVMP as currently defined nay not be able
to performall required SFC OAM functions, but as expl ai ned above, it
can be used for some of the connectivity functions.

7.2. BFD / Seam ess BFD

[ RFC5880] defines the Bidirectional Forwardi ng Detection (BFD)
mechani smfor failure detection. [RFC5881] and [ RFC5884] define the
applicability of BFD in |IPv4, |IPv6, and MPLS networks. [RFC7880]
defines Seam ess BFD (S-BFD), a sinplified nechani sm of using BFD.

[ RFC7881] explains its applicability in IPv4, IPv6, and MPLS

net wor ks.

BFD or S-BFD could be leveraged to performthe continuity function
for SF or SFC. An initiator could generate a BFD control packet and
set the "Your Discrimnator" value in the control packet to identify
the last SFF. Upon receiving the control packet, the last SFF in the
SFC will reply back with the relevant DI AG code. The TTL field in
the NSH header could be used to performa partial SFC availability
check. For example, the initiator can set the "Your Discrininator”
value to identify the SF that is intended to be tested and set the
TTL field in the NSH header in a way that it expires at the rel evant
SF. How the initiator gets the Discrimnator value to identify the
SF is outside the scope of this docunent.

7.3. In Situ OAM

[1 OAM NSH] defines how In situ OAM data fields [|I PPM | QAM DATA] are
transported using the NSH header. [PROOF- OF-TRANSIT] defines a
mechanismto performproof of transit to securely verify if a packet
traversed the relevant SFP or SFC. Wiile the mechanismis defined
inband (i.e., it will be included in data packets), |QAM Opti on-
Types, such as | OAM Trace Option-Types, can al so be used to perform
ot her SFC OAM functions, such as SFC tracing.

In situ OAM coul d be | everaged to perform SF availability and SFC
availability or perfornmance neasurenent. For exanmple, if SFCis
realized using NSH, the Obit in the NSH header could be set to
indicate the OAMtraffic, as defined in Section 4.2 of [|OAM NSH].

7. 4. SFC Traceroute

[ SFC- TRACE] defines a protocol that checks for path liveliness and
traces the service hops in any SFP. Section 3 of [SFC TRACE] defines
the SFC trace packet format, while Sections 4 and 5 of [ SFC TRACE]
define the behavior of SF and SFF respectively. Wile [SFC TRACEH



has expired, the proposal is inplenented in Cpen Daylight and is
avai | abl e.

An initiator can control the Service Index Linmit (SIL) in an SFC
trace packet to perform SF and SFC availability tests.

Manageabi l ity Consi derations
Thi s docunent does not define any new nmanageability tools but

consol i dates the nanageability tool gap analysis for SF and SFC
Table 2 bel ow i s not exhaustive.

B Sl Ll s ety ety s el
| Layer | Configuration | Orchestration | Topol ogy| Notification

B bbb oo s e s e e el oo 3
| Underlay | CLI, NETCONF | CLI, NETCONF | SNWP | SNVP, Sysl og, |
| net wor k | | | | NETCONF |
F--- - - - S I S I +---- - - - I i T +
| Overl ay | CLI, NETCONF | CLI, NETCONF | SNWP | SNVP, Sysl og, |
| net wor k | | | | NETCONF |
I I I T I I T F----- - - I +
| dassifier | CLI, NETCONF | CLI, NETCONF | None | None |
R i i +-------- I i I +
| SF | CLI, NETCONF | CLI, NETCONF |None | None |
F-- - - - i I i I +-------- F-- - - - - - +
| SFC | CLI, NETCONF | CLI, NETCONF | None | None |
I I I T I I T F----- - - I +

Table 2: OAM Tool Gap Anal ysis

Configuration, orchestration, and other manageability tasks of SF and
SFC coul d be perfornmed using CLI, NETCONF [ RFC6241], etc.

Wil e the NETCONF capabilities are readily available, as depicted in
Table 2, the informati on and data nodel s are needed for
configuration, manageability, and orchestration for SFC. Wth
virtualized SF and SFC, nmnageability needs to be done
programmatical | y.

Security Considerations

Any security considerations defined in [ RFC7665] and [ RFC8300] are
applicable for this docunent.

The OAM information fromthe service |layer at different conponents
may collectively or independently reveal sensitive information. The
informati on may reveal the type of service functions hosted in the
network, the classification rules and the associ ated service chains,
specific service function paths, etc. The sensitivity of the
informati on fromthe SFC | ayer raises a need for careful security
consi derati ons.

The mapping and the rules information at the classifier conponent nmay
reveal the traffic rules and the traffic napped to the SFC. The SFC
information collected at an SFC conponent nmay reveal the SFs
associated within each chain, and this information together with
classifier rules may be used to nmani pul ate the header of synthetic
attack packets that may be used to bypass the SFC and trigger any

i nternal attacks.

The SF information at the SF conponent nmay be used by a malicious
user to trigger a Denial of Service (DoS) attack by overl oadi ng any
specific SF using rogue OAM traffic.

To address the above concerns, SFC and SF OAM shoul d provi de
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11.

mechani sms for mitigating:

* msuse of the OAM channel for denial of services,
* | eakage of OAM packets across SFC instances, and
* | eakage of SFC informati on beyond the SFC domai n.

The docurnents proposing the OAM sol ution for SF conponents shoul d
provide rate-linmting the OAM probes at a frequency guided by the

i mpl ementation choice. Rate-liniting my be applied at the
classifier, SFF, or the SF. The OAMinitiator nmay not receive a
response for the probes that are rate-limted resulting in fal se
negatives, and the inplenentation should be aware of this. To
mtigate any attacks that | everage OAM packets, future docunents
proposi ng OAM sol utions shoul d descri be the use of any technique to
detect and mitigate anomalies and various security attacks.

The docunents proposing the OAM sol ution for any service-|ayer
conponents shoul d consi der sone form of nessage filtering to control
the OAM packets entering the adm nistrative domain or prevent |eaking
any internal service-layer information outside the administrative
domai n.

| ANA Consi der ations

Thi s docunent has no | ANA acti ons.
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