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Abstract

Thi s docunent defines the Connectivity Provisioning Negotiation
Protocol (CPNP), which is designed to facilitate the dynamc
negotiati on of service paraneters.

CPNP is a generic protocol that can be used for various negotiation
pur poses that include (but are not necessarily limted to)
connectivity provisioning services, storage facilities, Content
Del i very Networks, etc.
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I ntroduction

Thi s docunent defines the Connectivity Provisioning Negotiation
Protocol (CPNP) that is meant to dynam cally exchange and negoti ate



connectivity provisioning paraneters and ot her service-specific
paraneters between a Custonmer and a Provider. CPNP is a tool that

i ntroduces autonation to the service negotiation and activation
procedures, thus fostering the overall service provisioning process.
CPNP can be seen as a conponent of the dynam c negotiati on netadonain
described in Section 2.4 of [RFC7149].

CPNP is a generic protocol that can be used for negotiation purposes
ot her than connectivity provisioning. For exanple, CPNP can be used
to request extra storage resources, to extend the footprint of a
Content Delivery Network (CDN), to enable additional features froma
cloud Provider, etc. CPNP can be extended with new I nformation

El ements (I Es). Sample negotiation use cases are described in
Section 5. Section 4 introduces several order processing nodels and
defines those that are targeted by CPNP. The CPNP negoti ati on nodel
is then detailed in Section 7

[ RFC7297] describes a Connectivity Provisioning Profile (CPP)
tenplate to capture connectivity requirements to be net by a
transport infrastructure for the delivery of various services such as
Voi ce over IP (VolP), IPTV, and Virtual Private Network (VPN)
services [ RFC4026]. The CPP docunent defines the set of |IP transfer
paraneters that reflect the guarantees that can be provided by the
underlying transport network together with reachability scope and
capacity needs. CPNP uses the CPP tenplate to encode connectivity
provi sioning clauses that are subject to negotiation. The accepted
CPP will then be passed to other functional elenents that are
responsi ble for the actual service activation and provisioning. For
exampl e, Network Configuration Protocol (NETCONF) [RFC6241] or
RESTCONF [ RFC8040] can be used to activate adequate network features
that are required to deliver the accepted service. How the outcone
of CPNP negotiation is translated into service and network

provi sioning actions is out of scope of this docunent.

As a reninder, several proposals have been nmade in the past by the
(research) community (e.g., Comon Open Policy Service protocol for
supporting Service Level Specification [COPS-SLS], Service

Negoti ation Protocol [SrNP], Dynam c Service Negotiation Protoco

[ DSNP], Resource Negotiation and Pricing Protocol [RNAP], Service
Negoti ati on and Acquisition Protocol [SNAP]). CPNP |everages the
aut hors’ experience with SrNP by separating the negotiation
primtives fromthe service under negotiation. Moreover, carefu
exam nation of the other proposals reveal ed certain deficiencies that
were easier to address through the creation of a new protocol rather
than the nodification of existing protocols. For exanpl e:

*  COPS-SLS relies upon the COPS usage for policy provisioning (COPS-
PR) [ RFC3084], which is a Historic RFC

* DSNP is tightly designed with one specific service in mnd (QYS)
and does not make any distinction between a quotation phase and
the actual service-ordering phase.

One of the primary notivations of this document is to provide a

per manent reference to exenmplify how service negotiation can be

aut omat ed.

I mpl enentation details are out of scope. An exanple of required

modul es and interfaces to inplenment this specification is sketched in

Section 4 of [AGAVE]. This specification builds on that effort.

Ter mi nol ogy
Thi s docunent nakes use of the follow ng terns:

Customer: |s a business role that denotes an entity that is involved



in the definition and the possible negotiation of an order,
including a Connectivity Provisioning Agreenent, with a Provider
A connectivity provisioning docunent is captured in a dedi cated
CPP tenpl at e- based docunent, which may specify (anbng ot her
information) the sites to be connected, border nodes, outsourced
operations (e.g., routing, traffic steering).

The right to invoke the subscribed service nay be del egated by the
Customer to third-party end users or brokering services.

A Customer can be a Service Provider, an application owner, an
enterprise, a user, etc.

Net work Provider (or Provider): Oms and adm nisters one or many
transport dommin(s) (typically Autononbus Systens (ASes)) conposed
of (I1P) switching and transm ssion resources (e.g., routing,
swi tching, forwarding, etc.). Network Providers are responsible
for delivering and operating connectivity services (e.g., offering
gl obal or restricted reachability at specific rates). Ofered
connectivity services may not necessarily be restricted to IP

The policies to be enforced by the connectivity service delivery
components can be derived fromthe technol ogy-specific clauses
that m ght be included in agreements with the Customers. |If no
such cl auses are included in the agreenent, the nmappi ng between
the connectivity requirenents and the underlying technol ogy-
specific policies to be enforced is deploynment specific.

Quotation Order: Denotes a request nade by the Customer to the
Provider that includes a set of requirenents. The Customer nay
express its service-specific requirements by assigning (strictly
or loosely defined) values to the information itens included in
the commonly understood tenplate (e.g., CPP tenplate) describing
the of fered service. These requirenents constitute the paraneters
to be nutually agreed upon.

Ofer: Refers to a response nmade by the Provider to a Customer’s
quot ation order that describes the ability of the Provider to
satisfy the order at the tine of its receipt. Ofers reflect the
capability of the Provider in accomvpdating received Custoner
orders beyond nonolithic 'yes/no answers.

An offer may fully or partially neet the requirenments of the
corresponding order. In the latter case, it may include

al ternative suggestions that the Custoner may take into account by
i ssuing a new order.

Agreenent: Refers to an order placed by the Custoner and accepted by
the Provider. It signals the successful conclusion of a
negoti ati on cycl e.

CPNP Functional Elenents

The followi ng functional elenments are defined:

CPNP client (or client): Denotes a software instance that sends CPNP
requests and receives CPNP responses. The current operations that
can be performed by a CPNP client are |listed bel ow
1. Create a quotation order (Section 9.2.1).

2. Cancel an ongoi ng quotation order under negotiation
(Section 9.2.7).

3. Accept an offer nmade by a server (Section 9.2.4).



4.

4. Wthdraw an agreenent (Section 9.2.8).
5. Update an agreenent (Section 9.2.9).

CPNP server (or server): Denotes a software instance that receives
CPNP requests and sends back CPNP responses accordingly. The CPNP
server is responsible for the foll owi ng operations:

1. Process a quotation order (Section 9.2.2).
2. Make an offer (Section 9.2.3).
3. Cancel an ongoing quotation order (Section 11.2.3).
4. Process an order withdrawal (Section 11.2.3).
Order Processing Mdels

For preparing their service orders, Custonmers may need to be aware of
the of fered services. Therefore, Providers should first proceed with
t he announcenent (or the exposure) of the services they can provide.
The servi ce announcenent process may take place at designated gl oba
or Provider-specific service markets or through explicit interactions
with the Providers. The details of this process are outside the
scope of this docunent.

Wth or without such service announcenent/exposure nmechani sns in
pl ace, the follow ng order processing nodels can be distingui shed:

Frozen nodel
The Custoner cannot actually negotiate the paraneters of the
service(s) offered by a Provider. After consulting the Provider’s
service portfolio, the Customer selects the service offer to which
he or she wants to subscribe and places an order to the Provider
Order handling is quite sinple on the Provider side because the
service is not custom zed per Custoner’s requirenents, but rather
designed to address a Custoner base that shares the same
requirenents (i.e., these Custoners share the same Connectivity
Provisioning Profile). This node can be inplenented using
exi sting tools such as [ RFC8309].

Negot i ati on- based nodel
Unli ke the frozen nodel, the Custoner docunments his/her
requirenents in a request for a quotation, which is then sent to
one or several Providers. Solicited Providers check whether they
can address these requirenents or not, and get back to the
Customer accordingly, possibly with an offer that may not exactly
mat ch the Custoner’s requirenents (e.g., a 100 Mops connecti on
cannot be provisioned given the anount of avail abl e resources, but
an 80 Mops connection can be provided). A negotiation between the
Customer and the Provider(s) then follows until both parties reach
an agreenent (or do not).

Both frozen and negoti ati on-based nodel s require the existence of
appropriate service tenplates like a CPP tenplate and their
instantiation for expressing specific offerings fromProviders and
service requirenments from Custoners, respectively. CPNP can be used
in either nodel for automating the required Custoner-Provider
interactions. The frozen nmodel can be seen as a special case of the
negoti ati on-based nodel. This docunent focuses on the negotiation-
based nodel. Not only ’'yes/no’ answers but al so counterproposals may
be offered by the Provider in response to Custonmer orders.

Order processing managenent on the Network Provider’s side usually
solicits features supported by the followi ng functional bl ocks:



* Network provisioning (including order activation, Network
Pl anning, etc.)

* Authentication, authorization, and accounting (AAA)

*  Network and service managenent (performance neasurenment and
assessnent, fault detection, etc.)

* Sales-related functional blocks (e.g., billing, invoice
val i dati on)

*  Network inpact analysis

CPNP does not assunme any specific know edge about these functiona

bl ocks, drawing an explicit |ine between protocol operation and the

I ogic for handling connectivity provisioning requests. An order
processing logic is typically fed with the information mani pul ated by
the af orementi oned functional blocks. For example, the resources
that can be allocated to acconmpdate the Customer’s requirements may
depend on network availability estimates as cal cul ated by the

pl anni ng functions and rel ated policies, as well as the nunmber of
orders to be processed sinultaneously over a given period of tine.

Thi s docunent does not el aborate on how Custoners are identified and
subsequent |y managed by the Provider’s information system

Sanpl e Use Cases
A non-exhaustive list of CPNP use cases is provided bel ow

1. [ RFC4176] introduces the Layer 3 VPN (L3VPN) Service O der
Managenent functional block, which is responsible for managi ng
the requests initiated by the Custonmers and tracks the status of
the completion of the related operations. CPNP can be used
bet ween the Custoner and the Provider to negotiate L3VPN service
par anmet ers

A CPNP server could therefore be part of the L3VPN Service O der
Managenent functional block discussed in [ RFC4176]. A L3VPN
Servi ce YANG data nodel (L3SM is defined in [RFC8299]. Once an
agreenment is reached, the service can be provisioned using,

e.g., the L3VPN Network YANG data nodel specified in

[ L3VPN- NETWORK- YANG .

Li kewi se, a CPNP server could be part of the Layer 2 VPN (L2VPN)
Service Order Managenent functional block. A YANG data nodel
for L2VPN service delivery is defined in [RFC8466]. Once an
agreenment is reached, the L2VPN service can be provisioned
using, e.g., the L2VPN Network YANG data nodel specified in

[ L2VPN- NETVWORK- YANG .

2. CPNP can be used between two adjacent domains to deliver IP
i nterconnection services (e.g., enable, update, disconnect).
For exanple, two Autononous Systens (ASes) can be connected via
several interconnection points. CPNP can be used between these
ASes to upgrade existing |links, request additional resources,
provi sion a new i nterconnection point, etc.

See, for example, the framework documented in [ETICS].

3. An integrated Provider can use CPNP to rationalize connectivity
provi sioning needs related to its service portfolio. A CPNP
server function is used by network operations teans. A CPNP
interface to trigger CPNP negotiation cycles is exposed to
servi ce managenent teans.
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Service Providers can use CPNP to initiate connectivity

provi sioning requests towards a nunber of Network Providers so
as to optimize the cost of delivering their services. Although
mul tiple CPNP ordering cycles can be initiated by a Service
Provider towards multiple Network Providers, a subset of these
orders may actually be put into effect.

For exanple, a cloud Service Provider can use CPNP to request
nmore resources from Network Providers.

CPNP can al so be used in the context of network slicing

[ NETSLI CES- ARCH] to request network resources together with a
set of requirenents that need to be satisfied by the Provider
Such requirenents are not restricted to basic |IP forwarding
capabilities, but may also include a characterization of a set
of service functions that nmay be invoked. For the network
slicing case, the instances of a CPP tenplate could be derived
fromthe network slice tenplate docurmented in [ TEAS- SLI CE- NBI].

CPNP can be used in Machi ne-to-Machine (M2M environnents to
dynanical |y subscribe to MM services (e.g., access data
retrieved by a set of sensors, extend sensor coverage, etc.).

Al so, Internet of Things (l0T) [RFC6574] domains may rely on
CPNP to enabl e dynam c access to data produced by invol ved

obj ects, according to their specific policies, to various
external stakehol ders such as data anal ytics and busi ness
intelligence conpanies. Direct CPNP-based interactions between
| oT domai ns and interested parties enabl e open access to diverse
sets of data across the Internet, e.g., fromnultiple types of
sensors, user groups, and/or geographical areas.

CPNP can be used in the context of Interface to Network Security
Functions (12NSF) [ RFC8329] to capture the Custoner-driven
policies to be enforced by a set of Network Security Functions.

A Provider offering cloud services can expose a CPNP interface
to allow Custoners to dynamically negotiate typical data center
resources, such as additional storage, processing and networking
resources, enhanced security filters, etc.

Cl oud computing Providers typically structure their conputation
service offerings by bundling CPU RAM and storage units as
quot as, instances, or flavors that can be consunmed in an
epheneral or tenporal fashion during the lifetime of the
required function. A sinmilar approach is followed by CPNP (see
for exanple, Section 9.2. 11).

In the inter-cloud context (also called cloud of clouds or cloud
federation), CPNP can be used to reserve conputing and
net wor ki ng resources hosted by various cloud infrastructures.

CDN Provi ders can use CPNP to extend their footprint by
i nterconnecting their respective CDN infrastructures [ RFC6770]
(see Figure 1)

(bDN Pr ovi der ’A;):::::(bDN Pr ovi der ’B;)
‘-, (CDNA) -7 ‘-. (CDN-B) -

Figure 1: CDN I nterconnection

Mappi ng Service Providers (MSPs) [RFC7215] can use CPNP to
enrich their mappi ng database by interconnecting their mapping



system (see Figure 2). This interconnection allows the

rel axation of the constraints on PxTR (Proxy |ngress/Egress
Tunnel Router) in favour of native LISP (Locator/|D Separation
Protocol) forwarding [ RFC6830]. Also, it prevents the
fragmentation of the LISP mappi ng database. A franmework is
described in [LI SP-Ms- DI SCOVERY] .

(i\/appi ng System A ) ===( ivappi ng System B )

’ ’

Figure 2: LISP Mappi ng System | nterconnect

12. CPNP may al so be used between SDN ( Sof t war e- Defi ned Networ ki ng)
controllers in contexts where Cooperating Layered Architecture
for Software-Defined Networking (CLAS) is enabl ed [ RFC8597].

CPNP Depl oynent Model s

Several CPNP depl oynent nodel s can be envi saged. Two exanpl es are
listed bel ow

* The Custonmer deploys a CPNP client while one or several CPNP
servers are depl oyed by the Provider. A CPNP client can discover
its CPNP servers using a variety of nmeans (static, dynanmic, etc.).

* The Customer does not enable any CPNP client. The Provider
mai ntai ns a Custoner Order Managenent portal. The Customer can
initiate connectivity provisioning quotation orders via the
portal; appropriate CPNP nessages are then generated and sent to
the rel evant CPNP server. |n this nodel, both the CPNP client and
CPNP server are under the responsibility of the sane
adm nistrative entity (i.e., Network Provider).

Once the negotiation of connectivity provisioning paraneters is
successfully concluded, that is, an order has been placed by the
Customer, the actual network provisioning operations are initiated.
The specification of related dynam c resource allocation and policy
enforcement schenes, as well as how CPNP servers interact with the
net wor k provi sioning functional blocks on the Provider side, are out
of the scope of this docunent.

Thi s docunent does not nmake any assunptions about the CPNP depl oynent
nmodel either.

CPNP Negoti ati on Mbdel

CPNP runs between a Custoner and a Provider, carrying service orders
fromthe Custonmer and correspondi ng responses fromthe Provider in
order to reach a service provisioning agreenent. As the services
offered by the Provider are well described, by means of the CPP

tenpl ate for connectivity matters, the negotiation process is
essentially a value-settl enment process, where an agreement i s pursued
on the values of the commonly understood information itens (service
paraneters) included in the service description tenplate

(Section 9.1.9).

The content that CPNP carries and the negotiation |ogic invoked at
Customer and Provider sides to manipulate the content (i.e., the
information carried in CPNP nessages to proceed with the negoti ation)
is transparent to the protocol

The protocol ainms to facilitate the execution of the negotiation
| ogic by providing the required generic comrunication primtives.



Since negotiations are initiated and prinmarily driven by the
Custonmer’s negotiation logic, it is reasonable to assune that the
Customer is the only party that can call for an agreenent. An
inmplicit approach is adopted for not overloading the protocol wth
addi tional nmessages. In particular, the acceptance of an offer nade
by the Provider signals a call for agreement fromthe Custoner. Note
that it is alnobst certain the Provider will accept this call since it
refers to an offer that the Provider nmade. O course, at any point
the Provider or the Custonmer nay quit the negotiations, each on its
own grounds.

Based on the above, CPNP adopts a quotation order/offer/answer nodel,
whi ch proceeds through the foll owi ng basic steps (Figure 3):

1. The CPNP client specifies its service requirements in a
Provi sioning Quotation Order (PQD . The order nay include
strictly or loosely defined values in the clauses describing
service provisioning characteristics.

2. The CPNP server declines the PQDO, or nakes an offer to address
the requirenents of the PQO, or suggests a counterproposal that
partially addresses the requirenments of the PQO in case specific
requi renents cannot be accomvpdat ed.

3. The CPNP client either accepts or declines the offer. The
acceptance of the offer by the CPNP client inplies a call for
agreenent and, thus, the agreenent between both parties and the
concl usi on of the negotiation

R + R +
| dient]| | Server|
Foommo- + Foommo- +

| =====Request ed Servi ce=====>

| <=====Cff ered Servi ce=======

| =====Accept ed Servi ce======>

Figure 3: Sinplified Service Negotiation

Mul tiple instances of CPNP may run at a Customer’s or a Provider’s
domains. A CPNP client may be engaged in multiple, sinultaneous
negotiations with the same or different CPNP servers (parallel
negoti ati ons, see Section 8.10), and a CPNP server nmay need to
negotiate with other Provider(s) as part of negotiations that are
ongoing with a CPNP client (cascaded negotiations, see Section 8.8).

CPNP relies on various tiners to run its operations. Two types of
timers are defined: those that are specific to CPNP nessage

transm ssion and those that are specific to the negotiation | ogic.
The latter are used to guide the negotiation |ogic at both CPNP
client and CPNP server sides, particularly in cases where the CPNP
client is involved in parallel negotiations with several CPNP servers
or in cases where the CPNP server is, in turn, involved in
negotiations with other Providers for processing a given Custoner-
originated quotation order. CPNP allows a CPNP server to request
extra time to proceed with the negotiation. This request may be
accepted or rejected by the CPNP client.

Providers may need to publish avail able services to the Custoners
(see Section 4). CPNP may optionally support this functionality.
Dedi cated tenpl ates can be defined for the purpose of service
announcenent, which will be used by the CPNP clients to initiate
their CPNP negotiation cycles.

For the sake of sinplicity, a single offer/answer stage is assuned
wi thin one CPNP negotiation cycle. Nevertheless, as already stated,
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mul ti ple CPNP negotiation cycles can be undertaken by a CPNP client
(see Figure 4).

The nodel is flexible enough to accommpdat e changi ng conditions
during the lifetine of a service (e.g., the introduction of an
additional VPN site).

O +
| dient|
Fommman +
| =====Quot ati on Order
| <==========(ff er ======
| :::::::::::Accept
1- Step Successful Negotiation 1-Step Fail ed Negotiation
Cycl e Cycl e
Fommm - + Fommm - + oo + Fommm - +
|Cient]| | Server| |dient]| | Server
N + N 4 Hommo- + N +
===Quot ati on Order (a)====>| | ===Quot ati on Order (i) ====>
| <z==z=z=======Cf f er ==========
| ==========Dec| | he===== >|
===Quot ati on Order(b) >| ===Quot ati on Order(j)====>
| <zz=========Cff er ::::::::::l | <zz=========Cff er ::::::::::l
| ===========Accept ::::::::>| | ==========Dec¢| | ne========>
| ===Quot ati on Order (k) ====>
| <z==z========Cf f er ::::::::::l
| ==========Dec]l | ne::::::::>|

===Quot ati on Order(l)====>
| <==Fail to make an offer==

N Step Negotiation Cycle: N Step Negotiation Cycle:
Successful Negotiation Fail ed Negotiation

Figure 4: Overall Negotiation Process

The neans used by a CPNP client to retrieve a list of active/accepted
offers are not defined in this docunent.

An order can be inmplicitly or explicitly activated. Section 3.11 of
[ RFC7297] specifies a dedicated clause called Activation Means. Such
a clause indicates the required action(s) to be undertaken to
activate access to the (IP connectivity) service. This docunent
defines a dedi cated CPNP nessage that can be used for explicit
activation (Section 9.2.11).

Pr ot ocol Overvi ew
1. dient/Server Commrunication

CPNP is a client/server protocol that can run over any transport
protocol. The default transport node is UDP secured w th Datagram
Transport Layer Security (DTLS) [RFC6347]. No permanent CPNP
transport session needs to be mmintai ned between the client and the
server.

The CPNP client can be configured with the CPNP server(s).

Typically, the CPNP client is configured with an | P address together
with a port nunber using manual or dynam c configuration nmeans (e.g.,
DHCP). Alternatively, a Provider may advertise the port nunber
(CPNP_PORT) it uses to bind the CPNP service using SRV [ RFC2782].

The CPNP client may be provided with a domai n nanme of the CPNP server
for PKI X-based authentication purposes. CPNP servers should prefer
the use of DNS-1D and SRV-ID over CN-ID identifier types in



certificate requests (Section 2.3 of [RFC6125]). URI-1Ds shoul d not
be used for CPNP server identity verification

The client sends CPNP requests using CPNP_PORT as the destination
port nunber. The sane port nunber used as the source port nunber of
a CPNP request sent to a CPNP server is used by the server to reply
to that request.

CPNP i s independent of the |IP address famly.

CPNP retransm ssion for unreliable transports is discussed in
Section 11. 4.

Considerations related to nmutual authentication are di scussed in
Section 13.

8.2. Policy Configuration on the CPNP Server

As an input to its decision-making process, the CPNP server may be
connected to various external nodules such as Customer Profiles,
Net wor k Topol ogy, Network Resource Managenent, Order Repositories,
AAA, and Networ k Provisioning Manager (an exanple is shown in

Fi gure 5).

These external mnodul es provide inputs to the CPNP server so that it
can do the follow ng:

* Check whether a Custoner is entitled to initiate a provisioning
quot ati on request.

* Check whether a Custoner is entitled to cancel an ongoi ng order

* Check whether administrative data (e.g., billing-related
i nformati on) have been verified before the processing of the
request starts.

* Check whether network capacity is available or additional capacity
is required

* Receive guidelines fromnetwork design and sal es bl ocks (e.qg.
pricing, network usage |evels, thresholds associated with the
nunber of CPP tenplates that can be processed over a given period
of time as a function of the nature of the service to be
delivered, etc.).

* Transfer conpleted orders to network provisioning bl ocks (referred
to as "Network Provisioning Manager"” in Figure 5). For exanple,
the outcome of CPNP nmay be passed to nodul es such as Application-
Based Network Operations (ABNO [RFC7491] or network controllers.
These controllers will use protocols such as NETCONF [ RFC6241] to
interact with the appropriate network nodes and functions for the
sake of proper service activation and delivery.

The above list of CPNP server operations is not exhaustive.

. Busi ness & Adnministrative Managenent
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Figure 5: Order Handling Managenent Functional Bl ock (Focus on
Internal |nterfaces)

The foll owi ng order-handling nodes can al so be configured on the
server:

Ful ly automated node: This node does not require any action fromthe
adm ni strator when receiving a request for a service. The server
can execute its decision-nmaking process related to the orders
recei ved and can generate correspondi ng offers.

Adm ni strative validation checking: Sonme or all of the server’s
operations are subject to adm nistrative validation procedures.
This node requires an action fromthe adm nistrator for every
request received. To that aim the CPNP nethods that can be
automatically handl ed by the server (or are subject to one or
several validation adm nistrative checks) can be configured on the
server.

8.3. CPNP Session Entries
A CPNP session entry is represented by a tuple defined as foll ows:

* Transport session (typically, the |IP address of the CPNP client,
the client’s port nunber, the I P address of the CPNP server, and
the CPNP server’s port nunber).

* Increnented sequence nunber (Section 11.3).

* Custoner agreement identifier: This is a unique identifier
assigned to the order under negotiation by the CPNP client
(Section 9.1.1). This identifier is also used by the client to
identify the agreement that will result froma successfu
negoti ati on.

* Provider agreement identifier: This is a unique identifier
assigned to the order under negotiation by the CPNP server
(Section 9.1.2). This identifier is also used by the server to
identify the agreement that will result froma successfu
negoti ati on.

* Transaction-1D (Section 8.4).
8.4. CPNP Transactions

A CPNP transaction occurs between a client and a server for
compl eting, nodifying, or withdrawing a service agreenent, and



comprises all CPNP nessages exchanged between the client and the
server, fromthe first request sent by the client to the fina
response sent by the server. A CPNP transaction is bound to a CPNP
session (Section 8.3).

Because nultiple CPNP transactions can be maintai ned by the CPNP
client, the client nust assign an identifier to uniquely identify a
given transaction. This identifier is the Transaction-ID.

The Transaction-I1D nust be randomy assigned by the CPNP client,
according to the best current practice for generating random nunbers
[ RFC4086] that cannot be guessed easily. The Transaction-1D is used
for validating CPNP responses received by the client.

In the context of a transaction, the client needs to select a
sequence nunber randomy and then needs to assign it to the first
CPNP nmessage to send. This nunber is then incremented for each
request message that is subsequently sent within the ongoi ng CPNP
transaction (see Section 11.3).

8.5. CPNP Tiners

CPNP adopts a sinple retransm ssion procedure that relies on a
retransm ssion tiner represented by RETRANS Tl MER and a maxi mumretry
threshold. The use of RETRANS TIMER and a maximumretry threshol d
are described in Section 11

The response timer (EXPECTED RESPONSE TIME) is set by the client to
denote the time, in seconds, the client will wait to receive a
response fromthe server to a PQO request (see Section 9.1.6). |If
the tinmer expires, the respective PQOis cancelled by the client, and
a CANCEL nessage is generated accordingly.

The expected offer timer (EXPECTED OFFER TIME) is set by the server
to indicate the time by when the CPNP server is expected to nake an

offer to the CPNP client (see Section 9.1.7). |If no offer is
received by then, the CPNP client will consider the order as
rej ected.

An offer expiration timer (VALID TY OFFER TIME) is set by the server
to represent the tinme, in nmnutes, after which an offer made by the
server becones invalid (see Section 9.1.8).

8.6. CPNP Operations

CPNP operations are |isted below. They may be augnented dependi ng on
the nature of sone transactions or because of security considerations
that may necessitate a distinct CPNP client/server authentication
phase before negoti ati on begins.

QUOTATI ON (Section 9.2.1):
This operation is used by the client to initiate a PQO. Upon
recei pt of a QUOTATI ON request, the server may respond with a
PROCESSI NG COFFER, or a FAIL nessage. A QUOTATION-initiated
transaction can be term nated by a FAIL nessage.

PROCESSI NG (Section 9.2.2):
This operation is used to informthe renote party that its nessage
(the order quotation or the offer) was received and it is being
processed. This nessage can al so be issued by the server to
request nmore tine, in which case, the client may reply with an ACK
or FAIL nessage dependi ng on whether extra tine can or cannot be
gr ant ed.

OFFER (Section 9.2.3):
This operation is used by the server to informthe client about an



of fer that can best accommbdate the requirenents indicated in the
previously received QUOTATI ON nessage.

ACCEPT (Section 9.2.4):
This operation is used by the client to confirmthe acceptance of
an offer nade by the server. This nessage inplies a call for
agreenment. An agreenment is reached when an ACK i s subsequently
received fromthe server, which is likely to happen if the nessage
is sent before the offer validity tine expires; the server is
unlikely to reject an offer that it has already made.

DECLI NE (Section 9.2.5):
This operation is used by the client to reject an offer nade by
the server. The ongoing transaction nay not be term nated
i mediately, e.g., the client may issue another order or the
server may issue another offer.

ACK (Section 9.2.6):
This operation is used by the server to acknow edge the receipt of
an ACCEPT or W THDRAW nessage or by the client to confirmthe
server’'s request for a tinme extension (conveyed in a PROCESSI NG
message) in order to process the |ast received quotation order

CANCEL (Section 9.2.7):
This operation is used by the client to cancel (quit) the ongoing
transacti on.

W THDRAW ( Section 9. 2. 8):
This operation is used by the client to withdraw a conpl eted order
(i.e., an agreenent).

UPDATE (Section 9.2.9):
This operation is used by the client to update an existing
agreenent. For exanple, this nethod can be invoked to add a new
VPN site. This nethod will trigger a new negotiation cycle.

FAIL (Section 9.2.10):
This operation is used by the server to indicate that it cannot
acconmodat e the requirenents docunented in the PQO conveyed in the
QUOTATI ON nessage or to informthe client about an error
encount ered when processing the received nessage. In either case,
the message inplies that the server is unable to nmake offers, and,
as a consequence, it term nates the ongoing transaction

This nessage is also used by the client to reject a tine extension
request in a PROCESSI NG nessage received fromthe server. The
message i ncludes a status code that provides expl anatory

i nformation.

The above CPNP prinmitives are service independent. CPNP nessages nmay
transparently carry service-specific objects that are handl ed by the
negotiation logic at either side.

The docurent defines the service objects that are required for
connectivity provisioning negotiation purposes (see Section 8.7).
Addi tional service-specific objects for CPNP nessages to acconmpdat e
al ternative depl oynent schenes or other service provisioning needs
can be defined in the future.

.7. Connectivity Provisioning Documents

CPNP makes use of several flavors of Connectivity Provisioning
Docunents (CPD). These docunents foll ow the sane CPP tenpl ate
described in [ RFC7297].

Request ed CPD:



Refers to the CPD included by a CPNP client in a QUOTATI ON
request.

O fered CPD:
Thi s docunent is included by a CPNP server in an OFFER nessage.
Its information reflects the proposal of the server to accommopdate
all or a subset of the clauses depicted in a Requested CPD. A
validity tine is associated with the offer nade.

Accept ed CPD:
If the client accepts an offer nade by the server, the Ofered CPD
is included in an ACCEPT nessage. This CPDis also included in an
ACK message. Thus, a three-way handshake procedure is foll owed
for successfully conpleting the negotiation

Figure 6 shows a typical CPNP negotiation cycle and the use of the
different types of CPDs.

| <== ===OFFER ( O fered CPD) :::::::::l
| =============PROCESS| NG:::::::::::::>|
| =======ACCEPT (Accept ed CPD) ::::::::>|
| <=======ACK (Accept ed CPD) :::::::::::l

Figure 6: Connectivity Provisioning Documents

A CPD can include paranmeters with fixed val ues, | oosely defined
val ues, or any conbination thereof. A CPDis said to be concrete if
all clauses have fixed val ues.

A typical evolution of a negotiation cycle would start with a

quot ation order with | oosely defined parameters, and then, as offers
are nmade, it would conclude with a concrete CPD for calling for the
agr eenent .

8.8. Child PQCs

If the server detects that network resources from another Network
Provider need to be allocated in order to accomvpdate the
requirenents described in a PQO (e.g., in the context of an inter-
domai n VPN service, additional Provider Edge (PE) router resources
need to be allocated), the server may generate child PQ3>s to request
the appropriate network provisioning operations (see Figure 7). In
such a situation, the server also behaves as a CPNP client. The
server associates the parent order with its child PQ0s. Howthis is
achieved is inplenentation specific (e.g., this can be typically
achi eved by locally adding the reference of the child PQOto the
parent order).

| <====PROCESSI NG===== |
| =====QUOTATI O\I:::::>|
| <====PROCESSI NG=====

| =====PROCESS| NG====>|
| :::::::ACCEPT::::::>|
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Figure 7: Exanple of Child Oders

Note that the server must not activate recursion for an order if the
client includes a negotiation option to restrict the negotiation
scope to the resources of the server’s donmain (Section 9.1.10.3).

If recursion is not explicitly disabled, the server may notify the
client when appropriate (Section 9.2.2). Such notification may
depend on the nature of the service and al so regul atory

consi derati ons.

8.9. Milti-Segnment Service

A conposite service (e.g., connectivity) requested by a Custoner
could inmply multi-segment services (e.g., multi-segnment connectivity
spanni ng an end-to-end scope), in the sense that one single CPNP
request is deconposed into multiple connectivity requests on the
Provider’s side (thereby leading to child orders). The Provider is
in charge of handling the conplexity of splitting the generic
provisioning order in a nmulti-segnent context. Such conplexity is

|l ocal to the Provider.

8.10. Negotiating with Multiple CPNP Servers

A CPNP client may undertake multiple negotiations in parallel with
several servers for various reasons, such as cost optimzation and
fail-safety. These multiple negotiations nmay | ead to one or nany
agreenent s.

The salient point underlining the parallel negotiation scenarios is
that, although the negotiation protocol is strictly between two
parties, this may not be the case of the negotiation logic. The CPNP
client negotiation logic nay need to collectively drive parall el
negoti ati ons, as the negotiation with one server nay affect the
negotiation with other servers; for exanple, it my need to use the
responses fromall servers as an input for determ ning the nessages
(and their content) to subsequently send within the course of each

i ndi vidual negotiation. Therefore, timng is an inportant aspect on
the client’s side. The CPNP client needs to have the ability to
synchroni ze the recei pt of the responses fromthe servers. CPNP
takes into account this requirenment by allowing clients to specify in
the QUOTATI ON nessage the time by which the server needs to respond
(see Section 9.1.6).

8.11. State Managenent

Both the client and the server maintain repositories to store ongoing
orders. How these repositories are maintained is depl oynent

specific. It is out of scope of this docunent to el aborate on such
considerations. Tinestanps are also |logged to track state change
Tracki ng nay be needed for various reasons, including regulatory or
billing ones.

In order to accommodate failures that may lead to the reboot of the
client or the server, the use of permanent storage is recomended,
thereby facilitating state recovery.

8.11.1. On the dient Side

This is the list of the typical states that can be associated with a



given order on the client’s side:

Created: The order has been created. It is not handl ed by the
client until the adm nistrator allows it to be processed.

Awai ti ngProcessing: The admi ni strator has approved the processing of
a created order, but the order has not been handl ed yet.

PQCSent: The order has been sent to the server.

Server Processing: The server has confirmed the recei pt of the order.
O ferReceived: An offer has been received fromthe server.

O ferProcessing: A received offer is being processed by the client.
Accept Sent: The client has confirned the offer to the server.

Conpl eted: The of fer has been acknow edged by the server.

Cancel | ed: The order has failed or was cancell ed.

Sub-states may be defined (e.g., to track failed vs. cancelled
orders), but those are not shown in Figure 8.
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Figure 8 Exanmple of a CPNP Finite State Machine (dient Side)
8.11.2. On the Server Side

The following lists the states on the server’s side that can be
associated with a given order and a correspondi ng offer:

PQORecei ved: The order has been received fromthe client.

Awai ti ngProcessing: The order is being processed by the server. An
action fromthe server admnistrator may be needed

O ferProposed: The request has been successfully handl ed, and an
of fer has been sent to the client.

Processi ngRecei ved: The server has recei ved a PROCESSI NG nmessage for
an offer sent to the client.

Accept Recei ved: The server has received a confirmation for the offer
fromthe client.

Conpl eted: The server has acknow edged the offer (accepted by
client) to the client. Transitioning to this state assunes that
the ACK was received by the client (this can be detected by the
server if it receives a retransnitted ACCEPT nessage fromthe
client).

Cancel l ed: The order cannot be accommodated, or it has been
cancelled by the client. Associated resources nust be released in
the latter case, if previously reserved.

ChildCreated: A child order has been created in cases where
resources from anot her Network Provi der are needed.

Chil dPQCsent: A child order has been sent to the renpte server

Chi | dServerProcessing: A child order is being processed by the
renote server.

Chi | dO f er Recei ved: The renote server has received an offer to a
child order.

ChildO ferProcessing: A received offer to a child order is being
processed.

Chi | dAccept Sent: The child offer (the offer received fromthe renote
server in response to a child order) is confirmed to the renote
server.

Chi | dConpl eted: The accepted child offer has been acknow edged by
the renote server.
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Figure 9: CPNP Finite State Machi ne (Server Side)
CPNP nj ects

This section defines CPNP objects using the Routing Backus-Naur Form
(RBNF) format defined in [ RFC5511]. Pl ease also note the follow ng:

1.

Note 1: The formats of CPNP nessages are provi ded using a
generic format. |Inplenentors can adapt RBNF definitions to
their "favorite" message format. For exanple, JSON [ RFC8259]
or Conci se Binary (bject Representation (CBOR) [RFC7049] can be
used.

Note 2: CPNP nessages cannot be blindly mapped to RESTCONF
messages with the target service being nodelled as
configuration data because such data is supposed to be
mani pul ated by a RESTCONF client only. 1In such a nodel, the
RESTCONF server cannot use a value other than the one set by
the client (e.g., Section 9.2.3) or renove offers fromits own
initiative (e.g., Section 9.1.8). An alternate approach ni ght
be to map CPNP operations into RESTCONF actions (RPC).
Assessing the feasibility of such approach is out of scope.

Attri butes

CUSTOMER _ORDER _| DENTI FI ER

The CUSTOMER_CRDER | DENTI FI ER (Customer Order ldentifier) is an
identifier that is assigned by a client to identify an agreenent.
This identifier nmust be unique to the client.



Rul es for assigning this identifier (including the structure and
semantics) are specific to the client (Custoner). The value of
CUSTOMER ORDER I DENTIFIER i s included in all CPNP nessages.

The client (Custoner) assigns an identifier to an order under

negoti ati on before an agreenent is reached. This identifier will be
used to unanbi guously identify the resulting agreenent at the client
side (Custoner).

The server handl es the CUSTOVER ORDER_|I DENTI FI ER as an opaque val ue.
9.1.2. PROVI DER _ORDER | DENTI FI ER

The PROVI DER_ORDER | DENTI FI ER (Provider Order ldentifier) is an
identifier that is assigned by a server to identify an order. This
identifier nmust be unique to the server

Rul es for assigning this identifier (including the structure and
semantics) are specific to the server (Provider). The

PROVI DER_ORDER I DENTIFIER is included in all CPNP nessages except
QUOTATI ON nessages (because the state is only present at the client
si de).

The server (Provider) assigns an identifier to an order under
negoti ati on before an agreenent is reached. This identifier will be
used to unanbi guously identify the resulting agreenent at the server
side (Provider).
The client handl es the PROVI DER ORDER | DENTI FI ER as an opaque val ue
9.1.3. TRANSACTION_ID
Thi s object conveys the Transaction-1D introduced in Section 8. 4.
9.1.4. SEQUENCE_NUMBER
The sequence nunber is a nunber that is nonotonically incremented in
every new CPNP nessage pertaining to a given CPNP transaction. This
nunber is used to avoid replay attacks.
Refer to Section 11. 3.
9.1.5. NONCE

The NONCE is a random val ue assigned by the CPNP server. Assigning a
uni que NONCE val ue for each order is reconmended.

It is mandatory to then include the NONCE i n subsequent CPNP client
operations on the associated order (including the resulting
agreenent) such as withdrawi ng the order or updating the order

If the NONCE validation checks fail, the server rejects the request
with a FAIL message that includes the appropriate failure reason
code.

9.1.6. EXPECTED_RESPONSE_TI ME

This attribute indicates the time by when the CPNP client is
expecting to receive a response fromthe CPNP server to a given PQO
If no offer is received by then, the CPNP client will consider the
quot ation order to be rejected.

The EXPECTED RESPONSE TIME follows the date format specified in
[ RFC3339] .



9.1.7. EXPECTED_OFFER_TI ME

This attribute indicates the tinme by when the CPNP server is
expecting to nmake an offer to the CPNP client. |If no offer is
received by then, the CPNP client will consider the order rejected.

The CPNP server may propose an expected offer tine that does not

mat ch the expected response tine indicated in the quotation order
message. The CPNP client can accept or reject the proposed expected
time by when the CPNP server will make an offer.

The CPNP server can always request extra tine for its processing, but
this may be accepted or rejected by the CPNP client.

The EXPECTED OFFER TIME follows the date format specified in
[ RFC3339] .

9.1.8. VALID TY_OFFER_TI ME

This attribute indicates the tine of validity of an offer nade by the
CPNP server. |f the offer is not accepted before this tinme expires,

the CPNP server will consider the CPNP client as having rejected the
offer; the CPNP server will silently renove this order fromits base.

The VALIDI TY_COFFER TIME fol |l ows date format specified in [ RFC3339].
9.1.9. SERVI CE_DESCRI PTI ON

Thi s docunent defines a machinery to negotiate any aspect subject to
negoti ation. Service clauses that are under negotiation are conveyed
using this attribute.

The structure of the connectivity provisioning clauses is provided in
the follow ng subsection.

9.1.9.1. CPD
The RBNF format of the CPD is shown in Figure 10.

<CPD> ::= <Connectivity Provisioning Conponent> ...
<Connectivity Provisioning Conponent> ::=
<CONNECTI VI TY_PROVI SI ONI NG_PROFI LE> . ..
<CONNECTI VI TY_PROVI SI ONI NG_PRCFI LE> :: =
<Cust ormer Nodes Map>
<SCOPE>
<@QS Cuar ant ees>
<Avail ability>
<CAPACI TY>
<Traffic Isol ation>
<Conformance Traffic>
<Fl ow I dentification>
<Overal |l Traffic Guarantees>
<Rout i ng and Forwardi ng>
<Activation Means>
<l nvocati on Means>
<Noti fications>
<Custormer Nodes Map> ::= <Custoner Node> ...
<Cust ormer Node> ::= <I|DENTI FI ER>
<LI NK_I DENTI FI ER>
<LOCALI ZATI ON>

Figure 10: The RBNF format of the CPD
9.1.10. CPNP Information El enments

An Information Element (I E) is an optional object that can be



included in a CPNP nessage.
9.1.10.1. Custoner Description

The client may include administrative information such as the
fol | owi ng:

*  Name
* Contact Information
The format of this Infornmation Elenment is as foll ows:
<Custoner Description> ::= [<NAVE>] [<Contact |nformation>]
<Contact Information> ::= [<EMAIL_ADDRESS>] [ <POSTAL_ADDRESS>]
[ <TELEPHONE_NUMBER> . . . ]
9.1.10.2. Provider Description

The server may include adnmnistrative information in an offer such as
the foll ow ng:

*  Nane

* AS Number [ RFC6793]

* Contact Information

The format of this Information Elenent is as follows:

<Provi der Description> ::= [<NAMVE>] [ <Contact | nformation>]
[ <AS_NUMBER>]

9.1.10.3. Negotiation Options

The client may include sone negotiation options such as the
fol | owi ng:

Setup purpose: A client may request the setup of a service (e.qg.,
connectivity) only for testing purposes during a |linited period.
The order can be extended to becone permanent if the client was
satisfied during the test period. This operation is achieved
usi ng the UPDATE net hod.

Activation type: A client may request a permanent or schedul ed
activation type. |If no activation type clause is included during
the negotiation, this means that the order will be imediately
activated right after the negotiation ends.

The format of this Information Elenent is as follows:

<Negotiation Options> ::= [ <PURPCSE>]

9.2. (peration Messages

This section defines the RBNF format of CPNP operation nessages. The
foll owi ng operation codes are used:

[ ool oo sy oo e
| Code | Operation Message | Reference |
[ gl St e, e sl
| 1 | QUOTATI ON | Section 9.2.1 |
+------ I i I I R I I T +
| 2 | PROCESSI NG | Section 9.2.2 |
+------ I I I R S I A ] +

| 3 | OFFER | Section 9.2.3 |



| 4 | ACCEPT | Section 9.2.4 |
Foommo- Fom e Fom e +
| 5 | DECLI NE | Section 9.2.5 |
ommmo - Fom e S +
| 6 | ACK | Section 9.2.6 |
R o e e e o o e +
| 7 | CANCEL | Section 9.2.7 |
Foommo- Fom e Fom e +
| 8 | W THDRAW | Section 9.2.8 |
ommmo - Fom e S +
| 9 | UPDATE | Section 9.2.9 |
R o e e e o o e +
| 10 | FAIL | Section 9.2.10 |
Foommo- Fom e Fom e +
| 11 | ACTI VATE | Section 9.2.11 |
ommmo - Fom e S +

Table 1: CPNP Operation Message Codes

These codes are used to unanbi guously identify a CPNP operation; the
operation code is conveyed in the METHOD CODE attribute nentioned in
the follow ng subsections.

In the followi ng, VERSION refers to the CPNP version nunber. This
attribute nmust be set to 1.

9.2.1. QUOTATI ON
The format of the QUOTATI ON nmessage i s shown bel ow

<QUOTATI ON Message> ::= <VERS| ON>
<METHOD_CODE>
<SEQUENCE_NUMBER>
<TRANSACTI ON_| D>
<CUSTOMER _ORDER_| DENTI FI ER>
[ <EXPECTED RESPONSE_TI ME>]
<REQUESTED_CPD>
[ <I NFORVATI ON_ELEMENT>. . . ]

A QUOTATI ON nmessage mnust include an order identifier that is
generated by the client (CUSTOVER CORDER | DENTI FI ER). Because several
orders can be issued to several servers, the QUOTATI ON nessage nust
al so include a Transaction-ID.

The nessage may include an EXPECTED RESPONSE Tl ME, which indicates by
when the client expects to receive an offer fromthe server. The
QUOTATI ON nessage mnust al so include a requested service description
(that is, a Requested CPD for connectivity services).

The nessage may include ACTI VATI ON TYPE to request a pernanent or
schedul ed activation type (e.g., using the ACTIVATE net hod defined in
Section 9.2.11). If no such clause is included, the default node is
to assunme that the order will be active once the accepted activation
means are successfully invoked (e.g., Section 3.11 of [RFC7297]).

When the client sends the QUOTATI ON nessage to the server, the state
of the order changes to "PQ0Sent" at the client side.

9.2.2. PROCESSI NG
The format of the PROCESSI NG nessage i s shown bel ow
<PRCCESSI NG Message> ::= <VERS|I O\>

<METHOD_CODE>
<SEQUENCE_NUMBER>



<TRANSACTI ON_| D>
<CUSTOMER_ORDER_| DENTI FI ER>
<PROVI DER_ORDER_| DENTI FI ER>
[ <EXPECTED OFFER TI ME>]

[ <PROCESSI NG_SUBCCDE>]

Upon recei pt of a QUOTATI ON nessage, the server proceeds with the
parsing rules (see Section 10). |If no error is encountered, the
server generates a PROCESSI NG response to the client to indicate the
PQO has been received and it is being processed. The server nust
generate an order identifier that identifies the order in its |ocal
order repository. The server nust copy the content of the

CUSTOVER _ORDER_|I DENTI FI ER and TRANSACTION I D fields as conveyed in
the QUOTATI ON nessage. The server may include an EXPECTED OFFER TI ME
by when it expects to make an offer to the client.

Upon recei pt of a PROCESSI NG nessage, the client verifies whether it
has i ssued a PQO that contains the CUSTOVER ORDER | DENTI FI ER and
TRANSACTION ID to that server. |If no such PQOis found, the

PROCESSI NG nmessage nust be silently ignored. [If a PQDOis found, the
client may check whether it accepts the EXPECTED OFFER TI Mg, and then
it changes to state of the order to "ServerProcessing".

If the server requires nore time to process the quotation order, it
may send a PROCESSI NG nessage that includes a new

EXPECTED OFFER TIME. The client can answer with an ACK nessage if

nmore tine is granted (Figure 11) or with a FAIL nessage if the tine
extension request is rejected (Figure 12).

The server may provide nmore details in the PROCESSI NG SUBCODE
attribute about the reason for requesting nore time to process the
request. The follow ng codes are defined:

[ oo s )
| Subcode | Description |
ettty el
| 1 | Upgrade of |ocal resources |
+---- - - - e i +
| 2 | Request external resources |
R I T +

Hommm - + Hommm - +
| dient| | Server |
Fommm- + Fommm- +
| =======QUOTATI ON( Request ed CPD) =====>|
|<::::::::PROCESS|thtingl):::::::::::
| <========PROCESSI NG Mor eTi ne) ::::::::l
| ::::::::::::ACK( Ti meG ant ed) ::::::::>|
| <:::::::::O:FER( Ofered CPD) :::::::::l
|:::::::::::::PROCESS|NG;::::::::::::>
|:::::::::ACCEPT(ACCEDtEd CPD):::::::>
|<:::::::::ACK(Accepted CPD)::::::::::

| =======QUOTATI ON( Request ed CPD) =====>|
|<::::::::PROCES§Imxtinﬁl)::::::::::q



| <========PRQOCESSI Nq Nor eTi I'TE) ::::::::l
| =====FAl L(More Ti me Rej ect ed) =======>|

Fi gure 12: Request Mre Negotiation Tinme: Rejected
9.2.3. OFFER
The format of the OFFER nessage is shown bel ow

<CFFER Message> ::= <VERSI O\>
<METHCD_CODE>
<SEQUENCE_NUVBER>
<TRANSACTI ON_| D>
<CUSTOMER_ORDER_| DENTI FI ER>
<PROVI DER_ORDER_| DENTI FI ER>
<NONCE>
<VALI DI TY_CFFER_TI ME>
<OFFERED_CPD>
[ <I NFORVATI ON_ELEMENT>. . . ]

The server answers a QUOTATI ON request received fromthe client with
an OFFER nessage. The offer will be considered to be rejected by the
client if no confirmation (i.e., an ACCEPT nessage sent by the
client) is received by the server before the expiration of the
validity tine.

The server may include ACTI VATION TYPE to indicate whether the offer
i s about a permanent or schedul ed activation type. The nessage nay
i ncl ude ACTI VATI ON_SCHEDULE to indicate when the order is to be
activated. If no such clause is included, the default node is to
assune that the order will be active once the accepted activation
means are successfully invoked (e.g., Section 3.11 of [RFC7297] or
Section 9.2.11).

9.2.4. ACCEPT
The format of the ACCEPT nmessage i s shown bel ow

<ACCEPT Message> ::= <VERS|I ON>
<METHOD_CCDE>
<SEQUENCE_NUMBER>
<TRANSACTI ON_I| D>
<CUSTOMVER_ORDER | DENTI FI ER>
<PROVI DER_ORDER | DENTI FI ER>
<NONCE>
<ACCEPTED_CPD>
[ <I NFORVATI ON_ELEMENT>. . . ]

This nmessage is used by a client to confirmthe acceptance of an
offer received froma server. The fields of this nessage nust be
copied fromthe recei ved OFFER nessage. This nessage should not be
sent after the validity tinme of the offer expires, as indicated by
the server (Section 9.2.3).

9.2.5. DECLINE
The format of the DECLI NE nessage i s shown bel ow

<DECLI NE Message> ::= <VERSI ON\>
<METHCD_CCDE>
<SEQUENCE_NUVBER>
<TRANSACTI ON_I D>
<CUSTOMER_ORDER_| DENTI FI ER>
<PROVI DER_ORDER | DENTI FI ER>
<NONCE>
[ <REASON>. . . ]
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The client may i ssue a DECLI NE nessage to reject an offer.
CUSTOMER_ORDER_| DENTI FI ER, PROVI DER_ORDER | DENTI FI ER, TRANSACTI ON_I D,
and NONCE are used by the server as keys to find the correspondi ng
order. |If an order matches, the server changes the state of this
order to "Cancelled" and then returns an ACK with a copy of the
Requested CPD to the requesting client.

A DECLI NE nessage may include an Information El enent to indicate the
reason for declining an offer. The follow ng codes are defined:

| Code | Description |
 Etttttel e,
| 1 | Unacceptable gap between the request and the offer |
S T +
| 2 | Conflict with another offer from another server |
Fom e e - - o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| 3 | Activation type m smatch |
+o-m - - o +

Tabl e 3: DECLI NE Message Codes

If no order is found, the server returns a FAIL nmessage to the

requesting client. In order to prevent DDoS (Distributed Denial of
Service) attacks, the server should restrict the nunber of FAIL
nmessages sent to a requesting client. It may also rate-linmt FAIL
nmessages.

A flow exanple is shown in Figure 13.

Figure 13: DECLINE Fl ow Exampl e

6. ACK
The format of the ACK nessage is shown bel ow

<ACK Message> ::= <VERS|I O\N>
<METHCD_CCDE>
<SEQUENCE_NUVMBER>
<TRANSACTI ON_I| D>
<CUSTOVER_ORDER_| DENTI FI ER>
<PROVI DER_CRDER | DENTI FI ER>
[ <EXPECTED_RESPONSE_TI ME>]
[ <CPD>]
[ <I NFORVATI ON_ELEMENT>. . . ]

This nmessage is issued by the server to close a CPNP transaction or
by a client to grant nmore negotiation time to the server.

This nessage is sent by the server as a response to an ACCEPT,

W THDRAW DECLI NE, or CANCEL nessage. |In this case, the ACK nessage
must include the copy of the service description (i.e., CPD for
connectivity services) as stored by the server. |In particular, the
foll owi ng considerations are taken into account for connectivity



provi si oni ng services:

* A copy of the Requested/ O fered CPD is included by the server if
it successfully handl ed a CANCEL nessage.

* A copy of the Updated CPD is included by the server if it
successful ly handl ed an UPDATE message.

* A copy of the Ofered CPDis included by the server if it
successful ly handl ed an ACCEPT nessage in the context of a
QUOTATI ON transaction (refer to "Accepted CPD' in Section 8.7).

* An Empty CPDis included by the server if it successfully handl ed
a DECLI NE or W THDRAW nessage.

A client may issue an ACK nessage as a response to a tine extension
request (conveyed in PROCESSI NG received fromthe server. |n such
case, the ACK nessage nust include an EXPECTED RESPONSE TIME that is
likely to be set to the time extension requested by the server.

9.2.7. CANCEL
The format of the CANCEL nessage i s shown bel ow

<CANCEL Message> ::= <VERS|I ON>
<METHCD_CCDE>
<SEQUENCE_NUVBER>
<TRANSACTI ON_I| D>
<CUSTOVER_ORDER_| DENTI FI ER>
[ <CPD>]

The client can issue a CANCEL nessage at any stage during the CPNP
negoti ati on process before an agreenent is reached. The

CUSTOVER _ORDER_| DENTI FI ER and TRANSACTION_I D are used by the server
as keys to find the corresponding order. |f a quotation order

mat ches, the server changes the state of this quotation order to
"Cancel | ed" and then returns an ACK with a copy of the Requested CPD
to the requesting client.

If no quotation order is found, the server returns a FAIL nessage to
the requesting client.

9.2.8. W THDRAW
The format of the W THDRAW nessage i s shown bel ow

<W THDRAW Message> :: = <VERSI O\N>
<METHOD_CODE>
<SEQUENCE_NUVBER>
<TRANSACTI ON_I| B>
<CUSTOMER_CRDER | DENTI FI ER>
<PROVI DER_ORDER_| DENTI FI ER>
<NONCE>
[ <ACCEPTED_CPD>]
[ <I NFORVATI ON_ELEMENT>. . . ]

This nessage is used to withdraw an of fer already accepted by the
Customer. Figure 14 shows a typical usage of this nessage.




Figure 14: W THDRAW Fl ow Exanpl e
The W THDRAW nessage nust include the same CUSTOVER ORDER_| DENTI FI ER
PROVI DER_ORDER | DENTI FI ER, and NONCE as those used when creating the
or der.

Upon recei pt of a WTHDRAW nessage, the server checks whet her an

order matching the request is found. |If an order is found, the state
of the order is changed to "Cancelled", and an ACK message i ncl uding
an Enpty CPD is returned to the requesting client. |If no order is

found, the server returns a FAIL nmessage to the requesting client.
9.2.9. UPDATE
The format of the UPDATE nessage i s shown bel ow

<UPDATE Message> ::= <VERSI O\>
<METHCD_CCDE>
<SEQUENCE_NUVBER>
<TRANSACTI ON_I| D>
<CUSTOVER_ORDER_| DENTI FI ER>
<PROVI DER_ORDER_| DENTI FI ER>
<NONCE>
<EXPECTED_RESPONSE_TI M=>
<REQUESTED_CPD>
[ <I NFORVATI ON_ELEMENT>. . . ]

This message is sent by the CPNP client to update an exi sting service
agreenment (e.g., Accepted CPD). The UPDATE message must include the
same CUSTOVER_ORDER | DENTI FI ER, PROVI DER_CORDER | DENTI FI ER, and NONCE
as those used when creating the order. The CPNP client includes a
new servi ce description (e.g., Updated CPD) that integrates the
requested nodifications. A new Transaction_ID nust be assigned by
the client.

Upon recei pt of an UPDATE nessage, the server checks whether an
order, having state "Conpl eted", matches CUSTOMER ORDER | DENTI FI ER
PROVI DER_ORDER_| DENTI FI ER, and NONCE

* |If no order is found, the CPNP server generates a FAIL error with
the appropriate error code (Section 9.2.10).

* |f an order is found, the server checks whether it can honor the
request:

- A FAL nessage is sent to the client if the server cannot honor
the request. The client may initiate a new PQO negoti ati on
cycle (that is, send a new UPDATE nessage)

- An OFFER nessage including the updated clauses (e.g., Updated
CPD) is sent to the client. For exanple, the server nmintains
an order for provisioning a VPN service that connects sites A
B, and C. If the client sends an UPDATE nessage to renove site
C, only sites A and Bwll be included in the OFFER sent by the
server to the requesting client.

Note that the cycle that is triggered by an UPDATE nessage is
al so considered to be a negotiation cycle.

A flow chart that illustrates the use of UPDATE operation is shown in
Fi gure 15.



| <============PROCESSI NG::::::::::::::l
| <:::::::::O:FER( wdat ed CPD) :::::::::l
| =============PRQOCESSI NG:::::::::::::>|
| ::::::::::ACCEPT( l_pdat ed CPD) :::::::>|
| <::::::::::ACK( Wdat ed CPD) ::::::::::l

Fi gure 15: UPDATE Fl ow Exanpl e

9.2.10. FAL

The format of the FAIL message is shown bel ow

<FAI L Message> ::= <VERSI O\>

<METHOD_CODE>
<SEQUENCE_NUMBER>

<TRANSACTI ON_| D>

<CUSTOMER _ORDER_| DENTI FI ER>
<PROVI DER_ORDER_| DENTI FI ER>
<STATUS_CODE>

This nmessage is sent in the foll owi ng cases:

* The server cannot honor an order received fromthe client (i.e.,

received in a QUOTATI ON or

UPDATE request).

* The server encounters an error when processing a CPNP request

received fromthe client.

* The client cannot grant nore tine to the server. This is a
response to a tine extension request carried in a PROCESSI NG

message

The status code indicates the error code. The follow ng codes are

support ed:

[ gttty e p—p—p—p—(—(—(—————
| Status | Error Code

| Code |
+::::::::+::::::::::::::::::
| 1 | Message

| | Validation Error
S SRR o e e e e oo oo
| 2 | Authentication

| | Required
Fommmaa - I
| 3 | Authorization

| | Failed

S SRR o e e e e oo oo
| 4 | Administratively
| | prohibited
Fommmaa - Fememeeeeeeaaaaaa
| 5 | Qut of Resources
I I

I I

S I
| 6 | Network Presence
| | Error

I I

Fomm oo o e e e e oo oo
| 7 | More Time

| | Rejected

I I

Fommmaa - IR
| 8 | Unsupported

e p—p—_——————————————————————
Description |
I
s
The nessage cannot be vali dated |
(see Section 10). |
_____________________________________ +
The request cannot be handl ed |
because authentication is required.
..................................... +
The request cannot be handl ed |
because aut horization fail ed. |
_____________________________________ +
The request cannot be handl ed |
because of admninistrative policies.
..................................... +
The request cannot be honored |
because resources (e.g., capacity) |
are insufficient. |
_____________________________________ +
The request cannot be honored |
because there is no network |
presence. |
_____________________________________ +
The request to extend the tinme for
negotiation is rejected by the |
client. |
..................................... +

The request cannot be handl ed |



| | Activation Type | because the requested activation |
| | | type is not supported. |

Table 4: FAIL Message Error Codes

9.2.11. ACTI VATE

10.

10.

The format of the ACTI VATE nessage i s shown bel ow

<ACTI VATE Message> ::= <VERSI O\>
<METHOD_CCDE>
<SEQUENCE_NUVMBER>
<TRANSACTI ON_I| B>
<CUSTOMER_CRDER | DENTI FI ER>
<PROVI DER_ORDER_| DENTI FI ER>
<NONCE>
<ACTI VATI ON_SCHEDULE>
[ <I NFORVATI ON_ELEMENT>. . . ]

This nessage is sent by the CPNP client to request the activation of
an existing service agreenent. The nessage nust include the sane
CUSTOMVER _ORDER_| DENTI FI ER, PROVI DER_ORDER | DENTI FI ER, and NONCE as
those used when creating the order. The CPNP client nmay include a
schedul e target for activating this order. A new Transaction_ID nust
be assigned by the client.

Upon recei pt of an ACTI VATE nessage, the server checks whether an
order, having state "Conpl eted", matches CUSTOVER_ORDER | DENTI FI ER
PROVI DER_ORDER | DENTI FI ER, and NONCE

* |f no conpleted order is found, the CPNP server generates a FAIL
error with the appropriate error code (Section 9.2.10).

* |f an order is found, the server checks whether it can honor the
request:

- A FAL nessage is sent to the client if the server cannot honor
the request (e.g., out of resources or explicit activation
wasn’t negotiated with this client).

- An ACK is sent to the client to confirmthat the i medi ate
activation (or deactivation) of the order or its successful
scheduling if a non-null ACTIVATI ON SCHEDULE was included in
the request. Note that setting ACTIVATION SCHEDULE to 0 in an
ACTI VATE request has a special neaning: it is used to request a
deactivation of an accepted order

Figure 16 illustrates the use of the ACTI VATE operation

Fi gure 16: ACTI VATE Fl ow Exanpl e
CPNP Message Val i dati on

Both the client and the server proceed with CPNP nessage validation
The foll owi ng tables summari ze the validation checks to be foll owed.

1. On the Cdient Side
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ACK
( QUOTATI ON

Transaction)

ACK ( UPDATE
Transacti on)

ACK
(W THDRAW
Transaction)

{Source | P address, source port nunber,
destination |IP address, destination port nunber,
Transaction-1D, Customer Order ldentifier} nust
match an existing PQO with a state set to
"PQOsent". The sequence nunber carried in the
packet nust be | arger than the sequence nunber
mai ntai ned by the client.

{Source | P address, source port nunber
destination |IP address, destination port nunber,
Transaction-1D, Custormer Order ldentifier} nust
mat ch an existing order with state set to
"PQOsent", or {Source |IP address, source port
nunber, destination |IP address, destination port
nunber, Transaction-ID, Customer Order
Identifier, Provider Oder ldentifier} nust

mat ch an existing order with a state set to
"Server Processing". The sequence nunber carried
in the packet nmust be larger than the sequence
nunmber maintained by the client.

{Source | P address, source port nunber
destination |IP address, destination port nunber,
Transaction-1D, Customer Order ldentifier,
Provider Order Identifier, Offered Connectivity
Provi si oni ng Docurment} nust match an order with
a state set to "AcceptSent". The sequence
nunber carried in the packet nmust be larger than
t he sequence nunber nmintained by the client.

{Source | P address, source port nunber,
destination |IP address, destination port nunber,
Transaction-1D, Customer Order ldentifier,
Provider Order Identifier, Updated Connectivity
Provi si oni ng Docunent} nust match an order with
a state set to "AcceptSent". The sequence
nunber carried in the packet nust be |arger than
t he sequence nunber maintained by the client.

{Source I P address, source port nunber
destination |IP address, destination port nunber,
Transaction-1D, Customer Order ldentifier,
Provider Order Identifier, Enpty Connectivity
Provi si oni ng Docurment} nust match an order with
a state set to "Cancelled". The sequence number
carried in the packet nust be l|arger than the
sequence nunber maintained by the client.

Table 5: dient Side Validation Checks

2. On the Server Side

| PROCESSI NG |
I I

The source | P address passes existing access |
filters (if any). The sequence nunber carried |
in the packet nust not be |ower than the |
sequence nunber maintained by the server. |

The sequence nunber carried in the packet rmnust |
be greater than the sequence number maintai ned
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by the server.

{Source | P address, source port nunber,
destination |IP address, destination port nunber,
Transaction-1D, Customer Order ldentifier} nust
mat ch an order with state set to "PQORecei ved"
or "OferProposed” or "ProcessingRecei ved" or
"Accept Recei ved". The sequence nunber carried
in the packet nust be greater than the sequence
nunmber maintained by the server.

{Source | P address, source port nunber,
destination |IP address, destination port nunber,
Transaction-1D, Custonmer Order ldentifier,
Provider Order Identifier, Nonce, Ofered
Connectivity Provisioning Docunent} mnust nmatch
an order with state set to "O ferProposed” or
"Processi ngRecei ved". The sequence nunber
carried in the packet nust be greater than the
sequence nunber nmaintained by the server.

{Source | P address, source port nunber,
destination |IP address, destination port nunber,
Transaction-1D, Customer Order ldentifier,
Provider Order ldentifier} must match an order
with state set to "AwaitingProcessing" and for
which a request to grant nore tine to process an
of fer was requested. The sequence numnber
carried in the packet nust be greater than the
sequence nunber maintained by the server.

{Source | P address, source port nunber,
destination |IP address, destination port nunber,
Transaction-1D, Customer Order ldentifier,
Provider Order Identifier, Nonce} nust natch an
order with state set to "Ofer Proposed" or
"Processi ngRecei ved". The sequence nunber
carried in the packet nust be greater than the
sequence nunber maintained by the server.

The source | P address passes existing access
filters (if any), and {Customer Order
Ildentifier, Provider Order ldentifier, Nonce}
must match an existing order with state

" Conpl et ed".

The source | P address passes existing access
filters (if any), and {Customer Order
Ildentifier, Provider Order ldentifier, Nonce}
must match an existing order with state

" Conpl et ed".

The source | P address passes existing access
filters (if any), and {Customer Order
Ildentifier, Provider Order ldentifier, Nonce}
must match an existing order with a state of
"Conpl eted" and its activation procedure set to
explicit.

Tabl e 6: Server Side Validation Checks

Theory of Qperation

Both the CPNP client and server proceed with nessage validation
checks as specified in Section 10.
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1. dient Behavior
1.1. Oder Negotiation Cycle

To place a PQD, the client first initiates a |local quotation order
object identified by a unique identifier assigned by the client
(Cdient Oder ldentifier). The state of the quotation order is set
to "Created". The client then generates a QUOTATI ON request that

i ncludes the assigned identifier, possibly an expected response tine,
a Transaction-I1D, and a requested service (e.g., Requested CPD). The
client may include additional Information El enents such as Custoner
Description or Negotiation Options.

The client may be configured to not enforce negotiation checks on
EXPECTED _OFFER TI ME; if so, the client should either not include the
EXPECTED_RESPONSE_TIME attribute in the PQO or it should set the
attribute to infinite.

Once the request is sent to the server, the state of the request is
set to "PQCSent", and if a response tine is included in the quotation
order, atiner is set to the expiration tinme as included in the
QUOTATI ON request. The client also nmaintains a copy of the CPNP
session entry details used to generate the QUOTATI ON request. The
CPNP client nust |listen on the sane port nunber that it used to send
t he QUOTATI ON request.

If no answer is received fromthe server before the retransm ssion
timer expires (i.e., RETRANS_TIMER, Section 8.5), the client
retransmts the nmessage until maximumretry is reached (e.g., three
times). The same sequence nunber is used for retransmtted packets.

If a FAIL nessage is received, the client nmay decide to i ssue anot her
(corrected) request towards the same server, cancel the |ocal order
or contact another server. The behavior of the client depends on the
error code returned by the server in the FAIL nmessage.

I f a PROCESSI NG nessage matching the CPNP session entry (Section 8.3)
is received, the client updates the CPNP session entry with the

PROVI DER_ORDER | DENTI FI ER information. |If the client does not accept
the expected offer tine that nay have been indicated in the
PROCESSI NG nmessage, the client nay decide to cancel the quotation
order. If the client accepts the EXPECTED OFFER TIME, it changes the
state of the order to "ServerProcessing" and sets a tinmer to the

val ue of EXPECTED OFFER TIME. |If no offer is nade before the tiner
expires, the client changes the state of the order to "Cancell ed"

As a response to a tine extension request (conveyed in a PROCESSI NG
message that included a new EXPECTED OFFER TI ME), the client may
either grant this extension by issuing an ACK nessage or reject the
time extension by issuing a FAIL nessage with a status code set to
"More Tinme Rejected".

If an OFFER nmessage matching the CPNP session entry is received, the
client checks if a PROCESSI NG nessage having the sane

PROVI DER_ORDER | DENTI FI ER has been received fromthe server. |If a
PROCESSI NG nessage was al ready received for the same order, but the
PROVI DER_ORDER | DENTI FI ER does not match the identifier included in
the OFFER nmessage, the client silently ignores the message. If a
PROCESSI NG nmessage with the same PROVI DER_ORDER | DENTI FI ER was

al ready received and matches the CPNP transaction identifier, the
client changes the state of the order to "OferReceived' and sets a
timer to the value of VALID TY OFFER TIME indicated in the OFFER
message

If an offer is received fromthe server (i.e., as docunented in an
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OFFER nessage), the client may accept or reject the offer. The
client accepts the offer by generating an ACCEPT nessage that
confirnms that the client agrees to subscribe to the offer docunented
in the OFFER nmessage; the state of the order is passed to

"Accept Sent". The transaction is ternminated if an ACK nmessage is
received fromthe server. |If no ACKis received fromthe server, the
client proceeds with the retransm ssion of the ACCEPT message unti
the maximumretry is reached (Section 11.4).

The client may al so decide to reject the offer by sending a DECLI NE
message. The state of the order is set by the client to "Cancell ed"
If an offer is not acceptable to the client, the client may decide to
contact a new server or submt another order to the same server.
Guidelines to issue an updated order or termnate the negotiation are
specific to the client.

An order can be activated (or deactivated) using the ACTI VATE nessage
or other accepted activation means (Section 3.11 of [RFC7297]).

1.2. Oder Wthdrawal Cycle

A client may withdraw a conpleted order. This is achieved by issuing
a W THDRAW nmessage. This nessage nust include the Custonmer O der
Identifier, Provider Order ldentifier, and Nonce returned during the
order negotiation cycle, as specified in Section 11.1.1

If no ACK is received fromthe server, the client proceeds with the

retransm ssion of the nessage. |If no ACKis received after the
maxi mumretry is exhausted, the client should | og the information and
must send an alarmto the adnministrator. |If there is no specific

instruction fromthe admnistrator, the client should schedul e

anot her Wthdrawal cycle. The client nust not retry this Wthdrawa
cycle nore frequently than every 300 seconds and must not retry nore
frequently than every 60 seconds.

1.3. Oder Update Cycle

A client may update a conpleted order. This is achieved by issuing
an UPDATE nessage. This nmessage mnust include the Custoner O der
Identifier, Provider Order ldentifier, and Nonce returned during the
order negotiation cycle specified in Section 11.1.1. The client nust
include in the UPDATE nmessage an Updated CPD with the requested
changes.

The subsequent nessage exchange is simlar to what is docunented in
Section 11.1.1.

2. Server Behavior
2.1. Oder Processing

Upon recei pt of a QUOTATI ON nessage froma client, the server sets a
CPNP session, stores the Transaction-1D, and generates a Provider
Order ldentifier. Once prelimnary validation checks are conpl eted
(Section 10), the server may return a PROCESSI NG nessage to inform
the client that the quotation order is received and it is under
processing; the server may include an expected offer tine to notify
the client by when an offer will be proposed. An order with state
"Awai ti ngProcessing" is created by the server. The server runs its
deci si on- nmaki ng process to decide which offer it can nake to honor
the received order. The offer should be nmade before the expected
offer tinme expires.

If the server cannot nake an offer, it sends backs a FAI L nessage
with the appropriate error code (Section 9.2.10).
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If the server requires nore negotiation tine, it nust send a
PROCESSI NG nmessage with a new EXPECTED OFFER TIME. The client may
grant this extension by issuing an ACK nessage or reject the tine
extension by issuing a FAIL nessage with the status code set to "Mre
Tine Rejected". |If the client doesn't grant nore tinme, the server
must answer before the initial expected offer time;, otherw se, the
client will decline the quotation order

If the server can honor the request, or if it can nake an offer that
meets only some of the requirenents, it creates an OFFER nessage

The server must indicate the Transaction-ID, the Custoner O der
Identifier as indicated in the QUOTATI ON nmessage, and the Provider
Order ldentifier generated for this order. The server mnust al so

i nclude the Nonce and the offered service docunent (e.g., Ofered
CPD). The server includes an offer validity time as well. Once sent
to the client, the server changes the state of the order to
"OfferProposed", and a tinmer set to the validity tinme is initiated.

If the server determ nes that additional network resources from

anot her Network Provider are needed to acconmpdate a quotation order,
it will create child PQO(s) and will behave as a CPNP client to
negotiate child PQO(s) with possible partnering Providers (see

Fi gure 7).

I f no PROCESSI NG ACCEPT, or DECLINE message is received before the
expiry of the RETRANS Tl MER, the server resends the sane offer to the
client. This procedure is repeated until maximumretry is reached.

If an ACCEPT message is received before the offered validity tine
expires, the server proceeds with validation checks as specified in
Section 10. The state of the corresponding order is passed to
"Accept Recei ved". The server sends back an ACK nessage to termnate
the order processing cycle.

If a CANCEL or a DECLINE nmessage is received, the server proceeds
with the cancellation of the order. The state of the order is then
passed to "Cancel | ed".

2.2. Oder Wthdrawal

A client may withdraw a conpl eted order by issuing a W THDRAW
message. Upon recei pt of a WTHDRAW nessage, the server proceeds
with the validation checks, as specified in Section 10:

* |f the checks fail, a FAIL nessage is sent back to the client with
the appropriate error code (e.g., 1 (Message Validation Error), 2
(Aut hentication Required), or 3 (Authorization Failed)).

* |f the checks succeed, the server clears the clauses of the CPD,
changes the state of the order to "Cancelled", and sends back an
ACK nessage with an Enpty CPD.

2.3. Oder Update

A client may update an order by issuing an UPDATE nessage. Upon
recei pt of an UPDATE nessage, the server proceeds with the validation
checks as specified in Section 10:

* |f the checks fail, a FAIL nmessage is sent back to the client with
the appropriate error code (e.g., 1 (Message Validation Error), 2
(Aut hentication Required), 3 (Authorization Failed), or 6 (Network
Presence Error))

* The exchange of subsequent nessages is simlar to what is
specified in Section 11.1.1. The server should generate a new
Nonce value to be included in the offer nade to the client.
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3. Sequence Nunbers

I n each transaction, sequence nunbers are used to protect the
transacti on agai nst replay attacks. Each comunicating partner of
the transacti on nmaintains two sequence nunbers, one for incom ng
packets and one for outgoing packets. Wen a partner receives a
message, it will check whether the sequence nunber in the nessage is
| arger than the incom ng sequence nunber naintained locally. If not,
the nmessage will be discarded. |If the nessage is proved to be
legitimate, the value of the incom ng sequence nunber naintained
locally will be replaced by the value of the sequence nunber in the
message. When a partner sends out a nessage, it will insert the

val ue of the outgoing sequence nunber into the nessage and i ncrease
t he out goi ng sequence nunber naintained locally by 1.

4. Message Retransmni ssion

If a transaction partner sends out a nessage and does not receive any
expected reply before the retransmssion tiner expires (i.e.,
RETRANS TI MER), a transaction partner will try to retransmt the
message. The procedure is reiterated until a maximumretry is
reached (e.g., three tines). An exception is the |last nmessage (e.g.,
ACK) sent fromthe server in a transaction. After sending this
message, the retransm ssion tinmer will be disabled since no
addi ti onal feedback is expected.

In addition, if the partner receives a retransm ssion of the |ast

i ncomi ng packet it handl ed, the partner can resend the same answer to
the incom ng packet with a limted frequency. |If an answer cannot be
generated right after the request is received, the partner needs to
generate a PROCESSI NG nessage as the answer

To optim ze nessage retransm ssion, a partner could al so store the

| ast inconing packet and the associ ated answer. Note that the tines
of retransm ssion could be decided by the |ocal policy, and

retransm ssion will not cause any change of sequence numnbers.

Sone Qperational Guidelines
1. CPNP Server Logging

The CPNP server should be configurable to | og various events and
associated information. Such information may include the foll ow ng:

* Cient’s | P address

* Any event change (e.g., new quotation order, offer sent, order
confirmation, order cancellation, order withdrawal, etc.)

*  Timestanp

The exact 1ogging details are depl oynment specific.
2. Business Guidelines and Objectives

The CPNP server can operate in the follow ng nodes:

Ful 'y aut omat ed node:
The CPNP server is provisioned with a set of business guidelines
and objectives that will be used as an input to the decision-
maki ng process. The CPNP server will service received orders that
fall into these business guidelines; otherwi se, requests will be
escalated to an adnministrator that will fornally validate or
inval i date an order request. The set of policies to be configured
to the CPNP server are specific to each adm nistrative entity
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managi ng a CPNP server

Admi ni strative-based node:
Thi s node assunes sonme or all of the CPNP server’s operations are
subject to a formal adm nistrative validation. CPNP events wll
trigger appropriate validation requests that will be forwarded to
the contact person(s) or departnment that is responsible for
validating the orders. Administrative validation nessages are
rel ayed using another protocol (e.g., SMIP) or a dedicated tool

Busi ness guidelines are local to each admi nistrative entity. How
val idation requests are presented to an adm nistrator are out of
scope of this docunment; each adm nistrative entity may deci de the
appropriate mechanismto enable for that purpose.

Security Considerations

Means to defend the server against denial -of-service attacks nust be
enabl ed. For exanple, access control lists can be enforced on the
client, the server, or the network in between to allow a trusted
client to communicate with a trusted server

The client and the server nust be rutually authenticated.
Aut henti cated encryption nmust be used for data confidentiality and
message integrity.

The protocol does not provide security nmechanisnms to protect the
confidentiality and integrity of the packets transported between the
client and the server. An underlying security protocol such as
(e.g., Datagram Transport Layer Security (DTLS) [RFC6347], Transport
Layer Security (TLS) [RFC8446]) must be used to protect the integrity
and confidentiality of protocol nessages. In this case, if it is
possi ble to provide autonated key managenent (Section 2.1 of

[ RFC4107]) and associate each transaction with a different key,
inter-transaction replay attacks can naturally be addressed. If the
client and the server use a single key, an additional mechani sm
shoul d be provided to protect against inter-transaction replay
attacks between them Cients nust inplenment DTLS record replay
detection (Section 3.3 of [RFC6347]) or an equival ent mechanismto
protect agai nst replay attacks.

DTLS and TLS with a ci pher suite offering confidentiality protection
and t he gui dance given in [RFC7525] must be followed to avoid attacks
on (D) TLS.

The client nust silently discard CPNP responses received from unknown
CPNP servers. The use of a randomy generated Transaction-I1D nakes
it hard to forge a response froma server with a spoofed |IP address
belonging to a legitimte CPNP server. Furthernore, CPNP demands
that nessages fromthe server nust include the correct identifiers of
the orders. Two order identifiers are used: one generated by the
client and a second one generated by the server. Both the CPNP
client and server maintain the local identifier they assigned and the
one assigned by the peer for a given order. Means to detect swapping
of these identifiers (even when such swappi ng occurs inadvertently at
the client or the server) should be enabled by CPNP clients/servers.
For exanple, the CPNP server should not assign a Provider agreenent
identifier that is equal to a Custoner agreenment identifier used by
the CPNP client.

The Provider nust enforce the neans to protect privacy-related
information included in the docunents (see Section 8.7) exchanged in
CPNP messages [RFC6462]. |In particular, this information nmust not be
reveal ed to external parties wthout the consent of Custoners.

Provi ders shoul d enforce policies to make Custoner fingerprinting
difficult to achieve (e.g., in a recursion request). For nore
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di scussi on about privacy, refer to [ RFC6462] [ RFC6973].

The Nonce and the Transaction-1D attributes provide sufficient
randommess and can effectively tolerate attacks raised by off-path
adversaries, who do not have the capability of eavesdropping and
intercepting the packets transported between the client and the
server. Only authorized clients nmust be able to nodify accepted CPNP
orders. The use of a randomy generated Nonce by the server nakes it
hard to nodify an agreenent on behalf of a malicious third party.

I ANA Consi derations

Thi s docurment has no | ANA acti ons.
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