I nternet Engi neering Task Force (IETF) P. Psenak, Ed.
Request for Comments: 8920 L. G nsberg
Cat egory: Standards Track Ci sco Systens
| SSN: 2070-1721 W Henderi ckx
Noki a

J. Tantsura

Apstra

J. Drake

Juni per Net wor ks

Cct ober 2020

OSPF Application-Specific Link Attributes
Abst r act

Existing traffic-engineering-related Iink attribute advertisenents
have been defined and are used in RSVP-TE depl oynments. Since the
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I nt roducti on

Advertisement of link attributes by the OSPFv2 [ RFC2328] and OSPFv3

[ RFC5340] protocols in support of traffic engineering (TE) was

i ntroduced by [ RFC3630] and [ RFC5329], respectively. It has been

ext ended by [ RFC4203], [RFC7308], and [RFC7471]. Use of these

ext ensi ons has been associated with depl oynents supporting Traffic
Engi neering over Miltiprotocol Label Switching (MPLS) in the presence
of the Resource Reservation Protocol (RSVP), nore succinctly referred
to as RSVP-TE [ RFC3209] .

For the purposes of this docunment, an application is a technol ogy
that nakes use of link attribute advertisements, exanples of which
are listed in Section 5.

In recent years, new applications have been introduced that have use
cases for many of the link attributes historically used by RSVP-TE
Such applications include Segnent Routing (SR) Policy

[ SEGVENT- ROUTI NG and Loop-Free Alternates (LFAs) [RFC5286]. This
has introduced anmbiguity in that if a deploynent includes a nmix of
RSVP- TE support and SR Policy support, for exanple, it is not
possi bl e to unanbi guously indicate which advertisenents are to be
used by RSVP-TE and which advertisenents are to be used by SR Policy.
If the topologies are fully congruent, this nmay not be an issue, but
any incongruence | eads to ambiguity.

An exanpl e of where this anbiguity causes a problemis a network
where RSVP-TE is enabled only on a subset of its links. A link
attribute is advertised for the purpose of another application (e.g.,
SR Policy) for a link that is not enabled for RSVP-TE. As soon as
the router that is an RSVP-TE head end sees the link attribute being
advertised for that link, it assumes RSVP-TE is enabled on that I|ink,



even though it is not. [If such an RSVP-TE head-end router tries to
set up an RSVP-TE path via that link, it will result in the path
setup failure.

An additional issue arises in cases where both applications are
supported on a link but the link attribute values associated with
each application differ. Current advertisenents do not support
advertising application-specific values for the sane attribute on a
specific |ink.

Thi s docunment defines extensions that address these issues. Also, as
evol ution of use cases for link attributes can be expected to
continue in the years to cone, this docunent defines a solution that
is easily extensible for the introduction of new applications and new
use cases.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. Requirenents Discussion

As stated previously, evolution of use cases for link attributes can
be expected to continue. Therefore, any discussion of existing use
cases is limted to requirenents that are known at the tinme of this
witing. However, in order to determne the functionality required
beyond what already exists in OSPF, it is only necessary to discuss
use cases that justify the key points identified in the introduction,
whi ch are:

1. Support for indicating which applications are using the link
attribute advertisenents on a link

2. Support for advertising application-specific values for the sane
attribute on a link

[ RFC7855] di scusses use cases and requirenents for Segnent Routing

(SR). Included anong these use cases is SR Policy, which is defined
in [ SEGVENT-ROUTING . If both RSVP-TE and SR Policy are deployed in
a network, link attribute adverti senents can be used by one or both

of these applications. There is no requirenent for the |ink
attributes advertised on a given link used by SR Policy to be
identical to the link attributes advertised on that sane |ink used by
RSVP-TE; thus, there is a clear requirenent to indicate independently
which link attribute advertisements are to be used by each
appl i cation.

As the nunmber of applications that may wish to utilize link
attributes may grow in the future, an additional requirenent is that
the extensions defined allow the association of additiona
applications to link attributes without altering the format of the
adverti senents or introduci ng new backwards-conpatibility issues.

Finally, there may still be nany cases where a single attribute val ue
can be shared among multiple applications, so the solution nust

m nimze advertising duplicate link/attribute pairs whenever

possi bl e.

3. Existing Advertisenent of Link Attributes

There are existing advertisenments used in support of RSVP-TE. These
advertisenents are carried in the OSPFv2 TE Qpaque Link State



Advertisement (LSA) [RFC3630] and OSPFv3 Intra-Area- TE-LSA [ RFC5329].
Additional RSVP-TE link attributes have been defined by [ RFC4203],
[ RFC7308], and [RFC7471].

Ext ended Link Opaque LSAs as defined in [ RFC7684] for OSPFv2 and E-
Rout er - LSAs [ RFC8362] for OSPFv3 are used to advertise link
attributes that are used by applications other than RSVP-TE or GWPLS
[ RFC4203]. These LSAs were defined as generic containers for
distribution of the extended |ink attributes.

Adverti sement of Link Attributes

This section outlines the solution for advertising link attributes
originally defined for RSVP-TE or GWLS when they are used for other
appl i cations.

.1. OSPFv2 Extended Link Opaque LSA and OSPFv3 E- Router-LSA

The followi ng are the advantages of Extended Link Opaque LSAs as
defined in [ RFC7684] for OSPFv2 and E- Router-LSAs [ RFC8362] for
OSPFv3 with respect to the advertisenent of link attributes
originally defined for RSVP-TE when used in packet networks and in
GWPLS:

1. Advertisenent of the link attributes does not make the |ink part
of the RSVP-TE topology. It avoids any conflicts and is fully
conpatible with [ RFC3630] and [ RFC5329].

2. The OSPFv2 TE Opaque LSA and OSPFv3 Intra-Area- TE-LSA remain
truly opaque to OSPFv2 and OSPFv3 as originally defined in
[ RFC3630] and [ RFC5329], respectively. Their contents are not
i nspected by OSPF, which instead acts as a pure transport.

3. There is a clear distinction between link attributes used by
RSVP-TE and link attributes used by other OSPFv2 or OSPFv3
appl i cations.

4. Al link attributes that are used by other applications are
advertised in the Extended Li nk Opaque LSA in OSPFv2 [ RFC7684] or
t he OSPFv3 E- Router-LSA [ RFC8362] in OSPFv3

The di sadvantage of this approach is that in rare cases, the sane
link attribute is advertised in both the TE Opaque and Ext ended Li nk
Attribute LSAs in OSPFv2 or the Intra-Area-TE-LSA and E-Router-LSA in
OSPFv 3.

The Extended Link Opaque LSA [ RFC7684] and E-Router-LSA [ RFC8362] are
used to advertise any link attributes used for non- RSVP-TE
applications in OSPFv2 or OSPFv3, respectively, including those that
have been originally defined for RSVP-TE applications (see

Section 6).

TE link attributes used for RSVP-TE/ GWLS continue to use the OSPFv2
TE Opaque LSA [ RFC3630] and OSPFv3 Intra-Area- TE-LSA [ RFC5329] .

The format of the link attribute TLVs that have been defined for
RSVP- TE applications will be kept unchanged even when they are used
for non-RSVP-TE applications. Unique codepoints are allocated for
these link attribute TLVs fromthe "OSPFv2 Extended Link TLV Sub-
TLVs" registry [RFC7684] and fromthe "OSPFv3 Extended-LSA Sub- TLVs"
registry [ RFC8362], as specified in Section 14.

Advertisenment of Application-Specific Val ues

To all ow adverti sement of the application-specific values of the link
attribute, a new Application-Specific Link Attributes (ASLA) sub-TLV



is defined. The ASLA sub-TLV is a sub-TLV of the OSPFv2 Extended
Li nk TLV [RFC7684] and OSPFv3 Router-Link TLV [ RFC8362].

In addition to advertising the link attributes for standardi zed

applications, link attributes can be advertised for the purpose of
applications that are not standardized. W call such an application
a "user-defined application” or "UDA". These applications are not

subj ect to standardi zati on and are outside of the scope of this
speci fication.

The ASLA sub-TLV is an optional sub-TLV of the OSPFv2 Extended Link
TLV and OSPFv3 Router-Link TLV. Miltiple ASLA sub-TLVs can be
present in a parent TLV when different applications want to contro
different link attributes or when a different value of the sane
attribute needs to be advertised by nmultiple applications. The ASLA
sub- TLV MJUST be used for advertisenment of the link attributes listed
at the end of this section if these are advertised inside the OSPFv2
Ext ended Link TLV and OSPFv3 Router-Link TLV. It has the follow ng
format:

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type | Length |
B T S i T s i i e e SEI S
| SABM Length | UDABM Length | Reserved |

R i T I e T S S e S TR S T e i I S e S e e e e o o
| Standard Application ldentifier Bit Mask

+- -+
B T S i T s i i e e SEI S
| User-Defined Application Identifier Bit Mask |
+- -+
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Link Attribute sub-sub-TLVs |
+- -+
wher e:

Type: 10 (OSPFv2), 11 (GSPFv3)
Length: Variable

SABM Length: Standard Application Identifier Bit Mask Length in
octets. The value MUST be 0, 4, or 8. |If the Standard
Application ldentifier Bit Mask is not present, the SABM Length
MUST be set to O.

UDABM Length: User-Defined Application Identifier Bit Mask Length in
octets. The value MJST be O, 4, or 8. If the User-Defined
Application ldentifier Bit Mask is not present, the UDABM Length
MUST be set to O.

Standard Application lIdentifier Bit Mask: Optional set of bits,
where each bit represents a single standard application. Bits are
defined in the "Link Attribute Applications" registry, which is
defined in [RFC8919]. Current assignnents are repeated here for
i nformati onal purposes:

01234567 ...
+- +- - -+ - - -+,
| Rl S| Fl

o e e -

i SE



Bit O (Rbit): RSVP-TE.
Bit 1 (S-bit): Segnent Routing Policy.

Bit 2 (F-bit): Loop-Free Alternate (LFA). Includes all LFA
types.

User-Defined Application Identifier Bit Mask: Optional set of bits,
where each bit represents a single user-defined application

If the SABM or UDABM Length is other than 0, 4, or 8, the ASLA sub-
TLV MJST be ignored by the receiver

Standard Application lIdentifier Bits are defined and sent starting
with bit 0. Undefined bits that are transnitted MJST be transnitted
as 0 and MJST be ignhored on receipt. Bits that are not transnitted
MJST be treated as if they are set to O on receipt. Bits that are
not supported by an inplenentati on MIST be ignored on receipt.

User-Defined Application Identifier Bits have no relationship to
Standard Application lIdentifier Bits and are not nanaged by | ANA or
any other standards body. It is recomended that these bits be used
starting with bit 0 so as to mnimze the nunber of octets required
to advertise all UDAs. Undefined bits that are transmtted MJST be
transmtted as 0 and MJUST be ignored on receipt. Bits that are not
transmtted MJST be treated as if they are set to 0 on receipt. Bits
that are not supported by an inplenentati on MIST be ignored on
receipt.

If the link attribute advertisenent is intended to be only used by a
specific set of applications, corresponding bit masks MJST be
present, and application-specific bit(s) MIST be set for al
applications that use the link attributes advertised in the ASLA sub-
TLV.

Application ldentifier Bit Masks apply to all link attributes that
support application-specific values and are advertised in the ASLA
sub- TLV.

The advant age of not making the Application lIdentifier Bit Masks part
of the attribute advertisenment itself is that the format of any
previously defined link attributes can be kept and reused when
advertising themin the ASLA sub-TLV.

If the same attribute is advertised in nore than one ASLA sub-TLVs
with the application listed in the Application Identifier Bit Masks,
the application SHOULD use the first instance of advertisenent and

i gnore any subsequent advertisenments of that attribute.

If Iink attributes are advertised with zero-length Application
Identifier Bit Masks for both standard applications and user-defined
applications, then any standard application and/ or any user-defined
application is permtted to use that set of link attributes. |If
support for a new application is introduced on any node in a network
in the presence of such advertisenents, these advertisenents are
permitted to be used by the new application. |If this is not what is
i ntended, then existing advertisenents MJST be readvertised with an
explicit set of applications specified before a new application is

i nt roduced.

An application-specific advertisenent (Application lIdentifier Bit
Mask with a matching Application Identifier Bit set) for an attribute
MUST al ways be preferred over the advertisenent of the sane attribute
with the zero-length Application Identifier Bit Misks for both
standard applications and user-defined applications on the sane |ink



This docunent defines the initial set of link attributes that MJST
use the ASLA sub-TLV if advertised in the OSPFv2 Extended Link TLV or
in the CSPFv3 Router-Link TLV. Docunents that define new |ink
attributes MJST state whether the new attributes support application-
speci fic values and, as such, are advertised in an ASLA sub-TLV. The
standard link attributes that are advertised in ASLA sub-TLVs are:
* Shared Ri sk Link G oup [ RFC4203]
* Unidirectional Link Delay [RFC7471]
* Mn/Max Unidirectional Link Delay [RFCr471]
* Unidirectional Delay Variation [ RFC7471]
* Unidirectional Link Loss [RFC7471]
* Unidirectional Residual Bandw dth [ RFC7471]
* Unidirectional Avail able Bandwi dth [ RFC7471]
* Unidirectional Uilized Bandw dth [ RFC7471]
* Administrative G oup [ RFC3630]
*  Extended Adm nistrative G oup [ RFC7308]
* TE Metric [RFC3630]

Reused TE Link Attributes
This section defines the use case and indicates the codepoints
(Section 14) fromthe "OSPFv2 Extended Link TLV Sub-TLVs" registry
and " OSPFv3 Ext ended- LSA Sub-TLVs" registry for sone of the link
attributes that have been originally defined for RSVP-TE or GWLS.
.1. Shared Ri sk Link Group (SRLG
The SRLG of a link can be used in OSPF-cal cul ated | PFRR (I P Fast
Reroute) [RFC5714] to conmpute a backup path that does not share any
SRLG group with the protected |ink.
To advertise the SRLG of the link in the OSPFv2 Extended Link TLV,
the sane format for the sub-TLV defined in Section 1.3 of [RFC4203]
is used with TLV type 11. Sinilarly, for OSPFv3 to advertise the
SRLG in the OSPFv3 Router-Link TLV, TLV type 12 is used.
.2. Extended Metrics

[ RFC3630] defines several |ink bandwi dth types. [RFC7471] defines
extended link netrics that are based on |ink bandw dth, delay, and
| oss characteristics. Al of these can be used to conpute primary
and backup paths within an OSPF area to satisfy requirenments for
bandwi dt h, delay (nom nal or worst case), or |oss.
To advertise extended link metrics in the OSPFv2 Extended Link TLV,
the same format for the sub-TLVs defined in [RFC7471] is used with
the follow ng TLV types:

12:  Unidirectional Link Del ay

13: Mn/Max Unidirectional Link Delay

14: Unidirectional Delay Variation



15: Unidirectional Link Loss

16: Unidirectional Residual Bandwi dth

17: Unidirectional Avail able Bandw dth

18: Unidirectional Utilized Bandw dth

To advertise extended link metrics in the Router-Link TLV inside the
OSPFv3 E-Router-LSA, the sane format for the sub-TLVs defined in
[ RFC7471] is used with the follow ng TLV types:

13: Unidirectional Link Del ay

14: M n/Max Unidirectional Link Delay

15: Unidirectional Delay Variation

16: Unidirectional Link Loss

17: Unidirectional Residual Bandwi dth

18: Unidirectional Avail able Bandw dth

19: Unidirectional Utilized Bandw dth

6.3. Administrative Goup

[ RFC3630] and [RFC7308] define the Administrative G oup and Extended
Admi ni strative Group sub-TLVs, respectively.

To advertise the Adm nistrative G oup and Extended Adm nistrative
Group in the OSPFv2 Extended Link TLV, the sanme format for the sub-
TLVs defined in [RFC3630] and [ RFC7308] is used with the follow ng
TLV types:

19: Administrative Goup
20: Extended Administrative Goup

To advertise the Adm nistrative G oup and Extended Adm nistrative

G oup in the OSPFv3 Router-Link TLV, the same format for the sub-TLVs
defined in [ RFC3630] and [RFC7308] is used with the follow ng TLV
types:

20: Adm nistrative G oup
21: Extended Administrative Goup
6.4. Traffic Engineering Metric
[ RFC3630] defines the Traffic Engi neering Metric.

To advertise the Traffic Engineering Metric in the OSPFv2 Ext ended

Li nk TLV, the same format for the sub-TLV defined in Section 2.5.5 of
[ RFC3630] is used with TLV type 22. Sinmilarly, for CSPFv3 to
advertise the Traffic Engineering Metric in the OSPFv3 Router-Link
TLV, TLV type 22 is used.

7. Maxi mum Li nk Bandw dt h

Maxi mum | i nk bandwi dth is an application-independent attribute of the
link that is defined in [RFC3630]. Because it is an application-

i ndependent attribute, it MJST NOT be advertised in the ASLA sub-TLV.
Instead, it MAY be advertised as a sub-TLV of the Extended Link TLV
in the Extended Link Opaque LSA in OSPFv2 [RFC7684] or as a sub-TLV
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11.

of the Router-Link TLV in the E-Router-LSA Router-Link TLV in OSPFv3
[ RFC8362] .

To advertise the maxi mum|link bandwi dth in the OSPFv2 Extended Link
TLV, the same format for the sub-TLV defined in [RFC3630] is used
with TLV type 23.

To advertise the naxi mum|link bandwi dth in the OSPFv3 Router-Link
TLV, the sane fornmat for the sub-TLV defined in [ RFC3630] is used
with TLV type 23.

Consi derations for Extended TE Metrics

[ RFC7471] defines a nunber of dynanic performance netrics associ ated
with alink. It is conceivable that such metrics could be nmeasured
specific to traffic associated with a specific application

Therefore, this docunment includes support for advertising these link
attributes specific to a given application. However, in practice, it
may well be nore practical to have these netrics reflect the
performance of all traffic on the link regardl ess of application. In
such cases, advertisenments for these attributes can be associated
with all of the applications utilizing that link. This can be done
either by explicitly specifying the applications in the Application
Identifier Bit Mask or by using a zero-length Application ldentifier
Bit Mask.

Local Interface | Pv6 Address Sub-TLV

The Local Interface |IPv6 Address sub-TLV is an application-

i ndependent attribute of the link that is defined in [ RFC5329].
Because it is an application-independent attribute, it MJST NOT be
advertised in the ASLA sub-TLV. Instead, it MAY be advertised as a
sub-TLV of the Router-Link TLV inside the OSPFv3 E-Router-LSA

[ RFC8362] .

To advertise the Local Interface | Pv6 Address sub-TLV in the OSPFv3
Rout er-Li nk TLV, the sane format for the sub-TLV defined in [ RFC5329]
is used with TLV type 24.

Renpte Interface | Pv6 Address Sub-TLV

The Renote Interface | Pv6 Address sub-TLV is an application-

i ndependent attribute of the link that is defined in [ RFC5329].
Because it is an application-independent attribute, it MJST NOT be
advertised in the ASLA sub-TLV. Instead, it MAY be advertised as a
sub- TLV of the Router-Link TLV inside the OSPFv3 E- Router-LSA

[ RFC8362] .

To advertise the Renpte Interface | Pv6 Address sub-TLV in the OSPFv3
Rout er-Link TLV, the sane format for the sub-TLV defined in [ RFC5329]
is used with TLV type 25.

Attribute Advertisements and Enabl enent

Thi s docunent defines extensions to support the advertisement of
application-specific link attributes.

There are applications where the application enabl enment on the |ink
is relevant; for exanple, with RSVP-TE, one needs to make sure that
RSVP is enabled on the |link before sending an RSVP-TE signaling
message over it.

There are applications where the enabl enment of the application on the
link is irrelevant and has nothing to do with the fact that sone |ink
attributes are advertised for the purpose of such application. An
exanple of this is LFA
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Whet her the presence of link attribute advertisenments for a given
application indicates that the application is enabled on that |ink
depends upon the application. Simlarly, whether the absence of |ink
attribute advertisements indicates that the application is not
enabl ed depends upon the application

In the case of RSVP-TE, the advertisenent of application-specific
link attributes has no inplication of RSVP-TE bei ng enabl ed on that
link. The RSVP-TE enablenent is solely derived fromthe infornmation
carried in the OGSPFv2 TE Opaque LSA [RFC3630] and OSPFv3 Intra- Area-
TE- LSA [ RFC5329] .

In the case of SR Policy, advertisenent of application-specific link
attributes does not indicate enabl enent of SR Policy. The
advertisenents are only used to support constraints that nmay be
appl i ed when specifying an explicit path. SR Policy is inplicitly
enabled on all links that are part of the SR-enabl ed topol ogy

i ndependent of the existence of link attribute advertisenents.

In the case of LFA the advertisenent of application-specific link
attributes does not indicate enabl enent of LFA on that |ink.
Enabl ement is controlled by local configuration

In the future, if additional standard applications are defined to use
this mechanism the specification defining this use MIST define the
rel ati onshi p between application-specific link attribute
advertisements and enabl ement for that application.

Thi s docunent allows the advertisement of application-specific |ink
attributes with no application identifiers, i.e., both the Standard
Application ldentifier Bit Mask and the User-Defined Application
Identifier Bit Mask are not present (see Section 5). This supports
the use of the link attribute by any application. |In the presence of
an application where the advertisenent of link attributes is used to
i nfer the enabl ement of an application on that link (e.g., RSVP-TE)
the absence of the application identifier |eaves anbi guous whet her
that application is enabled on such a link. This needs to be

consi dered when nmaki ng use of the "any application" encodi ng.

Depl oynment Consi derati ons
1. Use of Legacy RSVP-TE LSA Advertisenents

Bit identifiers for standard applications are defined in Section 5.
Al of the identifiers defined in this document are associated with
applications that were already deployed in sone networks prior to the
witing of this docunent. Therefore, such applications have been

depl oyed using the RSVP-TE LSA advertisenents. The standard
applications defined in this docunment nmay continue to use RSVP-TE LSA
advertisenents for a given link so long as at | east one of the
followi ng conditions is true:

* The application is RSVP-TE

* The application is SR Policy or LFA, and RSVP-TE is not depl oyed
anywhere in the network.

* The application is SR Policy or LFA, RSVP-TE is deployed in the
networ k, and both the set of links on which SR Policy and/or LFA
advertisenents are required and the attribute values used by SR
Policy and/or LFA on all such links are fully congruent with the
links and attribute val ues used by RSVP-TE

Under the conditions defined above, inplementations that support the
ext ensi ons defined in this document have the choice of using RSVP-TE
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LSA adverti senents or application-specific advertisenents in support
of SR Policy and/or LFA. This will require inplenentations to
provide controls specifying which types of advertisenents are to be
sent and processed on receipt for these applications. Further

di scussi on of the associated issues can be found in Section 12.2.

New applications that future docunments define to make use of the
advertisenents defined in this document MJUST NOT meke use of RSVP-TE
LSA advertisenents. This sinplifies depl oynent of new applications
by elimnating the need to support nultiple ways to advertise
attributes for the new applications.

2. Interoperability, Backwards Compatibility, and Mgration Concerns

Exi sting depl oynents of RSVP-TE, SR Policy, and/or LFA utilize the

| egacy advertisements listed in Section 3. Routers that do not
support the extensions defined in this docunent will only process

| egacy advertisements and are likely to infer that RSVP-TE is enabl ed
on the links for which | egacy advertisenents exist. It is expected
that depl oynents using the | egacy advertisenents will persist for a
significant period of tinme. Therefore, deploynents using the
extensions defined in this docunent in the presence of routers that
do not support these extensions need to be able to interoperate with
the use of |egacy advertisenents by the | egacy routers. The

foll owi ng subsections discuss interoperability and backwards-
conpatibility concerns for a nunber of depl oynent scenari os.

2.1. Miltiple Applications: Conmon Attributes with RSVP-TE

In cases where nultiple applications are utilizing a given link, one
of the applications is RSVP-TE, and all link attributes for a given
link are common to the set of applications utilizing that |ink,
interoperability is achieved by using | egacy adverti senents for RSVP-
TE. Attributes for applications other than RSVP-TE MJST be
advertised using application-specific advertisements. This results
in duplicate advertisenments for those attributes.

2.2. Miltiple Applications: Sone Attributes Not Shared with RSVP-TE

In cases where one or nore applications other than RSVP-TE are
utilizing a given link and one or nore link attribute val ues are not
shared with RSVP-TE, interoperability is achieved by using | egacy
advertisenents for RSVP-TE. Attributes for applications other than
RSVP- TE MUST be advertised using application-specific advertisenents.
In cases where sonme link attributes are shared with RSVP-TE, this
requires duplicate advertisenents for those attributes.

2.3. Interoperability with Legacy Routers

For the applications defined in this docunent, routers that do not
support the extensions defined in this docunent will send and receive
only legacy link attribute adverti sements. So long as there is any

| egacy router in the network that has any of the applications

enabl ed, all routers MJST continue to advertise link attributes using
| egacy advertisements. |In addition, the link attribute val ues
associated with the set of applications supported by | egacy routers
(RSVP-TE, SR Policy, and/or LFA) are al ways shared since |egacy
routers have no way of advertising or processing application-specific
values. Once all legacy routers have been upgraded, nigration from

| egacy advertisenments to application-specific advertisenments can be
achi eved via the foll ow ng steps:

1) Send new application-specific advertisenents while continuing to
advertise using the | egacy advertisenent (all advertisenents are
then duplicated). Receiving routers continue to use |egacy
adverti senents.
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2) Enable the use of the application-specific advertisenents on al
routers.

3) Keep legacy advertisenents if needed for RSVP-TE purposes.

When the mgration is conplete, it then becomes possible to advertise
i ncongruent val ues per application on a given |ink

Docurnent s defining new applications that make use of the application-
specific advertisenments defined in this document MJST di scuss
interoperability and backwards-conpatibility issues that could occur
in the presence of routers that do not support the new application

2.4. Use of Application-Specific Advertisenents for RSVP-TE

The extensions defined in this docunent support RSVP-TE as one of the
supported applications. It is, however, RECOWENDED to advertise al
link attributes for RSVP-TE in the existing OSPFv2 TE Opaque LSA

[ RFC3630] and COSPFv3 Intra-Area- TE-LSA [ RFC5329] to nmintain
backwards conpatibility. RSVP-TE can eventually utilize the
application-specific advertisenents for newy defined Iink attributes
that are defined as application specific.

Link attributes that are not allowed to be advertised in the ASLA

sub- TLV, such as nmaxi mum reservabl e |ink bandw dth and unreserved

bandwi dt h, MJST use the OSPFv2 TE Qpaque LSA [ RFC3630] and OSPFv3

I ntra-Area- TE-LSA [ RFC5329] and MJST NOT be advertised in the ASLA
sub- TLV.

Security Considerations

Exi sting security extensions as described in [RFC2328], [RFC5340],
and [ RFC8362] apply to extensions defined in this docunment. Wile
OSPF is under a single adm nistrative dormain, there can be

depl oynents where potential attackers have access to one or nore
networks in the OSPF routing domain. In these deploynents, stronger
aut henti cati on nmechani sns such as those specified in [ RFC5709],

[ RFC7474], [RFCA552], or [RFC7166] SHOULD be used.

I mpl ement ati ons nust ensure that if any of the TLVs and sub- TLVs
defined in this docunment are mal forned, they are detected and do not
facilitate a vulnerability for attackers to crash the OSPF router or
routing process. Reception of a nalfornmed TLV or sub-TLV SHOULD be
counted and/or | ogged for further analysis. Logging of nalforned
TLVs and sub-TLVs SHOULD be rate-linmted to prevent a denial -of -
service (DoS) attack (distributed or otherw se) from overl oading the
OSPF control pl ane.

Thi s docunent defines a new way to advertise link attributes.
Tanpering with the information defined in this docunment nmay have an
ef fect on applications using it, including inpacting traffic

engi neering, which uses various link attributes for its path
computation. This is simlar in nature to the inpacts associ ated
with, for exanple, [RFC3630]. As the advertisenents defined in this
docunent |imt the scope to specific applications, the inpact of
tanmpering is simlarly limted in scope.

I ANA Consi derations
Thi s specification updates two existing registries:
* the "OSPFv2 Extended Link TLV Sub-TLVs" registry

* the "OSPFv3 Ext ended-LSA Sub-TLVS" registry
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The new val ues defined in this docunent have been allocated using the
| ETF Revi ew procedure as described in [ RFC8126].

1. OSPFv2

The " OSPFv2 Extended Link TLV Sub-TLVs" registry [RFC7684] defines
sub-TLVs at any level of nesting for OSPFv2 Extended Link TLVs. |ANA
has assigned the follow ng sub-TLV types fromthe "OSPFv2 Extended
Li nk TLV Sub-TLVsS" registry:

10: Application-Specific Link Attributes

11: Shared Ri sk Link G oup

12: Unidirectional Link Del ay

13: M n/Max Unidirectional Link Delay

14: Unidirectional Delay Variation

15: Unidirectional Link Loss

16: Unidirectional Residual Bandw dth

17: Unidirectional Avail able Bandw dth

18: Unidirectional Uilized Bandwi dth

19: Administrative Goup

20: Extended Administrative Goup

22:  TE Metric

23:  Maxi mum |i nk bandwi dt h

2. OSPFv3

The " OSPFv3 Extended-LSA Sub- TLVs" registry [RFC8362] defines sub-
TLVs at any level of nesting for OSPFv3 Extended LSAs. | ANA has
assigned the follow ng sub-TLV types fromthe "OSPFv3 Ext ended- LSA
Sub- TLVS" registry:

11: Application-Specific Link Attributes

12: Shared Ri sk Link G oup

13: Unidirectional Link Del ay

14: M n/Max Unidirectional Link Delay

15: Unidirectional Delay Variation

16: Unidirectional Link Loss

17: Unidirectional Residual Bandwi dth

18: Unidirectional Avail able Bandw dth

19: Unidirectional Utilized Bandwi dth

20: Adm nistrative G oup

21: Extended Administrative Goup

22: TE Metric
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23:  ©Maxi mum | i nk bandw dt h

24: Local

Interface | Pv6 Address

25: Renpte Interface | Pv6 Address
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