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The key to the extensibility of the Internmediate Systemto
Internediate System (1S-1S) protocol has been the handling of
unsupported and/or invalid Type-Length-Value (TLV) tuples. Although
there are explicit statenents in existing specifications, deploynent
experi ence has shown that there are inconsistencies in the behavior
when a TLV that is disallowed in a particular Protocol Data Unit
(PDU) is received.

Thi s docunent di scusses such cases and nakes the correct behavior
explicit in order to ensure that interoperability is maxim zed.

Thi s docunent updates RFCs 5305 and 6232
Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc8918

Copyright Notice

Copyright (c) 2020 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents
1. Introduction

1.1. Requirenents Language
2. TLV Codepoints Registry



3. TLV Acceptance in PDUs
3.1. Handling of Disallowd TLVs in Received PDUs O her Than LSP
Pur ges

3.2. Special Handling of Disallowed TLVs in Received LSP Purges
3.3. Applicability to Sub-TLVs
3.4 Correction to PO "TLV Codepoints Registry" Entry

4. TLV Validation and LSP Acceptance
5. 1 ANA Consi derations
6. Security Considerations
7. References

7.1. Normative References

7.2. Informative References
Acknowl edgenent s
Aut hors’ Addr esses

1. Introduction

The Internediate Systemto Internediate System (1S 1S) protocol
[1S0O10589] utilizes Type-Length-Value (TLV) encoding for all content
in the body of Protocol Data Units (PDUs). New extensions to the
protocol are supported by defining new TLVs. In order to allow
protocol extensions to be deployed in a backwards conpati ble way, an
i nplementation is required to ignore TLVs that it does not
understand. This behavior is also applied to sub-TLVs [ RFC5305],

whi ch are contained within TLVS.

Al so essential to the correct operation of the protocol is having the
val i dati on of PDUs be independent fromthe validation of the TLVs
contained in the PDU. PDUs that are valid nust be accepted
[1S0L0589] even if an individual TLV contained within that PDU is not
understood or is invalid in sone way (e.g., incorrect syntax, data
val ue out of range, etc.).

The set of TLVs (and sub-TLVs) that are allowed in each PDU type is
docunented in the "TLV Codepoints Registry" established by [ RFC3563]
and updated by [RFC6233] and [ RFC7356].

This docunent is intended to clarify sonme aspects of existing

speci fications and, thereby, reduce the occurrence of non-confornmant
behavi or seen in real -world deploynments. Although behaviors
specified in existing protocol specifications are not changed, the
clarifications contained in this document serve as updates to

[ RFC5305] (see Section 3.3) and [ RFC6232] (see Section 3.4).

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. TLV Codepoints Registry
[ RFC3563] established the | ANA-managed "1S-1S TLV Codepoi nts
Regi stry" for recordi ng assi gned TLV codepoints [ TLV_CODEPO NTS].
The initial contents of this registry were based on [ RFC3359].

The registry includes a set of columms indicating in which PDU types
a given TLV is all owed:

I1H TLV is allowed in Internediate Systemto Internmedi ate System
Hello (I'1H PDUs (Point-to-point and LAN)

LSP TLV is allowed in Link State PDUs (LSPs)



SNP TLV is allowed in Sequence Number PDUs (SNPs) (Partia
Sequence Nunber PDUs (PSNPs) and Conpl ete Sequence Number
PDUs ( CSNPs))

Pur ge TLV is allowed in LSP Purges [ RFC6233]

If "Y' is entered in a colum, it neans the TLV is allowed in the
correspondi ng PDU type.

If "N'" is entered in a colum, it neans the TLV is not allowed in the
correspondi ng PDU type.

3. TLV Acceptance in PDUs

This section describes the correct behavior when a PDU that contains
a TLV that is specified as disallowed in the "TLV Codepoints
Regi stry" is received

3.1. Handling of Disallowed TLVs in Received PDUs O her Than LSP Purges

[1S0O1L0589] defines the behavior required when a PDU is received
containing a TLV that is "not recognised". It states (see Sections
9.5 - 9.13):

| Any codes in a received PDU that are not recogni sed shall be
| ignored.

This is the nodel to be foll owed when a TLV that is disallowed is
received. Therefore, TLVs in a PDU (other than LSP purges) that are
di sal | oned MUST be ignored and MJST NOT cause the PDU itself to be
rejected by the receiving IS.

3.2. Special Handling of Disallowed TLVs in Received LSP Purges

When purging LSPs, [IS0L0589] recomrends (but does not require) the
body of the LSP (i.e., all TLVs) be renoved before generating the
purge. LSP purges that have TLVs in the body are accepted, though
any TLVs that are present are ignored.

When cryptographi c authenticati on [ RFC5304] was introduced, this

| ooseness when processing received purges had to be addressed in
order to prevent attackers frombeing able to initiate a purge

wi t hout having access to the authentication key. Therefore,

[ RFC5304] inposed strict requirements on what TLVs were allowed in a
purge (authentication only) and specified that:

| 1Ses MUST NOT accept purges that contain TLVs other than the
| authentication TLV.

Thi s behavi or was extended by [ RFC6232], which introduced the Purge
Oiginator ldentification (PO) TLV, and [ RFC6233], which added the
"Purge" columm to the "TLV Codepoints Registry" to identify all the
TLVs that are allowed in purges.

The behavi or specified in [RFC5304] is not backwards conpatible with
the behavi or defined by [1S010589]; therefore, it can only be safely
enabl ed when all nodes support cryptographi c authentication
Simlarly, the extensions defined by [ RFC6232] are not conpatible
with the behavior defined in [ RFC5304]; therefore, they can only be
safely enabl ed when all nodes support the extensions.

When new protocol behaviors are specified that are not backwards
conpatible, it is RECOWENDED that inplenentations provide controls
for their enablenent. This serves to prevent interoperability issues
and al l ow for non-disruptive introduction of the new functionality
into an existing network.
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Applicability to Sub-TLVs

[ RFC5305] introduced sub-TLVs, which are TLV tuples advertised within
the body of a parent TLV. Registries associated with sub-TLVs are
associated with the "TLV Codepoints Registry" and specify in which
TLVs a given sub-TLV is allowed. Section 2 of [RFC5305] is updated
by the foll ow ng sentence:

| As with TLVs, it is required that sub-TLVs that are disallowed
| MJST be ignored on receipt.

The existing sentence in Section 2 of [RFC5305]:

|  Unknown sub-TLVs are to be ignored and ski pped upon receipt.
is replaced by:

|  Unknown sub-TLVs MJST be ignored and ski pped upon receipt.
Correction to PO "TLV Codepoints Registry" Entry

An error was introduced by [ RFC6232] when specifying in which PDUs
the PO TLV is allowed. Section 3 of [RFC6232] states

| The PO TLV SHOULD be found in all purges and MJUST NOT be found in
| LSPs with a non-zero Renmining Lifetine.

However, the | ANA section of the same docunent states:

| The additional values for this TLV should be Il H n, LSP:y, SNP:n,
| and Purge:y.

The correct setting for "LSP" is "n
[ RFC6232] by correcting that error

Thi s docunent updates

Thi s docunent al so updates the previously quoted text from Section 3
of [RFC6232] to be:

| The PO TLV SHOULD be sent in all purges and MJST NOT be sent in
| LSPs with a non-zero Remaining Lifetine.

TLV Val i dati on and LSP Accept ance

The correct format of a TLV and its associ ated sub-TLVs, if
applicable, is defined in the docunent(s) that introduces each
codepoint. The definition MJUST include what action to take when the
format/content of the TLV does not conformto the specification
(e.g., "MIST be ignored on receipt”). Wen making use of the

i nformati on encoded in a given TLV (or sub-TLV), receiving nodes MJST
verify that the TLV conforns to the standard definition. This

i ncludes cases where the length of a TLV/ sub-TLV is incorrect and/or
cases where the value field does not conformto the defined
restrictions.

However, the unit of flooding for the IS-IS Update process is an LSP
The presence of a TLV (or sub-TLV) with content that does not conform
to the rel evant specification MJST NOT cause the LSP itself to be
rejected. Failure to followthis requirement will result in

i nconsi stent LSP Dat abases on different nodes in the network that

wi Il conprom se the correct operation of the protocol

LSP Acceptance rules are specified in [1S0OL0589]. Acceptance rules
for LSP purges are extended by [ RFC5304] and [ RFC5310] and are
further extended by [ RFC6233].
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[1SOL0589] al so specifies the behavior when an LSP is not accepted.
This behavior is not_altered by extensions to the LSP Acceptance
rules, i.e., regardless of the reason for the rejection of an LSP,
the Update process on the receiving router takes the sane action.

| ANA Consi der ati ons

| ANA has added this docunment as a reference for the "TLV Codepoints
Regi stry".

| ANA has al so nodified the entry for the Purge Oigi nator
Identification TLV in the "TLV Codepoints Registry" to be IlH:n,
LSP: n, SNP:n, and Purge:y.

The reference field of the Purge Originator ldentification TLV has
been updated to point to this docunent.

Security Considerations

As this docunent makes no changes to the protocol, there are no new
security issues introduced.

The clarifications discussed in this docunent are intended to nmake it
less likely that inplenentations will incorrectly process received
LSPs, thereby also making it less likely that a bad actor could
exploit a faulty inplenentation.

Security concerns for IS-1S are discussed in [I1S0OL0589], [RFC5304],
and [ RFC5310].
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