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Abst ract

Thi s docunent adds the ’'LoST-Validation” service tag to the

Strai ght f orwar d- Nam ng Authority Poi nTeR (S-NAPTR) Application
Service Tag | ANA registry. This tag can appear in a Namng Authority
Poi nter (NAPTR) Domain Nanme System (DNS) record to assist clients of
the Location-to-Service Translation (LoST) Protocol in identifying
LoST servers designated for location validation. This tag and the

i nformati on about its use update RFC 5222, which enables the explicit
di scovery of a server that supports |ocation validation
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1. Docunment Scope

Thi s docunent adds ' LoST-Validation” to the S-NAPTR Application
Service Tag | ANA registry and describes howthis tag fits in the LoST
server discovery procedure described in [ RFC5222]. This tag is used
with Naming Authority Pointer (NAPTR) Domai n Nane System ( DNS)
records so that clients of the Location-to-Service Translation (LoST)
Prot ocol [RFC5222] can identify servers designated for |ocation
validation. This tag and the information on its use is an update to
[ RFC5222] that enables the explicit discovery of a server that
supports location validation

2. Introduction

The LoST Protocol [RFC5222] defines a mapping service with the
additional ability for a client to request that a civic address be
val idated. The LoST protocol allows servers to ignore a request to
performlocation validation. The National Energency Numnber
Associ ati on (NENA) has defined an architecture for all-I1P emergency
services (known as "i 3" [NENA-i3]), which defines the mapping
(routing) and validation functions as two distinct functiona

el enents, defined as an Energency Call Routing Function (ECRF) and a
Location Validation Function (LVF). NENA i3 requires that the
mappi ng (ECRF) and validation (LVF) functions be separable; an entity
responsi ble for a LoST server cluster can decide to provi de mappi ng
and val i dation services using consolidated or separate server
clusters (i.e., using the same or separate boxes). The rationale is
that the mapping service is used in real time during energency cal
routing, while the validation service is used in advance, typically
when data is provisioned; therefore, the mapping service has mnuch

hi gher availability and response-tinme requirements than the
validation service. An organization mght choose to depl oy these
services using different server clusters to make it easier to provide
hi gher levels of service for the mapping function while shielding it
fromthe potentially bursty |load of validation. Another organization
m ght choose to use the same sets of servers for both services,
configured and deployed to offer the high service |evel denanded of
the mappi ng service.

In order to permt this separability, any entity querying a LoST
server needs to be able to resolve an Application Unique String (AUS)
into a URL for a LoST server designated for the required service
(mapping or validation). This separability needs to be naintained

t hroughout the LOST tree structure, fromforest guide to | eaf node
(LoST architecture is described in [ RFC5582]). Because LoST
referrals return an AUS rather than a URL, either a different service
tag or a DNS nane convention (e.g., "ecrf.exanple.org" and

"l vf.exanple.org") is needed to differenti ate between the services.
DNS nane conventions are inflexible and fragile, making a different
service tag the preferred approach.

Because LOST servers nay ignore a request to performl ocation
validation, a service tag explicitly for location validation also
reduces the l|ikelihood (which has existed since [ RFC5582]) that a
client needing location validation will reach servers that are not
doi ng so (due to configuration and/or conditions).

2.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP



14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

The LoST-Validation Application Service Tag

Thi s docunent adds ' LoST-Validation to the "S-NAPTR Application
Service Tags" registry created by [RFC3958]. The ’'LoST-Validation
tag serves as a counterpart to the 'LoST' tag added by [ RFC5222]: the
"LoST' tag identifies servers able to performthe core mapping
function, while ’'LoST-Validation' identifies servers designated for
the validation function.

Because sone servers nmight be configured to provide both mappi ng and
validation functions, a server identified using the 'LoST service
tag mght also performthe validation function (and resolving the two
tags mght result in the same URL). Because the two functions night
be separate, clients seeking a LoST server for |ocation validation
can first try a URl -Enabl ed NAPTR (U NAPTR) resol ution using the
"LoST-Validation service tag and can fall back to the 'LoST service
tag if this does not resolve to a usable LoST server

LoST [ RFC5222] specifies that LoST servers are |ocated by resol ving
an AUS using U-NAPTR/ DDDS ( URI - Enabl ed NAPTR / Dynani c Del egati on

Di scovery Service) [RFCA4848] and defines the 'LoST application
service tag. In order to permt separability of the mappi ng and

val idation services perforned using LoST, this docunent defines the
"LoST-Validation' service tag. This tag also reduces the likelihood
that a client needing |ocation validation might reach servers that
are not perform ng validation (due to configuration and/or
conditions). NAPTR records for LOST servers available for |ocation
validation contain the 'LoST-Validation’ service tag. An entity
needing to performlocation validation using LoST perforns the

di scovery procedure as described in [RFC5222], except that the 'LoST-
Validation service tag is used in preference to the 'LoST service
tag. For both service tags, the HTTP and HTTPS URL schenmes are used.
In the absence of any NAPTR records containing the 'LoST-Validation
service tag, the 'LoST service tag is used. Fallback to the 'LoST
service tag may follow if the 'LoST-Validation' service tag fails to
result in a usable LoST server. The discovery procedure with the
"LoST-Validation' service tag mght result in the same URL as the
"LoST’ service tag, or it may result in a different URL. When the
URLs are different, they could | ead to the same physical servers or
different servers

Backwar ds Conpatibility

The primary use of LoOST in general, and the |ocation validation
functionality in particular, is within the emergency services area.
Wthin North America, the NENA i3 [ NENA-i 3] docunent specifies how
protocols including LoST are used. The i3 docunment is expected to
reference the 'LoST-Validation' service tag and specify its use in
both server NAPTR DNS records and client resolution of AUS

LoST allows a server to refuse to performlocation validation and
defines the ’'|ocationValidationUnavail abl e warning. LoST also

all ows a server to refer to another server rather than answering
itself. So, in a deploynent where a LOST tree has separate server
clusters for mapping and for validation, mapping servers receiving a
request for validation could either performthe validation as
requested or return the ’'|ocationValidationUnavail abl e warning and
potentially also include a <redirect> elenent to redirect to a
validation server. However, the <redirect> el ement contains an AUS,
so unless the AUSs for validation and napping are different (e.g.,
"ecrf.exanple.org’ and 'lvf.exanple.org ), we still need a different
service tag to allow for flexible deploynment choices (i.e., not
requiring a DNS name convention).



LoST clients perform ng emergency services operations in North
America are expected to conply with the NENA i 3 specification and
hence support the ' LoST-Validation service tag when defined. A LoST
client inplenmented prior to the addition of the 'LoST-Validation tag
woul d use the 'LoST' tag to resolve an AUS. Such a client m ght not
be performng location validation, but if it is, the LoST server it
contacts nay performthe service. Even in a deploynent where mapping
and validation are split, the data is identical; the split is a |oad
and depl oynent optim zation strategy. Servers designated for mapping
m ght performvalidati on when requested (potentially dependi ng on

| oad or other factors). |If an older client attenpts validation using
a designated mappi ng server that refuses the request, the client wll
retry later, at which point the server mght provide the function
(e.g., if its load or other conditions have changed). Even in the
case of a designated mappi ng server that refuses to perform
validation at any time, the server could return a redirect with a
different AUS (e.g., "lvf.exanple.com') that resolves to a designated
validation server. 1In the worst case, the client will be unable to
reach a server willing to performvalidation and will follow up
(e.g., subnmit a discrepancy report as specified in NENAi3). The
resolution may be to update the client with the 'LoST-Validation
service tag, update the AUS returned in a redirect and DNS to use a
different DNS host name, or pernmit the server to performvalidation
when not under stress (or a combination). Note that, because LOST
does not require servers to performvalidation, the situation

descri bed can exi st regardl ess of the addition of the 'LoST-
Validation’ service tag. Use of the tag inproves the likelihood that
aclient is able to validate a | ocati on when needed.

5. Security Considerations

The security considerations described in [ RFC3958], [RFC4848], and

[ RFC5222] apply here. No additional security aspects are foreseen by
the addition of an extra tag. Separation of services might be
desired, for exanple, to be able to allocate different |evels of
resources (such as server capacity, attack mitigation, bandw dth
etc.) to the mapping and validation services, in which case separate
tags are needed to allow LoST clients (which nmay include other LoST
servers) to identify the correct server cluster

[ RFC5222] descriptively discusses the use of DNS security [RFC4033]
to mtigate the risk of DNS-based attacks. Because DNS security has
becone nore wi dely depl oyed since the publication of [RFC5222], such
measur es SHOULD be used when perform ng NAPTR resolution. Note that,
while there are valid reasons to proceed with a LoST nappi ng query
despite security failures while initiating or processing an emergency
call, these concerns generally do not apply to a LoST validation
query done in advance of an energency call.

6. | ANA Consi derations
| ANA has added ’'LoST-Validation to the "S-NAPTR Application Service
Tags" registry created by [RFC3958]. This tag serves as a
counterpart to the 'LoST tag added by [RFC5222].

(Note that | ANA and [ RFC3958] call this registry "S- -NAPTR Application
Service Tags", while [RFC5222] calls it "U NAPTR application service

tag".)
6.1. S-NAPTR Registration
Thi s docunent registers an S-NAPTR application service tag:

Application Service Tag: LoST-Validation
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