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I nt roducti on

[ RFC3618] introduces the protocol definition of the Milticast Source
Di scovery Protocol (MSDP). This docunent defines a YANG data nodel
that can be used to configure and nanage MSDP protocol operations.
The operational state data and statistics can also be retrieved by

t hi s nodel

This nodel is designed to be used along with other nulticast YANG
data nodel s such as PIM[PI MYANG, which are not covered in this
docunent .

Ter m nol ogy

The term nol ogy for describing YANG data nodels is found in [ RFC6020]
and [ RFC7950], i ncl uding:

* action
* augnment
* choice

* cont ai ner
* data nodel

* data node

* grouping
* identity
* | eaf

* |ist

*  nodul e

* o uses

The foll owi ng abbreviations are used in this document and the defined
nmodel

VMBDP: Mul ticast Source Discovery Protocol [RFC3618]
RP: Rendezvous Point [RFC7761]

RPF: Reverse Path Forwardi ng [ RFC7761]



SA: Source-Active [ RFC3618]
1.2. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

1.3. Tree Diagrans

Tree diagrans used in this docunent follow the notation defined in
[ RFC8340] .

1.4. Prefixes in Data Node Nanes

In this docunment, names of data nodes, actions, and other data nodel
objects are often used without a prefix, as long as it is clear from
the context in which YANG nodul e each nane is defined. Oherw se,
nanes are prefixed using the standard prefix associated with the
correspondi ng YANG nodul e, as shown in Table 1.

[ e —— C—p———(—(———(—(———————————————_ Ll pp—p—p——————r
| Prefix | YANG nodul e | Reference |
B ety e ey Pl gty o
| yang | ietf-yang-types | [RFC6991] |
e I e +
| inet | ietf-inet-types | [RFC6991] |
R S R +
| rt | ietf-routing | [RFC8349] |
dommm e R R T ommm e +
| if | ietf-interfaces | [ RFC8343] |
e I e +
| ip | ietf-ip | [ RFC8344] |
R S R +
| key-chain | ietf-key-chain | [RFC8177] |
ommm e R T ommm e +
| rt-types | ietf-routing-types | [ RFC8294] |
e I e +
| acl | ietf-access-control-list | [RFC8519] |
R S R +

Table 1
2. Design of the Data Mdel
2.1. Scope of Mdel
The nodel covers MSDP [ RFC3618].

Thi s nodel can be used to configure and nmanage MSDP protoco
operations. The operational state data and statistics can be
retrieved by this nodel. Even though no protocol-specific
notifications are defined in this nodel, the subscription and push
mechani sns, as defined in [ RFC8639] and [ RFC8641], can be inplenented
by the user to subscribe to notifications on the data nodes in this
nodel .

The nodel contains all the basic configuration paraneters to operate
the protocol. Depending on the inplenentation choices, sone systens
may not allow sone of the advanced paraneters to be configurable.
The occasional ly inplenented paraneters are nodel ed as optional
features in this nodel. This nodel can be extended, and it has been
structured in a way that such extensions can be conveniently nade.
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Speci fication

The configuration data nodes cover gl oba

and per-peer configuration attributes.
gl obal , per-peer, and SA infornmation.
top-1evel container in this data nodel

container is expected to enable MSDP protoco

notification is defined in this nodel.

Modul e Structure

configuration attributes
The state data nodes include
The container "nmsdp" is the
The presence of this

functionality. No

Thi s nodel

imports and augnents the "ietf-routing” YANG data node

defined in [ RFC8349].

Bot h configuration data nodes and state data

nodes as nentioned in [ RFC8349] are augnent ed.

The YANG dat a nodel

defined in this docunent confornms to the Network

Management Datastore Architecture (NVDA) [ RFC8342].

The operationa

state data is conmbined with the associated configuration data in the

sanme hi erarchy [ RFC8407].

nmodul e: ietf-nedp

augrment /rt:routing/rt:control-pl ane-

[rt:control-plane-protocol
+--rw nsdp
+--rw gl oba
| +--rw tcp-connection-source?

protocol s

if:interface-ref

| +--rw default-peer* [peer-addr prefix-policy]
{filter-policy}?

| +--rw peer-addr

| +--rw prefix-policy ->

+--rw originating-rp

| +--rwinterface?

+-rwsa-filter

|  +--rwin?

| +--rwout?

+--rwsa-limt?

+--rw ttl-threshol d?
--rw peers

+--rw peer* [address]

+--rw addr ess
+---x cl ear - peer

| +--: (key-chain)
| | +--rw key-chain?

_—_—— Y —_——

->

.1..1..lpeers/peer/address
/acl : acl s/ acl / nane

if:interface-ref

-> [acl:acls/acl/nane
-> [acl:acl s/ acl / nane

ui nt 32
ui nt 8

i net:ipv4-address

+--rw aut henti cation {peer-authentication}?
| +--rw (authentication-type)?

key- chai n: key- chai n-r ef

| +--: (password)
| +--rw key?

+--rw enabl ed?
+--rw description?

+--rw mesh-group?
+--rw peer-as?

+--rwsa-filter
|  +--rwin?

|  +--rwout?
+--rwsa-limt?
+--rw tiner

| +--rw holdtine-interva

+--rw ttl-threshol d?
+--ro0 session-state?

| +--rw crypto-al gorithnf

+--rw t cp- connecti on-source?

| +--rw connect-retry-interval?

| +--rw keepalive-interval ?

string

identityref

bool ean
if:interface-ref

string

string

i net: as- nunber
{peer-as-verification}?

-> [acl:acls/acl/nane
-> [acl:acls/acl/nane

ui nt 32

ui nt 16
ui nt 16
ui nt 16
ui nt8

enuner ati on

?



+--ro el apsed-time? yang: gauge32

+--1r0 connect-retry-expire? ui nt 32
+--ro0 hol d-expire? uintl6
+--ro0 is-default-peer? bool ean
+--ro keepalive-expire? uint16
+--ro reset-count? yang: zer o- based- count er 32

+--ro statistics
+--ro discontinuity-tinme? yang: date-and-ti ne
+--ro error

+--ro rpf-failure? ui nt 32

I

I

I

I

I

I

I

I

I

I

| +--1ro0 queue

| | +--ro size-in? ui nt 32

| | +--ro size-out? ui nt 32

| +--ro received

| | +--ro keepalive? yang: count er 64
| | +--ro notification? yang: count er 64
| | +--ro sa-nmessage? yang: count er 64
| | +--ro sa-response? yang: count er 64
| | +--ro sa-request? yang: count er 64
| | +--ro total? yang: count er 64
| +--ro sent

| +--ro0 keepalive? yang: count er 64
| +--ro notification? yang: count er 64
| +--ro sa-nessage? yang: count er 64
| +--ro sa-response? yang: count er 64
| +--ro sa-request? yang: count er 64
| +--ro total ? yang: count er 64

+---Xx clear-all-peers
+--ro sa-cache
+--ro0 entry* [group source-addr]
| +--ro group
rt-types:ipv4-nulticast-group-address
| +--ro source-addr
rt-types:ipv4-multicast-source-address
+--ro0 origin-rp* [rp-address]
| +--ro rp-address i net:ipv4-address
| +--ro is-local-rp? bool ean
| +--ro sa-adv-expire? ui nt 32
+--ro state-attributes

+--1r0 up-tinme? yang: gauge32
+--ro0 expire? yang: gauge32
+--ro hol ddown-interval ? ui nt 32

+--ro peer-|earned-fronf i net:ipv4-address
+--ro rpf-peer? i net:ipv4-address

+---x clear
+---w i nput

+---wentry!

| +---w group
rt-types:ipv4-multicast-group-address

| +---w source-addr?
rt-types:ipv4-nmulticast-source-address

+---w peer - addr ess? i net:ipv4-address

+---w peer-as? i net: as-numnber

.1. MSDP Configuration

\VBDP operation requires configuration information that is distributed
anongst several peers. Several peers nay be configured in a nesh-
group. The SA information may be filtered by peers.

The configuration nodeling branch is conposed of MSDP gl obal and peer
configurations. These two parts are the nobst inportant parts of
VSDP.

Besi des the fundanental features of MSDP, several optional features
are included in the nodel. These features help the control of MSDP
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The peer features and SA features nmake the depl oyment and contro
easier. The connection paranmeters can be used to control the TCP
connecti on because MSDP is based on TCP. The authentication features
make the protocol nore secure. The filter features selectively allow
operators to prevent SA information from being forwarded to peers.

MSDP St at es

VBDP states are conposed of the MSDP gl obal state, the NMSDP peer
state, statistics information, and SA cache information. The
statistics informati on and SA cache information hel p the operator
retrieve data regarding the protocol’s condition

YANG actions are defined to clear the connection of one specific MSDP
peer, clear the connections of all MSDP peers, or clear sone or al
of the SA caches.

MSDP YANG Dat a Mode

Thi s nodul e references [RFC3618], [RFC4271], [RFC5925], [ RFC6991],
[RFC7761], [RFC8177], [RFCB8294], [RFC8343], [RFC8344], [RFCB8349], and
[ RFC8519] .

<CODE BEG@ NS> file "ietf-nsdp@020-10-31. yang"
modul e ietf-nsdp {

yang-version 1.1;

nanespace "urn:ietf:parans: xm :ns:yang:ietf-nsdp";
prefix nsdp;

import ietf-yang-types {
prefix "yang";
ref erence
"RFC 6991: Common YANG Data Types";

}

inmport ietf-inet-types {
prefix "inet";
ref erence
"RFC 6991: Common YANG Data Types";

}
inmport ietf-routing {
prefix "rt";
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent
(NMDA Version)";
}
inmport ietf-interfaces {
prefix "if";
ref erence
"RFC 8343: A YANG Data Mddel for Interface Managenent";
}
inmport ietf-ip {
prefix "ip";
ref erence
"RFC 8344: A YANG Data Model for |P Managenent";
}

import ietf-key-chain {
prefix "key-chain";
reference
"RFC 8177: YANG Data Mddel for Key Chains";



}

import ietf-routing-types {
prefix "rt-types";
reference
"RFC 8294: Common YANG Data Types for the Routing Area";

}
import ietf-access-control-list {
prefix acl;
ref erence
"RFC 8519: YANG Data Model for Network Access Control Lists
(ACLs)";

organi zati on
"I ETF Protocols for IP Miulticast (pim Wrking Goup";

cont act
"WG Web: <https://datatracker.ietf.org/wg/ pim>
WG List: <mailto:pim@etf.org>

Edi t or: Xufeng Liu
<mailto:xufeng.liu.ietf@mil.conp

Edi t or: Zheng Zhang
<mai | t 0: zhang. zheng@t e. com cn>

Edi t or: Ani sh Peter
<mai | to: ani sh.ietf @mail.conpr

Edi t or: Mahesh Si vakumar
<mai | t 0: si vakumar . mahesh@nmi | . con®

Edi t or: Feng Guo
<mai | t 0: guof eng@uawei . conr

Edi t or: Pete McAllister
<mai | t o: pete. ntal |l i ster @retasw tch. com";

description
"Thi s nodul e defines the YANG data nodel definitions for the
Mul ticast Source Di scovery Protocol (NMSDP).

The key words ' MUST', ' MUST NOT', ' REQUI RED , ' SHALL', ' SHALL
NOT’, ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2020 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license ternms contained in, the Sinplified BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8916; see the
RFC itself for full legal notices.";

revision 2020-10-31 {
description
"Initial revision.";



ref erence
"RFC 8916: A YANG Data Model for the Multicast Source
Di scovery Protocol (MsDP)"

}

/*
* Features
*/

feature filter-policy {
description
"Support policy configuration of peer/nessage filtering.";
reference
"RFC 8519: YANG Data Mddel for Network Access Contro
Lists (ACLs)";
}

feature peer-as-verification {
description
"Support configuration of a peer’s Autononpus System Number
(ASN) . ";
ref erence
"RFC 4271: A Border Gateway Protocol 4 (BGP-4)";
}

feature peer-authentication {
description
"Support configuration of peer authentication.";
ref erence
"RFC 8177: YANG Data Mddel for Key Chains";
}

/*
* |dentities
*/

identity nsdp {
base rt:control -pl ane-protocol ;
description
"Identity for the Milticast Source Discovery Protocol (MSDP).";
reference
"RFC 3618: Milticast Source Discovery Protocol (MsDP)"
}

/*
* &roupi ngs
*/
groupi ng aut henti cati on-contai ner {
description
“Aut hentication attributes.”;
contai ner authentication {
i f-feature peer-authentication;
description
"A container defining authentication attributes.";
choi ce authentication-type {
case key-chain {
| eaf key-chain {
type key-chai n: key-chai n-ref;
description
"Reference to a key-chain.";
reference
"RFC 8177: YANG Data Mddel for Key Chains";

}
}

case password {
| eaf key {



type string;
description
"This | eaf specifies the authentication key.";

| eaf crypto-al gorithm/{
type identityref {
base key-chain: crypto-al gorithm

must "derived-fromor-self(., 'key-chain:nd5 )" {
error-nessage
"Only the md5 al gorithm can be used for MSDP.";
description
"Check for crypto-algorithm?";
}
description
"Cryptographic algorithm associated with a key.
Only the nd5 al gorithm can be used for MSDP
When 'nd5’ is specified, MSDP control messages
are secured by TCP MD5 signatures as descri bed
in RFCs 3618 and 5925. Both peers of a
connecti on SHOULD be configured to the sane
al gorithmfor the connection to be established.
When this leaf is not configured, unauthenticated
TCP is used.";
ref erence
"RFC 3618: Milticast Source Discovery Protocol (NMSDP)
RFC 5925: The TCP Aut hentication Option
RFC 8177: YANG Data Mddel for Key Chains";

}
}

description
"Choi ce of authentication.”;

}

} // authentication-container

groupi ng tcp-connect-source {
description
"Attribute to configure a peer TCP connection source.";
| eaf tcp-connection-source {
type if:interface-ref;
must "/if:interfaces/if:interface[if:name = current()]/"
+ "ip:ipvd4/ip:enabled = "false " {
error-nessage
"The interface must have | Pv4 enabled.";
description
"The interface must have | Pv4 enabled.";
ref erence
"RFC 8343: A YANG Data Mddel for Interface Managenent"”;
}
description
"The interface is to be the source for the TCP
connection. It is a reference to an entry in the gl oba
interface list.";

} /] tcp-connect-source
groupi ng gl obal -config-attributes {
description
"d obal MSDP configuration."”;
uses tcp-connect-source;
list default-peer {

if-feature filter-policy;
key "peer-addr prefix-policy";



description
"The default peer accepts all MSDP Source-Active (SA)
messages. A default peer is needed in topol ogi es where
VBDP peers do not coexist with BGP peers. The Reverse Path

Forwar di ng (RPF) check on SA nessages will fail, and no
SA nessages will be accepted. |In these cases, you can
configure the peer as a default peer and bypass

RPF checks.";

| eaf peer-addr
type leafref {
path "../../../peers/peer/address”;
}
mandat ory true;
description
"Reference to a peer that is in the peer list.";

}
| eaf prefix-policy {
type leafref {
path "/acl:acl s/acl:acl/acl:nane";
}
description
"If specified, only those SA entries whose Rendezvous
Point (RP) is permtted in the prefix list are all owed;
if not specified, all SA nessages fromthe default
peer are accepted."”;
ref erence
"RFC 7761: Protocol |ndependent Milticast - Sparse Mde
(PIMSM: Protocol Specification (Revised)
RFC 8519: YANG Data Mbdel for Network Access Control
Lists (ACLs)";

}
} /] default-peer

container originating-rp {
description
"The container of the originating RP.";
| eaf interface {
type if:interface-ref;
must “/if:interfaces/if:interface[if:name = current()]/"
+ "ip:ipvd4/ip:enabled = "false " {
error-nessage
"The interface must have | Pv4 enabled.";
description
"The interface must have | Pv4 enabled.";
reference
"RFC 8343: A YANG Data Mddel for Interface Managenent";
}

description
"Reference to an entry in the global interface list.
The | P address of the interface used in the RP field of
an SA nessage entry. \Wen anycast RPs are used, all RPs
use the sane | P address. This paraneter can be used to
define a unique |IP address for the RP of each MSDP peer.
By default, the software uses the RP address of the
| ocal system";

}
} /] originating-rp
uses sa-filter-container;
| eaf sa-limt {

type uint32;

description
"Alimt on the nunmber of SA entries accepted.



If not configured or the value is 0, thereis no limt.";

uses ttl-threshol d;
} /1 global-config-attributes

groupi ng peer-config-attributes {
description
"Per-peer configuration for MSDP.";

uses aut henticati on-contai ner;
| eaf enabl ed {
type bool ean;
description
""true' if the peer is enabled;
"false’ if the peer is disabled."”;

}

uses tcp-connect-source;

| eaf description {
type string;
description
"The peer description.";

| eaf mesh-group {
type string;
description
"The name of the nesh-group to which this peer belongs.";
ref erence
"RFC 3618: Milticast Source Discovery Protocol (NMSDP)
Section 10.2";
}
| eaf peer-as {
if-feature peer-as-verification;
type inet:as-nunber;
description
"The peer’s ASN. Using peer-as to performthe verification
can provide nore controlled ability. The value can be
conpared with the BGP peer’s ASN. If they are different,
the SA information that cones fromthis peer nmay be
rejected. |If the ASNis the sane as the |ocal ASN, then
the peer is within the sane domai n; otherw se, this peer
is external to the domain. This is conparable to the
definition and usage in BGP; see RFC 4271.";
ref erence
"RFC 4271: A Border Gateway Protocol 4 (BGP-4)";
}
uses sa-filter-container;
| eaf sa-limt {
type uint32;
description
"Alimt on the nunber of SA entries accepted fromthis
peer.
If not configured or the value is 0, thereis no limt.";
}
container timer {
description
"Timer attributes.";

ref erence
"RFC 3618: Milticast Source Discovery Protocol (NMSDP)
Section 5";
| eaf connect-retry-interval ({
type uint 16;
units seconds;
default 30;

description
"The peer tinmer for connect-retry. By default, MSDP peers



wait 30 seconds after the session is reset.";

| eaf holdtinme-interval {
type uintl1l6 {
range "3..65535";
}
units seconds;
default 75;
description
"The SA hol d-down period of this MSDP peer.";

| eaf keepalive-interval {
type uint16 {
range "1..65535";

}
units seconds;
must '. < ../holdtine-interval’ ({

error-nessage
"The keepalive interval nust be smaller than the "
+ "hold-time interval .";

}
default 60;
description
"The keepalive tiner of this MSDP peer.";

Y oIl tinmer
uses ttl-threshol d;
} /] peer-config-attributes

groupi ng peer-state-attributes {
description
"Per-peer state attributes for MSDP.";

| eaf session-state {
type enuneration {
enum di sabled {
description
"Di sabl ed. ";
}

enum i nactive {
description
"I nactive.";

enum listen {
description
"Listen.";

}

enum connecti ng {
description
"Connecting.";

enum est abl i shed {
description
"Established.";
}

config fal se;
description
"The peer’s session state.";
ref erence
"RFC 3618: Milticast Source Discovery Protocol (MsSDP),
Section 11";

| eaf el apsed-tine {
type yang: gauge32;
uni ts seconds;



config fal se;
description
"El apsed tine for being in a state.";
}
| eaf connect-retry-expire {
type uint32;
units seconds;
config fal se;
description
"Connect retry expire tine of a peer connection.";

| eaf hol d-expire {
type uint 16;
units seconds;
config fal se;
description
"Hol d expire time of a peer connection.";

| eaf is-default-peer {
type bool ean;
config fal se;
description
"'true’ if this peer is one of the default peers."”;
}
| eaf keepalive-expire {
type uint 16;
units seconds;
config fal se;
description
"Keepal ive expire time of this peer.";
}
| eaf reset-count {
type yang: zer o- based- count er 32;
config fal se;
description
"The reset count of this peer.";

}

contai ner statistics {
config fal se;
description
"A container defining statistics attributes.";

| eaf discontinuity-time {
type yang: date-and-ti ne;
description
"The time on the npst recent occasion at which any one
or nmore of the statistics counters suffered a
discontinuity. |If no such discontinuities have occurred
since the last re-initialization of the |oca
managenment subsystem then this node contains the tine
the | ocal managenent subsystemre-initialized itself.";

}

contai ner error {
description
"A grouping defining error statistics attributes.";
| eaf rpf-failure {
type uint32;
description
"The nunmber of RPF failures.”;

}
}

cont ai ner queue {
description



"A container that includes queue statistics attributes.”;
| eaf size-in {
type uint32;
description
"The nunber of messages received fromthe peer
currently queued.";
}
| eaf size-out {
type uint 32;
description
"The number of messages queued to be sent to the peer.";
}

}

contai ner received {
description
"Recei ved nmessage counters.";
uses statistics-sent-received,
}
contai ner sent {
description
"Sent nessage counters.";
uses statistics-sent-received;
}
} /] statistics
} /] peer-state-attributes

grouping sa-filter-container {
description
"A container defining SA filters.";
contai ner sa-filter {
description
"Specifies an Access Control List (ACL) to filter SA nessages
com ng into or going out of the peer.";
leaf in {
type leafref {
path "/acl:acl s/acl:acl/acl:nane";
}
description
"Filters incom ng SA nessages only.
The value is the nane to uniquely identify a
policy that contains one or nore rules used to
accept or reject MSDP SA nmessages.
If the policy is not specified, all MSDP SA nessages are

accepted. ";
ref erence
"RFC 8519: YANG Data Mdel for Network Access Contro
Lists (ACLs)";
| eaf out {

type leafref {
path "/acl:acl s/ acl:acl/acl:name";
}
description
"Filters outgoing SA nessages only.
The value is the nane to uniquely identify a
policy that contains one or nore rules used to
accept or reject MSDP SA nessages.
If the policy is not specified, all MSDP SA nessages are

sent.";
ref erence
"RFC 8519: YANG Data Mbdel for Network Access Contro
Lists (ACLs)";

}
Y /Il sa-filter

} /'l sa-filter-container



grouping ttl-threshold {
description
"Attribute to configure the TTL threshold.";
leaf ttl-threshold {
type uint8 {
range 1..255;
}
description
"The maxi mum nunber of hops data packets can traverse
bef ore bei ng dropped.";

}
} // ttl-threshold

grouping statistics-sent-received {
description
"A groupi ng defining sent and received statistics attributes.";
| eaf keepalive {
type yang: count er 64;
description
"The nunber of keepalive nessages.";

| eaf notification {
type yang: count er 64;
description
"The nunber of notification nmessages.”;
}
| eaf sa-nessage {
type yang: count er 64;
description
"The number of SA nessages.”;
}
| eaf sa-response {
type yang: count er 64;
description
"The nunber of SA response nessages.";
}
| eaf sa-request {
type yang: count er 64;
description
"The nunber of SA request nessages."”;
}

| eaf total {
type yang: count er 64;
description
"The nunber of total nessages.";

} /] statistics-sent-received

/*
* Data nodes
*/
augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control -pl ane-protocol " {
when "derived-fromor-self(rt:type, ’nsdp:nsdp )" {
description
"This augnentation is only valid for a routing protocol
i nstance of MSDP.";
}
description
"MSDP augnentation to routing control-plane protoco
configuration and state.";
contai ner nsdp {
description
"MSDP configuration and operational state data.";



cont ai ner gl obal ({
description
"d obal attributes.";
uses gl obal -config-attributes;

}

cont ai ner peers {
description
"Contains a |list of peers.";
list peer {
key "address";
description
"Alist of MSDP peers.";
| eaf address {
type inet:ipv4-address;
description
"The address of the peer.";

action clear-peer {
description
"Clears the TCP connection to the peer.";
}
uses peer-config-attributes;
uses peer-state-attributes;

}
}

action clear-all-peers {
description
"Al'l peers’ TCP connections are cleared."”;

}

cont ai ner sa-cache {
config fal se;
description
"The SA cache information.";
list entry {
key "group source-addr";
description
"Alist of SA cache entries.";
| eaf group {
type rt-types:ipv4-nul ticast-group-address;
description
"The group address of this SA cache.”;
}
| eaf source-addr {
type rt-types:ipv4-nul ticast-source-address;
description
"Source | Pv4 address.”;
}
list origin-rp {
key "rp-address";
description
"Information regarding the originating RP.";
| eaf rp-address {
type inet:ipv4-address;
description
"The RP address. This is the IP address used in the
RP field of an SA nessage entry.";
}
| eaf is-local-rp {
type bool ean;
description
""true' if the RP is local;
"false’ if the RPis not local.";



| eaf sa-adv-expire {
type uint32;
units seconds;
description
"The remaining tine duration before expiration
of the periodic SA advertisenment tiner on a
| ocal RP.";

}
}

contai ner state-attributes {
description
"SA cache state attributes for MSDP.";

| eaf up-tine {
type yang: gauge32;
units seconds;
description
"Indicates the duration tinme when this SA entry is
created in the cache. MSDP is a periodic protocol;
the val ue can be used to check the state of the
SA cache.";

| eaf expire {
type yang: gauge32;
units seconds;
description
"Indicates the duration tinme when this SA entry in
the cache times out. MSDP is a periodic protocol;
the val ue can be used to check the state of the
SA cache."”;

| eaf hol ddown-interval ({
type uint32;
units seconds;
description
"Hol d-down tinmer value for SA forwarding.";
ref erence
"RFC 3618: Milticast Source Discovery Protoco
(MsDP), Section 5.3";

| eaf peer-learned-from {
type inet:ipv4-address;
description
"The address of the peer fromwhich we | earned this
SA information.";

}
| eaf rpf-peer {
type inet:ipv4-address;
description
"The address is the SA's originating RP.";

} /] state-attributes
} /] entry

action clear {
description
"Clears MSDP SA cache entries.";
i nput {
container entry {
presence "If a particular entry is cleared.”;
description
"The SA cache (S, G or (*, QG entry to be cleared.
If this is not provided, all entries are cleared.”;
| eaf group {
type rt-types:ipv4-nul ticast-group-address;



mandat ory true;
description
"The group address.";
}

| eaf source-addr {
type rt-types:ipv4-nul ticast-source-address;
description
"The address of the nulticast source to be cleared.
If this is not provided, then all entries related
to the given group are cleared.”;
}
}
| eaf peer-address {
type inet:ipv4-address;
description
"The peer | P address from which MSDP SA cache entries
have been learned. |If this is not provided, entries
| earned fromall peers are cleared.”;
}
| eaf peer-as {
type inet:as-nunber;
description
"The ASN from whi ch MSDP SA cache entries have been
|l earned. If this is not provided, entries |earned
fromall ASes are cleared.”;

}
Y /'l clear
} /] sa-cache
Y /1 msdp

} // augnent
<CODE ENDS>
Security Considerations

The YANG nodul e specified in this docunent defines a schema for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |layer, and the mandatory-to-inpl enment secure
transport is Secure Shell (SSH) [RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
witable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

Under /rt:routing/rt:control-plane-protocol s/ nsdp:
msdp: gl oba
Thi s subtree specifies the configuration for the MSDP
attributes at the global level. Mdifying the configuration

can cause MSDP default peers to be deleted or the connection to
be rebuilt and can al so cause unexpected filtering of the SA



nmedp: peers

Thi s subtree specifies the configuration for the MSDP
attributes at the peer level. Mdifying the configuration wll
al | ow unexpected MSDP peer establishnment and unexpected SA

i nformation | earning and adverti senment.

The writability of the "key" field should be strictly
controlled. M soperation of the key will break the existing
MSDP connection, and the associated SA caches will also be
del et ed.

Sone of the readable data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

/rt:routing/rt:control-pl ane-protocol s/ nsdp:

Unaut hori zed access to any data node of the above subtree can

di scl ose the operational state information of MSDP on this device.
For exanple, disclosure of the peer information may lead to a
forged connection attack, and uncorrected nodification of the ACL
nodes may lead to filter errors.

The "key" field is also a sensitive readable configuration
Unaut hori zed reading of this field nay | ead to | eaking of the
password. Modification will allow the unexpected rebuil ding of
connect ed peers.

Aut hentication configuration is supported via the specification of
key-chains [RFC8177] or the direct specification of the key and the
aut hentication algorithm Hence, authentication configuration in the
"aut hentication" container inherits the security considerations

di scussed in [RFC8177]. This includes the considerations with
respect to the local storage and handling of authentication keys.

Sone of the RPC operations in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environnments. It is thus
important to control access to these operations. These are the
operations and their sensitivity/vulnerability:

/rt:routing/rt:control-plane-protocol s/ nsdp: cl ear - peer
[rt:routing/rt:control-plane-protocol s/ nsdp: cl ear-sa-cache

Unaut hori zed access to either of the above action operations can
|l ead to rebuilding of the MSDP peers’ connections or del etion of
SA records on this device

| ANA Consi der ati ons

| ANA has registered the followwng URI in the "ns

the "I ETF XML Registry" [ RFC3688]:

subregistry within

URI: wurn:ietf:parans:xm:ns:yang:ietf-nsdp
Regi strant Contact: The | ESG
XM: N A; the requested URI is an XM. nanmespace

| ANA has registered the foll owing YANG nodule in the "YANG Mdul e
Nanes" subregistry [RFC6020] within the "YANG Paranmeters" registry:

Nane: ietf-nmsdp
Nanespace: urn:ietf:params: xn:ns:yang:ietf-nmsdp
Prefix: rmsdp
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Appendi x A. Data Tree Exanple

Thi s appendi x contains an exanple of an instance data tree in JSON
encodi ng [ RFC7951], containing configuration data.

A.1. The dobal and Peer Configuration Exanple

{
"ietf-interfaces:interfaces": {
"interface": |
{
"name": "ethl",
"description": "An interface with MSDP enabl ed.",
"type": "iana-if-type:ethernetCsnmacd",
"ietf-ip:ipvd": {
"forwardi ng": true,
"address": |
{
"ip": "192.0.2.1",
"prefix-length": 24
}
]
}
}
]
}
"ietf-access-control-list:acls": {
"acl": [
{
"name": "nsedp-default-peer-policy"”,
"type": "ietf-access-control-list:ipv4-acl-type",
"aces": {
"ace": [
{
"name": "accept",
"actions": {
"forwarding": "ietf-access-control-list:accept"
}
}
]
}
}
]
}

"ietf-routing:routing": {
"router-id": "203.0.113.1",
"control - pl ane-protocol s": {

"control - pl ane-protocol ": [
"type": "ietf-nsdp: nsdp”,
"nanme": "nsdp-1",
"ietf-nmedp: nedp": {
"global ": {
"t cp-connection-source": "ethl",

"defaul t-peer": [

"peer-addr”: "198.51.100.8",
"prefix-policy": "nmsdp-default-peer-policy"
}

] i)
riginating-rp": {



"interface": "ethl"
}
"sa-limt": O,

"ttl-threshold": 1
},

"peers": {

"peer": [

{

"address": "198.51.100.8",

"enabl ed": true,

"t cp-connection-source": "ethl",

"description": "x",

"mesh-group”: "x",

"peer-as": 100,

"sa-limt": O,

"timer": {
"connect-retry-interval": O,
"holdtinme-interval": 3,
"keepal ive-interval": 1

} i)
"ttl-threshold": 1

The State Exanpl e

"ietf-interfaces:interfaces": {
"interface": |

{
"name": "ethl",
"description": "An interface with MSDP enabl ed. ",
"type": "iana-if-type:ethernetCsmacd",
"phys-address": "00:00: 5e: 00: 53: 01",
"oper-status": "up",
"statistics": {
"discontinuity-tinme": "2020-02-22T11:22: 33+02: 00"
}
"ietf-ip:ipvd": {
"forwardi ng": true,
"mu": 1500,
"address": [
"ip": "192.0.2.1",
"prefix-length": 24,
"origin": "static"
}
]
}
}
]
}
"ietf-access-control-list:acls": {
"acl": [
{
"name": "msdp-default-peer-policy",
"type": "ietf-access-control-list:ipv4-acl-type",
"aces": {

"ace": [



{

"nanme": "accept",
"actions": {
"forwarding": "ietf-access-control-list:accept"

"ietf-routing:routing": {
"router-id": "203.0.113.1",
"control -pl ane-protocol s": {

"control -plane-protocol ": |

"type": "ietf-nsdp: nsdp"”,

"name": "nsdp-1",

"ietf-nsdp: nedp”: {

"gl obal ": {
"t cp-connection-source": "ethl",
"defaul t-peer": [
{

"peer-addr": "198.51.100.8",
"prefix-policy": "nmsdp-default-peer-policy”

]

’riginating-rp": {
"interface": "ethl"

}

a-limt": O,

"ttl-threshold": 1

},

"peers": {
"peer": |

{

"address": "198.51.100.8",

"enabl ed": true,

"t cp-connection-source": "ethl",

"description": "

"mesh- group":

"peer-as": 100,

"sa-limt": O,

"timer": {
"connect-retry-interval": O,
"holdtinme-interval": 3,
"keepalive-interval": 1

X",

X 1

b
"ttl-threshold": 1,
"session-state": "established",
"el apsed-tine": 5,
"is-defaul t-peer": true,
"keepal i ve-expire": 1
"reset-count": 1,
"statistics": {
"discontinuity-tine": "2020-02-22T12: 22: 33+02: 00"
}

}
]

a-cache": {
"entry": [
{
"group": "233.252.0.23",
"source-addr": "192.0.2.50",
"origin-rp": [

}



"rp-address": "203.0.113.10",
"is-local -rp": false,
"sa-adv-expire": 50

}

tate-attributes": {

"up-tinme": 1000,

"expire": 120,

"hol ddown-i nterval ": 150,

"peer-| earned-froni: "198.51.100.8",
"rpf-peer”: "198.51.100. 8"

]

A. 3. The Actions Exanple

Thi s exanpl e shows the input data (in JSON) for executing an
"sa-cache clear" action to clear the cache of all entries that match
the group address of 233.252.0.23.

{
"ietf-nsdp: sa-cache": {
"input": {
"entry": {
"group": "233.252.0.23"
}
}
}
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