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packets, and holds all required state only on the client via opaque
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1. Introduction
This meno specifies Network Tine Security (NTS), a cryptographic
security nechani smfor network time synchronization. A conplete
specification is provided for application of NTS to the client-server
mode of the Network Time Protocol (NTP) [RFC5905].

1.1. hjectives

The obj ectives of NTS are as foll ows:

* ldentity: Through the use of a X 509 public key infrastructure,
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i npl ement ati ons can cryptographically establish the identity of
the parties they are comunicating wth.

* Authentication: Inplenentations can cryptographically verify that
any tine synchronization packets are authentic, i.e., that they
were produced by an identified party and have not been nodified in

transit.

* Confidentiality: Although basic tinme synchronization data is
consi dered nonconfidential and sent in the clear, NTS includes
support for encrypting NTP extension fields.

* Replay prevention: Cient inplenentations can detect when a
received tinme synchronization packet is a replay of a previous

packet .

* Request-response consistency: Cient inplenentations can verify
that a time synchronization packet received froma server was sent
in response to a particular request fromthe client.

* Unlinkability: For nobile clients, NTS will not |eak any
i nformati on additional to NTP which would pernit a passive
adversary to determine that two packets sent over different
networks cane fromthe same client.

* Non-anplification: Inplenentations (especially server
i npl ementations) can avoid acting as distributed denial -of -service
(DDoS) amplifiers by never responding to a request with a packet
| arger than the request packet.

* Scalability: Server inplenmentations can serve | arge numnbers of
clients without having to retain any client-specific state.

* Performance: NTS must not significantly degrade the quality of the
time transfer. The encryption and authenticati on used when
actually transferring tinme should be |ightweight (see Section 5.7
of RFC 7384 [RFC7384]).

AEAD

ALPN

C2s

DoS

DDoS

EF

HKDF

KoD

NTS

NTS NAK

NTS- KE

S2C

Terns and Abbrevi ations

Aut henti cated Encryption with Associ ated Data [ RFC5116]
Appl i cation-Layer Protocol Negotiation [RFC7301]
Cient-to-server

Deni al - of - Servi ce

Di stri buted Deni al - of - Servi ce

Ext ensi on Fi el d [ RFC5905]

Hashed Message Authenticati on Code-based Key Derivation
Functi on [ RFC5869]

Ki ss-0’ - Deat h [ RFC5905]

Net work Ti ne Protocol [RFC5905]

Network Tine Security

NTS negati ve- acknow edgnent

Network Tine Security Key Establishnent

Server-to-client



TLS Transport Layer Security [ RFC8446]
1.3. Protocol Overview

The Network Tine Protocol includes nmany different operating nodes to
support various network topol ogi es (see Section 3 of RFC 5905

[ RFC5905]). In addition to its best-known and nost-wi del y-used
client-server node, it also includes nodes for synchronization

bet ween synmetric peers, a control node for server nonitoring and
adm ni stration, and a broadcast node. These various nodes have
differing and partly contradictory requirenments for security and
performance. Symetric and control nobdes demand nutua

aut hentication and nutual replay protection. Additionally, for
certain nmessage types, the control node nmay require confidentiality
as well as authentication. dient-server node places nore stringent
requirenents on resource utilization than other nodes because servers
may have a vast nunber of clients and be unable to afford to maintain
per-client state. However, client-server node al so has nore rel axed
security needs because only the client requires replay protection: it
is harm ess for statel ess servers to process replayed packets. The
security demands of symmetric and control nodes, on the other hand,
are in conflict with the resource-utilization demands of client-
server nmode: any schenme that provides replay protection inherently

i nvol ves mai ntai ning sone state to keep track of which nessages have
al ready been seen.

This menmo specifies NTS exclusively for the client-server node of
NTP. To this end, NIS is structured as a suite of two protocols:

The "NTS Extension Fields for NTPv4" define a collection of NTP
extension fields for cryptographically securing NTPv4 using
previously established key material. They are suitable for
securing client-server node because the server can inplenment them
wi thout retaining per-client state. Al state is kept by the
client and provided to the server in the formof an encrypted
cooki e supplied with each request. On the other hand, the NTS
Extension Fields are suitable _only for client-server node
because only the client, and not the server, is protected from
repl ay.

The "NTS Key Establishnent” protocol (NTS-KE) is a nmechanism for
establishing key material for use with the NIS Extension Fields
for NTPv4. It uses TLS to establish keys, to provide the client
with an initial supply of cookies, and to negotiate sone

addi tional protocol options. After this, the TLS channel is
closed with no per-client state remaining on the server side.

The typical protocol flowis as follows: The client connects to an
NTS- KE server on the NTS TCP port and the two parties performa TLS
handshake. Via the TLS channel, the parties negotiate sone

addi tional protocol paraneters, and the server sends the client a
supply of cookies along with an address and port of an NTP server for
whi ch the cookies are valid. The parties use TLS key export

[ RFC5705] to extract key material, which will be used in the next
phase of the protocol. This negotiation takes only a single round
trip, after which the server closes the connection and discards al
associ ated state. At this point, the NTS-KE phase of the protocol is
complete. Ildeally, the client never needs to connect to the NTS-KE
server again.

Ti me synchroni zation proceeds with the indicated NTP server. The
client sends the server an NTP client packet that includes severa
extension fields. Included anong these fields are a cookie
(previously provided by the key establishnent server) and an
aut hentication tag, conputed using key material extracted fromthe
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NTS- KE handshake. The NTP server uses the cookie to recover this key
mat eri al and send back an authenticated response. The response
includes a fresh, encrypted cookie that the client then sends back in
the clear in a subsequent request. This constant refreshing of
cookies is necessary in order to achieve NTS s unlinkability goal

Figure 1 provides an overview of the high-level interaction between
the client, the NTS-KE server, and the NTP server. Note that the
cookies’ data format and the exchange of secrets between NTS-KE and
NTP servers are not part of this specification and are inplenentation
dependent. However, a suggested format for NTS cookies is provided
in Section 6.

R +
I
+-> | NTP Server 1 |
| I
Shar ed cooki e | R L +
R + encryption parameters | R T +
| (I'nmpl ement ati on dependent) | | |
| NTS-KE Server | <------momommmii i +-> | NTP Server 2 |
I I [ I
R + | Fomm e e - +
n I
| |
| 1. Negotiate paraneters, | .
| receive initial cookie | R +
| supply, generate AEAD keys, | | |
| and receive NTP server |IP +-> | NTP Server N
| addresses using "NTS Key | |
| Establ i shnent™ protocol . R T +
| AN
I I
I tooo---o- + I
I I I I
R > | dient | <--------mmii oo +
| | 2. Perform authenticated
R + time synchronization

and generate new
cooki es using "NTS
Ext ensi on Fields for
NTPv4".

Figure 1: Overview of High-Level Interactions in NTS
Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

TLS Profile for Network Time Security
Network Tinme Security nmakes use of TLS for NTS key establishnent.

Since the NTS protocol is new as of this publication, no backward-
compatibility concerns exist to justify using obsolete, insecure, or
ot herwi se broken TLS features or versions. |nplementations MJST
conformw th RFC 7525 [ RFC7525] or with a later revision of BCP 195

I mpl enent ati ons MUST NOT negotiate TLS versions earlier than 1.3
[ RFC8446] and MAY refuse to negotiate any TLS version that has been
superseded by a |l ater supported version



Use of the Application-Layer Protocol Negotiation Extension [ RFC7301]
is integral to NTS, and support for it is REQU RED for
interoperability.

I mpl enent ati ons MUST follow the rules in RFC 5280 [ RFC5280] and RFC
6125 [ RFC6125] for the representation and verification of the
application’s service identity. Wen NIS-KE service discovery (out
of scope for this docunent) produces one or nore host nanes, use of
the DNS-ID identifier type [ RFC6125] is RECOMMENDED; specifications
for service discovery mechani snms can provi de additional guidance for
certificate validation based on the results of discovery.

Section 8.5 of this neno di scusses particul ar considerations for
certificate verification in the context of NIS

The NTS Key Establishnment Protoco

The NTS key establishment protocol is conducted via TCP port 4460.
The two endpoints carry out a TLS handshake in confornmance wth
Section 3, with the client offering (via an ALPN extension

[ RFC7301]), and the server accepting, an application-layer protoco

of "ntske/1". |Imediately followi ng a successful handshake, the
client SHALL send a single request as Application Data encapsul at ed
in the TLS-protected channel. Then, the server SHALL send a single

response. After sending their respective request and response, the
client and server SHALL send TLS "close_notify" alerts in accordance
with Section 6.1 of RFC 8446 [ RFC8446].

The client’s request and the server’s response each SHALL consi st of
a sequence of records formatted according to Figure 2. The request
and a non-error response each SHALL include exactly one NTS Next

Prot ocol Negotiation record. The sequence SHALL be term nated by a
"End of Message" record. The requirenent that all NTS-KE nessages be
term nated by an End of Message record nmakes them sel f-deliniting.

Clients and servers MAY enforce length linits on requests and
responses; however, servers MJST accept requests of at |east 1024
octets, and clients SHOULD accept responses of at |east 65536 octets.

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| 4 Record Type | Body Length |
B i s T T i i o S o T Ji I

I I
. Record Body .

B i s T T i i o S o T Ji I
Figure 2: NTS-KE Record For nat
The fields of an NTS-KE record are defined as foll ows:

C(Critical Bit): Determnes the disposition of unrecognized Record
Types. Inplenentations which receive a record with an
unrecogni zed Record Type MUST ignore the record if the Critica
Bit is O and MUST treat it as an error if the Critical Bit is 1
(see Section 4.1.3).

Record Type Number: A 15-bit integer in network byte order. The
semantics of Record Types 0-7 are specified in this neno.
Addi tional type nunmbers SHALL be tracked through the | ANA "Network
Time Security Key Establishnent Record Types" registry.

Body Length: The length of the Record Body field, in octets, as a



16-bit integer in network byte order. Record bodies MAY have any
representable I ength and need not be aligned to a word boundary.

Record Body: The syntax and senmantics of this field SHALL be
determi ned by the Record Type.

For clarity regarding bit-endianness: the Critical Bit is the nost
significant bit of the first octet. |In the C progranm ng | anguage,
given a network buffer ’'unsigned char b[]’ containing an NTS-KE
record, the critical bit is "b[0] >> 7 while the record type is
"((b[0] & Ox7f) << 8) + b[1]".

Note that, although the Type-Length-Body format of an NTS-KE record
is simlar to that of an NTP extension field, the semantics of the
length field differ. While the length subfield of an NTP extension
field gives the length of the entire extension field including the
type and | ength subfields, the length field of an NTS-KE record gives
just the length of the body.

Figure 3 provides a schematic overview of the key establishnment. It
di spl ays the protocol steps to be perforned by the NTS client and
server and Record Types to be exchanged.

| - Verify client request nessage. |
| - Extract TLS key naterial . |
| - CGenerate KE response nessage. |
| - Include Record Types: |
| NTS Next Protocol Negotiation |
| 0 AEAD Al gorithm Negoti ati on |
I I
I I
I I
I I
I I

(]

0 <NTPv4 Server Negotiation>
0 <NTPv4 Port Negoti ation>
0 New Cooki e for NTPv4

0 <New Cooki e for NTPv4>

0 End of Message

o e e e e oo - Tt +
I
I
Server ----------- R +----- R R T >
A \
/ \
/ TLS application \
/ dat a \
/ \
/ \Y
Cient ----- e R >
I I
I I
I I
S o e e e e e oo oo + +o-m - - o e e e e oo +

- Cenerate KE request nessage. |
- Include Record Types: | | message. |
0 NTS Next Protocol Negotiation | | - Extract cookie(s). |
0 AEAD Al gorithm Negoti ation | Fom e +
0 <NTPv4 Server Negotiation> |
0 I
0 I

| - Verify server response|

<NTPv4 Port Negoti ation>
End of Message
Figure 3: NTS Key Establishment Messages
4.1. NTS-KE Record Types
The foll owi ng NTS-KE Record Types are defi ned:

4.1.1. End of Message



The End of Message record has a Record Type nunber of 0 and a zero-
| ength body. It MJUST occur exactly once as the final record of every
NTS- KE request and response. The Critical Bit MJST be set.

4.1.2. NTS Next Protocol Negotiation

The NTS Next Protocol Negotiation record has a Record Type nunber of
1. It MIST occur exactly once in every NTS-KE request and response.
Its body consists of a sequence of 16-bit unsigned integers in
network byte order. Each integer represents a Protocol ID fromthe
I ANA "Network Time Security Next Protocols" registry (Section 7.7).
The Critical Bit MJST be set.

The Protocol IDs listed in the client’s NTS Next Protocol Negotiation
record denote those protocols that the client wi shes to speak using
the key material established through this NIS-KE session. Protoco
IDs listed in the NTS-KE server’s response MJST conpri se a subset of
those listed in the request and denote those protocols that the NTP
server is willing and able to speak using the key materi al
establ i shed through this NTS-KE session. The client MAY proceed with
one or nmore of them The request MJUST list at |east one protocol,

but the response MAY be enpty.

4.1. 3. Error

The Error record has a Record Type nunber of 2. |Its body is exactly
two octets long, consisting of an unsigned 16-bit integer in network
byte order, denoting an error code. The Critical Bit MJST be set.

Clients MJST NOT include Error records in their request. |If clients
receive a server response that includes an Error record, they MJST
discard any key material negotiated during the initial TLS exchange
and MJUST NOT proceed to the Next Protocol. Requirenents for retry
intervals are described in Section 4.2.

The followi ng error codes are defined:

Error code 0 neans "Unrecognized Critical Record". The server
MUST respond with this error code if the request included a record
that the server did not understand and that had its Critical Bit
set. The client SHOULD NOT retry its request w thout

nmodi fi cati on.

Error code 1 neans "Bad Request". The server MJST respond with
this error if the request is not conplete and syntactically well -
fornmed, or, upon the expiration of an inplenentation-defined
timeout, it has not yet received such a request. The client
SHOULD NOT retry its request w thout nodification

Error code 2 neans "Internal Server Error". The server MJST
respond with this error if it is unable to respond properly due to
an internal condition. The client MAY retry its request.

4.1.4. \Warning

The Warning record has a Record Type nunber of 3. Its body is
exactly two octets long, consisting of an unsigned 16-bit integer in
network byte order, denoting a warning code. The Critical Bit MJST
be set.

Clients MJUST NOT include Warning records in their request. |If
clients receive a server response that includes a Warning record,
they MAY di scard any negotiated key material and abort wi thout
proceeding to the Next Protocol. Unrecognized warning codes MJST be
treated as errors.
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4.

4.

This nmeno defines no warning codes.
1.5. AEAD Al gorithm Negotiation

The AEAD Al gorithm Negotiation record has a Record Type nunber of 4.
Its body consists of a sequence of unsigned 16-bit integers in
network byte order, denoting Nunmeric ldentifiers fromthe | ANA "AEAD
Al gorithns" registry [IANA-AEAD]. The Critical Bit MAY be set.

If the NTS Next Protocol Negotiation record offers Protocol ID O (for
NTPv4), then this record MIST be included exactly once. O her
protocols MAY require it as well.

When included in a request, this record denotes which AEAD al gorithns

the client is willing to use to secure the Next Protocol, in
decreasi ng preference order. Wen included in a response, this
record denotes which algorithmthe server chooses to use. It is
enpty if the server supports none of the algorithnms offered. In

requests, the list MJST include at |east one algorithm In
responses, it MJST include at nost one. Honoring the client’s
preference order is OPTIONAL: servers may sel ect anmong any of the
client’s offered choices, even if they are able to support sone other
algorithmthat the client prefers nore

Server inplenentations of NIS Extension Fields for NTPv4 (Section 5)
MUST support AEAD AES SIV_CMAC 256 [RFC5297] (Nuneric ldentifier 15).
That is, if the client includes AEAD AES SIV_CVMAC 256 in its AEAD

Al gorithm Negotiation record, and the server accepts Protocol 1D O
(NTPv4) in its NTS Next Protocol Negotiation record, then the
server’s AEAD Al gorithm Negotiation record MJUST NOT be enpty.

1.6. New Cookie for NTPv4

The New Cookie for NTPv4 record has a Record Type nunber of 5. The
contents of its body SHALL be inpl enentation-defined, and clients
MUST NOT attenpt to interpret them See Section 6 for a suggested
construction.

Clients MJST NOT send records of this type. Servers MJST send at

| east one record of this type, and SHOULD send eight of them if the
Next Protocol Negotiation response record contains Protocol IDO
(NTPv4) and the AEAD Al gorithm Negotiati on response record is not
enpty. The Critical Bit SHOULD NOT be set.

1.7. NTPv4 Server Negotiation

The NTPv4 Server Negotiation record has a Record Type nunber of 6

Its body consists of an ASCII-encoded [ RFC0020] string. The contents
of the string SHALL be either an |IPv4 address, an |Pv6 address, or a
fully qualified domain nane (FQDN). |Pv4 addresses MJUST be in dotted
deci mal notation. |Pv6 addresses MUST conformto the "Text
Representati on of Addresses" as specified in RFC 4291 [RFC4291] and
MUST NOT include zone identifiers [RFC6874]. |If a |abel contains at

| east one non-ASCI| character, it is an internationalized domain
name, and an A-LABEL MJST be used as defined in Section 2.3.2.1 of
RFC 5890 [RFC5890]. |If the record contains a donmain nane, the
recipient MIST treat it as a FQDN, e.g., by making sure it ends with
a dot.

VWhen NTPv4 is negotiated as a Next Protocol and this record is sent
by the server, the body specifies the hostname or | P address of the
NTPv4 server with which the client should associate and that wl|
accept the supplied cookies. |If no record of this type is sent, the
client SHALL interpret this as a directive to associate with an NTPv4
server at the sane |P address as the NIS-KE server. Servers MJST NOT



send nore than one record of this type.

When this record is sent by the client, it indicates that the client
Wi shes to associate with the specified NTP server. The NTS-KE server
MAY i ncorporate this request when deci di ng which NTPv4 Server

Negoti ation records to respond with, but honoring the client’s
preference is OPTIONAL. The client MJUST NOT send nore than one
record of this type

If the client has sent a record of this type, the NTS-KE server
SHOULD reply with the same record if it is valid and the server is
able to supply cookies for it. |If the client has not sent any record
of this type, the NIS-KE server SHOULD respond with either an NTP
server address in the sane famly as the NIS-KE session or a FQDN
that can be resolved to an address in that fanmly, if such
alternatives are avail abl e.

Servers MAY set the Critical Bit on records of this type; clients
SHOULD NOT.

4.1.8. NTPv4 Port Negotiation

The NTPv4 Port Negotiation record has a Record Type nunber of 7. |Its
body consists of a 16-bit unsigned integer in network byte order,
denoting a UDP port nunber.

When NTPv4 is negotiated as a Next Protocol, and this record is sent
by the server, the body specifies the port nunber of the NTPv4 server
with which the client should associate and that will accept the
supplied cookies. |If no record of this type is sent, the client
SHALL assune a default of 123 (the registered port number for NTP).

When this record is sent by the client in conjunction with a NTPv4
Server Negotiation record, it indicates that the client wishes to
associate with the NTP server at the specified port. The NTS-KE
server MAY incorporate this request when decidi ng what NTPv4 Server
Negoti ati on and NTPv4 Port Negotiation records to respond wth, but
honoring the client’s preference i s OPTI ONAL.

Servers MAY set the Critical Bit on records of this type; clients
SHOULD NOT.

4.2. Retry Intervals

A mechani sm for not unnecessarily overl oading the NTS-KE server is
REQUI RED when retrying the key establishnment process due to protocol,
conmuni cation, or other errors. The exact workings of this will be
dependent on the application and operational experience gathered over
time. Until such experience is available, this meno provides the
fol | owi ng suggesti on.

Clients SHOULD use exponential backoff, with an initial and mini num
retry interval of 10 seconds, a maxinmumretry interval of 5 days, and
a base of 1.5. Thus, the mnimuminterval in seconds, 't’, for the
nth retry is calculated with the foll ow ng:

t = mn(10 * 1.5%(n-1), 432000).
Clients MJUST NOT reset the retry interval until they have perfornmed a
successful key establishnent with the NTS-KE server, followed by a
successful use of the negotiated Next Protocol with the keys and data
established during that transaction
4.3. Key Extraction (Generally)

Fol I owi ng a successful run of the NTS-KE protocol, key material SHALL



be extracted using the HVAC- based Extract-and- Expand Key Derivation
Function (HKDF) [RFC5869] in accordance with Section 7.5 of RFC 8446

[ RFC8446]. Inputs to the exporter function are to be constructed in
a manner specific to the negotiated Next Protocol. However, al
protocols that utilize NTS-KE MJUST conformto the follow ng two

rul es:

The di sanbi guating | abel string [ RFC5705] MJUST be "EXPORTER-
net wor k-ti ne-security".

The per-association context value [RFC5705] MJST be provi ded and
MJUST begin with the two-octet Protocol ID that was negotiated as a
Next Protocol.

5. NTS Extension Fields for NTPv4
5.1. Key Extraction (for NTPv4)

Fol I owi ng a successful run of the NTS-KE protocol wherein Protocol ID
0 (NTPv4) is selected as a Next Protocol, two AEAD keys SHALL be
extracted: a client-to-server (C2S) key and a server-to-client (S2C)
key. These keys SHALL be conputed with the HKDF defined in

Section 7.5 of RFC 8446 [ RFC8446] using the follow ng inputs:

The di sanbi guating | abel string [ RFC5705] SHALL be " EXPORTER-
net wor k-ti nme-security".

The per-association context value [ RFC5705] SHALL consist of the
followi ng five octets:

- The first two octets SHALL be zero (the Protocol 1D for NTPv4).

-  The next two octets SHALL be the Nuneric ldentifier of the
negoti ated AEAD al gorithmin network byte order

- The final octet SHALL be 0x00 for the C2S key and 0x01 for the
S2C key.

I mpl enentati ons wi shing to derive additional keys for private or
experinental use MJUST NOT do so by extending the above-specified
syntax for per-association context values. |Instead, they SHOULD use
their own disanbiguating | abel string. Note that RFC 5705 [ RFC5705]
provi des that disanbiguating |abel strings beginning with

" EXPERI MENTAL" MAY be used without | ANA registration

5.2. Packet Structure Overview
In general, an NTS-protected NTPv4 packet consists of the foll ow ng:

The usual 48-octet NTP header, which is authenticated but not
encrypt ed.

Some extension fields, which are authenticated but not encrypted.

An extension field that contains AEAD output (i.e., an

aut hentication tag and possible ciphertext). The correspondi ng
plaintext, if non-enpty, consists of some extension fields that
benefit fromboth encryption and authentication

Possi bly, some additional extension fields that are neither
encrypted nor authenticated. In general, these are discarded by
the receiver.

Al ways included anong the authenticated or authenticated-and-
encrypted extension fields are a cookie extension field and a uni que
identifier extension field, as described in Section 5.7. The purpose



of the cookie extension field is to enable the server to of fl oad
storage of session state onto the client. The purpose of the unique
identifier extension field is to protect the client fromreplay

att acks.

5.3. The Unique Identifier Extension Field

The Unique Identifier extension field provides the client with a
cryptographically strong neans of detecting replayed packets. It has
a Field Type of 0x0104. When the extension field is included in a
client packet (mode 3), its body SHALL consist of a string of octets
generated by a cryptographically secure random nunber generat or

[ RFC4086]. The string MJUST be at |east 32 octets long. When the
extension field is included in a server packet (node 4), its body
SHALL contain the sane octet string as was provided in the client
packet to which the server is responding. Al server packets
generated by NTS-inplenenting servers in response to client packets
containing this extension field MIUST al so contain this field with the
same content as in the client’s request. The field s use in nodes
other than client-server is not defined.

This extension field MAY al so be used standal one, without NTS, in
which case it provides the client with a nmeans of detecting spoofed
packets fromoff-path attackers. Hi storically, NITP's origin
timestanp field has played both these roles, but this is suboptinmal
for cryptographi c purposes because it is only 64 bits |ong, and
depending on inplenentation details, nost of those bits may be
predictable. |In contrast, the Unique Identifier extension field
enabl es a degree of unpredictability and collision resistance nore
consi stent with cryptographic best practice.

5.4. The NTS Cooki e Extension Field

The NTS Cookie extension field has a Field Type of 0x0204. |Its
purpose is to carry information that enables the server to reconpute
keys and ot her session state without having to store any per-client
state. The contents of its body SHALL be inpl enentati on-defined, and
clients MUST NOT attenpt to interpret them See Section 6 for a
suggested construction. The NTS Cookie extension field MIUST NOT be

i ncluded in NTP packets whose node is other than 3 (client) or 4
(server).

5.5. The NTS Cooki e Pl acehol der Extension Field

The NTS Cooki e Pl acehol der extension field has a Field Type of
0x0304. When this extension field is included in a client packet
(mode 3), it conmunicates to the server that the client wishes it to
send additional cookies in its response. This extension field MJST
NOT be included in NTP packets whose node is other than 3.

Whenever an NTS Cooki e Pl acehol der extension field is present, it
MUST be acconpani ed by an NTS Cooki e extension field. The body

I ength of the NTS Cookie Pl acehol der extension field MUST be the sane
as the body Iength of the NTS Cookie extension field. This length
requi renent serves to ensure that the response will not be | arger
than the request, in order to inprove tinmekeeping precision and
prevent DDoS anplification. The contents of the NTS Cookie

Pl acehol der extension field s body SHOULD be all zeros and, aside
fromchecking its | ength, MJST be ignored by the server

5.6. The NTS Aut henticator and Encrypted Extension Fields Extension
Field

The NTS Aut henticator and Encrypted Extension Fields extension field
is the central cryptographic el ement of an NTS-protected NTP packet.
Its Field Type is 0x0404. It SHALL be formatted according to



Figure 4 and include the follow ng fields:

Nonce Length: Two octets in network byte order, giving the |ength of
the Nonce field, excluding any padding, interpreted as an unsi gnhed
i nt eger.

Ci phertext Length: Two octets in network byte order, giving the
| ength of the Ciphertext field, excluding any padding, interpreted
as an unsi gned i nteger.

Nonce: A nonce as required by the negotiated AEAD algorithm The
end of the field is zero-padded to a word (four octets) boundary.

Ci phertext: The output of the negotiated AEAD algorithm The
structure of this field is determ ned by the negotiated al gorithm
but it typically contains an authentication tag in addition to the
actual ciphertext. The end of the field is zero-padded to a word
(four octets) boundary.

Additional Padding: Cdients that use a nonce |length shorter than the
maxi mum al | owed by the negoti ated AEAD al gorithm nay be required
to include additional zero-padding. The necessary length of this
field is specified bel ow.

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
| Nonce Length | G phertext Length |
R et e s i o e s i i
I I

Nonce, including up to 3 octets paddi ng
I I
R et e s i o e s i i
I I
Ci phertext, including up to 3 octets paddi ng
I I
R et e s i o e s i i
I I
Addi ti onal Paddi ng
|

I T S S S e S S S S S Sup S Sup S S S

Figure 4: NTS Aut henticator and Encrypted Extension Fields
Ext ensi on Fi el d Fornat

The Ciphertext field SHALL be fornmed by providing the follow ng
inputs to the negotiated AEAD al gorithm

K:  For packets sent fromthe client to the server, the CS key SHALL
be used. For packets sent fromthe server to the client, the S2C
key SHALL be used.

A:  The associated data SHALL consist of the portion of the NTP
packet beginning fromthe start of the NTP header and ending at
the end of the last extension field that precedes the NTS
Aut henti cator and Encrypted Extension Fields extension field.

P. The plaintext SHALL consist of all (if any) NTP extension fields
to be encrypted; if multiple extension fields are present, they
SHALL be joined by concatenation. Each such field SHALL be



formatted in accordance with RFC 7822 [ RFC7822], except that,
contrary to the RFC 7822 requirenent that fields have a m ni mum
Il ength of 16 or 28 octets, encrypted extension fields MAY be
arbitrarily short (but still MJST be a multiple of 4 octets in

| engt h).

N: The nonce SHALL be forned however required by the negotiated AEAD
al gorithm

The purpose of the Additional Padding field is to ensure that servers
can always choose a nonce whose length is adequate to ensure its

uni queness, even if the client chooses a shorter one, and stil

ensure that the overall length of the server’s response packet does
not exceed the length of the request. For node 4 (server) packets,
no Additional Padding field is ever required. For node 3 (client)
packets, the I ength of the Additional Padding field SHALL be conputed
as follows. Let 'N LEN be the padded |l ength of the Nonce field.

Let "N _MAX be, as specified by RFC 5116 [ RFC5116], the maxi num
permtted nonce length for the negotiated AEAD algorithm Let

"N REQ be the lesser of 16 and N MAX, rounded up to the nearest
multiple of 4. |If NLENis greater than or equal to N REQ then no
Additional Padding field is required. Oherw se, the Additiona
Padding field SHALL be at |least N.REQ - N LEN octets in length
Servers MJST enforce this requirenent by discardi ng any packet that
does not conformto it.

Senders are always free to include nore Additional Paddi ng than
mandat ed by the above paragraph. Theoretically, it could be
necessary to do so in order to bring the extension field to the

m nimum | ength required by RFC 7822 [ RFC7822]. This should never
happen in practice because any reasonabl e AEAD al gorithmw |l have a
nonce and an aut henticator |ong enough to bring the extension field
toits required length already. Nonetheless, inplenmenters are
advised to explicitly handle this case and ensure that the extension
field they enmit is of legal |ength.

The NTS Aut henticator and Encrypted Extension Fields extension field
MUST NOT be included in NTP packets whose node is other than 3
(client) or 4 (server).

.7. Protocol Details

A client sending an NTS-protected request SHALL include the follow ng
extension fields as displayed in Figure 5

Exactly one Unique ldentifier extension field that MJST be

aut henti cated, MJST NOT be encrypted, and whose contents MJST be
the out put of a cryptographically secure random nunber generator
[ RFC4086] .

Exactly one NTS Cookie extension field that MJUST be authenticated
and MUST NOT be encrypted. The cooki e MJST be one which has been
previously provided to the client, either fromthe key

est abli shnent server during the NTS-KE handshake or fromthe NTP
server in response to a previous NTS-protected NTP request.

Exactly one NTS Authenticator and Encrypted Extension Fields
extension field, generated using an AEAD al gorithm and C2S key
establ i shed through NTS-KE

To protect the client’s privacy, the client SHOULD avoi d reusing a
cookie. If the client does not have any cookies that it has not
already sent, it SHOULD initiate a rerun of the NTS-KE protocol. The
client MAY reuse cookies in order to prioritize resilience over
unlinkability. Wich of the two that should be prioritized in any
particul ar case is dependent on the application and the user’s



preference. Section 9.1 describes the privacy considerations of this
in further detail.

The client MAY include one or nore NTS Cookie Pl acehol der extension
fields that MJUST be authenticated and MAY be encrypted. The nunber
of NTS Cooki e Pl acehol der extension fields that the client includes
SHOULD be such that if the client includes N placeholders and the
server sends back N+1 cookies, the nunber of unused cookies stored by
the client will cone to eight. The client SHOULD NOT include nore
than seven NTS Cookie Pl acehol der extension fields in a request.
When both the client and server adhere to all cooki e- managenent

gui dance provided in this nmenmp, the nunber of placehol der extension
fields will equal the nunber of dropped packets since the |ast
successful volley.

In rare circunstances, it nay be necessary to include fewer NTS
Cooki e Pl acehol der extensions than reconmended above in order to
prevent datagram fragmentation. Wen cookies adhere to the format
recomended in Section 6 and the AEAD in use is the mandatory-to-

i mpl ement AEAD AES SIV_CMAC 256, senders can include a cookie and
seven pl acehol ders and still have packet size fall confortably bel ow
1280 octets if no non-NTS-rel ated extensions are used; 1280 octets is
the mni mum prescribed MU for I Pv6 and is generally safe for

avoi ding | Pv4 fragnmentation. Nonethel ess, senders SHOULD i ncl ude
fewer cookies and pl acehol ders than otherw se indicated if doing so
is necessary to prevent fragnentation

| - Verify tine request message. |
| - CGenerate tinme response message. |
| - Included NTPv4 extension fields: |
| 0 Unique ldentifier EF |
| 0 NTS Aut hentication and |
| Encrypted Extension Fields EF

| - NTS Cooki e EF |
| - <NTS Cooki e EF> |
| - Transmit tine request packet. |

o e e e e oo o e e e e m oo oo +
I
I
Server ----------- e +----- R L >
A \
/ \
Time request / \ Ti me response
(rmode 3) / \  (node 4)
/ \
/ Y
dient ----- S R >
| |
I I
I I
S Fom e + - Fom e +

- Generate tinme request nessage.
- I nclude NTPv4 Extension fields:
0 Unique ldentifier EF
o NTS Cooki e EF
0 <NTS Cooki e Pl acehol der EF>

|- Verify time response
| message

| - Extract cookie(s).

| - Time synchronization
| processing.

- Cenerate AEAD tag of NTP message.

- Add NTS Aut hentication and
Encrypt ed Extension Fields EF.

- Transmt tinme request packet.

Figure 5: NTS-Protected NTP Tinme Synchronizati on Messages



The client MAY include additional (non-NTS-related) extension fields
that MAY appear prior to the NTS Authenticator and Encrypted

Ext ensi on Fi el ds extension fields (therefore authenticated but not
encrypted), within it (therefore encrypted and authenticated), or
after it (therefore neither encrypted nor authenticated). The server
MUST di scard any unaut henti cated extension fields. Future
specifications of extension fields MAY provi de exceptions to this
rule.

Upon receiving an NTS-protected request, the server SHALL (through
some i npl ement ati on-defi ned nmechani sm use the cookie to recover the
AEAD al gorithm C2S key, and S2C key associated with the request, and
then use the C2S key to authenticate the packet and decrypt the
ciphertext. |If the cookie is valid and authentication and decryption
succeed, the server SHALL include the followi ng extension fields in
its response:

Exactly one Unique ldentifier extension field that MJST be
aut henti cated, MJST NOT be encrypted, and whose contents SHALL
echo those provided by the client.

Exactly one NTS Authenticator and Encrypted Extension Fields
extension field, generated using the AEAD al gorithm and S2C key
recovered fromthe cookie provided by the client.

One or nore NTS Cookie extension fields that MUST be authenticated
and encrypted. The nunber of NTS Cookie extension fields included
SHOULD be equal to, and MJST NOT exceed, one plus the nunber of
valid NTS Cooki e Pl acehol der extension fields included in the
request. The cookies returned in those fields MJST be valid for
use with the NTP server that sent them They MAY be valid for
other NTP servers as well, but there is no way for the server to

i ndicate this.

We enphasi ze the contrast that NTS Cookie extension fields MJST NOT
be encrypted when sent fromclient to server but MJST be encrypted
when sent fromserver to client. The former is necessary in order
for the server to be able to recover the C2S and S2C keys, while the
|atter is necessary to satisfy the unlinkability goals discussed in
Section 9.1. W enphasize also that "encrypted" neans encapsul at ed
within the NTS Aut henticator and Encrypted Extensions extension
field. Wile the body of an NTS Cookie extension field wll
general ly consi st of some sort of AEAD output (regardl ess of whether
the recomendations of Section 6 are precisely followed), this is not
sufficient to nake the extension field "encrypted"

The server MAY include additional (non-NTS-related) extension fields
that MAY appear prior to the NTS Authenticator and Encrypted
Extensi on Fields extension field (therefore authenticated but not
encrypted), within it (therefore encrypted and authenticated), or
after it (therefore neither encrypted nor authenticated). The client
MUST di scard any unaut henticated extension fields. Future
specifications of extension fields MAY provi de exceptions to this

rul e.

Upon receiving an NTS-protected response, the client MJST verify that
the Unique Identifier matches that of an outstandi ng request, and
that the packet is authentic under the S2C key associated with that
request. If either of these checks fails, the packet MJST be

di scarded wi thout further processing. |In particular, the client MJST
di scard unprotected responses to NTIS-protected requests.

If the server is unable to validate the cookie or authenticate the
request, it SHOULD respond with a Kiss-o' -Death (KoD) packet (see
Section 7.4 of RFC 5905 [RFC5905]) with kiss code "NTSN', meaning
"NTS NAK" (NTS negative-acknow edgnment). |t MJST NOT include any NTS



Cooki e or NTS Aut henticator and Encrypted Extension Fields extension
fields.

If the NTP server has previously responded with authentic NTS-
protected NTP packets, the client MJST verify that any KoD packets
received fromthe server contain the Unique ldentifier extension
field and that the Unique Identifier matches that of an outstanding
request. If this check fails, the packet MJST be di scarded w t hout
further processing. |If this check passes, the client MJST conply
with Section 7.4 of RFC 5905 [ RFC5905] where required.

A client MAY automatically rerun the NTS-KE protocol upon forced

di sassoci ation froman NIP server. |In that case, it MJST avoid

qui ckly | oopi ng between the NTS-KE and NTP servers by rate liniting
the retries. Requirenents for retry intervals in NIS-KE are
described in Section 4. 2.

Upon reception of the NTS NAK kiss code, the client SHOULD wait unti
the next poll for a valid NTS-protected response, and if none is
received, initiate a fresh NTS-KE handshake to try to renegoti ate new
cooki es, AEAD keys, and parameters. |f the NTS-KE handshake
succeeds, the client MJST discard all old cookies and paraneters and
use the new ones instead. As |long as the NTS-KE handshake has not
succeeded, the client SHOULD continue polling the NTP server using
the cookies and parameters it has.

To allow for NTP session restart when the NTS-KE server is
unavail abl e and to reduce NTS-KE server |oad, the client SHOULD keep
at | east one unused but recent cookie, AEAD keys, negotiated AEAD

al gorithm and other necessary paraneters in persistent storage.
This way, the client is able to resume the NTP session without
perform ng renewed NTS-KE negoti ati on.

Suggested Format for NTS Cookies

This section is non-normative. It gives a suggested way for servers
to construct NTS cookies. All normative requirenents are stated in
Section 4.1.6 and Section 5. 4.

The role of cookies in NTS is closely anal ogous to that of session
tickets in TLS. Accordingly, the thematic resenblance of this
section to RFC 5077 [ RFC5077] is deliberate, and the reader should
i kewi se take heed of its security considerations.

Servers shoul d sel ect an AEAD algorithmthat they will use to encrypt
and aut henticate cookies. The chosen al gorithm should be one such as
AEAD_AES Sl V_CMAC 256 [ RFC5297], which resists accidental nonce
reuse. It need not be the sanme as the one that was negotiated with
the client. Servers should randomy generate and store a secret
master AEAD key 'K . Servers should additionally choose a non-
secret, unique value "I’ as key identifier for 'K

Servers should periodically (e.g., once daily) generate a new pair
"(1,K)’ and imredi ately switch to using these values for all newy-
gener at ed cookies. Follow ng each such key rotation, servers should
securely erase any previously generated keys that shoul d now be
expired. Servers should continue to accept any cooki e generated
usi ng keys that they have not yet erased, even if those keys are no
| onger current. FErasing old keys provides for forward secrecy,
limting the scope of what old information can be stolen if a master
key is sonehow conprom sed. Holding on to a limted nunber of old
keys allows clients to seam essly transition fromone generation to
the next without having to performa new NTS-KE handshake.

The need to keep keys synchroni zed between NTS-KE and NTP servers as
wel | as across | oad-bal anced clusters can nake automatic key rotation
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chal  engi ng. However, the task can be acconplished w thout the need
for central key-nmanagenment infrastructure by using a ratchet, i.e.,
maki ng each new key a determnistic, cryptographically pseudorandom
function of its predecessor. A recommended concrete inplenmentation
of this approach is to use HKDF [ RFC5869] to derive new keys, using
the key's predecessor as |Input Keying Material and its key identifier
as a salt.

To forma cookie, servers should first forma plaintext 'P
consisting of the following fields:

The AEAD al gorithm negoti ated during NTS-KE

The S2C key.

The C2S key.
Servers should then generate a nonce "N uniformy at random and
form AEAD output ' C by encrypting 'P under key 'K wth nonce 'N
and no associ ated data.
The cooki e shoul d consist of the tuple "(I,NC’.
To verify and decrypt a cookie provided by the client, first parse it
into its conmponents 'I’, "N, and '"C. Use 'l’ to look upits
decryption key "K'. If the key whose identifier is "I’ has been
erased or never existed, decryption fails; reply with an NTS NAK
O herwi se, attenpt to decrypt and verify ciphertext 'C using key 'K
and nonce 'N with no associated data. |If decryption or verification
fails, reply with an NTS NAK. O herw se, parse out the contents of
the resulting plaintext P to obtain the negotiated AEAD al gorithm
S2C key, and C2S key.

I ANA Consi derations

1. Service Name and Transport Protocol Port Nunber Registry

| ANA has allocated the following entry in the "Service Nane and
Transport Protocol Port Nunber Registry" [RFC6335]:

Servi ce Nane: ntske

Port Number: 4460

Transport Protocol: tcp

Description: Network Time Security Key Establishnent
Assignee: | ESG <iesg@etf.org>

Contact: | ETF Chair <chair@etf.org>

Regi stration Date: 2020-04-07

Ref erence: RFC 8915

2. TLS Application-Layer Protocol Negotiation (ALPN) Protocol |Ds
Regi stry

| ANA has allocated the following entry in the "TLS Application-Layer
Prot ocol Negotiation (ALPN) Protocol IDs" registry [RFC7301]:

Protocol: Network Tine Security Key Establishnment, version 1

Identification Sequence: Ox6E 0x74 0x73 Ox6B 0x65 Ox2F 0x31
("ntske/1")



Ref erence: RFC 8915, Section 4
7.3. TLS Exporter Labels Registry

| ANA has allocated the following entry in the TLS Exporter Labels
registry [ RFC5705]:

B el Sl ———— Sl —_—(——(—— i —p———(———— p—pjp— o
| Val ue | DTLS- OK| Reconmended| Ref er ence| Not e|
el Lty ety Sy bty
| EXPORTER- networ k-ti nme-security |Y | Y | RFC 8915, | |
| | | | Section | |
I I I | 4.3 I I
B T I I I I +------- I L +----+
Table 1

7.4. NTP Kiss-o0' -Death Codes Registry

| ANA has all ocated the following entry in the "NTP Kiss-0'-Death
Codes" registry [ RFC5905]:

[ e e e s s s s et 1}
| Code | Meaning | Reference |
Sl sl sty
| NTSN | Network Time Security (NTS) | RFC 8915, |
| | negative-acknow edgnent (NAK) | Section 5.7 |
+------ R T i I I i +

Table 2
7.5. NTP Extension Field Types Registry

I ANA has allocated the followi ng entries in the "NTP Extension Field
Types" registry [ RFC5905]:

[} gttt ——— e ————————————————————————— Ll p—p—_——
| Field Type | Meaning | Reference |
| 0x0104 | Unique ldentifier | RFC 8915, Section 5.3 |
Fomm e oo - o e e e e e e e Tt +
| 0x0204 | NTS Cooki e | RFC 8915, Section 5.4 |
R oo e e e e e e i oo oo oo o e e e e e e oo +
| 0x0304 | NTS Cooki e Pl acehol der | RFC 8915, Section 5.5 |
Fom e e o - o e e e e e i eee oo n o +
| 0x0404 | NTS Aut henticator and | RFC 8915, Section 5.6 |
| | Encrypted Extension Fields | |
R o e e e e e e e e a oo - o e e e e +

Tabl e 3
7.6. Network Time Security Key Establishnent Record Types Registry

I ANA has created a new registry entitled "Network Tine Security Key
Est abl i shment Record Types". Entries have the followi ng fields:

Record Type Nunber (REQUI RED): An integer in the range 0-32767
i ncl usi ve.

Description (REQU RED): A short text description of the purpose of
the field.

Ref erence (REQU RED): A reference to a docunent specifying the
semantics of the record.



The registration policy varies by Record Type Nunber, as follows:
0-1023: | ETF Review

1024-16383: Specification Required

16384-32767: Private or Experinental Use

The initial contents of this registry are as foll ows:

| Record Type Nunmber | Description | Reference |
[} e —————————— e ———_—————————————— Ll p—p—p—————r
| O | End of Message | RFC 8915, |
| | | Section 4.1.1 |
- e . +
| 1 | NTS Next Protocol | RFC 8915, |
| | Negotiation | Section 4.1.2 |
o e e e T T +
| 2 | Error | RFC 8915, |
| | | Section 4.1.3 |
- e . +
| 3 | Warning | RFC 8915, |
| | | Section 4.1.4 |
o e e e T T +
| 4 | AEAD Al gorithm | RFC 8915, |
| | Negotiation | Section 4.1.5 |
- e . +
| 5 | New Cookie for NTPv4 | RFC 8915, |
| | | Section 4.1.6 |
o e e e T T +
| 6 | NTPv4 Server | RFC 8915, |
| | Negotiation | Section 4.1.7 |
- e . +
| 7 | NTPv4 Port | RFC 8915, |
| | Negotiation | Section 4.1.8 |
o e e e T T +
| 8-16383 | Unassi gned | |
e S I +
| 16384-32767 | Reserved for Private | RFC 8915 |
| | or Experinmental Use | |
Fom e e e e oo o o e e e e e e oo o m e e e oo - +

Tabl e 4
.7. Network Tinme Security Next Protocols Registry

| ANA has created a new registry entitled "Network Tine Security Next
Protocol s". Entries have the follow ng fields:

Protocol ID (REQURED): An integer in the range 0-65535 incl usive,
functioning as an identifier.

Protocol Name (REQUIRED): A short text string nam ng the protocol
bei ng identified.

Reference (REQU RED): A reference to a relevant specification
docunent .

The registration policy varies by Protocol ID, as follows:
0-1023: | ETF Review
1024-32767: Specification Required

32768- 65535: Private or Experimental Use



The initial contents of this registry are as foll ows:

| Protocol ID| Protocol Nane | Reference |
| O | Network Tinme Protocol | RFC 8915 |
| | version 4 (NTPv4) | |
Fom e o - o m m e e e e e e e e e e e e e e e eeee— oo Fom e +
| 1-32767 | Unassi gned | |
R o m m e e e e e e e e e e e e e e e e eo— oo - R +
| 32768-65535 | Reserved for Private | RFC 8915 |
| | or Experimental Use | |
S T S +

Table 5
7.8. Network Time Security Error and Warni ng Codes Registries
I ANA has created two new registries entitled "Network Tinme Security
Error Codes" and "Network Tine Security Warning Codes". Entries in
each have the followi ng fields:
Nunber (REQUIRED): An integer in the range 0-65535 inclusive
Description (REQU RED): A short text description of the condition.

Reference (REQU RED): A reference to a relevant specification
docunent .

The registration policy varies by Nunmber, as foll ows:
0-1023: | ETF Review

1024-32767: Specification Required

32768- 65535: Private or Experimental Use

The initial contents of the "Network Tinme Security Error Codes"
registry are as follows:

| Number | Description | Reference |
[ e ——— p—p——_——————————————————————————— Ll ppp—p—p—p———————
| O | Unrecognized Critical Record | RFC 8915, |
| | | Section 4.1.3 |
R o m e e e e e i e oo +
| 1 | Bad Request | RFC 8915, |
| | | Section 4.1.3 |
S o e e e e e e e e e S +
| 2 | I'nternal Server Error | RFC 8915, |
| | | Section 4.1.3 |
R o m e e e e e i e oo +
| 3-32767 | Unassigned | |
S o e e e e e e e e e o T +
| 32768-65535 | Reserved for Private or | RFC 8915 |
| | Experinental Use | |
S o e e e e e e e i e o +

Table 6

The "Network Time Security Warning Codes" registry is initially enpty
except for the reserved range, i.e.:

E ool s s s oo
| Number | Description | Reference



| 32768-65535 | Reserved for Private | RFC 8915
| | or Experimental Use | |

Table 7
8. Security Considerations
8.1. Protected Mdes

NTP provides nany different operating nodes in order to support

di fferent network topol ogies and to adapt to various requirenents.
This meno only specifies NTS for NTP nodes 3 (client) and 4 (server)
(see Section 1.3). The best current practice for authenticating the
other NTP nodes is using the symmetric nessage authentication code
feature as described in RFC 5905 [ RFC5905] and RFC 8573 [ RFC8573].

8.2. Cookie Encryption Key Conprom se

If the suggested format for NTS cookies in Section 6 of this document
is used, an attacker who has gai ned access to the secret cookie
encryption key 'K can inpersonate the NTP server, including
generati ng new cookies. NTP and NTS-KE server operators SHOULD
renove conprom sed keys as soon as the conpronise is discovered.

This will cause the NTP servers to respond with NTS NAK, thus forcing
key renegotiation. Note that this neasure does not protect against

M TM att acks where the attacker has access to a conprom sed cookie
encryption key. |If another cookie schenme is used, there are likely
simlar considerations for that particular schene.

8.3. Sensitivity to DDoS Attacks

The introduction of NTS brings with it the introduction of asymretric
cryptography to NTP. Asynmetric cryptography is necessary for

initial server authentication and AEAD key extraction. Asymetric
cryptosystens are generally orders of nmagnitude slower than their
symmetric counterparts. This nakes it nmuch harder to build systens
that can serve requests at a rate corresponding to the full line
speed of the network connection. This, in turn, opens up a new
possibility for DDoS attacks on NTP services.

The nmain protection against these attacks in NTS lies in that the use
of asymretric cryptosystens is only necessary in the initial NTS-KE
phase of the protocol. Since the protocol design enables separation
of the NTS-KE and NTP servers, a successful DDoS attack on an NTS-KE
server separated fromthe NTP service it supports will not affect NTP
users that have already perforned initial authentication, AEAD key
extraction, and cooki e exchange.

NTS users should al so consider that they are not fully protected

agai nst DoS attacks by on-path adversaries. In addition to dropping
packets and attacks such as those described in Section 8.6, an on-
pat h attacker can send spoofed Kiss-o' -Death replies, which are not
authenticated, in response to NTP requests. This could result in
significantly increased | oad on the NTS-KE server. |nplenmenters have
to weigh the user’s need for unlinkability agai nst the added
resilience that comes with cookie reuse in cases of NIS-KE server
unavail ability.

8.4. Avoiding DDoS Anplification

Certai n nonstandard and/or deprecated features of the Network Tine
Protocol enable clients to send a request to a server that causes the



server to send a response nmuch larger than the request. Servers that
enabl e these features can be abused in order to anplify traffic

vol unme in DDoS attacks by sending thema request with a spoofed
source | P address. |In recent years, attacks of this nature have
become an endemi ¢ nui sance.

NTS is designed to avoid contributing any further to this problem by
ensuring that NTS-rel ated extension fields included in server
responses will be the sane size as the NIS-related extension fields
sent by the client. |In particular, this is why the client is
required to send a separate and appropriately padded-out NTS Cooki e
Pl acehol der extension field for every cookie it wants to get back,
rather than being permtted sinply to specify a desired quantity.

Due to the RFC 7822 [ RFC7822] requirenment that extensions be padded
and aligned to four-octet boundaries, response size may still in sone
cases exceed request size by up to three octets. This is
sufficiently inconsequential that we have declined to address it.

.5. Initial Verification of Server Certificates

NTS s security goals are undermined if the client fails to verify
that the X 509 certificate chain presented by the NTS-KE server is
valid and rooted in a trusted certificate authority. RFC 5280

[ RFC5280] and RFC 6125 [ RFC6125] specify how such verification is to
be perforned in general. However, the expectation that the client
does not yet have a correctly-set systemclock at the tine of
certificate verification presents difficulties with verifying that
the certificate is withinits validity period, i.e., that the current
time lies between the tines specified in the certificate’ s notBefore
and notAfter fields. It may be operationally necessary in sone cases
for a client to accept a certificate that appears to be expired or
not yet valid. Wile there is no perfect solution to this problem
there are several nitigations the client can inplenent to make it
more difficult for an adversary to successfully present an expired
certificate:

Check whether the systemtine is in fact unreliable. On systens
with the ntp_adjtinme() systemcall, a return code other than

TI ME_ERRCR i ndi cates that some trusted software has al ready set
the tinme and certificates can be strictly validated.

Allow the system adnministrator to specify that certificates should
_always_ be strictly validated. Such a configuration is
appropriate on systens that have a battery-backed clock or that
can reasonably pronpt the user to manually set an approxi mately
correct time if it appears to be needed.

Once the clock has been synchronized, periodically wite the
current systemtine to persistent storage. Do not accept any
certificate whose notAfter field is earlier than the | ast recorded
tine.

NTP time replies are expected to be consistent with the NTIS-KE TLS

certificate validity period, i.e. time replies received
i Mmedi ately after an NTS-KE handshake are expected to lie within
the certificate validity period. |Inplenentations are reconmended

to check that this is the case. Perfornming a new NTS-KE handshake
based solely on the fact that the certificate used by the NTS-KE
server in a previous handshake has expired is normally not
necessary. Cients that still wish to do this nust take care not
to cause an inadvertent denial-of-service attack on the NTS-KE
server, for exanple by picking a randomtine in the week preceding
certificate expiry to performthe new handshake.

Use multiple tinme sources. The ability to pass off an expired
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certificate is only useful to an adversary who has conprom sed the
correspondi ng private key. |If the adversary has conprom sed only
a mnority of servers, NTP' s selection algorithm (Section 11.2.1
of RFC 5905 [ RFC5905]) will protect the client from accepting bad
time fromthe adversary-controlled servers

6. Delay Attacks

In a packet delay attack, an adversary with the ability to act as a
man-i n-the-m ddl e del ays time synchroni zati on packets between client
and server asymetrically [RFC7384]. Since NTP' s fornula for
computing time offset relies on the assunption that network |atency
is roughly symretrical, this leads to the client to conpute an

i naccurate value [Mzrahi]. The delay attack does not reorder or
nmodi fy the content of the exchanged synchroni zati on packets.

Theref ore, cryptographic nmeans do not provide a feasible way to
mtigate this attack. However, the maximumerror that an adversary
can introduce is bounded by half of the round-trip del ay.

RFC 5905 [ RFC5905] specifies a paraneter called MAXDI ST, which
denotes the maxi mumround-trip latency (including not only the

i medi ate round trip between client and server, but the whole

di stance back to the reference clock as reported in the Root Del ay
field) that a client will tolerate before concluding that the server
is unsuitable for synchronization. The standard value for MAXDI ST is
one second, although sone inplenentations use |arger val ues.

What ever value a client chooses, the maxi numerror that can be

i ntroduced by a delay attack is MAXDI ST/ 2

Usage of multiple time sources, or multiple network paths to a given
time source [Shpiner], may also serve to mtigate delay attacks if
the adversary is in control of only some of the paths.

7. NTS Stripping

I mpl enenters nust be aware of the possibility of "NTIS stripping"
attacks, where an attacker attenpts to trick clients into reverting
to plain NTP. Naive client inplenentations mght, for exanple,

revert automatically to plain NTP if the NTS-KE handshake fails. A
man-in-the-m ddl e attacker can easily cause this to happen. Even
clients that already hold valid cookies can be vul nerable, since an
attacker can force a client to repeat the NIS-KE handshake by sending
faked NTP node 4 replies with the NTS NAK kiss code. Forcing a
client to repeat the NTS-KE handshake can also be the first step in
nmore advanced attacks.

For the reasons described here, inplenmentations SHOULD NOT revert
from NTS-protected to unprotected NTP with any server w thout
explicit user action

Privacy Consi derations
1. Unlinkability

Unlinkability prevents a device from being tracked when it changes
net wor k addresses (e.g., because said device noved between different
networks). In other words, unlinkability thwarts an attacker that
seeks to link a new network address used by a device with a network
address that it was formerly using because of recognizable data that
the device persistently sends as part of an NTS-secured NTP
association. This is the justification for continually supplying the
client with fresh cookies, so that a cookie never represents

recogni zabl e data in the sense outlined above.

NTS' s unlinkability objective is merely to not |eak any additiona
data that could be used to |link a device's network address. NIS does



not rectify legacy linkability issues that are already present in
NTP. Thus, a client that requires unlinkability nust also mnimze
information transmtted in a client query (node 3) packet as
described in the document NTP Cient Data M nim zation

[ NTP- DATA-M N .

The unlinkability objective only holds for tine synchronization
traffic, as opposed to key establishnment traffic. This inplies that
it cannot be guaranteed for devices that function not only as tine
clients, but also as tinme servers (because the latter can be
externally triggered to send linkable data, such as the TLS
certificate).

It should also be noted that it could be possible to |ink devices
that operate as tinme servers fromtheir tine synchronization traffic,
using information exposed in (node 4) server response packets (e.qg.
reference ID, reference time, stratum poll). Al so, devices that
respond to NTP control queries could be linked using the information
reveal ed by control queries.

Note that the unlinkability objective does not prevent a client
device frombeing tracked by its tine servers.

9.2. Confidentiality

NTS does not protect the confidentiality of information in NTP' s
header fields. Wen clients inplenent NTP Cient Data M nim zation

[ NTP- DATA-M N}, client packet headers do not contain any information
that the client could conceivably wish to keep secret: one fieldis
random and all others are fixed. Information in server packet
headers is |likewi se public: the origin tinestanp is copied fromthe
client’s (random transmt tinmestanp, and all other fields are set
the sane regardl ess of the identity of the client naking the request.

Future extension fields could hypothetically contain sensitive
information, in which case NTS provides a nmechani smfor encrypting
them
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