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Abst r act

Thi s docunent specifies the format and contents of data escrow
deposits targeted primarily for domain name registries. The
specification is designed to be independent of the underlying objects
that are being escrowed, and therefore it could al so be used for

pur poses ot her than domain name registries.
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I ntroduction

Regi stry Data Escrow (RDE) is the process by which a registry
periodically submts data deposits to a third party called an escrow
agent. These deposits conprise the m ninum data needed by a third
party to resunme operations if the registry cannot function and is
unable or unwilling to facilitate an orderly transfer of service.

For exanple, for a donmain nane registry or registrar, the data to be
deposited would include all of the objects related to registered
domai n nanes, e.g., nanes, contacts, name servers

The goal of data escrow is higher resiliency of registration
services, for the benefit of Internet users. The beneficiaries of a
registry are not just those registering information there but also
the users of services relying on the registry data.

In the context of domain name registries, registration data escrowis
a requirenent for generic Top-Level Domains (gTLDs) (e.g.,
Specification 2 of the | CANN Base Regi stry Agreenent; see

[ 1 CANN- GTLD- RA-20170731]), and sone country code TLD (ccTLD) managers
are also currently escrowing data. There is also a simlar

requi renent for | CANN-accredited domain registrars

Thi s docunent specifies a format for data escrow deposits independent
of the objects being escrowed. An independent specification is
required for each type of registry/set of objects that is expected to
be escrowed.

The format for data escrow deposits is specified using version 1.0 of
the Extensible Markup Language (XM.) as described in

[ WVBC. REC- xm -20081126], and XM. Schema notation as described in

[ MBC. REC- xm schema- 1- 20041028] and [ WBC. REC- xm schema- 2- 20041028] .

Readers are advised to read Section 2 ("Term nology") carefully to
under stand the precise neanings of Differential and Increnental
Deposits, as the definitions used in this docunment are different from
the definitions typically used in the donain of data backups.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Deposit: There are three kinds of deposits: Full, Differential, and
Increnental. For all three kinds of deposits, the universe of
registry objects to be considered for data escrow is conprised of
any objects required to offer the registry services.

Differential Deposit: A Differential Deposit contains data that
reflects all transactions involving the database that were not
reflected in the last previous Full, Increnental, or Differentia
Deposit, as the case nay be. Differential Deposit files wll
contain information fromall database objects that were added,
nmodi fi ed, or deleted since the previous deposit was conpl eted as
of its defined Tineline WAt ermark



Domain Nane: See the definition of "domain nane" in [ RFC8499].

Escrow Agent: An escrow agent is the organization designated by the
registry or the third-party beneficiary to receive and guard data
escrow deposits fromthe registry.

Ful |l Deposit: A Full Deposit contains the registry data that
reflects the current and conplete registry database and will
consist of data that reflects the state of the registry as of a
defined Tineline Watermark for the deposit.

Increnental Deposit: An Increnmental Deposit contains data that
reflects all transactions involving the database that were not
reflected in the |ast previous Full Deposit. Increnental Deposit
files will contain information fromall database objects that were
added, nodified, or deleted since the previous Full Deposit was
completed as of its defined Tineline Watermark. |f the Tineline
Watermark of an Increnental Deposit were to cover the Tineline
Wat ermark of another Increnental or Differential Deposit since the
| ast Full Deposit (i.e., one or nore Incremental or Differentia
Deposits exist for the period between the Tineline Watermark of a
Ful | Deposit and an Incremental or Differential Deposit), the nore
recent deposit MJST contain all of the transactions of the earlier
deposit.

Registrar: See the definition of "registrar" in [ RFC8499].
Registry: See the definition of "registry" in [ RFC8499].

Third-Party Beneficiary: A third-party beneficiary is the
organi zation that, under extraordinary circunstances, would
receive the escrow deposits the registry transferred to the escrow
agent. This organization could be a backup registry, registry
regul ator, contracting party of the registry, etc.

Timeline Watermark: The Tineline Watermark is the point in time on
which to base the collecting of database objects for a deposit.
Deposits are expected to be consistent with that point in tine.

Top- Level Domain (TLD): See the definition of "Top-Level Domain" in
[ RFC8499] .

Pr obl em Scope

In the past few years, the issue of registry continuity has been
carefully considered in the gTLD and ccTLD spaces. Various

organi zations have carried out risk anal yses and devel oped busi ness
continuity plans to deal with those risks, should they materialize.

One of the solutions considered and used, especially in the gTLD
space, is Registry Data Escrow as a way to ensure the continuity of
registry services in the extreme case of registry failure.

So far, alnpst every registry that uses Registry Data Escrow has its
own specification. It is anticipated that nore registries will be

i mpl ementing escrow, especially with an increasi ng nunmber of donain
registries comng into service, adding conplexity to this issue.

It woul d seem beneficial to have a standardi zed specification for
Regi stry Data Escrow that can be used by any registry to submt its
deposi ts.

Whi l e the donmai n nanme industry has been the nmain target for this
specification, it has been designed to be as general as possible.



Speci fications covering the objects used by registration

organi zations shall identify the format and contents of the deposits
a registry has to nmake, such that a different registry would be able
to rebuild the registration services of the former, without its help,
inatinely manner and with mininmumdisruption to its users.

Since the details of the registration services provided vary from
registry to registry, specifications covering the objects used by
regi stration organi zations shall provide nechanisns that allow
extensibility to accormmpdate variations and extensions of the

regi stration services.

G ven the requirenent for confidentiality and the inportance of
accuracy of the information that is handled in order to offer
registration services, parties using this specification shall define
confidentiality and integrity nechani sns for handling the

regi stration data.

Speci fications covering the objects used by registration

organi zations shall not include in the specification transient

obj ects that can be recreated by the new registry, particularly those
of delicate confidentiality, e.g., DNSSEC KSK/ ZSK (Key Si gnhing Key /
Zone Signing Key) private keys.

Details that are a matter of policy should be identified as such for
the benefit of the inplenenters.

Non-techni cal issues concerning data escrow, such as whether to
escrow data and for what purposes the data nay be used, are outside
the scope of this docunent.

Parties using this specification shall use a signaling mechanismto
control the transnission, reception, and validation of data escrow
deposits. The definition of such a signaling nmechanismis outside
the scope of this docunent.

4., Conventions Used in This Docunment

The XML nanespace prefix "rde" is used for the nanespace
"urn:ietf:parans: xm:ns:rde-1.0", but inplenentations MJST NOT depend
on it; instead, they should enploy a proper namespace-aware XM
parser and serializer to interpret and output the XM. documents

The XML nanespace prefixes "rdeChj 1" and "rdeChj2", with the
correspondi ng nanespaces "urn: exanpl e: parans: xm : ns: rdeChj 1-1. 0" and
"urn: exanpl e: parans: xm : ns: rdeChj 2-1. 0", are used as exanpl e data
escrow obj ects.

4. 1. Date and Ti ne

Nunerous fields indicate "dates", such as the creation and expiry
dates for objects. These fields SHALL contain tinestanps indicating
the date and time in UTC, specified in Internet Date/ Ti ne Format (see
[ RFC3339], Section 5.6) with the time-offset paraneter specified as
"z,

5. Protocol Description

The format for data escrow deposits as produced by a registry is
defined bel ow. The deposits are represented in XM. (Section 6).
Only the format of the objects deposited is defined. This docunent
does not prescribe the nethod used to transfer such deposits between
the registry and the escrow agent or vice versa.

The protocol intends to be object agnostic, allow ng the "overl oad"
of abstract elements using the "substituti onGoup"” attribute



[ WVBC. REC- xml schema- 1- 20041028] of the XML Schema el enent to define
the actual elenents of an object to be escrowed.

The specification for each object to be escrowed MJST declare the
identifier to be used to reference the object to be del eted or added/
nmodi fi ed.

5.1. Root Elenment <deposit>

The container or root elenent for a Registry Data Escrow deposit is
<deposit >.

The <deposit> el enent contains the follow ng attri butes:

* A REQUIRED "type" attribute that is used to identify the kind of
deposit:

- FULL: Full.
- INCR Increnental
- DIFF:. Dfferential

* A REQU RED "id" attribute that is used to uniquely identify the
escrow deposit. Each registry is responsible for maintaining its
own escrow deposits’ identifier space to ensure uni queness.

* A "prevld" attribute that can be used to identify the previous
Increnental, Differential, or Full Deposit. This attribute is
REQUIRED in Differential Deposits ("D FF" type), is OPTIONAL in
Increnmental Deposits ("INCR' type), and is not used in Ful
Deposits ("FULL" type).

* An OPTIONAL "resend" attribute that is incremented each tine the
escrow deposit failed the verification procedure at the receiving
party and a new escrow deposit needs to be generated by the
registry for that specific date. The first tine a deposit is
generated, the attribute either (1) is omtted or (2) MJST be "0".
If a deposit needs to be generated again, the attribute MJST be
set to "1", and so on.

The <deposit> el enent contains the follow ng child el ements:
5.1.1. Child <watermark> El ement

A REQUI RED <wat er mar k> el enent contains the date-tinme [ RFC3339]
corresponding to the Timeline Waternmark of the deposit.

5.1.2. Child <rdeMenu> El enent

This el ement contains auxiliary information regarding the data escrow
deposi t.

A REQUI RED <rdeMenu> el enent contains the followi ng child el enents:

* A REQUI RED <version> elenent that identifies the RDE protoco
version. This value MJST be 1.0.

*  One or nmore <obj URI > elenents that contain nanespace URl s
representing the <contents> and <del et es> el ement objects.

5.1.3. Child <del etes> El enent
For Differential Deposits, this elenment contains the |ist of objects

that have been del eted since the previous deposit of any type. For
I ncrenental Deposits, this element contains the list of objects that



have been del eted since the previous Full Deposit.
This section of the deposit MJST NOT be present in Full Deposits.
.1.4. Child <contents> El enent

For Full Deposits, this element contains all objects. For
Differential Deposits, this elenent contains the list of objects that
have been added or nodified since the previous deposit of any type.
For Increnmental Deposits, this el enent contains the |ist of objects
that have been added or nodified since the previous Full Deposit.

.2. Rebuilding the Registry from Data Escrow Deposits

When applying Increnental or Differential Deposits (when rebuilding
the registry fromdata escrow deposits), the relative order of the
<del et es> and <contents> elenents is inportant because dependenci es
may exi st between the objects. Al of the <del etes> el enents MJST be
applied first, in the order in which they appear. Al of the
<contents> el ements MJUST be applied next, in the order in which they
appear .

If an object is present in the <contents> or <del etes> section of
several deposits (e.g., Full and Differential), the registry data
fromthe | atest deposit (as defined by the Tineline Watermark) SHOULD
be used when rebuilding the registry. An object SHOULD NOT exi st
multiple tinmes in either the <contents> or <deletes> elenents in a
singl e deposit.

When rebuilding a registry, the <del etes> section MJST be ignored if
present in a Full Deposit.

For mal Synt ax

RDE is specified in XML Schema notation. The formal syntax presented
here is a conplete schenma representati on of RDE suitable for
aut omat ed validation of RDE XM instances.

The <CODE BEG NS> and <CODE ENDS> tags are not part of the schensg;
they are used to note the beginning and endi ng of the schenma for UR
regi strati on purposes.

1. RDE Schema

<CODE BEG NS>

<?xm version="1.0" encodi ng="UTF-8"?>

<schema t ar get Nanmespace="urn:ietf:parans: xm : ns: rde-1. 0"
xm ns:rde="urn:ietf:parans: xm :ns:rde-1.0"
xm ns="http://ww. w3. or g/ 2001/ XM_Schema"
el ement For mDef aul t =" qual i fi ed">

<annot at i on>
<docunent at i on>
Regi stry Data Escrow schema
</ document ati on>
</ annot ati on>

<!-- Root elenment -->
<el enent nanme="deposit" type="rde: escr owbepositType"/>

<I-- RDE types -->
<conpl exType nane="escr owDeposit Type" >
<sequence>
<el enent nanme="wat ernark" type="dateTi ne"/>
<el enent nanme="rdeMenu" type="rde:rdeMenuType"/>
<el enent nanme="del et es" type="rde: del et esType" m nCccurs="0"/>



<el enent nanme="contents" type="rde: contentsType"
m nCccurs="0"/>
</ sequence>
<attribute name="type" type="rde: deposit TypeType"
use="required"/>
<attribute name="id" type="rde: depositldType" use="required"/>
<attribute name="prevld" type="rde: depositldType"/>
<attribute name="resend" type="unsi gnedShort" default="0"/>
</ conpl exType>

<l-- Menu type -->
<conpl exType nane="rdeMenuType" >
<sequence>
<el enent nane="version" type="rde: versionType"/>
<el enent nane="obj URI" type="anyURI" maxCccurs="unbounded"/>
</ sequence>
</ conpl exType>

<l-- Deletes type -->
<conpl exType nane="del et esType" >
<sequence ni nCccurs="0" maxCccurs="unbounded" >
<el enent ref="rde: delete"/>
</ sequence>
</ conpl exType>

<el enent nane="del ete" type="rde: del et eType" abstract="true"/>
<conpl exType nane="del et eType" >
<conpl exCont ent >
<restriction base="anyType"/>
</ conpl exCont ent >
</ conpl exType>

<l-- Contents type -->
<conpl exType nane="cont ent sType" >
<sequence ni nCccurs="0" maxCccur s="unbounded" >
<el ement ref="rde:content"/>
</ sequence>
</ conpl exType>

<el enent nanme="content" type="rde:content Type" abstract="true"/>
<conpl exType nane="cont ent Type" >
<conpl exCont ent >
<restriction base="anyType"/>
</ conpl exCont ent >
</ conpl exType>

<l-- Type of deposit -->
<si npl eType nanme="deposit TypeType" >
<restriction base="token">
<enuner ati on val ue="FULL"/ >
<enuner ati on val ue="1 NCR'/ >
<enuner ati on val ue="DI FF"/ >
</restriction>
</ si npl eType>

<I-- Deposit identifier type -->
<si npl eType nanme="depositldType">
<restriction base="token">
<pattern value="\w{1, 13}"/>
</restriction>
</ si npl eType>

<!-- A RDE version nunber is a dotted pair of decinmal nunbers -->
<si npl eType nanme="versi onType" >
<restriction base="token">
<pattern value="[1-9]+\.[0-9]+"/>



<enuner ation val ue="1.0"/>
</restriction>
</ si npl eType>

</ schema>
<CCDE ENDS>

Internationalizati on Consi derations

Dat a escrow deposits are represented in XM., which provides native
support for encoding information using the Unicode character set and
its nore conpact representations, including UTF-8. Conformant XM
processors recogni ze both UTF-8 and UTF-16. Though XM i ncl udes
provisions to identify and use other character encodi ngs through the
use of an "encoding" attribute in an <?xm ?> declaration, the use of
UTF-8 i s RECOVMENDED.

| ANA Consi der ati ons

Thi s docunent uses URNs to describe XM. nanespaces and XM. schenas
conformng to a registry mechani smdescribed in [ RFC3688]. Two URI
assi gnnents have been registered by the | ANA

Regi stration for the RDE namespace

URI: wurn:ietf:parans:xm:ns:rde-1.0
Regi strant Contact: |ESG
XM.:  None. Namespace URIs do not represent an XM. specification

Regi stration for the RDE XM. schema

URI: wurn:ietf:parans:xm:schema:rde-1.0
Regi strant Contact: |ESG

See Section 6 ("Formal Syntax") of this docunent.
Security Considerations

Thi s specification does not define the security nechanisns to be used
in the transm ssion of the data escrow deposits, since it only

speci fies the m ni mum necessary to enable the rebuilding of a
registry fromdeposits without intervention fromthe origina

registry

Dependi ng on |l ocal policies, sone elenments -- or, nost likely, the
whol e deposit -- will be considered confidential. As such, the
parties SHOULD take all necessary precautions, such as encrypting the
data at rest and in transit to avoid inadvertent disclosure of
private data. Regardless of the precautions taken by the parties
regarding data at rest and in transit, authentication credentials
MUST NOT be escrowed.

Aut hentication of the parties passing data escrow deposit files is
al so of the utnost inportance. The escrow agent MJST properly
authenticate the identity of the registry before accepting data
escrow deposits. Simlarly, the registry MIST authenticate the
identity of the escrow agent before submtting any data.

Additionally, the registry and the escrow agent MJST use integrity-
checki ng nechani sns to ensure that the data transmtted is what the
source intended. Validation of the contents by the escrow agent is
RECOMVENDED to ensure not only that the file was transmtted
correctly fromthe registry but also that the contents are

"meani ngful ".

| Note: If Transport Layer Security (TLS) is used when providing
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| an escrow service, the recommendations in [RFC7525] MJST be
| inplenented.

Privacy Considerations

This specification defines a format that may be used to escrow
personal data. The process of data escrow is governed by a |ega
docunent agreed upon by the parties, and such a | egal docunent nust
ensure that privacy-sensitive and/or personal data receives the
required protection.

Exanmpl e of a Full Deposit

Exampl e of a Full Deposit with the two exanpl e objects rdeoj1 and
rdehj 2

<?xm version="1.0" encodi ng="UTF-8"?>
<rde: deposi t
xm ns:rde="urn:ietf:parans: xm :ns:rde-1. 0"
xm ns: rdeCbj 1="ur n: exanpl e: parans: xm : ns: rdeChj 1- 1. 0"
xm ns: rdeCbj 2="ur n: exanpl e: parans: xm : ns: rdeChj 2- 1. 0"
type="FULL"
i d="20191018001" >
<rde: wat er mar k>2019- 10- 17T23: 59: 59Z</ r de: wat er mar k>
<rde: rdeMenu>
<rde: versi on>1. 0</rde: ver si on>
<rde: obj URI >ur n: exanpl e: parans: xm : ns: rdeCbj 1- 1. 0</rde: obj URI >
<rde: obj URI >ur n: exanpl e: parans: xm : ns: rdeObj 2- 1. 0</rde: obj URI >
</ rde: rdeMenu>
<rde: content s>
<rdeQbj 1: rdeCbj 1>
<rdeObj 1: name>EXAMPLE</ r de(hj 1: nane>
</rdeMj 1: rdeoj 1>
<rdeQbj 2: rdehj 2>
<rdeOhj 2: i d>f sh8013- EXAMPLE</ r deObj 2: i d>
</ rdeQj 2: r deMj 2>
</ rde: content s>
</ rde: deposit>

Exanpl e of a Differential Deposit

Exanple of a Differential Deposit with the two exanpl e objects
rdeChj 1 and rdeQbj 2:

<?xm version="1.0" encodi ng="UTF-8""?>
<rde: deposi t
xm ns:rde="urn:ietf:parans: xm :ns:rde-1.0"
xm ns: rdeQbj 1="ur n: exanpl e: paranms: xm : ns: rdeCbj 1-1. 0"
xm ns: rdeQbj 2="ur n: exanpl e: parans: xm : ns: rdeCbj 2-1. 0"
type="Dl FF"
i d="20191019001" prevl d="20191018001">
<rde: wat er mar k>2019- 10- 18T23: 59: 59Z</ r de: wat er mar k>
<rde: rdeMenu>
<rde: versi on>1. 0</rde: versi on>
<rde: obj URI >ur n: exanpl e: parans: xm : ns: rdeObj 1- 1. 0</rde: obj URI >
<rde: obj URI >ur n: exanpl e: parans: xm : ns: rdeChj 2- 1. 0</ rde: obj URI >
</rde: rdeMenu>
<rde: cont ent s>
<rdeObj 1: rdebj 1>
<rdeObj 1: name>EXAMPLE2</ r deCbj 1: name>
</rdeQj 1: rdej 1>
<rdeQbj 2: rdeChj 2>
<rdeQbj 2: i d>sh8014- EXAMPLE</ rdeObj 2: i d>
</ rdeMj 2: r deMoj 2>
</rde: content s>
</rde: deposit>
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Exampl e of an Increnmental Deposit

Exanpl e of an Incremental Deposit with the two exanpl e objects
rdeCbj 1 and rdeQbj 2:

<?xm version="1. 0" encodi ng="UTF-8"?>
<rde: deposi t

xm ns:rde="urn:ietf:paranms: xm :ns: rde-1. 0"
xm ns: rdeCbj 1="ur n: exanpl e: parans: xm : ns: rdeCj 1-1.0
xm ns: rdeCbj 2="ur n: exanpl e: parans: xn : ns: rdeChj 2- 1. 0"
type="1 NCR"
i d="20200317001" prevl d="20200314001">
<rde: wat er mar k>2020- 03- 16T23: 59: 59Z</ r de: wat er mar k>
<rde: rdeMenu>
<rde: versi on>1. 0</rde: versi on>
<rde: obj URI >ur n: exanpl e: parans: xm : ns: rdeObj 1- 1. 0</rde: obj URI >
<rde: obj URI >ur n: exanpl e: parans: xm : ns: rdeChj 2- 1. 0</r de: obj URI >
</ rde: rdeMenu>
<rde: del et es>
<rdeQbj 1: del et e>
<rdeObj 1: nane>EXAMPLE1</r de(bj 1: nanme>
</ rdeMj 1: del et e>
<rde(bj 2: del et e>
<rdeObj 2: i d>f sh8013- EXAMPLE</ r deObj 2: i d>
</ rdej 2: del et e>
</rde: del et es>
<rde: content s>
<rdeQbj 1: rdeCbj 1>
<rdeObj 1: name>EXAMPLE2</ r deCbj 1: name>
</rdeQj 1: rdej 1>
<rdeQbj 2: rdeChj 2>
<rdeObj 2: i d>sh8014- EXAMPLE</ rdeOhj 2: i d>
</ rdeMj 2: r deMoj 2>
</rde: content s>

</rde: deposit>
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