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I ntroduction

The DNS [ RFC1034] [RFCL035] is a query/response protocol. Failing to
respond to queries or responding incorrectly causes both i medi ate
operational problens and | ong-term problenms with protoco

devel opnent.

Failure to respond to a query is indistinguishable from packet |oss
wi t hout doing an analysis of query-response patterns. Additionally,
failure to respond results in unnecessary queries being made by DNS
clients and introduces delays to the resol ution process.

Due to the inability to distinguish between packet |oss and
naneservers or n ddl eboxes droppi ng Extensi on Mechani sns for DNS
(EDNS) [ RFC6891] queries, packet loss is sonetines misclassified as
| ack of EDNS support, which can | ead to DNSSEC validation failures.

The exi stence of servers that fail to respond to queries results in
devel opers being hesitant to deploy new standards. Such servers need
to be identified and renedi at ed.

The DNS has response codes that cover al nbst any concei vabl e query
response. A naneserver should be able to respond to any conceivabl e



query using them There should be no need to drop queries because a
naneserver does not understand them

Unl ess a naneserver is under attack, it should respond to all DNS
requests directed to it. Wen a naneserver is under attack, it may
wi sh to drop packets. A common attack is to use a naneserver as an
anplifier by sending spoofed packets. This is done because response
packets are bigger than the queries and large anplification factors
are available, especially if EDNS is supported. Linmting the rate of
responses i s reasonable when this is occurring, and the client should
retry. However, this only works if legitimate clients are not being
forced to guess whether or not EDNS queries are accepted. As long as
there is still a pool of servers that don’'t respond to EDNS requests,
clients have no way to know if the |ack of response is due to packet

| oss, EDNS packets not being supported, or rate limting due to the
server being under attack. M sclassification of server behaviour is
unavoi dabl e when rate limting is used until the popul ati on of
servers that fail to respond to well-forned queries drops to near
zero.

Naneservers should respond to queries even if the queried nane is not
for any name the server is configured to answer for. M sconfigured
naneservers are a conmmon occurrence in the DNS, and receiving queries
for zones that the server is not configured for is not necessarily an
indication that the server is under attack. Parent zone operators
are advised to regularly check that the delegating NS records are
consistent with those of the del egated zone and to correct them when
they are not (Section 4.2.2 of [RFC1034], Paragraph 3). Doing this
regul arly should reduce the instances of broken del egations.

Thi s docunent does not try to identify all possible errors nor does
it supply an exhaustive list of tests.

Consequences

Failure to foll ow the guidance in relevant DNS RFCs has multiple
adverse consequences. Sone are caused directly by the non-conpliant
behavi our and others as a result of workarounds forced on recursive
servers. Addressing known i ssues now wi |l reduce future
interoperability issues as the DNS protocol continues to evolve and
clients make use of newly introduced DNS features. |n particular,
the base DNS specification [RFC1034] [ RFC1035] and the EDNS

speci fication [ RFC6891], when inplenented, need to be foll owed.

Sone exanpl es of known consequences include the follow ng:

* The AD (Authenticated Data) bit in a response cannot be trusted to
mean anything, as sone servers incorrectly copy the flag bit from
the request to the response [ RFC1035] [RFC4035]. The use of the
AD bit in requests is defined in [ RFC6840].

* Wdespread non-response to EDNS queries has led to recursive
servers having to assune that EDNS is not supported and that
fallback to plain DNS is required, potentially causing DNSSEC
validation failures

* Wdespread non-response to EDNS options requires recursive servers
to decide whether to probe to see if it is the specific EDNS
option or the use of EDNS in general that is causing the non-
response. In the limted amount of tine required to resolve a
query before the client times out, this is not possible.

* Incorrectly returning FORMERR to an EDNS option being present
| eads to the recursive server not being able to deternmine if the
server is just broken in the handling of the EDNS option or if it
doesn’t support EDNS at all.



* M shandling of unknown query types has contributed to the
abandonnment of the transition of the SPF type.

* M shandling of unknown query types has sl owed up the devel opnent
of DNS- Based Authentication of Named Entities (DANE) and resulted
in additional rules being specified to reduce the probability of
interacting with a broken server when nmaki ng TLSA queri es.

The consequences of servers not following the RFCs will only grow if
measures are not put in place to renove non-conpliant servers from
the ecosystem Wbrking around issues due to non-conpliance with RFCs
i s not sustainable.

Most (if not all) of these consequences could have been avoided if
action had been taken to renobve non-conpliant servers as soon as
people were aware of them i.e., to actively seek out broken

i mpl ement ati ons and servers and informtheir devel opers and operators
that they need to fix their servers.

3. Common Kinds of Queries That Result in No or Bad Responses

This section is broken down into Basic DNS requests and EDNS
requests.

3.1. Basic DNS Queries
3.1.1. Zone Existence

If a zone is delegated to a server, that server should respond to a
SQA query for that zone with an SOA record. Failing to respond at
all is always incorrect, regardless of the configuration of the
server. Responding with anything other than an SOA record in the
answer section indicates a bad del egati on.

3.1.2. Unknown/ Unsupported Type Queries

Sone servers fail to respond to unknown or unsupported types. |If a
server receives a query for a type that it doesn’t recognise, or
doesn’t inplenment, it is expected to return the appropriate response
as if it did recognise the type but does not have any data for that
type, i.e., either NOERROR or NXDOVAIN. The exceptions to this are
queries for Meta-RR types, which may return NOTI MP

3.1.3. DNS Fl ags

Sone servers fail to respond to DNS queries with various DNS fl ags
set, regardl ess of whether they are defined or still reserved. At
the time of witing, there are servers that fail to respond to
queries with the AD flag set to 1 and servers that fail to respond to
queries with the last reserved flag set.

Servers shoul d respond to such queries. |If the server does not know
the meaning of a flag, it nust not copy it to the response
(Section 4.1.1 of [RFC1035]). |If the server does not understand the
meani ng of a request, it should reply with a FORMERR response with
unknown fl ags set to zero.

3.1.3.1. Recursive Queries

A non-recursive server is supposed to respond to recursive queries as
if the Recursion Desired (RD) bit is not set [RFCL034].

3.1.4. Unknown DNS Opcodes

The use of previously undefined opcodes is to be expected. Since the



DNS was first defined, two new opcodes have been added, UPDATE and
NOTI FY.

NOTI MP is the expected rcode to an unknown or uni npl enmented opcode.

| NOTE: while new opcodes will npbst probably use the current
| layout structure for the rest of the nmessage, there is no
| requirenment that anything other than the DNS header match.

3.1.5. TCP Queries

Al'l DNS servers are supposed to respond to queries over TCP
[RFC7766]. VWhile firewalls should not bl ock TCP connection attenpts,
those that do should cleanly ternmi nate the connection by sending TCP
RESET or sending | CMP/ I CMPv6 Adm nistratively Prohibited nessages.

Dr oppi ng TCP connections introduces excessive delays to the
resol uti on process.

3.2. EDNS Queries
EDNS queries are specified in [ RFC6891].
3.2.1. EDNS Queries: Version |Independent

ldentifying servers that fail to respond to EDNS queries can be done
by first confirmng that the server responds to regul ar DNS queri es,
followed by a series of otherwi se identical queries using EDNS, then
maki ng the original query again. A series of EDNS queries is needed,
as at |east one DNS inplenentation responds to the first EDNS query
with FORMERR but fails to respond to subsequent queries fromthe same
address for a period until a regular DNS query is made. The EDNS
query shoul d specify a UDP buffer size of 512 bytes to avoid fal se
classification of not supporting EDNS due to response packet size.

If the server responds to the first and last queries but fails to
respond to nost or all of the EDNS queries, it is probably faulty.
The test should be repeated a nunber of tinmes to elimnate the

i kelihood of a false positive due to packet |oss.

Firewal | s may al so bl ock | arger EDNS responses, but there is no easy
way to check authoritative servers to see if the firewall is
m sconfi gur ed.

3.2.2. EDNS Queries: Version Specific

Sone servers respond correctly to EDNS version O queries but fail to
respond to EDNS queries with version nunbers that are hi gher than
zero. Servers should respond with BADVERS to EDNS queries with
versi on nunbers that they do not support.

Sone servers respond correctly to EDNS version O queries but fail to
set QrR=1 when responding to EDNS versions they do not support. Such
responses may be discarded as invalid (as QRis not 1) or treated as
requests (when the source port of the original request was port 53).

3.2.3. EDNS Options
Sone servers fail to respond to EDNS queries with EDNS options set.
The original EDNS specification left this behaviour undefined
[ RFC2671], but the correct behaviour was clarified in [ RFC6891].
Unknown EDNS options are supposed to be ignored by the server
3.2.4. EDNS Fl ags

Sone servers fail to respond to EDNS queries with EDNS fl ags set.
Servers shoul d ignore EDNS flags they do not understand and must not
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add themto the response [ RFC6891].
2.5. Truncated EDNS Responses

Some EDNS- aware servers fail to include an OPT record when a
truncated response is sent. An OPT record is supposed to be included
in a truncated response [ RFC6891].

Some EDNS- aware servers fail to honour the advertised EDNS UDP buffer
size and send oversized responses [RFC6891]. Servers nust send UDP
responses no |larger than the adverti sed EDNS UDP buffer size.

2.6. DO=1 Handling

Sone naneservers incorrectly only return an EDNS response when the
DNSSEC K (DO) bit [RFC3225] is 1 in the query. Servers that support
EDNS shoul d al ways respond to EDNS requests with EDNS responses.

Sone naneservers fail to copy the DO bit to the response despite
clearly supporting DNSSEC by returning an RRSI G records to EDNS
queries with DO=1. Naneservers that support DNSSEC are expected to
copy the DO bit fromthe request to the response.

2. 7. EDNS over TCP

Sone EDNS-aware servers incorrectly Iimt the TCP response sizes to
the advertised UDP response size. This breaks DNS resolution to
clients where the response sizes exceed the adverti sed UDP response
size despite the server and the client being capable of sending and
receiving larger TCP responses, respectively. It effectively defeats
setting TC=1 in UDP responses.

Firewal | s and Load Bal ancers

Firewal | s and | oad bal ancers can affect the externally visible
behavi our of a nameserver. Tests for conformance should to be done
fromoutside of any firewall so that the systemis tested as a whole.

Firewal | s and | oad bal ancers shoul d not drop DNS packets that they
don’t understand. They shoul d either pass the packets or generate an
appropriate error response.

Requests for unknown query types are normal client behaviour and
shoul d not be construed as an attack. Nanmeservers have al ways been
expected to be able to handl e such queri es.

Requests for unknown query cl asses are normal client behavi our and
shoul d not be construed as an attack. Nameservers have al ways been
expected to be able to handl e such queri es.

Requests with unknown opcodes are normal client behavi our and shoul d
not be construed as an attack. Nameservers have al ways been expected
to be able to handl e such queries.

Requests with unassigned flags set (DNS or EDNS) are expected client
behavi our and shoul d not be construed as an attack. The behavi our
for unassigned flags is to ignore themin the request and to not set
themin the response. Dropping DNS/ EDNS packets with unassi gned
flags makes it difficult to depl oy extensions that make use of them
due to the need to reconfigure and update firewalls.

Requests with unknown EDNS options are expected client behaviour and
shoul d not be construed as an attack. The correct behaviour for
unknown EDNS options is to ignore their presence when constructing a

reply.



Requests with unknown EDNS versions are expected client behavi our and
shoul d not be construed as an attack. The correct behaviour for
unknown EDNS versions is to return BADVERS al ong with the highest
EDNS version the server supports. Dropping EDNS packets breaks EDNS
versi on negoti ation.

Firewal | s should not assunme that there will only be a single response
message to a request. There have been proposals to use EDNS to
signal that nultiple DNS nessages be returned rather than a single
UDP nessage that is fragnented at the I P |ayer

DNS, and EDNS in particular, are designed to allow clients to be able
to use new features against ol der servers wi thout having to validate
every option. Indiscrimnate blocking of nmessages breaks that

desi gn.

However, there may be tines when a nameserver nishandl es nmessages
with a particular flag, EDNS option, EDNS version field, opcode, type
or class field, or conbination thereof to the point where the
integrity of the naneserver is conpronmised. Firewalls should offer
the ability to selectively reject nessages using an appropriately
constructed response based on all these fields while awaiting a fix
fromthe naneserver vendor. Returning FORMERR or REFUSED are two
potential error codes to return.

Packet Scrubbing Services

Packet scrubbing services are used to filter out undesired traffic,
including but not limted to denial-of-service traffic. This is
of ten done using heuristic analysis of the traffic.

Packet scrubbing services can affect the externally visible behaviour
of a nameserver in a simlar way to firewalls. |If an operator uses a
packet scrubbing service, they should check that legitinmate queries
are not bei ng bl ocked.

Packet scrubbing services, unlike firewalls, are also turned on and
off in response to denial-of-service attacks. One needs to take care
when choosing a scrubbi ng servi ce.

I deal |y, operators should run these tests agai nst a packet scrubbing
service to ensure that these tests are not seen as attack vectors.

Whol e Answer Caches

Whol e answer caches take a previously constructed answer and return
it to a subsequent query for the sane question. However, they can
return the wong response if they do not take all of the rel evant
attributes of the query into account.

In addition to the standard tuple of <gnane, qtype, gcl ass>, a non-
exhaustive set of attributes that nmust be considered include: RD, AD
CD, OPT record, DO, EDNS buffer size, EDNS version, EDNS options, and
transport.

Response Code Sel ection

Choosing the correct response code when responding to DNS queries is
i mportant. Response codes shoul d be chosen considering how clients
wi |l handle them

For uni npl ement ed opcodes, NOTIMP is the expected response code.

Note: newly inplenmented opcodes may change the nessage fornmat by

ext endi ng the header, changing the structure of the records, etc.
Servers are not expected to be able to parse these and shoul d respond
with a response code of NOTIMP rather than FORMERR (whi ch woul d be



expected if there was a parse error with a known opcode).

For uni npl emented type codes, and in the absence of other errors, the
only valid response is NOERROR i f the gname exists and NXDOVAI N
otherw se. For Meta-RRs, NOTI M°P may be returned instead.

If a zone cannot be | oaded because it contains uninpl emented type
codes that are not encoded as unknown record types according to

[ RFC3597], then the expected response is SERVFAIL, as the whole zone
shoul d be rejected (Section 5.2 of [RFC1035]). |If a zone |oads, then
Section 4.3.2 of [RFC1034] appli es.

If the server supports EDNS and receives a query with an unsupported
EDNS version, the correct response i s BADVERS [ RFC6891].

If the server does not support EDNS at all, FORMERR is the expected
error code. That said, a mininal EDNS server inplenentation requires
parsing the OPT records and responding with an enpty OPT record in
the additional section in nost cases. There is no need to interpret
any EDNS options present in the request, as unsupported EDNS options
are expected to be ignored [ RFC6891]. Additionally, EDNS flags can
be ignored. The only part of the OPT record that needs to be
exanmined is the version field to determ ne if BADVERS needs to be
sent or not.

8. Testing
Testing is divided into two sections: "Basic DNS', which all servers

shoul d nmeet, and "Extended DNS', which should be nmet by all servers
that support EDNS (a server is deened to support EDNS if it gives a

valid EDNS response to any EDNS query). |If a server does not support
EDNS, it should still respond to all the tests, albeit with error
responses.

These tests query for records at the apex of a zone that the server
is nomnally configured to serve. All tests should use the sane
zone.

It is advisable to run all of the tests belowin parallel so as to
m nimse the delays due to nmultiple tineouts when the servers do not
respond. There are 16 queries directed to each naneserver (assum ng
no packet loss) testing different aspects of Basic DNS and Extended
DNS.

The tests below use dig fromBIND 9.11.0 [ISC]. Replace $zone with
the name of the zone being used for testing. Replace $server with
the nane or address of the server being tested.

When testing, recursive servers set RD=1 and choose a zone name t hat
is known to exist and is not being served by the recursive server

The root zone (".") is often a good candidate, as it is DNSSEC
signed. RD=1, rather than RD=0, should be present in the responses
for all test involving the opcode QUERY. Non-authoritative answers
(AA=0) are expected when talking to a recursive server. AD=1is only
expected if the server is validating responses and one or both AD=1
or DO=1 is set in the request, otherw se AD=0 is expected

8.1. Testing: Basic DNS

This first set of tests cover Basic DNS server behaviour and all
servers shoul d pass these tests.

8.1.1. |Is the server configured for the zone?

Ask for the SOA record of the configured zone. This query is made
with no DNS flag bits set and w t hout EDNS.



We expect the SOA record for the zone to be returned in the answer
section, the rcode to be set to NOCERROR, and the Authoritative Answer
(AA) and Query/Response (QR) bits to be set in the header; the
Recursi on Available (RA) bits may al so be set [RFC1034]. W do not
expect an OPT record to be returned [ RFC6891].

Verify the server is configured for the zone:
di g +noedns +noad +norec soa $zone @bserver

expect: status: NOERROR

expect: the SCA record to be present in the answer section
expect: flag: aa to be present

expect: flag: rd to NOT be present

expect: flag: ad to NOT be present

expect: the OPT record to NOT be present

8.1.2. Testing Unknown Types

Identifying servers that fail to respond to unknown or unsupported
types can be done by naking an initial DNS query for an A record,
maki ng a nunber of queries for an unallocated type, then making a
query for an A record again. |1ANA nmaintains a registry of allocated
types [1 ANA-DNS] .

If the server responds to the first and | ast queries but fails to
respond to the queries for the unallocated type, it is probably
faulty. The test should be repeated a nunber of tinmes to eliminate
the likelihood of a false positive due to packet |o0ss.

Ask for the TYPELOOO RRset at the configured zone’s nanme. This query
is made with no DNS flag bits set and wi thout EDNS. TYPEL1000 has
been chosen for this purpose, as IANA is unlikely to allocate this
type in the near future and it is not in a range reserved for private
use [ RFC6895]. Any unallocated type code could be chosen for this
test.

We expect no records to be returned in the answer section, the rcode
to be set to NOCERROR, and the AA and QR bits to be set in the header;
RA may al so be set [RFCL034]. W do not expect an OPT record to be
returned [ RFC6891].

Check that queries for an unknown type work:
di g +noedns +noad +norec typel000 $zone @bserver

expect: status: NOERROR

expect: an enpty answer section

expect: flag: aa to be present

expect: flag: rd to NOT be present
expect: flag: ad to NOT be present
expect: the OPT record to NOT be present

8.1.3. Testing Header Bits

8.1.3.1. Testing CD=1 Queries
Ask for the SOA record of the configured zone. This query is made
with only the CD DNS flag bit set, with all other DNS bits clear, and
wi t hout EDNS.
We expect the SCOA record for the zone to be returned in the answer

section, the rcode to be set to NOERROR, and the AA and QR bits to be
set in the header. W do not expect an OPT record to be returned.



If the server supports DNSSEC, CD should be set in the response
[ RFC4035]; otherw se, CD should be clear [RFC1034].

Check that queries with CD=1 work:
di g +noedns +noad +norec +cd soa $zone @server

expect: status: NOERROR

expect: the SOA record to be present in the answer section
expect: flag: aa to be present

expect: flag: rd to NOT be present

expect: flag: ad to NOT be present

expect: the OPT record to NOT be present

8.1.3.2. Testing AD=1 Queries

Ask for the SOA record of the configured zone. This query is made
with only the AD DNS flag bit set, with all other DNS bits clear, and
wi t hout EDNS.

We expect the SOA record for the zone to be returned in the answer
section, the rcode to be set to NOERROR, and the AA and QR bits to be
set in the header. W do not expect an OPT record to be returned.
The purpose of this query is to detect blocking of queries with the
AD bit present, not the specific value of AD in the response.

Check that queries with AD=1 work:
di g +noedns +norec +ad soa $zone @server

expect: status: NCERROR

expect: the SOA record to be present in the answer section
expect: flag: aa to be present

expect: flag: rd to NOT be present

expect: the OPT record to NOT be present

AD use in queries is defined in [ RFC6840].
8.1.3.3. Testing Reserved Bit

Ask for the SOA record of the configured zone. This query is made
with only the final reserved DNS flag bit set, with all other DNS
bits clear, and w thout EDNS

We expect the SCOA record for the zone to be returned in the answer
section, the rcode to be set to NOERROR, and the AA and QR bits to be
set in the header; RA nmay be set. The final reserved bit nust not be
set [RFC1034]. We do not expect an OPT record to be returned

[ RFC6891] .

Check that queries with the | ast unassi gned DNS header flag work and
that the flag bit is not copied to the response:

di g +noedns +noad +norec +zflag soa $zone @server

expect: status: NOERROR

expect: the SOA record to be present in the answer section
expect: MBZ to NOT be in the response (see bel ow)

expect: flag: aa to be present

expect: flag: rd to NOT be present

expect: flag: ad to NOT be present

expect: the OPT record to NOT be present

MBZ (Must Be Zero) is a dig-specific indication that the flag bit has
been incorrectly copied. See Section 4.1.1 of [RFCL035]:



"Z Reserved for future use. Mist be zero in all queries and
responses. "

8.1.3.4. Testing Recursive Queries

Ask for the SOA record of the configured zone. This query is made
with only the RD DNS flag bit set and w t hout EDNS.

We expect the SCOA record for the zone to be returned in the answer
section, the rcode to be set to NOERROR, and the AA, QR and RD hits
to be set in the header; RA may al so be set [RFC1034]. W do not
expect an OPT record to be returned [ RFC6891].

Check that recursive queries work:
di g +noedns +noad +rec soa $zone @server

expect: status: NCERROR

expect: the SCA record to be present in the answer section
expect: flag: aa to be present

expect: flag: rd to be present

expect: flag: ad to NOT be present

expect: the OPT record to NOT be present

8.1.4. Testing Unknown Opcodes

Construct a DNS nessage that consists of only a DNS header with
opcode set to 15 (currently not allocated), no DNS header bits set,
and enpty question, answer, authority, and additional sections.

Check that new opcodes are handl ed:
di g +noedns +noad +opcode=15 +norec +header-only @server

expect: status: NOTI MP

expect: opcode: 15

expect: all sections to be enpty

expect: flag: aa to NOT be present
expect: flag: rd to NOT be present
expect: flag: ad to NOT be present
expect: the OPT record to NOT be present

8.1.5. Testing TCP

Whet her a server accepts TCP connections can be tested by first
checking that it responds to UDP queries to confirmthat it is up and
operating, then attenpting the same query over TCP. An additiona
query shoul d be made over UDP if the TCP connection attenpt fails to
confirmthat the server under test is still operating.

Ask for the SOA record of the configured zone. This query is nmade
with no DNS flag bits set and without EDNS. This query is to be sent
usi ng TCP.

We expect the SCA record for the zone to be returned in the answer
section, the rcode to be set to NOERROR, and the AA and QR bits to be
set in the header; RA nay al so be set [RFC1034]. W do not expect an
OPT record to be returned [ RFC6891].

Check that TCP queries work:
di g +noedns +noad +norec +tcp soa $zone @server
expect: status: NCERROR

expect: the SCA record to be present in the answer section
expect: flag: aa to be present



expect: flag: rd to NOT be present
expect: flag: ad to NOT be present
expect: the OPT record to NOT be present

The requirenent that TCP be supported is defined in [ RFC7766] .
8.2. Testing: Extended DNS

The next set of tests cover various aspects of EDNS behaviour. |If
any of these tests succeed (indicating at |east some EDNS support),
then all of them should succeed. There are servers that support EDNS
but fail to handle plain EDNS queries correctly, so a plain EDNS
query is not a good indicator of |ack of EDNS support.

8.2.1. Testing Mninmal EDNS

Ask for the SOA record of the configured zone. This query is made
with no DNS flag bits set. EDNS version 0 is used w thout any EDNS
options or EDNS fl ags set.

We expect the SOA record for the zone to be returned in the answer
section, the rcode to be set to NOERROR, and the AA and QR bits to be
set in the header; RA may al so be set [RFCL034]. W expect an OPT
record to be returned. There should be no EDNS flags present in the
response. The EDNS version field should be 0, and there should be no
EDNS options present [RFC6891].

Check that plain EDNS queries work
di g +nocooki e +edns=0 +noad +norec soa $zone @server

expect: status: NOERROR

expect: the SOA record to be present in the answer section
expect: an OPT record to be present in the additional section
expect: EDNS Version O in response

expect: flag: aa to be present

expect: flag: ad to NOT be present

+nocooki e di sabl es sendi ng an EDNS COCKI E option, which is otherw se
enabl ed by default in BIND 9.11.0 (and later).

8.2.2. Testing EDNS Version Negotiation

Ask for the SOA record of a zone the server is nomnally configured
to serve. This query is nmade with no DNS flag bits set. EDNS
version 1 is used without any EDNS options or EDNS fl ags set.

We expect the SCA record for the zone to NOT be returned in the
answer section with the extended rcode set to BADVERS and the QR bit
to be set in the header; RA nay al so be set [RFCL034]. W expect an
OPT record to be returned. There should be no EDNS flags present in
the response. The EDNS version field should be 0 in the response, as
no ot her EDNS version has as yet been specified [ RFC6891].

Check that EDNS version 1 queries work (EDNS supported):
di g +nocooki e +edns=1 +noednsneg +noad +norec soa $zone @server

expect: status: BADVERS

expect: the SCA record to NOT be present in the answer section
expect: an OPT record to be present in the additional section
expect: EDNS Version 0 in response

expect: flag: aa to NOT be present

expect: flag: ad to NOT be present

+noednsneg has been set, as dig supports EDNS versi on negotiation,



and we want to see only the response to the initial EDNS version 1
query.

8.2.3. Testing Unknown EDNS Opti ons

Ask for the SOA record of the configured zone. This query is made
with no DNS flag bits set. EDNS version 0 is used w thout any EDNS
flags. An EDNS option is present with a value that has not yet been
assigned by IANA. W have picked an unassi gned code of 100 for the
exanpl e bel ow. Any unassi gned EDNS option code coul d have been
chosen for this test.

We expect the SCA record for the zone to be returned in the answer
section, the rcode to be set to NOERROR, and the AA and QR bits to be
set in the header; RA nmay al so be set [ RFC1034]. W expect an OPT
record to be returned. There should be no EDNS flags present in the
response. The EDNS version field should be 0, as EDNS versi ons other
than 0 are yet to be specified, and there should be no EDNS options
present, as unknown EDNS options are supposed to be ignored by the
server (Section 6.1.1 of [RFC6891]).

Check that EDNS queries with an unknown option work (EDNS supported):
di g +nocooki e +edns=0 +noad +norec +ednsopt=100 soa $zone @server

expect: status: NOERROR

expect: the SOA record to be present in the answer section
expect: an OPT record to be present in the additional section
expect: OPT=100 to NOT be present

expect: EDNS Version 0 in response

expect: flag: aa to be present

expect: flag: ad to NOT be present

8.2.4. Testing Unknown EDNS Fl ags

Ask for the SOA record of the configured zone. This query is made
with no DNS flag bits set. EDNS version 0 is used w thout any EDNS
options. An unassigned EDNS flag bit is set (0x40 in this case).

W expect the SOA record for the zone to be returned in the answer
section, the rcode to be set to NOERROR, and the AA and QR bits to be
set in the header; RA may al so be set [RFC1034]. W expect an OPT
record to be returned. There should be no EDNS flags present in the
response, as unknown EDNS fl ags are supposed to be ignored. The EDNS
version field should be 0, and there should be no EDNS options
present [RFC6891].

Check that EDNS queries with unknown flags work (EDNS supported):
di g +nocooki e +edns=0 +noad +norec +ednsfl ags=0x40 soa $zone @server

expect: status: NCERROR

expect: the SCA record to be present in the answer section
expect: an OPT record to be present in the additional section
expect: MBZ not to be present

expect: EDNS Version 0 in response

expect: flag: aa to be present

expect: flag: ad to NOT be present

MBZ (Must Be Zero) is a dig-specific indication that a flag bit has
been incorrectly copied, as per Section 6.1.4 of [RFC6891].

8.2.5. Testing EDNS Version Negotiation with Unknown EDNS Fl ags

Ask for the SOA record of the configured zone. This query is made
with no DNS flag bits set. EDNS version 1 is used w thout any EDNS



options. An unassigned EDNS flag bit is set (0x40 in this case).

We expect the SOA record for the zone to NOT be returned in the
answer section with the extended rcode set to BADVERS and the QR bit
to be set in the header; RA may al so be set [RFC1034]. W expect an
OPT record to be returned. There should be no EDNS flags present in
the response, as unknown EDNS fl ags are supposed to be ignored. The
EDNS version field should be 0, as EDNS versions other than 0 are yet
to be specified, and there should be no EDNS options present

[ RFC6891] .

Check that EDNS version 1 queries with unknown flags work (EDNS
supported):

di g +nocooki e +edns=1 +noednsneg +noad +norec +ednsfl ags=0x40 soa \
$zone @server

expect: status: BADVERS

expect: SOA record to NOT be present

expect: an OPT record to be present in the additional section
expect: MBZ not to be present

expect: EDNS Version O in response

expect: flag: aa to NOT be present

expect: flag: ad to NOT be present

.2.6. Testing EDNS Version Negotiation with Unknown EDNS Opti ons

Ask for the SOA record of the configured zone. This query is nade
with no DNS flag bits set. EDNS version 1 is used. An unknown EDNS
option is present. W have picked an unassi gned code of 100 for the
exanpl e bel ow. Any unassi gned EDNS option code coul d have been
chosen for this test.

We expect the SOA record for the zone to NOT be returned in the
answer section with the extended rcode set to BADVERS and the QR bit
to be set in the header; RA may al so be set [RFC1034]. W expect an
OPT record to be returned. There should be no EDNS fl ags present in
the response. The EDNS version field should be 0, as EDNS versions
other than 0 are yet to be specified, and there should be no EDNS
options present [RFC6891].

Check that EDNS version 1 queries with unknown options work (EDNS
supported):

di g +nocooki e +edns=1 +noednsneg +noad +norec +ednsopt=100 soa \
$zone @server

expect: status: BADVERS

expect: SOA record to NOT be present

expect: an OPT record to be present in the additional section
expect: OPT=100 to NOT be present

expect: EDNS Version O in response

expect: flag: aa to NOT be present

expect: flag: ad to NOT be present

.2.7. Testing Truncated Responses

Ask for the DNSKEY records of the configured zone, which nust be a
DNSSEC si gned zone. This query is nmade with no DNS flag bits set.
EDNS version 0 is used without any EDNS options. The only EDNS fl ag
set is DO. The EDNS UDP buffer size is set to 512. The intention of
this query is to elicit a truncated response fromthe server. Mst
si gned DNSKEY responses are bigger than 512 bytes. This test wll
not give a valid result if the zone is not signed.

We expect a response, the rcode to be set to NOERROR, and the AA and



QR bits to be set. AD may be set in the response if the server
supports DNSSEC, otherwise it should be clear; TC and RA may al so be
set [ RFC1035] [ RFC4035]. W expect an OPT record to be present in
the response. There should be no EDNS flags other than DO present in
the response. The EDNS version field should be 0, and there should
be no EDNS options present [RFC6891].

If TCis not set, it is not possible to confirmthat the server
correctly adds the OPT record to the truncated responses or not.

dig +norec +dnssec +bufsize=512 +ignore dnskey $zone @server
expect: NOERRCOR
expect: OPT record with version set to O

8.2.8. Testing DO=1 Handling

Ask for the SOA record of the configured zone, which does not need to
be DNSSEC signed. This query is nade with no DNS flag bits set.

EDNS version O is used without any EDNS options. The only EDNS fl ag
set is DO

W expect the SOA record for the zone to be returned in the answer
section, the rcode to be set to NOERROR, and the AA and QR bits to be
set in the response. AD may be set in the response if the server
supports DNSSEC, otherwi se it should be clear; RA may al so be set

[ RFC1034]. W expect an OPT record to be returned. There should be
no EDNS flags ot her than DO present in the response, which should be
present if the server supports DNSSEC. The EDNS version field should
be 0, and there should be no EDNS options present [RFC6891].

Check that DO=1 queries work (EDNS supported):
di g +nocooki e +edns=0 +noad +norec +dnssec soa $zone @server

expect: status: NCERROR

expect: the SCOA record to be present in the answer section
expect: an OPT record to be present in the additional section
expect: DO=1 to be present if an RRSIGis in the response
expect: EDNS Version 0 in response

expect: flag: aa to be present

8.2.9. Testing EDNS Version Negotiation with DO=1

Ask for the SOA record of the configured zone, which does not need to
be DNSSEC signed. This query is nade with no DNS flag bits set.

EDNS version 1 is used without any EDNS options. The only EDNS fl ag
set is DO

We expect the SCA record for the zone NOT to be returned in the
answer section, the extended rcode to be set to BADVERS, and the QR
bit to be set in the header; RA may al so be set [RFCL034]. W expect
an OPT record to be returned. There should be no EDNS fl ags other
than DO present in the response, which should be there if the server
supports DNSSEC. The EDNS version field should be 0, and there
shoul d be no EDNS options present [RFC6891].

Check that EDNS version 1, DO=1 queries work (EDNS supported):

di g +nocooki e +edns=1 +noednsneg +noad +norec +dnssec soa \
$zone @server

expect: status: BADVERS

expect: SOA record to NOT be present

expect: an OPT record to be present in the additional section

expect: DO=1 to be present if the EDNS version O DNSSEC query test
returned DO=1



expect: EDNS Version 0 in response
expect: flag: aa to NOT be present

8.2.10. Testing with Miltiple Defined EDNS Opti ons

8.

3.

Ask for the SOA record of the configured zone. This query is made
with no DNS flag bits set. EDNS version 0 is used. A number of
defined EDNS options are present (NSID [ RFC5001], DNS COXKI E

[ RFC7873], EDNS Client Subnet [RFC7871], and EDNS Expire [ RFC7314]).

W expect the SOA record for the zone to be returned in the answer
section, the rcode to be set to NOERROR, and the AA and QR bits to be
set in the header; RA may al so be set [RFC1034]. W expect an OPT
record to be returned. There should be no EDNS flags present in the
response. The EDNS version field should be 0. Any of the requested
EDNS options supported by the server and permtted server
configuration nmay be returned [ RFC6891].

Check that EDNS queries with multiple defined EDNS opti ons worKk:

di g +edns=0 +noad +norec +cookie +nsid +expire +subnet=0.0.0.0/0 \
soa $zone @server

expect: status: NOERROR

expect: the SCA record to be present in the answer section
expect: an OPT record to be present in the additional section
expect: EDNS Version 0 in response

expect: flag: aa to be present

expect: flag: ad to NOT be present

VWhen EDNS |I's Not Supported

If EDNS is not supported by the naneserver, we expect a response to
each of the above queries. That response may be a FORMERR error
response, or the OPT record may just be ignored.

Sone naneservers only return an EDNS response when a particul ar EDNS
option or flag (e.g., DO=1) is present in the request. This

behavi our is not conpliant behaviour and nay hide other incorrect
behavi our fromthe above tests. Retesting with the triggering
option/flag present will expose this m sbehaviour

Renedi ati on

Naneserver operators are generally expected to test their own
infrastructure for conpliance to standards. The above tests should
be run when new systens are brought online and shoul d be repeated
periodically to ensure continued interoperability.

Domai n regi strants who do not maintain their own DNS i nfrastructure
are entitled to a DNS service that conforns to standards and
interoperates well. Registrants who beconme aware that their DNS
operator does not have a well-naintained or conpliant infrastructure
shoul d insist that their service provider correct issues and swtch
providers if they do not.

In the event that an operator experiences problens due to the

behavi our of naneservers outside their control, the above tests will
hel p in narrowi ng down the precise issue(s), which can then be
reported to the relevant party.

If contact information for the operator of a m sbhehavi ng naneserver
is not already known, the follow ng nethods of conmunication could be
consi der ed:

* the RNAME of the zone authoritative for the nanme of the



10.

11.

12.

12.

m sbehavi ng server
* the RNAME of zones for which the offending server is authoritative

* adm nistrative or technical contacts listed in the registration
informati on for the parent domain of the name of the mi sbehaving
server or for zones for which the naneserver is authoritative

* the registrar or registry for such zones
* DNS-specific, operational fora (e.g., mailing lists)

Operators of parent zones may wish to regularly test the
authoritative nanmeservers of their child zones. However, parent
operators can have widely varying capabilities in terns of
notification or remedi ati on dependi ng on whet her they have a direct
relationship with the child operator. Many Top-Level Domain (TLD)
registries, for exanple, cannot directly contact their registrants
and may instead need to comuni cate through the relevant registrar.
In such cases, it may be nost efficient for registrars to take on the
responsibility for testing the naneservers of their registrants,
since they have a direct rel ationship.

When notification is not effective at correcting problens with a

m sbehavi ng naneserver, parent operators can choose to renmove NS
record sets (and glue records below) that refer to the faulty server
until the servers are fixed. This should only be done as a | ast
resort and with due consideration, as renmoval of a del egation can
have unantici pated side effects. For exanple, other parts of the DNS
tree may depend on nanes bel ow the renoved zone cut, and the parent
operator may find thensel ves responsi ble for causing new DNS failures
to occur.

Security Considerations

Testing protocol conpliance can potentially result in false reports
of attenpts to attack services fromlntrusion Detection Services and
firewalls. Al of the tests are well-forned (though not necessarily
common) DNS queries. None of the tests |isted above shoul d cause any
harmto a protocol-conpliant server

Rel axing firewal |l settings to ensure EDNS conpliance coul d
potentially expose a critical inplenmentation flaw in the naneserver
Naneservers should be tested for confornmance before relaxing firewal
settings.

When renovi ng del egations for non-conpliant servers, there can be a
knock-on effect on other zones that require these zones to be
operational for the naneservers addresses to be resol ved.
I ANA Consi derations
Thi s document has no | ANA acti ons.
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