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Abst r act

Thi s document defines the 'payto’ Uniform Resource ldentifier (URl)
schene for designating targets for paynents.

A unified URI schenme for all paynent target types allows applications
to offer user interactions with URIs that represent paynent targets,
sinmplifying the introduction of new paynent systens and applicati ons.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docurment at
its discretion and makes no statenent about its value for

i mpl ement ati on or depl oynent. Docunents approved for publication by
the RFC Editor are not candidates for any |evel of Internet Standard;
see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8905

Copyri ght Notice

Copyright (c) 2020 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent.
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I nt roducti on

Thi s docunent defines the 'payto’ Uniform Resource ldentifier (URl)
[ RFC3986] schene for designating transfer formdata for paynents.

.1. Objective

A 'payto’ URl always identifies the target of a payment. A ’'payto
URI consists of a paynent target type, a target identifier, and
optional paraneters such as an anobunt or a paynent reference

The interpretation of the target identifier is defined by the paynent
target type and typically represents either a bank account or an
(unsettled) transaction

A unified URI schene for all paynent target types allows applications
to offer user interactions with URIs that represent paynent targets,
sinmplifying the introduction of new paynent systens and applications.

.2. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Syntax of a 'payto’ UR

Thi s docunent uses the Augnented Backus-Naur Form ( ABNF) of
[ RFC5234] .

payto-URl = "payto://" authority path-abenpty [ "?" opts ]
opts = opt *( "&" opt )

opt-nane = generic-opt / authority-specific-opt

opt -val ue = *pchar

opt = opt-nane "=" opt-val ue

generic-opt = "amount" / "receiver-name" / "sender-nane" /
"message” / "instruction”

authority-specific-opt = ALPHA *( ALPHA/ DT/ "-" [ "." )

authority = ALPHA *( ALPHA/ DG T/ "-" [ ".")

"pat h-abenpty’ is defined in Section 3.3 of [RFC3986]. 'pchar’ is
defined in Appendix A of [RFC3986].

Semanti cs

The authority conponent of a paynent URI identifies the paynent
target type. The paynent target types are defined in the "Payto
Payment Target Types" registry (see Section 10). The path component
of the URI identifies the target for a paynent as interpreted by the
respective paynent target type. The query conponent of the URI can
provi de additional paraneters for a paynment. Every paynent target
type SHOULD accept the options defined in generic-opt. The default
operation of applications that invoke a URI with the 'payto’ schene
MJUST be to | aunch an application (if available) associated with the



paynment target type that can initiate a paynent. |If multiple

handl ers are registered for the sane paynent target type, the user
SHOULD be abl e to choose which application to |aunch. This allows
users with multiple bank accounts (each accessed via the respective
bank’ s banki ng application) to choose which account to pay with. An
application SHOULD al |l ow dereferencing a 'payto’ URl even if the
paynment target type of that URl is not registered in the "Payto
Payment Target Types" registry. Details of the paynent MJST be taken
fromthe path and options given in the URI. The user SHOULD be
allowed to nmodify these details before confirmng a payment.

Exanpl es
Val i d Exanpl e:
payto://i ban/ DE75512108001245126199?anount =EUR: 200. O&ressage=hel | o
Invalid Exanple (authority m ssing):
payt o: i ban/ 12345
Generic Options

Applications MIJST accept URIs with options in any order. The
"amount" option MJST NOT occur nore than once. O her options MAY be
allowed multiple tines, with further restrictions depending on the
paynent target type. The follow ng options SHOULD be understood by
every payment target type

amount: The ampbunt to transfer. The format MJST be:

anpbunt = currency fraction ]
currency = 1*ALPHA

unit = 1*(DGE T/ ",")

fraction = 1*(DA T/ ",")

unit [

If a 3-letter "currency’ is used, it MJIST be an [I SD4217]

al phabetic code. A paynent target type MAY define semantics
beyond | SO 4217 for currency codes that are not 3 characters. The
"unit’ value MJST be smaller than 2753. |If present, the
"fraction’” MJST consist of no nore than 8 decinmal digits. The use
of commas is optional for readability, and they MJST be ignored.

receiver-nane: Name of the entity that receives the paynent
(creditor). The value of this option MAY be subject to | ossy
conversion, nodification, and truncation (for exanple, due to line
wr appi ng or character set conversion).

sender-nane: Nanme of the entity that nakes the paynent (debtor).
The val ue of this option MAY be subject to | ossy conversion,
nmodi fication, and truncation (for exanple, due to |line wapping or
character set conversion).

message: A short nessage to identify the purpose of the paynent.
The val ue of this option MAY be subject to | ossy conversion,
nmodi fication, and truncation (for exanple, due to |line wapping or
character set conversion).

instruction: A short nessage giving paynment reconciliation
instructions to the recipient. An instruction that follows the
character set and length [imtation defined by the respective
paynent target type SHOULD NOT be subject to | ossy conversion
Internationalization and Character Encoding

Vari ous paynent systens use restricted character sets. An
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userinfo conmponent [RFC3986] is disallowed in ’'payto URISs.
ead, the paynent target identifier is given as an option, where
ding rules are uniformfor all options.

ning a generic way of tagging the | anguage of option fields

ai ni ng natural |anguage text (such as "receiver-nane", "sender-
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rnationalization nmust acconmpdate the restrictions and
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gistry of "Payto Payment Target Types" is described in

ion 10. The registration policy for this registry is "First Cone
t Served", as described in [RFC8126]. When requesting new

ies, careful consideration of the following criteria is strongly
sed:

The description clearly defines the syntax and semantics of the
paynent target and optional paraneters if applicable.

Rel evant references are provided if they are avail abl e.

The chosen nanme is appropriate for the paynment target type, does
not conflict with well-known paynent systems, and avoids
potential to confuse users.

The paynment system underlying the paynent target type is not
fundamental |y i nconpatible with the general options (such as
positive decimal amounts) in this specification

The paynment target type is not a vendor-specific version of a
paynent target type that could be described nore generally by a
vendor - neutral paynent target type.

The specification of the new paynent target type remains wthin
the scope of paynent transfer formdata. |In particular,
specifying conplete invoices is not in scope. Neither are
processing instructions to the paynent processor or bank beyond a
si npl e paynent.

The paynment target and the options do not contain the paynent
sender’s account details.

ments that support requests for new registry entries should
ide the following information for each entry:

The nane of the paynent target type (case-insensitive ASC I
tring, restricted to al phanunmeric characters, dots, and dashes).

ription: A description of the paynment target type, including the
emantics of the path in the URI if applicable.

Exanple: At |east one exanple URI to illustrate the paynent target



type.

Contact: The contact information of a person to contact for further
i nformation.

Ref erences: Optionally, references describing the paynent target
type (such as an RFC) and target-specific options or references
descri bi ng the paynent system underlying the paynent target type.

Thi s document popul ates the registry with seven entries as foll ows
(see al so Section 10).

7.1. ACH Bank Account
Name: ach

Description: Autonmated C earing House (ACH). The path consists of
two conponents: the routing nunber and the account nunber.
Limtations on the |l ength and character set of option values are
defined by the inplenmentation of the handler. Language taggi ng
and internationalization of options are not supported.

Exanpl e:
payto://ach/ 122000661/ 1234

Contact: NA

Ref erences: [ NACHA], RFC 8905
7.2. Business ldentifier Code

Nanme: bic

Description: Business Identifier Code (BIC). The path consists of
just a BIC. This is used for wire transfers between banks. The
registry for BICs is provided by the Society for Wrl dw de
I nt erbank Fi nancial Tel econmunication (SWFT). The path does not
al | ow specifying a bank account nunber. Limtations on the length
and character set of option values are defined by the
i npl ementation of the handler. Language taggi ng and
i nternationalization of options are not supported.

Exanpl e:
payt o: // bi ¢/ SOGEDEFFXXX

Contact: NA
Ref erences: [BIC], RFC 8905

7.3. International Bank Account Number
Name: i ban

Description: International Bank Account Number (IBAN). GCenerally,
the 1 BAN al |l ows to unanbi guously derive the associ ated Busi ness
Identifier Code (BIC) using a |ookup in the respective proprietary
translation table. However, sone |egacy applications process
paynments to the sanme IBAN differently based on the specified BIC
Thus, the path can consist of either a single conponent (the |BAN)
or two conponents (BIC followed by IBAN). The "nessage" option of
the "payto’ URlI corresponds to the "unstructured remttance
informati on" of Single Euro Paynments Area (SEPA) credit transfers
and is thus limted to 140 characters with character set
limtations that differ according to the countries of the banks
and paynment processors involved in the payment. The "instruction"
option of the 'payto’ URI corresponds to the "end-to-end



7

7

7

7

4.

5

6

7

identifier" of SEPA credit transfers and is thus limted to, at
nmost, 35 characters, which can be al phanuneric or fromthe all owed
set of special characters, i.e., "+?/-:().,’". Language tagging
and internationalization of options are not supported.

Exanpl es:
payt o://i ban/ DE75512108001245126199
payt o: / /i ban/ SOGEDEFFXXX/ DE75512108001245126199

Contact: NA

Ref erences: [1S020022], RFC 8905

Unified Paynents Interface

Name: upi

Description: Unified Paynment Interface (UPI). The path is an
account alias. The anmount and receiver-nanme options are mandatory
for this paynent target. Limtations on the Iength and character
set of option values are defined by the inplenentation of the
handl er. Language tags and internationalization of options are
not support ed.

Exanpl e:
payto://upi/alice@xanpl e.con®recei ver - nane=Al i ce&anount =I NR: 200

Contact: NA

Ref erences: [ UPI Li nking], RFC 8905

Bi t coi n Address

Nanme: bitcoin

Description: Bitcoin protocol. The path is a "bitcoinaddress", as
per [BIP0021]. Limtations on the length and character set of
option values are defined by the inplenentation of the handler
Language tags and internationalization of options are not
support ed.

Exanpl e:
payt o:// bi t coi n/ 12A1Myf XboWBRnNdRAZEqof ac5j CQQ WEPBU

Contact: NA

Ref erences: [BIP0021], RFC 8905

Interl edger Protocol Address

Nane: ilp

Description: Interledger protocol (ILP). The path is an ILP
address, as per [ILP-ADDR]. Limtations on the |length and
character set of option values are defined by the inplenentation
of the handl er. Language tagging and internationalization of

options are not supported.

Exanpl e:
payto://il p/g.acme. bob

Contact: NA
Ref erences: [I|LP-ADDR], RFC 8905

Voi d Paynent Tar get



Name: void

Description: The "void" paynent target type allows specifying the
paraneters of an out-of-band paynment (such as cash or other types
of in-person transactions). The path is optional and interpreted
as a comment. Linmitations on the length and character set of
option values are defined by the inplenentation of the handler
Language tags and internationalization of options are not
support ed.

Exanpl e:
payt o://voi d/ ?anpbunt =EUR 10. 5

Contact: NA
Ref erences: RFC 8905

8. Security Considerations
Interactive applications handling the 'payto’ URl schene MJUST NOT
initiate any financial transactions w thout prior review and
confirmation fromthe user and MJST take nmeasures to prevent
clickjacking [ HMM2].
Unl ess a 'payto’ URI is received over a trusted, authenticated
channel, a user might not be able to identify the target of a
paynment. In particular, due to honographs [unicode-tr36], a paynent
target type SHOULD NOT use human-readabl e names in conbination with
uni code in the target account specification, as it could give the
user the illusion of being able to identify the target account from
the URI.
The aut henticati on/authorization nechani sns and transport security
services used to process a paynent encoded in a 'payto’ URl are
handl ed by the application and are not in scope of this docunent.
To avoi d unnecessary data collection, paynent target types SHOULD NOT
i nclude personally identifying informati on about the sender of a

paynent that is not essential for an application to conduct a
paynent .

9. | ANA Consi derations
I ANA nmai ntains the "Uni form Resource ldentifier (URI) Schenmes"
registry, which contains an entry for the 'payto’ URl schene as
follows. |ANA has updated that entry to reference this docunent.
Schene nanme: payto
Status: provisiona
URI schene syntax: See Section 2 of RFC 8905
URI schene semantics: See Section 3 of RFC 8905

Applications/protocols that use this schene nane: payto URIs are
mai nly used by financial software.

Contact: Christian Gothoff <grothoff@nu.org>
Change controller: Christian G othoff <grothoff@nu. org>
Ref erences: See Section 11 of RFC 8905.

10. Payto Paynment Target Types
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Thi s docunent specifies a list of paynent target types. It is
possi ble that future work will need to specify additional paynent
target types. The GNUnet Assigned Nunbers Authority (GANA) [ GANA]
operates the "Payto Payment Target Types" registry to track the
followi ng information for each paynent target type:

Nane: The nane of the paynent target type (case-insensitive ASClI
string, restricted to al phanuneric characters, dots, and dashes)

Contact: The contact information of a person to contact for further
i nformation

Ref erences: Optionally, references describing the paynent target
type (such as an RFC) and target-specific options or references
describi ng the paynent system underlying the paynent target type

The entries in the "Payto Paynment Target Types" registry defined in
thi s docunent are as follows:

[ gty Sty pppp—p—j—p—j—j———
| Nare | Contact | Reference |
b e s oot e oo e
| ach | NA | RFC 8905 |
L L I I +
| bic | NA | RFC 8905 |
L L Fo-m - - - - +
| iban | NA | RFC 8905 |
F--- - - - - F--- - - - - I I +
| upi | NA | RFC 8905 |
L L I I +
| bitcoin| NA | RFC 8905 |
L L Fo-m - - - - +
| ilp | NA | RFC 8905 |
F--- - - - - F--- - - - - I I +
| void | NA | RFC 8905 |
L L I I +
Table 1
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