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Appendi x A.  Exanpl e

Appendi x B. Known | npl enentation

Appendi x C. Future Possibilities of the "dns' ptype
Aut hor’' s Address

I nt roducti on

One of the many checks that nail servers carry out is to query DNS
whitelists (DNSWs). That nethod is fully discussed in [ RFC5782].
The DNS [ RFC1034] | ookup is based on the connecting client’s IP
address, IPv4 or IPv6, and returns zero or nmore A records. The
latter are IPv4 | P addresses in the range 127.0.0.0/8. Dependi ng on
the query, TXT records with varying content can also be retrieved.
Query exanpl es are given in Appendi x A

Since the I P address is known as soon as the connection is accepted,
this check can occur very early in an SMIP transaction. Its result
can be used to counterweight policies that typically occur at early
stages too, such as the Sender Policy Framework (SPF) (the | ast

par agr aph of Appendi x D.3 of [RFC7208] is also illustrated in
Appendix A). In addition, the result of a DNSW. | ookup can be used
at later stages; for exanple, a delivery agent can use it to |learn
the trustworthiness of a mail relay in order to estimte the

spami ness of an email message. The latter possibility needs a place
to collect query results for downstream use, which is precisely what
the Authentication-Results header field ains to provide.

Results often contain additional data, encoded according to DNSW.-
specific criteria. The nethod described in this docunent considers
only whitelists -- one of the major branches described by [ RFC5782].
There are al so bl acklists/blocklists (DNSBLs) and comnbined |ists.
Since they all have the same structure, the abbreviation DNSxL is
used to nean any. The core procedures of a Miil Transfer Agent (MIA)
tend to be quite general, |eaving particular cases to be handl ed by
add-on nmodules. In the case of conmbined lists, the boundary MIA (see
[ RFC5598]), which carries out the check and possibly stores the
result, has to be able to discern at |east the color of each entry,
as that is required to nake accept/reject decisions. This docunent
provides for storing the result when the DNSxL record to be reported
is a whitelisting one.

Data conveyed in A and TXT records can be stored as properties of the
met hod. The meani ng of such data varies widely at the nmercy of the
|ist operator; hence, the queried zone has to be stored as well

Mai |l site operators who configure their MIAs to query specific DNWSLs
marry the policies of those lists, as, in effect, they becone
tantanount to | ocal policies, albeit outsourced. Downstream agents
who know DNSW.- speci fi c encodi ng and understand t he meani ng of that
data can use it to make delivery or display decisions. For exanple,
a mail filter that detects heuristic evidence of a scam can

count erwei ght such information with the trustworthi ness score encoded
in the A response so as to protect against fal se positives. Mi

User Agents (MJAs) can display those results or use themto decide
how to report abusive nmessages, if configured to do so.

Thi s docunent describes a usage of TXT fields consistent with other
aut henti cation nmet hods, nanely to serve the donain nane in the TXT
record. That way, a downstreamfilter could al so consider whether

the sending agent is aligned with the author domain, with semantics
simlar to [ RFC7489].

At the time of this witing, this nethod is inplenented by Courier-
MIA [Courier-MIA]. An outline of the inplenmentation is given in
Appendi x B

Met hod Detail s



The result of the nethod states how the query did, up to the
interpretation of the returned data.

The nethod has four possible results:

pass:

none:

tenperror:

permerror:

Not e t hat

The query successfully returned applicabl e records.

This result is usually acconpani ed by one or both of the
policy properties described below. Since the list is
configured as a DNSW., agents unable to interpret |ist-
specific properties can still derive a positive val ue
fromthe fact that the sender is whitelisted.

The query worked but yielded no A record or returned
NXDOVAI N, so the sender is not whitelisted.

The DNS eval uati on could not be conpl eted due to sone
error that is likely transient in nature, such as a
tenmporary DNS error (e.g., a DNS RCODE of 2, commonly
known as SERVFAIL) or other error condition. A later
attenpt may produce a final result.

The DNS eval uati on cannot work because test entries
don’t work (that is, DNSW is broken) or because queries
are over quota (reported by a DNS RCODE of 5, conmonly
known as REFUSED, or by a DNSW.-specific property
(policy.ip, defined below) with the sane neaning). A
|later attenpt is unlikely to produce a final result.
Hurman intervention is required.

there is no "fail" result.

The foll owi ng ptype.property itens define how the data provided by

the whitelist

dns. zone:

policy.inp:

policy.txt:

dns. sec:

| ookup can be saved.

DNSW. query root domain, which defines the meaning of
the policy.ip property below. Note that an MIA can use
a local mrror with a different nane. The nane stored
here has to be the best available reference for al

f oreseeabl e downstream consuners. Setting dns.zone to
the gl obal zone makes the result intelligible even if
the message i s handed outside of the internal network.

The bit mask value received in type A response, in
dotted quad notation. Miltiple entries can be arranged
in a quoted, conma-separated list (quotes are necessary
because commas are not allowed in a token).

The TXT record, if any. Miltiple records are
concatenated in the usual way (explained, for exanple,
in Section 3.3 of [RFC7208]). See Section 3 for the
resulting content and query options.

This is a generic property stating whether the rel evant
data was val i dated usi ng DNSSEC [ RFC4033]. For the
present nethod, the relevant data consists of the
reported policy properties above or, if the nethod
result is "none", its nonexistence. This property has
t hree possi bl e val ues:

yes: DNSSEC validation confirms the integrity of data.
Section 5.2 considers how that is related to the
DNS r esponse.

no: The data is not signed. See Section 5.2.
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na: Not applicable. No DNSSEC validation can be
performed, possibly because the | ookup is run
through a different neans than a security-aware
DNS resolver. This does not necessarily inply
| ess security. In particular, "na" is used if the
data was downl oaded in bul k and then | oaded on a
| ocal nameserver, which is the case of an MIA
querying a local zone different fromthe reported
dns.zone. DNS errors, including validation
errors, can also report "na". This is also the
val ue assumed by default.

TXT Record Contents

According to [ RFC5782], TXT records describe the reason why IP
addresses are listed in a DNSW.. An exanple of a DNSW. whose TXT
records contain the donmai n nanme of the organi zati on assignee of the
sending IP is given in Appendix B. The domain name woul d correspond
to the DNS domain nanme used by or within the Adm nistrative
Managenent Donain (ADVD) operating the relevant MIA, sonetines called
the "organi zational domamin". |In that case, the authentication
provided by this nethod is equivalent to a Donmai nKeys Identified Mai
(DKIM signature [ RFC6376] or an SPF check host [RFC7208], if the
DNSW. i s trusted.

According to a DNSW.'s policy, attributing responsibility of an IP
address to an organi zati on may require sonmething nore than a nere PTR
record consistency. |f no donmain nanes can be responsibly associated
to a given | P address, for exanple, because the |IP address was added
wi t hout direct involvenent of the organizati on concerned, DNSWs can
use a subdomai n of .INVALID [ RFC2606] where the |l eftnost |abel hints
at why an address is whitelisted. For exanple, if the address
192.0. 2. 38 was added by the list managers solely based on their

know edge, the corresponding TXT record m ght be AUTOPROMOTED. | NVALI D
so as to avoid explicitly identifying an entity that didn’t opt in.

Fol I owi ng the exanple of Milticast DNS (see the second paragraph of
Section 16 of [RFC6762]), nanes contai ning non-ASCl | characters can
be encoded in UTF-8 [ RFC3629] using the Normalization Form C [ NFC],
as described in "Unicode Format for Network |nterchange" [RFC5198].
Inclusion of unaltered UTF-8 TXT values in the header entails an
envi ronment conpatible with Email Address Internationalization (EAl)
[ RFC6530] .

DNS queries with a QIYPE of ANY may |lead to inconsistent replies,
dependi ng on the cache status. In addition, ANY is not "all", and
the provisions for queries that have QIYPE=ANY [ RFC8482] don’t cover
DNSxLs. A mmil server can issue two sinultaneous queries, A and TXT.
O herwi se, a downstreamfilter can issue a TXT query on its own, if
it knows that an A query was successful and that the DNSW. serves
useful TXT records. It is unlikely that TXT records exist if a query
for QIYPE A brought a result of "none".

| ANA Consi derati ons

I ANA nmaintains the "Email Authentication Paranmeters” registry with
several subregistries. |ANA has nade the assignnents set out in the
foll owi ng sections.

1. Emai | Aut henti cati on Met hods

| ANA has created four new entries in the "Email Authentication
Met hods" registry as foll ows.

b bl oo ooy et oo oo ey e e peje et o}
| Met hod| Definition | ptype | property]| Val ue | St at us| Ver si on
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[ ettty e ————— ———— L ————— L ————————————— Lp—p——_—_ _jp—p—p————r

| RFC 8904 |dns |

Emai |

zone

Tabl

| DNSW. publicly | acti ve|
| accessi bl e query | |
| root domain | |

| type A response
| received (or a |
| quot ed, coma- |
| separated Iist |
| t her eof) |

| type TXT query
| response | |

| active|
| DNSSEC |
| aut henti cat ed | |
| data, "no" for | |
| not signed, or | |
| “na"™ for not | |
| appl i cabl e | |

el

Aut henti cation Property Type

| ANA has created a new entry in the "Email

Types" registry as foll ows.

Aut henti cation Property

[§ bbbl oo s s sy oo oo oo o s e s e e s e e
| ptype | Definition | Description |
[ el oo e e e e e e s s s e e e s s e e e s e e s e
| dns | RFC 8904 | The property being reported |
| | | belongs to the Domai n Nane System |
N Fomm e oo - o e e e e e e e e e e e e e e e e e o +
Tabl e 2
Emai | Aut hentication Result Nanes

| ANA has created four
Nanes" registry as follows.

new entries in the "Emai

Aut henti cati on Result

[ el Sl ————" o —_———(——————r— L—p—p——(———
| Auth Method | Code | Specification | Status
E b sl s e s s gl e g
| dnsw | pass | RFC 8904 | active
F-- - - - - - F--- - - - S I +---- - - - +
| dnsw | none | RFC 8904 | active
L i I I i F-------- +
| dnsw | tenperror | RFC 8904 | active
I i I I I T I +
| dnsw | pernerror | RFC 8904 | active
F-- - - - - - F--- - - - S I +---- - - - +
Table 3

Security Considerations

Over-Quota Signaling

Sone DNSW.s that provide for free access below a given quota are

known to return special
exceeded (for exanple,
that val ue,

codes to signa
127. 0. 0. 255) .

that case results in a false positive

that the quota has been

If the MIA cannot interpret
It can accept
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messages that it would otherwi se reject. A DNSW.-specific nodul e
woul d realize this fact and call for human intervention.

Returni ng an RCODE 5 (REFUSED) conveys the concept that the query is
"unaut hori zed" and human intervention required.

2. Security of DNSSEC Vali dation

The dns.sec property is neant to be as secure as DNSSEC results. It
makes sense to use it in an environment where the DNSSEC val i dati on
can succeed.

Section 7 of [RFC4033] exam nes various ways of setting up a stub
resol ver that either validates DNSSEC |l ocally or trusts the
val i dation provided through a secure channel. For a different class,
it is possible to set up a dedicated, caching, DNSSEC-enabl ed

resol ver reachable by the mail server through interprocess

communi cation on 127.0.0.1. In such cases, the property dns.sec=yes
corresponds to the Authenticated Data (AD) bit in the DNS response
header .

When the response contains no DNSSEC data, a security-aware resol ver
seeks a signed proof of the nonexistence of a DS record at sone

del egation point. If no error is returned, the zone is unsigned and
dns. sec=no can be set. The Security Considerations section of

[ RFC3225] states:

| The absence of DNSSEC data in response to a query with the DO bit

| set MUST NOT be taken to nean no security information is available
| for that zone as the response may be forged or a non-forged

| response of an altered (DO bit cleared) query.

If the application verifies the DNSSEC signatures on its own, it
effectively behaves like a validating resolver and hence can set
dns. sec correspondingly.

When the data is downl oaded in bul k and nade available on a trusted
channel without using DNSSEC, the application sets dns.sec=na or not
at all. For exanple, consider DNSWs that publish bulk versions of
their data duly signed using OCpenPGP [ RFC4880]. It is the
responsibility of system administrators to authenticate the data by
downl oadi ng and validating the signature. The result of such
validation is not reported using dns. sec.

3. Inherited Security Considerations
For DNSSEC, the considerations of Section 12 of [RFC4033] apply.

Al of the considerations described in Section 7 of [RFC3601] apply.
That includes securing against tanpering all the channels after the
production of the Authentication-Results header field.

In addition, the usual caveats apply about inporting text from
external online sources. Although queried DNSWs are well -known,
trusted entities, it is suggested that TXT records be reported only
i f, upon inspection, their content is deened actionable and their
format conpatible with the conputing environnent.
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Appendi x A. Exanpl e

Del i ver ed- To: recipi ent @xanpl e.org
Ret ur n- Pat h: <sender @xanpl e. con
Aut henti cation-Results: nta.exanple.org;
dki mepass (whitelisted) header.i=@xanple.com
Aut henti cation-Results: nta.exanple.org;
dnswl =pass dns. zone=list.dnsw . exanpl e dns. sec=na
policy.ip=127.0.10.1
policy.txt="fwd. exanpl e https://dnsw . exanpl e/ ?2d=f wd. exanpl e"
Recei ved- SPF: fail (Address does not pass Sender Policy Framewor k)
client-ip=2001: db8:: 2: 1;
envel ope-f rom="sender @xanpl e. cont';
hel o=mai | . f wd. exanpl €;
recei ver =nt a. exanpl e. org;
Received: frommail.fwd. exanpl e (mail.fwd. exampl e [2001: db8::2:1])
(TLS: TLSv1/ SSLv3, 128bi t s, ECDHE- RSA- AES128- GCM SHA256)
by nta.exanple.org with ESMIPS; Thu, 03 Cct 2019 19:23:11 +0200
id 00000000005DC044. 000000005702D87C. 000007FC

Figure 1: Trace Fields at the Top of the Header

The nessage went through a third party, fwd.exanple, which forwarded
it tothe final MTA. The mail path was not arranged beforehand with
the involved MIAs; it enmerged spontaneously. This nmessage woul d not
have nade it to the target without whitelisting, because

* the author domain published a strict SPF policy (-all),
* the forwarder did not alter the bounce address, and

* the target usually honors reject on fail, according to Section 8.4
of [RFC7208].

However, the target also inplenented the |ast paragraph of
Appendi x D.3 of [RFC7208]. Its behavior hinges on the followi ng DNS
entries:

1.0.0.0.2.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.d.h.8.2.0.0.1
l'ist.dnsw .exanple.

IN A 127.0.10.1
IN TXT "fwd.exanple https://dnsw . exanpl e/ ?2d=f wd. exanpl e"

Figure 2: DNS Resource Records for 2001:db8::2:1 (line breaks for
editorial reasons)

If mail.fwd. exanpl e had connected from address 192.0.2.1, then the
query name woul d have been "1.2.0.192.1ist.dnsw .exanple". See ful



description in [ RFC5782].

At connection time, because the remote |P address is whitelisted, the
target MIA did not reject the nmessage before DATA. Instead, it
recorded the SPF fail result and indicated the |ocal policy nmechani sm
that was applied in order to override that result. Subsequent
filtering verified DKIM [ RFC6376] .

At |ater stages, mamil filters can reject or quarantine the nessage
based on its content. A deeper know edge of the policy val ues
obt ai ned fromdnsw .exanmple allows interpreting the val ues of
policy.ip and wei ghing them agai nst other factors so as to nake
better decisions.

Appendi x B.  Known | npl enentation

I mpl ement ation details nentioned in this section have been stable for
several years. Yet, this description is necessarily superficial,
versi on dependent, and subject to change.

Courier-MIA [ Courier-MIA] can be configured to | ook up DNSBLs and
DNSW.s, with simlar command-|ine swtches:

- bl ock=zone[ =di spl ayzone][,var[/n.n.n.n][, msg] ]
-al | ow=zone[ =di spl ayzone][,var[/n.n.n.n[,]]]

"zone" is the zone to be queri ed.

"di spl ayzone" is only used for -allow, it is the value to be set in
the dns. zone property.

"var" stands for the environment variable whose existence triggers a
special action. The default variable nanes result in a conventiona
behavi or inplenmented by Courier-MA. By setting different

envi ronment vari abl es, users can custoni ze the behavi or

Conventi onal behavior differs wi dely between -block and -allow. The
former rejects the nessage; the latter produces Authentication-
Results header fields.

The n.n.n.n I P address requires a precise A record response. |f not
gi ven, any response results in setting the correspondi ng vari abl e.

If given, variables are set only if the response nmatches exactly.
Such syntax provides for a very limted interpretation of the

i nformati on encoded in A records. However, it is considered to be
too conplicated already. Even specifying a range, an enuneration of
val ues, or a regul ar expression would require sonething beyond what a
normal user would be willing to manage.

Finally, the trailing nessage, which overrides the 5xx SMIP reply for
-bl ock, is not used for -allow, except that its nere presence
requires querying TXT records to be registered in policy.txt.

SPF is part of Courier-MIA's core. It is configured separately and
provi des for an "all owok" keyword to indicate the choice to override
rejection in case of SPF failure and -allow whitelisting.

A custormary whitelist is defined by DNSW..org [DNSW.]. It serves A
records encoded as foll ows:

1st octet: 127.
2nd octet: O.
3rd octet: Category of business, 15 val ues.

4t h octet: Trustworthi ness/score, 4 val ues.



They al so serve TXT records containing the domain nane followed by a
URL pointing to further information about the rel evant organization,
such as what other | P addresses of theirs are being whitelisted.
They don’t use UTF-8.

DNSW.. org provides for free registration and free access bel ow

100, 000 queries per day. They use a special return code, 127.0.0.255
as exenplified above, to signal that the quota has been exceeded.

Al 't hough Courier-MIA itself does not recognize this return code, it
has a mail filter (zdkinfilter, naned after its main usage) that hard
codes recognition of this code and the code for trustworthiness in
the 4th octet.

Appendi x C. Future Possibilities of the "dns' ptype

The description of the new ptype proposed in Section 4.2 says, "The
property being reported bel ongs to the Domain Nane System " That
definition can broadly include any tag found in a domain’s TXT
record. For exanple, designers of authentication nmethods can agree
that within a resinfo of a given nethod, any dns ptype refers to tags
in the relevant DNS record, unless otherw se specified. So one could
have, say:

Aut henti cati on-Results: exanpl e. com
spf =pass sntp. mail fromeexanpl e. net dns. sec=y;
dki mepass header. i =@xanpl e. org header. b=j | vx30NG dns. s=t | srpt

Wil e dns.sec is defined above, albeit not for the spf nethod, the
use of tlsrpt in the DKiIMrecord is exenplified in Section 3 of

[ RFC8460]. The tag s=is part of the DKIM TXT record, not to be
confused with the selector s=, which is part of a DKIMsignature.
Just like the latter can be reported as header.s because the DKIM
header field is in the nessage header, it nay make sense to report
the former as dns.s because the DKIMDNS record is in the DNS

NOTE: This is only a hint at what may become a consistent nani ng

convention around the new ptype. |In any case, any new property using
this ptype requires its own formal definition. This docunent does
NOT define the property dns.s=, let alone the service tlsrpt.
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