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I nt roduction

At the time of witing, distributed denial-of-service (DDoS) attack
mtigation solutions are |argely based upon siloed, proprietary
conmuni cati ons schemes with vendor lock-in as a side effect. This
can result in the configuration, provisioning, operation, and
activation of these solutions being a highly manual and often tine-
consum ng process. Additionally, coordinating rmultiple DDoS
Mtigation solutions sinultaneously is fraught with both technica
and process-related hurdles. This greatly increases operationa
complexity, which in turn can degrade the efficacy of nitigations
that are generally highly dependent on a tinely reaction by the
system

The DDoS Open Threat Signaling (DOTS) effort is intended to specify
protocols that facilitate interoperability between diverse DDoS
Mtigation solutions and ensure greater integration in terns of
attack detection, mtigation requests, and attack characterization
patterns.

As DDoS sol utions are broadly heterogeneous anbng vendors, the
primary goal of DOTS is to provide high-level interaction anbngst

di ffering DDoS sol utions, such as detecting DDoS attacks, initiating/
term nating DDoS Mtigation assistance, or requesting the status of a
DDoS M tigation

Thi s docunent provides sanple use cases that provided input for the
requi renents [ RFC8612] and design of the DOTS protocols

[ RFC8782] [ RFC8783]. The use cases are not exhaustive, and future use
cases are expected to enmerge as DOIS is adopted and evol ves.

Ter m nol ogy and Acronyns

Thi s docunent nakes use of the same term nology and definitions as
[ RFC8612]. In addition, it uses the terns defined bel ow

DDoS M tigation System (DVS):
A systemthat perforns DDoS Mtigation. The DDoS Mtigation
System nay be conposed of a cluster of hardware and/or software
resources but could also involve an orchestrator that nay nake
deci sions, such as outsourcing sone or all of the nitigation to
anot her DDoS M tigation System

DDoS M tigation
The action perforned by the DDoS Mtigation System

DDoS M tigation Service:
Desi gnates a service provided to a custonmer to nmitigate DDoS
attacks. Each service subscription usually involve Service Level
Agreenent (SLA) that has to be net. It is the responsibility of
the DDoS Service provider to instantiate the DDoS Mtigation
Systemto neet these SLAs.

DDoS M tigation Service Provider:



Desi gnates the administrative entity providing the DDoS Mtigation
Servi ce.

Internet Transit Provider (ITP)
Designates the entity that delivers the traffic to a customer
network. It can be an Internet Service Provider (ISP) or an
upstreamentity delivering the traffic to the ISP

Use Cases
.1. Upstream DDoS Mtigation by an Upstream Internet Transit Provider

Thi s use case describes how an enterprise or a residential custoner
network may take advantage of a pre-existing relation with its ITP in
order to mtigate a DDoS attack targeting its network

For clarity of discussion, the targeted network is indicated as an
enterprise network, but the sane scenario applies to any downstream
networ k, including residential and cloud hosting networks.

As the | TP provides connectivity to the enterprise network, it is

al ready on the path of the inbound and outbound traffic of the
enterprise network and is well aware of the networking paraneters
associated with the enterprise network WAN connectivity. This eases
both the configuration and the instantiation of a DDoS Mtigation
Servi ce.

This section considers two kinds of DDoS Mtigation Service between
an enterprise network and an | TP

* The upstream | TP may instantiate a DMS upon receiving a request
fromthe enterprise network. This typically corresponds to a case
when the enterprise network is under attack.

* On the other hand, the ITP may identify an enterprise network as
the source of an attack and send a mitigation request to the
enterprise DM5 to mitigate this at the source

The two scenarios, though different, have sinmilar interactions
between the DOTS client and server. For the sake of sinplicity, only
the first scenario will be detailed in this section. Nevertheless,
the second scenario is also in scope for DOTS.

In the first scenario, as depicted in Figure 1, an enterprise network
with self-hosted Internet-facing properties such as web servers,
authoritative DNS servers, and Voice over |P (VolP) servers has a DVB
depl oyed to protect those servers and applications from DDoS attacks.
In addition to on-preni se DDoS defense capabilities, the enterprise
has contracted with its ITP for DDoS Mtigation Services when attacks
threaten to overwhel mthe bandwi dth of their WAN |ink(s)
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Figure 1: UpstreamInternet Transit Provider DDoS Mtigation

The enterprise DMS is configured such that if the incom ng Internet
traffic vol unme exceeds 50% of the provisioned upstream I nternet WAN
link capacity, the DMs will request DDoS Mtigation assistance from
the upstreamtransit provider. Mre sophisticated detection neans
may be considered as well.

The requests to trigger, manage, and finalize a DDoS Mtigation
between the enterprise DMS and the | TP are made usi ng DOTS. The
enterprise DVS inplenments a DOTS client while the ITP i nplenents a
DOTS server, which is integrated with their DMS in this exanple.

When the enterprise DVS locally detects an i nbound DDoS attack
targeting its resources (e.g., servers, hosts, or applications), it
i medi ately begins a DDoS Mtigation.

During the course of the attack, the inbound traffic volune to the
enterprise network exceeds the 50%threshold, and the enterprise DVS
escal ates the DDoS Mtigation. The enterprise DVS DOTS client
signals to the DOTS server on the upstream | TP to initiate DDoS
Mtigation. The DOTS server replies to the DOIS client that it can
serve this request, and mitigation is initiated on the | TP network by
the | TP DWVS.

Over the course of the attack, the DOIS server of the ITP
periodically infornms the DOIS client on the mtigation status,
statistics related to DDoS attack traffic mtigation, and rel ated
informati on. Once the DDoS attack has ended or decreased to a
certain level that the enterprise DM5 night handle by itself, the
DOTS server signals the enterprise DM5 DOTS client that the attack
has subsi ded.

The DOTS client on the enterprise DVMS then requests that the ITP
term nate the DDoS Mtigation. The DOTS server on the | TP receives
this request and, once the mtigation has ended, confirns the end of
upstream DDoS Mtigation to the enterprise DM5S DOTS client.

The following is an overview of the DOTS conmuni cation nodel for this
use case:

1. A DDoS attack is initiated against resources of a network
organi zation (here, the enterprise), which has depl oyed a DOTS-
capable DM5 -- typically a DOTS client.

2. The enterprise DVS detects, classifies, and begins the DDoS
M tigation.

3. The enterprise DVS determnes that its capacity and/ or capability
to mtigate the DDoS attack is insufficient and sends a DOTS DDoS
Mtigation request via its DOTS client to one or nore DOTS
servers residing on the upstream | TP.

4. The DOTS server, which receives the DOTS Mtigation request,
determines that it has been configured to honor requests fromthe
requesting DOTS client and does so by orchestrating its own DVS.



5. Wile the DDoS Mtigation is active, the DOTS server regularly
transmts DOTS DDoS Mtigation status updates to the DOTS client.

6. Infornmed by the DOTS server status update that the attack has
ended or subsided, the DOTS client transmts a DOTS DDoS
Mtigation term nation request to the DOTS server.

7. The DOTS server terninates DDoS Mtigation and sends the
notification to the DOTS client.

Not e that comuni cati ons between the enterprise DOTS client and the
upstream | TP DOTS server may take place in band within the main
Internet WAN |ink between the enterprise and the ITP, out of band via
a separate, dedicated wireline network link utilized solely for DOTS
signaling; or out of band via some other form of network connectivity
such as third-party wirel ess 4G network connectivity.

Note al so that a DOTS client that sends a DOTS Mtigation request may
al so be triggered by a network adm n that manually confirns the
request to the upstream | TP, in which case the request nmay be sent
froman application such as a web browser or a dedicated nobile

appl i cation.

Note al so that when the enterprise is nmultihomed and connected to
multiple upstream | TPs, each ITP is only able to provide a DDoS
Mtigation Service for the traffic it transits. As a result, the
enterprise network nmay be required to coordinate the various DDoS
M tigation Services associated with each link. Mre nultihom ng
consi derations are discussed in [ DOTS- MULTI HOM NG .

.2. DDoS Mtigation by a Third-Party DDoS Mtigation Service Provider

This use case differs fromthe previous use case described in
Section 3.1 in that the DDoS Mtigation Service is not provided by an

upstream I TP. In other words, as represented in Figure 2, the
traffic is not forwarded through the DDoS Mtigation Service Provider
by default. |In order to steer the traffic to the DDoS Mtigation

Servi ce Provider, sone network configuration changes are required.
As such, this use case is likely to apply to large enterprises or
| arge data centers but, as for the other use cases, is not
exclusively limted to them

Anot her typical scenario for this use case is for there to be a

rel ati onship between DDoS Mtigation Service Providers, form ng an
overlay of DVMS. Wen a DDoS Mtigation Service Provider mitigating a
DDoS attack reaches its resource capacity, it may choose to del egate
the DDoS Mtigation to another DDoS Mtigation Service Provider.
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Figure 2: DDoS Mtigation between an Enterprise Network and a
Third-Party DDoS Mtigation Service Provider

In this scenario, an enterprise network has entered into a
prearranged DDoS Mtigation assistance agreenent with one or nore
third-party DDoS Mtigation Service Providers in order to ensure that
sufficient DDoS Mtigation capacity and/or capabilities may be
activated in the event that a given DDoS attack threatens to

overwhel mthe ability of the enterprise or any other given DM5 to
mtigate the attack on its own.

The prearrangenent typically includes agreenent on the nechani sns
used to redirect the traffic to the DDoS Mtigation Service Provider,
as well as the mechanismto re-inject the traffic back to the
Enterprise Network. Redirection to the DDoS Mtigation Service
Provider typically involves BGP prefix announcenent or DNS
redirection, while re-injection of the scrubbed traffic to the
enterprise network may be perforned via tunneling nmechanisnms (e.g.,
GRE). The exact nechanisns used for traffic steering are out of
scope of DOTS but will need to be prearranged, while in sone contexts
such changes coul d be detected and consi dered as an attack.

In sone cases, the conmunication between the enterprise DOTS client
and the DOTS server of the DDoS Mtigation Service Provider may go
through the I TP carrying the DDoS attack, which would affect the
communi cation. On the other hand, the comunication between the DOTS
client and DOTS server may take a path that is not undergoi ng a DDoS
at t ack.
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Figure 3: Redirection to a DDoS Mtigation Service Provider

When the enterprise network is under attack or at |east is reaching
its capacity or ability to mitigate a given DDoS attack, the DOTS



client sends a DOTS request to the DDoS Mtigation Service Provider
toinitiate network traffic diversion -- as represented in Figure 3
-- and DDoS Mtigation activities. Ongoing attack and mitigation
status nmessages may be passed between the enterprise network and the
DDoS M tigation Service Provider using DOTS. |f the DDoS attack has
stopped or the severity of the attack has subsided, the DOIS client
can request that the DDoS Mtigation Service Provider term nate the
DDoS M tigation.

3.3. DDoS Ochestration

In this use case, one or nore DDoS tel enetry systenms or nonitoring
devices nonitor a network -- typically an | SP network, an enterprise
network, or a data center. Upon detection of a DDoS attack, these
DDoS tel emetry systens alert an orchestrator in charge of
coordinating the various DMss within the donmain. The DDoS tel enetry
systens may be configured to provide required information, such as a
prelimnary analysis of the observation, to the orchestrator.

The orchestrator anal yzes the various sets of information it receives
fromDDoS telemetry systens and initiates one or nore DDoS Mtigation
strategies. For exanple, the orchestrator could select the DVM5 in
the enterprise network or one provided by the | TP.

DMVS sel ection and DDoS Mtigation techniques may depend on the type
of the DDoS attack. In sone cases, a manual confirmation or

sel ection may al so be required to choose a proposed strategy to
initiate a DDoS Mtigation. The DDoS Mtigation nay consist of

mul tiple steps such as configuring the network or updating already-
instantiated DDoS Mtigation functions. Eventually, the coordination
of the mtigation may involve external DDoS Mtigation resources such
as a transit provider or a third-party DDoS Mtigation Service

Provi der.

The commruni cation used to trigger a DDoS Mtigation between the DDoS
telemetry and nonitoring systems and the orchestrator is perforned
usi ng DOTS. The DDoS telemetry systeminplenments a DOTS client while
the orchestrator inplenments a DOTS server.

The communi cation between a network adm nistrator and the
orchestrator is also perforned using DOTS. The network adm ni strator
uses, for example, a web interface that interacts with a DOTS client,
whil e the orchestrator inplements a DOTS server.

The communi cation between the orchestrator and the DMSs is perforned
using DOTS. The orchestrator inplenents a DOTS client while the DMSs
i mpl erent a DOTS server.

The configuration aspects of each DM5, as well as the instantiations
of DDoS Mtigation functions or network configuration, are not part
of DOTS. Simlarly, the discovery of available DDoS Mtigation
functions is not part of DOTS and, as such, is out of scope.
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Figure 4: DDoS Orchestration

The DDoS telenetry systens nonitor various aspects of the network
traffic and perform sonme neasurenent tasks.

These systens are configured so that when an event or sone

measur enent indicators reach a predefined | evel, their associated
DOTS client sends a DOTS mitigation request to the orchestrator DOTS
server. The DOTS nmitigation request may be associated with sone
optional mitigation hints to let the orchestrator know what has
triggered the request. In particular, it is possible for sonething
that | ooks like an attack locally to one telenetry systemis not
actually an attack when seen fromthe broader scope (e.g., of the
orchestrator).

Upon receipt of the DOTS mitigation request fromthe DDoS tel enetry
system the orchestrator DOTS server responds with an acknow edgnent
to avoid retransm ssion of the request for mitigation. The
orchestrator may begin collecting additional fine-grained and
specific information fromvarious DDoS telenetry systens in order to
correlate the neasurenents and provide an anal ysis of the event.
Eventual |y, the orchestrator nmay ask for additional information from
the DDoS tel enetry systenm however, the collection of this
information is out of scope of DOTS.

The orchestrator may be configured to start a DDoS Mtigation upon
approval froma network admnistrator. The analysis fromthe
orchestrator is reported to the network admnistrator via, for
example, a web interface. |If the network administrator decides to
start the mitigation, the network administrator triggers the DDoS
Mtigation request using, for exanple, a web interface of a DOIS
client conmunicating to the orchestrator DOTS server. This request
is expected to be associated with a context that provides sufficient
information to the orchestrator DOTS server to infer, elaborate, and
coordi nate the appropriate DDoS Mtigation.

Upon receiving a request to mtigate a DDoS attack aimed at a target,
the orchestrator may evaluate the volume of the attack as well as the
val ue that the target represents. The orchestrator may select the
DDoS M tigation Service Provider based on the attack severity. It
may al so coordi nate the DDoS Mtigation perforned by the DDoS

M tigation Service Provider with some other tasks such as, for

exanpl e, noving the target to another network so new sessions wl|l
not be inmpacted. The orchestrator requests a DDoS Mtigation by the
selected DMSs via its DOTS client, as described in Section 3.1.

The orchestrator DOTS client is notified that the DDoS Mtigation is
effective by the selected DMSs. The orchestrator DOIS server returns
this information to the network adm ni strator.

Simlarly, when the DDoS attack has stopped, the orchestrator DOTS
client is notified and the orchestrator’s DOTS server indicates the
end of the DDoS Mtigation to the DDoS tel enetry systens as well as
to the network administrator.



In addition to the DDoS orchestration shown in Figure 4, the sel ected
DVMS can return a mtigation request to the orchestrator as an

of fl oadi ng. For exanple, when the DDoS attack beconmes severe and the
DMS's utilization rate reaches its maxi num capacity, the DVMS can send
mitigation requests with additional hints, such as its bl ocked
traffic information, to the orchestrator. Then the orchestrator can
take further actions such as requesting forwardi ng nodes (e.g.,
routers) to filter the traffic. In this case, the DVS i nplenents a
DOTS client while the orchestrator inplenments a DOTS server. Simlar
to other DOTS use cases, the offloading scenario assunes that sone
val i dation checks are followed by the DM5, the orchestrator, or both
(e.g., avoid exhausting the resources of the forwardi ng nodes or

i nadvertent disruption of legitimte services). These validation
checks are part of the mtigation and are therefore out of the scope
of the document.

Security Considerations

The docunent does not describe any protocol, though there are still a
few high-level security considerations to discuss.

DOTS is at risk fromthree primary attacks: DOIS agent i npersonation,
traffic injection, and signaling bl ocking.

I mpersonation and traffic injection mtigation can be mtigated
through current secure communications best practices, including

mut ual authentication. Preconfigured mtigation steps to take on the
| oss of keepalive traffic can partially mtigate signal blocking.

But in general, it is inpossible to conprehensively defend agai nst an
attacker that can selectively block any or all traffic. Alternate
communi cati on paths that are (hopefully) not subject to bl ocking by
the attacker in question is another potential mtigation

Addi tional details of DOTS security requirenments can be found in
[ RFC8612] .

Service disruption may be experienced if inadequate mtigation
actions are applied. These considerations are out of the scope of
DOTS.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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